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Abstract—This work investigates providing information the-
oretically secure communication in a scenario where the eaves-
dropper is more powerful as compared to models considered
to date. Specifically, we consider the setting where the eaves-
dropper, based on signals it received in the past, modifies its
channel state in order to benefit its reception of the legitimate
parties’ messages. Natural to this setting is that the legitimate
parties do not have any knowledge of the eavesdropper’s
channel state. In this setting, we study the Gaussian two-way
wiretap channel, namely two legitimate nodes connected by
a bi-directional link in the presence of an eavesdropper that
receives the superposition of signals from both nodes. We show
that a positive secrecy rate in the sense of strong secrecy is
achievable even under these assumptions. The secrecy rate
obtained scales with transmit power. The achievable strategy
involves cooperative jamming pointing out to its robustness to
the adaptive nature of the eavesdropper channel.

I. INTRODUCTION

All recognized secrecy schemes are based on a small
set of reasonable assumptions. The approach of studying
secrecy problems using information theory was originated by
Shannon in [1] and was later extended to different network
models, see for example, [2]-[8]. The distinctive feature
of this approach is that instead of assuming the adversary
is computationally limited as in the case in computational
security, secrecy is achieved relying solely on assumptions
on the communication network, usually described in terms of
network topology, channel states or the signal to noise ratio,
allowing the adversary to be computationally unlimited. Such
an approach therefore establishes the fundamental limits for
secure communication rates, and identifies properties inherent
to the communication network that can be leveraged to
achieve positive secrecy rates for legitimate communication
parties.

A commonly used assumption in information theoretic
secrecy is that the eavesdropper is a passive entity who does
not in any way contribute to the setting other than employing
a capable receiver with access to information on the channels
and codebooks. A consequence of this assumption, which is
that the eavesdropper does not interact with and adaptively
modify its channel states, allows for a cleaner setting, yet
presents a vulnerability against malicious entities. In this
paper, we present a new setting that allows the eavesdropper
to manipulate its channel states, and prove that information
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theoretically secure communication is possible against this
eavesdropper.

This work is particularly motivated by the increasing
popularity of using cooperative jamming, first proposed in
[71, [8], to achieve secrecy. In references [3], [7], [8], it
was proposed that if an eavesdropper had a good reception
from a legitimate transmitter, that transmitter could transmit
with the specific aim to degrade the quality of the signals
observed by the eavesdropper, preventing it from intercepting
confidential messages sent by other legitimate transmitters.
Yet, it is conceivable that a smart eavesdropper could choose
to move away from such a jamming transmitter, for example,
by monitoring the locations of legitimate transmitters and
measuring if there is a sudden increase in the number of
frames in error. The eavesdropper can then use a sophisticated
directional antenna and adjust the radiation pattern of the
antenna quickly so that it is reinforced in a direction not
affected by the cooperative jammer. The effectiveness of
using a cooperative jammer would then become limited.

In this paper, to model this behavior, we assume that the
eavesdropper has complete control over the states of the
eavesdropper channel using a possibly stochastic controller
based on the channel outputs it observed in the past. The
eavesdropper does not transmit any signals and hence is
still a passive entity. However, with this new capability of
manipulating its channel, it is a more powerful entity.

With this new assumption, we revisit the Gaussian two-
way wiretap channel first studied in reference [9] and then
in references [3], [10]-[12]. Additionally, in line with recent
developments, we consider the setting where the legitimate
nodes do not have any knowledge of the eavesdropper chan-
nel [13]. We show a positive secrecy rate is still achievable by
generating cooperative jamming sequences carefully through
a three stage communication protocol. The achieved secrecy
rate is in the sense of strong secrecy and scales with trans-
mission power. The result implies that secure connectivity of
a bidirectional link is possible unconditionally.

II. SYSTEM MODEL

The channel model is shown in Figure 1. The main channel
is a Gaussian two-way channel composed of two full-duplex
nodes [14]. The inputs and outputs during sth channel use for
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Fig. 1. two-way wiretap channel model where the eavesdropper controls
its channel states

this channel, after canceling the self-interference in a full-
duplex transceiver, can be expressed as [3]:

Yo = X1+ Nerin Y1, = Xoi + Neoi (1)

We assume the eavesdropper channel to be noiseless as a
worst case assumption:

Y; = Hi,OXO,i + Hi,le,i 2)

Without loss of generality, we assume |H; o|? 4+ |H;1|> = 1.
Otherwise the eavesdropper can normalize its received sig-
nals to conform to this constraint.

Let H; denote [Hz’,mgi,l]- We assume the eavesdropper
can choose H;, based on the signals it received in the past.
Let M, be the local randomness available to the eavesdrop-
per. Then this means:

H; = g:(M.,Y'"™) 3)

where g; is a deterministic function used by the eavesdropper
to calculate H;. Equation (3) implies the eavesdropper has
perfect knowledge of the eavesdropper channel state infor-
mation.

We assume that node 0 and 1 do not have knowledge on
the distribution or the realization of M,.. Neither do they
have knowledge on g;. We also assume that node 0 and 1 do
not have knowledge on rhe distribution or the realization of
{H,}.

We assume the transmitters at node 0 and 1 are constrained
in terms of average transmission power. For simplicity, we
use the same power limit for both nodes, given by

1 .
lim — S E[X,. 2 <P, j=0,1 4
nggon; X3P < P, @)

Node 0 wants to send a confidential message W to node
1. Node 1 decodes the message as W from the signals it
received and any other side information available to it. For
reliable reception of W, we require:

lim Pr(W # W) =0 (5)
Additionally, we require W to be kept secret from the eaves-

dropper. Thus, we require the following secrecy constraint to
hold for any M.:

lim I(W;Y™, M,) =0,

n—oo

VM., {g:} (6)

Observe that (6) is the strong secrecy constraint [13]. We
require the convergence in (6) to be uniform over all possible
choice of M, and {g;}, which also implies there are infinitely
many secrecy constraints in the form of (6) to satisfy.
Throughout the paper, we consider the above setting.
The obvious extension to providing confidential message
transmission from node 1 to node 0O is via time sharing.

III. THE ACHIEVABLE SCHEME

Communication is divided to three stages:

1) The first stage takes n channel uses. In this stage, nodes
0 and 1 transmit i.i.d. Gaussian random sequences with
zero mean. Let P denote its variance. Let J; denote the
signal transmitted by node 7,7 = 0, 1 during this stage.

2) The second stage also takes n channel uses. In this
stage, only node 0 transmits. Node 0 generates a binary
i.i.d. sequence T, such that Pr(7; = 0) = 1/2,i =
1,...,n. Observe that node 0 at this moment has the
knowledge of

a) Jjy, which is the sequence it transmitted during
the first stage.

b) Ji'+ N/}, which is the sequence it received during
the first stage.

Node 0 then constructs a jamming sequence .J;*, such

that
Jr,i = {

The transmitter at node 0 takes input V™ and transmits

Jo,is
J1i + Netis

T, =0
T,=1 )

Vit Jri+ Ny, (8)

during the ¢th channel use in the second stage, where
{N7%} is an ii.d. Gaussian sequence with zero mean
and unit variance.
The confidential message W shall be encoded in V"
through a stochastic encoder.

3) During the third stage, only node 0 transmits. In this
stage, node 0 broadcasts 7™ as a public message to
node 1.

IV. SECRECY ANALYSIS

A. Main Result

Theorem 1: Let C(z) = logy(1+x). Let P = (P —1)/2.
Let [z]T be max{x,0}. Then for an arbitrarily small constant
d" > 0, the following secrecy rate R is achievable:

se@re(r)] 1

ety o) e ©

Qa2

where ay is the time sharing factor of the second stage.
Clearly ay > 1/3 for sufficiently large P.
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B. Proof of Theorem 1

For ¢ =1, ..., n, define X™ and J" as
Xi=Jiri Ji=Jr (10)

Since {J§} has the same distribution as {J'}, and {7}
is independent from {J§'} and {J7'}, we observe from (10)
that X™ and J™ are independent from 7. Then (8) can be
written in the following form:

Vi+ X+ TiNa i+ Ny, (11)

Let Y™ denote the signals received by the eavesdropper
during the first stage. Then from (10), Y; is given by:

}/i:Hzl TX +H1TJ (12)

Let f’i’ denote the signals received by the eavesdropper
during the second stage. Without loss of generality, we
assume Y, is given by (11). Define Y as:

Y] =Vi+X;+ Ny, (13)
with which, from (11), }71-’ can be written as:
Y/ =Y/ +TiNe1; (14)

With these notations, the mutual information in the secrecy
constraint (6) can be written as:

I (W; M, V", Y™, T") (15)
We next examine the first stage in detail. We begin by
defining the binary valued function () such that for a

positive constant 6 € (0,1/2) and o = 1/2 — 4,
~ 0 |E[z 0|2 >«
Hi = [ ~
I {1JHwF<aJHmF>
Note that since o < 1/2, 3() is well defined due to the fact
that |Hi,0|2 + |Hi,1|2 =1.
Define FE; as

(16)

E; = (;(H

where @ denotes the binary XOR operation. Then FE; is
independent from H,.

We next express the signals received by the eavesdropper
during the first stage so that they are degraded versions of
signals which are function of F, X, and Gaussian noise only.

Observe that (12) can be rewritten as:

)eT; (17)

Vo= Mo %+ | (18)

with ZZ having the same distribution as .J; but independent
from H; and T;. We can do this modification because it does
not change the joint distribution of W and eavesdropper’s
knowledge implied by the following distribution

pw (w) pynw (0" |w){ H

xz }{HpT

IﬂmW”MJm%H me) fsprooodw, (e 3B

)} s, (me)

fenvi xr, ilvi, B ta)} 19)
because the distribution of J; is rotationally invariant. This
means the value of (15) remains the same.
When E; = 0, we have 1 > |H; 1,|> > a =1/2 - 6.
Since |H; o[> 4 |H;1|? = 1, we have | H; 1, |> < 1/2496.
Define || as a positive constant such that:

1/2—-6 9
= 20
1/2446 il 20)
Then [Hi -, *|y[* < |[Hiz [*.
Hence when E; = 0, we can rewrite (18) as:
oz, (R + WD) + Vo2 = i P12
(21)

where the sequence {.J/} and {.J!'} have the same distribution

as {J;} conditioned on all other random variable and are

independent from each other. In particular, they are also

independent from H, and 7;. We can rewrite (18) as (21)

since it does not change the joint distribution of W and

eavesdropper’s knowledge implied by the distribution (19).
If E; =1, to unify the notation, we rewrite (18) as:

ﬁi,l—TiXi + |I’i’i,TT; |Ji” 22)
We then write (21) and (22) in a unified form:
Hiy o1, (Xi + s[Ei, J))) + ¢T3, Hi, J)] (23)
. n _ |7|J117 Ei =0
¢s(T;, H;, J]] =
712 | 5. " -
\Z|H7 i |H - Jz 9 Ez — O (25)
\Hi,| T}, E =1

where F; i~s computed from 7; and IjL according to (17).
Define Z; as

Z; = X + 5[ Ei, ) (26)
Then Y; can be expressed as
Y, = Hir—1,Zi + 6513, Hy, J!'| (27

To proceed to bound (15), we need the following lemma:

Lemma I1: Let the symbol A} denote the set
{Ai, Aig1, .., A}y Ap,,  is empty. Then  for
m=2..,n+1,

(Wi Mo Y™ Y LT 20 B ) < 28)

I(W;Me,Y’",Y’"—Q,ﬁm—Q,T’"—2 n 1,E;;,1) (29)

Proof: The proof is provided in Appendix A. |
Using Lemma 1 we can replace {Y™ H",T"} with
{Z", E™} and use (14) to obtain the following Lemma:

Lemma 2:

I (W;?’",?",ME,T") <1 (W;Y’",Z",E") (30)

619



The proof of Lemma 2 is omitted due to space limitations
and is provided in the upcoming journal version of this work.
Lemma 2 shows that when designing the stochastic en-
coder that maps W to V", we can design it for a wiretap
channel which takes inputs V™ and in the eavesdropper
channel produces outputs {Y'", Z" E™} and in the main
channel produces the outputs: {Y'"+ N/ Jp+NZ Jp T}
where N and N/j denote the channel noise of the main
channel during the first and the second stage respectively.
It can then be shown with standard methods that there
exists a codebook and a stochastic encoder that achieves the
following secrecy rate for the above wiretap channel:

[I (V; Y' 4 Ny, Jo + Neo, Jl,T) .y (V; Y'. 7, E)}+
3D

which, by Lemma 2, secures W for the two-way wiretap
channel as well. We then evaluate (31) with a Gaussian input
distribution with zero mean and variance P for V, .Jy, J1, and
use the fact |y| can be made arbitrarily close to 1, which
yields (9). It can be readily verified that by choosing P =

(P —1)/2, the average power constraint (4) is satisfied.

V. CONCLUSION

In this work we presented a new setting in information
theoretic security which allows the eavesdropper to control
the states of the eavesdropper channel based on the channel
outputs it observed in the past in an arbitrary (and potentially
stochastic) manner. With this new setting, we studied the
Gaussian two-way wiretap channel and proved that it is
possible to achieve a positive secrecy rate for this model
that scales with transmission power.

APPENDIX A
PROOF OF LEMMA 1
Equation (28) is upper bounded by adding the term Zm—1
as shown below:

(wiym= w7

m—1>

E", Y’") 32)

—I (W; Vot [Y™ 2, @™ M, T, 20 R Y’")

41 (W; ym-2 gmeloa, el Zn

m—1>

E", Y’") 33)
We next show that the first term in (33) is 0:

I (W; Voot [Y2 HML M, T, 20
< I(W; Jy,

»Ym—1
|}~/m72,ﬁm71,M87Tm71, 217:1—17
< I(W, ?m—Z, ﬁm_l, M,, 111n—17 277711717
E5)
= I(W, Y/m72, I‘:Imilv Mea Tmilv ZNmflv Ym; m—1
\En) + 1(Zp; I3 | BT,
W i/m72, I':Imfl, Mevafl, mela Y/n) (36)

™)

Eg” Y/n)
ym. j/

1 Ym—1

(35)

(34)

vghere (34) ~follows from (27) and the fact that

Zm—1,Tm—1,H,,—1 are present as condition terms.

We then observe

I(W, Y/m—Z, ﬁm_l, ]\487 Tm—l, meh Y/n, 11 )

»Ym—1

(37)
equals 0 because J;,_, is independent from all the other
terms in (37). In particular, Y™ is the signals transmitted by

node 0 in the second stage and is independent from J/ ;.
Then we use the fact that for random variable A, B, C, D,

I(A;B|C,D) —I(4;B|C) <1(B;D|C,A)  (38)

where I(A; B|C) corresponds to (37) with C' being empty,
I(A; B|C, D) corresponds to the first term in (36). (38)
implies the first term in (36) is upper bounded by:

I(J5—q; B W,

Yym=2 B M, T Z 1, Y (39)
<I(J},_1, W,

ym=2 gL M, T, Zy 1, Y™ ED) (40)
<I(J},_ 1, W,

Yym=2 B M, T Z o Y HE L ER) (41)
=1 (B B ) 4+ 10Ty WY 2

Mo, T™ Y, Zyy, Y™ B ) (42)
=1 (B ) + 1y, W2

Mo, T™ Y, Zyy, Y™ T [H) (43)
=I1(J" | W, Y™ 2 H" !,

M, T™ Y Zy oy, Y™ TR HD) (44)
<I(J" W, Y™ 2 H™ !,

M., T™ Y, Zy ) HE VP X" NDTR) =0 (45)

In (44), we drop the term [ fI;;;E}}l since it is 0 due
to (17) and the fac~t that 7; 1s uniformly distributed and
independent from H,; and 7} is generated after the first
stage. From (44) to (45), we replace the term Y'™ using
(13). (45) is 0 because T}’ is independent from all the
other random variab~les in this term. In particular, 77} is
independent from {X™, T™~1},
Hence we have shown that the first term in (36) is 0. The
second term in (36) is upper bounded by:
(Z, X0 | s
Wu Y/m—27 ﬁm_la M€7 Tm_17 Zm—17 Yln) (46)
X:ﬁ; Wu ?m727 Iﬁ:Imilu M67 Tm717 Zm—la Y/n)
WY 2 H L M, T 2, Y (47)
Using (26), the first term in (47) is upper bounded by:

I( 1/:;; 1/r/L—1 |E17rlw
X:}wW?m_27ﬁm_l7M€7Tm_laZm—luyln) (48)
since X{}l and £}, are present in the condition term. Since

I(Ts Tl
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WY 2 H™ L M, T 21, Y™) = 0, (49)

we can subtract (48) by (49) and upper bound it via the
inequality in (38) as

1T B X3\ T2,

m—1»
WY 2 ™ M, T Z 1, Y'") (50)
=I( 7’,’1_1;)2,%|J7’,’;,
WY 2 H" L M, T, Zyy 1, Y'™)
H I B X T
w,ym 2 H" L M., T Z, 1, Y™ (5])
The first term in (51) is upper bounded by:
V(ERED G
WY 2 H" L M, T™ Y Zp 1, Y™) =0 (52)

since J/! _; is independent from all the other terms in (52).

The second term in (51) is upper bounded by:

I( 7/7/1—17)277711"]7/7?7

WY H L M, T 2 Y B (53)
< (s X i H

WY 2l M, T 20 Y B (54)

YR H T M, T Z, Y THHY,) - (55)
< Iy Iyt WY BT M T Z,

VX ND HETR) =0 (56)
where in (56), we replace }f’" with V", X ", N7, which
allows us to merge the term X into X".

Hence, we have shown that the first term in (47) is 0. The

second term in (47) is upper bounded by moving E7, out of
the condition terms as shown below:

I(X7 Er T

WY 2 H L M, T™ Y Zp 1, Y™ (57)
=X T WY J
M, T™ Y Zo 0, Y™ + I(E™; T |X5,
W,Ym™ 2 H™ U M, T, Zpy 1, Y'™) (58)
The first term in (58) is upper bounded by:
(X, WY ™2 ™ M, T 2,
Y Jhno1) =0 (59)

since J/! _, is independent from all the other terms in (59).
The second term in (58) is upper bounded by:

LB Ty, X7,

W,y 2 H™ L M, T Y1, Y™ (60)
<I(Ep;Hp, T 1, X},

WY H" L M, T Zyy,Y™) (61)

—I(E}, H,) + (T ),

o)
m717Xm7

W,y 2 H™ N M, T Zy oy, Y HE,) (62)

SI(T;ZW gflaXnvvnaNf]la
WYy 2 H" L Mo, T, Zy1, HIL) = 0 (63)

where in (63) we replace Y™ with V”,X”, 7, which

allows us to merge the term X]}l into X"

Hence, we have shown that the second term in (58) is 0.
This means the second term in (47) is 0. Thus we have shown
that the second term in (36) is 0. This implies that the first
term in (33) is 0. The second term in (33) is upper bounded
by adding E,,_1:

I(W;Ym*Q,ﬁmfl,Me,Tmfl,Z;;L_l, ,’;L_l,Y’") (64)

from which we then drop 7}, due to the presence of both
H,,_1 and E,,,_1 and rewrite it as:

I(W;Ym*Q,ﬁmfl,Me,T’”*Q,Z;;L_l, n

m—1>

Y’") (65)

from which we then drop H,,_; due to the presence of
M, and Y2, which leads to (29). Hence, we have proved
Lemma 1.
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