
1

Reliable Deniable Communication:
Hiding Messages in Noise

Pak Hou Che, Mayank Bakshi, Sidharth Jaggi
The Chinese University of Hong Kong

Abstract

A transmitter Alice may wish to reliably transmit a message to a receiver Bob over a binary symmetric channel (BSC),
while simultaneously ensuring that her transmission is deniable from an eavesdropper Willie. That is, if Willie listening to Alice’s
transmissions over a “significantly noisier” BSC than the one to Bob, he should be unable to estimate even whether Alice is
transmitting. We consider two scenarios. In our first scenario, we assume that the channel transition probability from Alice to
Bob and Willie is perfectly known to all parties. Here, even when Alice’s (potential) communication scheme is publicly known to
Willie (with no common randomness between Alice and Bob), we prove that over n channel uses Alice can transmit a message
of length O(

√
n) bits to Bob, deniably from Willie. We also prove information-theoretic order-optimality of this result. In our

second scenario, we allow uncertainty in the knowledge of the channel transition probability parameters. In particular, we assume
that the channel transition probabilities for both Bob and Willie are uniformly drawn from a known interval. Here, we show that,
in contrast to the previous setting, Alice can communicate O(n) bits of message reliably and deniably (again, with no common
randomness). We give both an achievability result and a matching converse for this setting. Our work builds upon the work of
Bash et al on AWGN channels (but with common randomness) and differs from other recent works (by Wang et al and Bloch)
in two important ways - firstly our deniability metric is variational distance (as opposed to Kullback-Leibler divergence), and
secondly, our techniques are significantly different from these works.

I. INTRODUCTION

Consider the following scenario – Alice, an undercover agent lurking in a foreign country, wishes to send occasional
messages to a journalist Bob without attract the attention of the secret agent Willie. In this case, anonymous communication
is not an option, since the secret agent Willie is constantly monitoring Alice. On the other hand, information-theoretically
or cryptographically secure communication may also be undesirable, since an indecipherable message may be viewed as
suspicious by Willie. To facilitate her communication, Alice tries to present the appearance of innocence (silence) to Willie,
while attempting to communicate with Bob. The goal for Alice is to communicate with Bob reliably, while ensuring that Willie
does not know whether Alice is transmitting or not. That is, Willie’s best estimate of Alice’s transmission status should be
essentially statistically independent of his observations. It may be possible to instantiate such communication due to some
“asymmetry” in the communication system between Alice and Bob, and that between Alice and Willie.

A. Steganography

The scenario we consider is a variant of the classical steganography problem. It is broadly defined as “hiding a undetectable
message in a plain sight” – brief but colourful historical perspectives on a variety of steganographic models and methods
(including various techniques used by Xerxes, Herodotus, Mary Queen of Scots, and Margaret Thatcher, and even one which
involves killing dogs...) can be found in [1] and [2].

The modern information-theoretic model of steganography started appear in the literature in the 1980’s and 1990’s. Simmons
[3] formalized the “prisoner’s problem”, and the connection between steganography and hypothesis testing appears first in
Maurer [4] and Cachin [5]. More recently, there are books [6], [7] that fairly describe the theory of steganography and its
applications.
• Shared keys (Steganography): The problem of steganography is usually defined as concealing some information within

another file, image, video or article. Some implementations of steganography in physical manner are cataloged in history,
for instance, a message could be hidden by writing in invisible ink that could reveal the message when heating the paper.
The problem of steganography is at least relying on one of the following assumptions:

– Non-zero covertext/stegotext: In most of the literature, Alice accesses a covertext (– a length-n vector) drawn from
some distribution (which is known by Bob and Willie). In this scenario, Alice is able to transmit a slightly perturbed
covertext (which is called stegotext) that only Bob can discover the value of these perturbation. Willie, in this case,
is not able to detect the perturbation. One critical point here is that Alice’s transmission is always non-zero even if
she does not have a stegotext to hide. For example, Alice uploads an image to a website. Willie is difficult to tell
whether there is any stegotext to Bob hidden in this image.

– Shared secret key/common randomness: A shared secret key between Alice and Bob is needed in many of the
steganography protocols, but the size of the key is usually as large as the message [6], [8]. In particular, the key
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allows Alice and Bob to coordinate a code to use, and keeps Willie in the dark. There are also some steganographic
protocols that do not need a key [9], [10].

– Noiseless communication: Some works consider the communication channel between Alice and Bob is noiseless.
This has some important consequences - the optimal throughput can sometimes be scaled by a multiplicative factor
of log n [6, Chapters 8 and 13].

• Differential channels (Deniability/Stealth): Alice leverages asymmetries in channel parameters in channels to Bob and
to Willie. There are two types of asymmetry – differential noise and differential network access. We will describe these
types of asymmetry in the following. In particular, our focus in this thesis is differential noise.

– Differential noise (Deniability/Stealth): In this class of models, whether Alice is transmitting or not, is not known
by Willie. The goal for Willie is to detect Alice’s transmission status, that is, whether Alice is communicating to Bob
or not. It is crucial that the noise in Willie’s channel is higher than Bob’s. For example, Alice may use directional
antenna points to Bob. Or, in the “prisoner’s problem”, Bob is locked in the next cell of Alice’s, where the warden
Willie is not as close as Bob’s. We can see that Willie’s channel noise is higher than Bob’s in both cases. In this
scenario, Alice cannot communicate to Bob to loudly. Any “constant” (– non-decaying to zero) noise in fact will
trigger Willie’s suspicion by simply comparing the noise level. On the other hand, if Alice whispers too soft to Bob,
Bob may not be able to know what Alice is trying to communicating to him. Therefore, there is a trade-off between
Bob’s reliability and Willie’s deniability.

– Differential network access (Network deniability): In this class of models, Alice has several links that communicate
Bob. Due to the shortage of resource, Willie can only wire-tap some of these links. If Alice trying to communicate
to Bob covertly, the covert message can only be find out when one can collect all the information. In this scenario,
Alice’s goal is to encode her message and transmit it through all the links so that any combinations of Willie’s
wire-tapped information still looks innocent to him. A more detail description of differential network access can be
found in [11].

B. The “Square Root Law”

The “Square Root Law” (often abbreviated as SRL in the literature) can be perhaps characterized as an observation that in a
variety of steganographic models, the throughput (the length of the message that Alice can communicate deniably and reliably
with Bob) scales as O (

√
n) (here n is the number of “channel uses” that Alice has access to).

Some recent works (for instance [9]) have begun to theoretically justify the square root law under some (fairly restrictive)
assumptions on the class of steganographic protocols. Nonetheless, results in this class should still be taken with a pinch of
salt, since they do not offer a universally robust characterization for all models which may be of interest. For instance, in some
works (for instance [6, Chapters 8 and 13])) the throughput scales as O (

√
n log n). More drastically, the works of [8] (which

gives an information-theoretically optimal characterization of the rate-region of many variants of the steganography problem)
and that of [10] (which design computationally efficient steganography protocols) both allow throughput that scales linearly
in n, rather than O (

√
n) as would be indicated by the SRL. The major difference between the models of [8], [10], and those

that satisfy the SRL, seems to lie in a disagreement as to what comprises “realistic” steganographic algorithms.

C. Related Works – Reliable Deniable Communication

• Low Probability of Detection (LPD) [12]: The major difference between our model and that of [12] (and the reason
we state that our model is more “realistic”) is that there is no shared secret key between Alice and Bob that is hidden
from Willie in our setting. Hence our codes are “public”. A setting in [12] requires the secret keys to be significantly
longer than her throughput O (

√
n) to Bob. The reason we are able to achieve such performance is due to a more intricate

analysis of random binary codes than is carried out in [12]. This includes a novel and intricate analysis of concentration
inequalities.
In our work all channels are discrete (finite input and output alphabets) which allows using the language of types and
type classes. In contrast, the results of [12] are for channels wherein the channel noise is continuous. It is conceivable
that our construction of public codes also carries over to the AWGN model of [12], but significant extensions may be
required to translate our techniques from the discrete world over to the continuous version.

• Stealth [13]: Hou and Kramer [13] first proposed the “pretend innocence” model in the context of wiretap channel. The
authors define a notion stealth, which is very similar to deniability. The key difference between stealth and deniability
is technical, the model in [13] allows the innocent distribution to be non-zero, and the stealth measures the difference
between the innocent and active distributions in terms of Kullback-Leibler divergence, whereas deniability measures it
in terms of variational distance. Under fairly general conditions, Hou and Kramer characterize the reliable deniable and
secret communication capacity of channels. The requirement of stealth is similar to the notion of approximation of channel
output statistics, which is related to the notion of resolvability [14].

• Covert Communication [15]: The covertness measure in [15] between the innocent and active distributions is Kullback-
Leibler divergence, which is the same as the stealth measurement [13]. Bloch first considers the trade-off between the
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minimum amount of secret keys required and the asymmetries between Bob and Willie’s channel. Under fairly general
conditions, Bloch characterize the reliable deniable communication capacity of discrete memoryless channels, and the
minimum amount of secret keys required when Bob’s channel is noisier than Willie’s channel. Quantitiaively, a key
difference between our work and [15] is that the error probability (with respect to the random codebook construction) in
[15] decays exponentially whereas, in our work it can decay super-exponentially. The super-exponential decay of error
exponent turns out be very useful in proving strong secrecy for the reliable deniable communication problem.

• Low Probability of Detection [16]: Wang et. al. characterize the exact capacity of reliable deniable communication of
discrete memoryless channels and AWGN channels. Wang et. al.’s deniability measurement are the same as in [13], [15].

A comparison of related works can be found in the following table.

shared channel security rate/
secret model metric throughput

Deniability/LPD/Covertness/Stealth
Bash et. al. [12] O (

√
n log n) AWGN V (·, ·) O (

√
n)

Che et. al. [17] No BSC V (·, ·) O (
√
n)

Hou and Kramer [13] No DMC D (· ‖ ·) and I (·; ·) O (1)
(non-zero
innocent distribution)
Che et. al. [18] No Slow-fading BSC V (·, ·) O (1)
Bloch [15] No (pb < pw) DMC D (· ‖ ·) O (1)

O (
√
n) (pb > pw)

Wang [16] O (
√
n log n) DMC D (· ‖ ·) O (

√
n)

(EXACT)
Steganography Related Literature

Ker [9] O (
√
n log n) BSC D (· ‖ ·) Achievability:

non-zero stegotext O (1)
Wang and Moulin [8] O (

√
n log n) DMC Distortion O (1)

II. MODEL – RELIABLE DENIABLE COMMUNICATION

A. Notational Conventions

Calligraphic symbols such as C denote sets. Boldface upper-case symbols such as M denote random variables, lower-case
symbols such as m denote particular instantiations of those random variables. Vectors are denoted by an arrow above a symbol,
such as in ~x. In particular, an arrow above a random variable such as ~X denotes a vector random variable.

For notational convenience, in this work, unless otherwise specified, all vectors are of length n, where n corresponds to the
block-length (number of channel uses). Let A be a random variable and taking values in an alphabet A, and the probability
distribution for A is denoted as {pA(a), a ∈ A}, where pA(a) = Pr(A = a). The probability pA(a) is abbreviated as p(a)
and the probability distribution {pA(a)} is abbreviated as p(a) if there is no ambiguity. Probabilities of events are denoted
with a subscript denoting the random variable(s) over which the probabilities are calculated. For instance,

Pr
A,B

(C = c) ,
∑
a,b

p(a, b)1(C(a, b) = c).

All logarithms in this work are binary, unless otherwise stated. The Hamming weight (number of non-zero entries) of a vector
~x is denoted by wtH(~x), and the Hamming distance between two vectors ~x and ~y of equal length (the number of corresponding
entries in which ~x and ~y differ) is denoted by dH(~x, ~y). The support of a vector is defined as the set of locations where it is
non-zero. For any two numbers a and b in the interval [0, 1], we use a ∗ b to denote binary convolution of these two numbers,
defined as a(1− b) + b(1− a) – this corresponds to the noise parameter of the BSC (Binary Symmetric Channel) comprising
of a BSC(a) followed by a BSC(b). As is standard in an information-theoretic context, the notation H (·) corresponds to the
(binary) entropy function, H (·|·) to conditional entropy, I (·; ·) to mutual information, and D (· ‖ ·) to the Kullback-Leibler
divergence between two probability distributions. Also, we use V (p, q) to denote the variational distance between any two
probability distributions p(a) and q(a) defined over the same alphabet A, i.e., V (p, q) is defined as

V (p, q) ,
1

2

(∑
a∈A

|p(a)− q(a)|
)
.

In this work, the alphabet size that we will typically be interested in is 2n.
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III. COMMUNICATION MODEL

The transmitter Alice is connected via a binary-input binary-output broadcast medium to the receiver Bob and the warden
Willie. The channels from Alice to Bob, and from Alice to Willie, are independent binary symmetric channels with cross-over
probabilities Pb and Pw respectively.1 Here, the “noise parameters” Pb and Pw are themselves random variables. In advance of
communication, the only knowledge about Pb and Pw by all parties is that they are uniformly distributed in their corresponding
ranges respectively. We specify two different choices of the ranges of Pb and Pw for the two models we consider in this work.
That is,

1) Fixed Channel: In this model, Pb = pb and Pw = pw, where pb < pw; (that is, the channel noise parameters are
precisely known in advance of communication to all parties [Alice, Bob and Willie].)

2) Slow Fading Channel: In this model, Pb ∈ (Lb, Ub) and Pw ∈ (Lw, Uw). (The noise parameters are uniformly
and independent distributed over intervals (Lb, Ub) and (Lw, Uw). We specify the relationship between Bob’s channel
parameters and Willie’s channel parameters later in Theorem 5.)2

In either model, the channel noise parameters independently instantiate as Pb and Pw respectively for Bob and Willie, and
are fixed for all n channel uses.

Alice (potentially) wishes to communicate a message m which is uniformly distributed from {1, 2, . . . , N} to Bob – M
denotes the random variable corresponding to m, and N is the number of possible messages Alice wishes to communicate.
(If Alice is not transmitting, her message M is 0.) We associate Alice’s communication status with a binary variable T – if
Alice does wishes to communicate with Bob, T is set to 1, else T equals 0. Only Alice knows the value of T a priori.

A. Reliability (Alice −→ Bob)

Alice’s Encoder: Alice encodes each message m into a length-n binary codeword ~x(m) using an encoder Enc(·) : {0} ∪
{1, . . . , N} → {0, 1}n. This encoder may be a deterministic encoder (each m maps to a unique codeword, a length-n vector ~X)
or may be a stochastic encoder (using private randomness available only to her, Alice probabilistically maps her message m to
a length-n vector ~X). In either case, the encoding function Enc(·) (but not Alice’s message, nor her private randomness if any)
is fully known in advance to both Bob and Willie – this corresponds to Alice committing to using a “public codebook” C.3 To
unify notation, we describe only models where Alice uses a stochastic encoder – models in which Alice uses a deterministic
encoder are special cases of this.

If Alice’s transmission status T = 0 (i.e., Alice does not wish to transmit), the encoder always maps the 0 message to
the zero-vector ~0. If Alice’s transmission status T = 1 (i.e., Alice wishes to transmit), for each message m, she chooses
a codeword ~x from the codebook C according to the probability distribution Pr~X|M(·|M = m). A codeword ~x ∈ C such
that Pr~X|M(~X = ~x|M = m) = 1 if and only if ~x is the codeword corresponding to the message m. Alice’s encoder is
computationally unbounded.
Bob’s Decoder: Bob receives the length-n binary vector ~Yb = ~X ⊕ ~Zb, where ~Zb denotes the channel noise (modelled as a
Bernoulli random variable Bern(pb)), resulting in the channel from Alice to Bob being a BSC(pw). Bob uses his decoder
Dec(·) : {0, 1}n → {0} ∪ {1, . . . , N} to generate his estimate of Alice’s message M̂ = Dec(~Yb). We denote the pair Enc(·),
Dec(·), Alice’s encoder and Bob’s decoder as the code C. When Alice’s transmission status T = 0, Bob’s error probability
on no-transmission is defined as Pr~Zb,Pb(M̂ 6= 0|T = 0), i.e. the probability (over randomness in Alice’s transmitted message
M, the Bernoulli(pb) channel noise ~Zb and any randomness in the channel noise parameter pb itself) that Bob decodes to an
incorrect message M̂. When Alice’s transmission status T = 1, since the message M is uniformly distributed from {1, · · · , N},
Bob’s error probability is defined as PrM,Ms,~Zb,Pb

(M̂ 6= M|T = 1). Alice’s code C is said to be (1− εr)-reliable if the sum
of Bob’s two error probabilities Pr~Zb,Pb(M̂ 6= 0|T = 0) + PrM,Ms,~Zb,Pb

(M̂ 6= M|T = 1) is less than εr. Bob’s decoder
Dec(·) is computationally unbounded.

B. Deniability (Alice −→ Willie)

Willie’s Estimator: Willie knows both Enc(·) and Dec(·) (and hence Alice’s code C) a priori, and is computationally
unbounded. Willie receives the length-n binary vector ~Yw = ~X ⊕ ~Zw, where ~Zw denotes the the channel noise (modelled
as BSC(pw)). Willie uses an estimator Est(·) : {0, 1}n → {0, 1} to generate his estimate of Alice’s transmission status

1In principle the techniques in this work generalize to arbitrary pairs of independent channels from Alice and Bob, and Alice to Willie. However, for ease
of presentation of technically intricate results we focus on the binary-input binary-output symmetric noise scenario in this work. Indeed, the case of general
DMCs has been treated in recent work by [15], [16].

2In principle our techniques can also handle many scenarios wherein the noise parameters are not necessarily uniformly and independently distributed in
intervals. In fact we believe our techniques work for all “sufficiently slowly fading” channels. However, for ease of exposition in deriving our technically
complex results we focus on this “base case” first.

3We wish to stress here that unlike what is common in the AVC literature (for instance, see [19]), we do not allow randomized encoders, i.e. allow Alice
and Bob to share common randomness that is private from Willie in advance of communication. Such common randomness, if it were available, would make
the problem of deniable communication much easier for instance, it would allow for Alice and Bob to use a private codebook, and hence make it easier for
them to make the fact of their communication from Willie. Indeed, this is leveraged in the work by Bash et al. [12].
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as T̂ = Est(~Yw). That is, Willie just wishes to learn a single bit of information, namely Alice’s transmission status T. We
explicitly allow the estimator Est(·) that Willie uses to depend on Alice and Bob’s code C. Willie’s estimator is computationally
unbounded.

We use a hypothesis-testing metric to quantify the deniability of Alice’s code. Let the probability of false alarm Pr~Zw,Pw(T̂ =

1|T = 0) be denoted by α(Est(·)). Analogously, let the probability of missed detection PrM,Ms,~Zw,Pw
(T̂ = 0|T = 1) be

denoted by β(Est(·)). These quantities denote respectively the probabilities that Willie guesses Alice is transmitting even if
she is not, and that Willie guesses Alice is not transmitting even though she is. We say Alice’s codebook C is (1− εd)-deniable
if there is no estimator Est(·) such that α(Est(·)) + β(Est(·)) > 1− εd. Note that this deniability metric is independent of
any prior distribution on Alice’s transmission status T. We henceforth denote α(Est(·)) and β(Est(·)) simply by α and β.

C. Capacity

The rate R of Alice’s codebook is defined as (logN)/n. In the Fixed Channel Model, the relative throughput r of Alice’s
codebook is defined as (logN)/

√
n (see Remark 1 for a discussion). For any block-length n, we say a corresponding codebook

C is simultaneously (1− εr)-reliable and (1− εd)-deniable if it simultaneously ensures that the sum of Bob’s two probabilities
of decoding error is at most εr, and has deniability 1− εd. For a fixed blocklength n ∈ Z+, we define C(n)

εr,εd as the supremum
over all rates for which a simultaneously (1− εr)-reliable and (1− εd)-deniable code exists. For the Fixed Channel Model, we
define c(n)

εr,εd as the supremum over all relative throughputs for which a simultaneously (1− εr)-reliable and (1− εd)-deniable
code exists. Finally, we define the (1−εr)-reliable (1−εd)-deniable capacity Cεr,εd as limn→∞ C

(n)
εr,εd and the (1−εr)-reliable

(1− εd)-deniable relative capacity cεr,εd as limn→∞ c
(n)
εr,εd .

Remark 1. In the Fixed Channel Model, the rate R scales as 1/
√
n. So, the rate R → 0 as n → ∞. Therefore, we consider

the throughput r = (logN)/
√
n which we demonstrate r is scales as a constant in our communication schemes (and indeed

this is the optimal scaling).

IV. MAIN RESULTS

In the problem of reliable deniable communication, we aim to find the capacity in two different scenarios. In particular,
Model 1 (the “Fixed Channel” model) corresponds to the channel parameters are known exactly to all parties, whereas Model 2
(the “Slow Fading” model) corresponds to the scenario wherein all parties know only the distribution of the Bernoulli channel
noise parameters pb and pw (which in this work are assumed to be distributed independently and uniformly over certain
pre-defined intervals).

Model 1 (Fixed Channel Model): In Theorems 1 and 2 below we provide outer and inner bounds on the reliable deniable
capacity for the class of channels defined in Section II that are tight up to constant factors.

Theorem 1 (Converse for Fixed Channel Model). For every code C that has γ(ζ) ∈ (εd, 1− εr) fractions of codewords with
fractional weight greater than ζ and simultaneously (1 − εr)-reliable and (1 − εd)-deniable, then the optimal throughput r
satisfies

rεr,εd ≤
1

1− εr
1−γ(ζ)

1− 2pb
1− 2pw

√
8pw(1− pw)

1− εd
γ(ζ)

log
1− pb
pb

+O
(

1√
n

)
. (1)

Proposition 1 (Reliability of Random Stochastic Codes C(N,S)). Suppose that Alice uses a random stochastic code C(r√n, rs
√
n),

then the code C is at least (1− εr)-reliable with probability greater than 1− exp (−Ω(
√
n)) if

r + rs < rU ,

where
rU = εd

√
pw(1− pw)

1− 2pb
1− 2pw

log
1− pb
pb

. (2)

Theorem 2 (Achievability for Fixed Channel Model). Let

rL = εd
√
pw(1− pw) log

1− pw
pw

. (3)

Then, with probability greater than 1−εr over the codebook generation ensemble C and the throughput rL < r < rU satisfying
the following:

1) The codebook C is at least (1− εd)-deniable;
2) The codebook C is at least (1− εr)-reliable.

Theorem 3 (Hidability of Fixed Channel Model). Under the same codebook generation as in Theorem 2, weak secrecy can
also be achieved by rearranging the codebook.
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Theorem 4 (Converse for Slow Fading Channel Model). For every codebook C satisfies (1 − εr)-reliability and (1 − εd)-
deniability, the rate

R ≤ H
((

Uw − Lw
(1− 2Lw)

εd

)
∗ Ub

)
−H (Ub) . (4)

Theorem 5 (Achievability of Slow Fading Channel Model). Given the channel parameters Lw, Uw, Lb, and Ub satisfying

Uw − Lw
Ub − Lb

· 1− 2Lb
1− 2Lw

>
1− εr
εd

. (5)

Then, with probability greater than 1− exp (−Ω(
√
n)) over the codebook generation ensemble C, and the rate

R ≥ H
((

Uw − Lw
(1− 2Lw)

εd

)
∗ Ub

)
−H (Ub) (6)

satisfying the following:
1) The codebook C is at least (1− εd)-deniable;
2) The codebook C is at least (1− εr)-reliable.

A. Notations and Definitions

1) Probability Notation: As defined in Section II, we use C to denote the code, an encoder decoder pair. In this section, we
abuse notation by overloading C to also denote Alice’s codebook, which contains at most NS codewords, i.e., 2NS possible
length-n binary vectors.
Random Stochastic Codebook C(N,S):
We first define Alice’s codebook generation ensemble, denoted pC(C) , Pr(C = C) (henceforth abbreviated as pC). As is
common in information theory, Alice generates her codebook C by choosing each codeword ~x according to an independent and
identically distribution. Specifically, there are S codewords correspond to each message m, and the probability Pr~X|M(~X =

~x|M = m) = |{ms:~x(m,ms)=~x}|
S . For a random deterministic codebook, we set the value of S to 1, that is, C(N, 1).

Codeword distribution:
As already mentioned in the Section II, Alice’s “silent” codeword distribution (corresponding to the situation when she does
not transmit, i.e., when T = 0), p~X|T=0(Enc(m = 0)) , Pr(~X = Enc(0)|T = 0), is a singleton, with the corresponding
codeword ~0 having probability mass 1.

The probability distribution p~X|T=1(~x) , Pr(~X = ~x|T = 1), corresponding to the probability distribution on Alice’s
transmission, is more complicated. It depends on Alice’s code C. In particular, a probability mass of ρwtH(~x)(1− ρ)n−wtH(~x)

is assigned to each length-n binary vector ~x corresponding to Enc(m,ms) (an encoding of message m with key ms). Since
Alice’s code is randomly generated, note that in case there are “collisions” in the codebook (the same length-n vector ~x
corresponds to multiple pairs (m,ms)), then the probability mass assigned to that particular ~x is in general an integer multiple
of ρwtH(~x)(1− ρ)n−wtH(~x).
Willie’s received vector distribution:
We first define three “n-letter”-probability distributions on the 2n-dimensional space of Willie’s received vector ~Yw.

The silent distribution on Willie’s received vectors ~Yw, p~Yw|T=0(~yw) , Pr(~Yw = ~yw|T = 0), corresponds to the probability

distribution on ~Yw when Alice’s transmission status T = 0 (she stays silent). So, for any ~yw, p~Yw|T=0(~yw) equals pwtH(~yw)
w (1−

pw)n−wtH(~yw).
The active distribution p~Yw|T=1(~yw) , Pr(~Yw = ~yw|T = 1) on Willie’s received vectors ~Yw, corresponds to the probability

distribution on ~Yw when Alice’s transmission status T = 1 (she transmits using code C). So, for any ~yw, p~Yw|T=1(~yw) equals∑
~x∈C

p~Yw|~X(~yw|~x)p~X|T=1(~x)

=
∑
~x∈C

pdH(~x,~yw)
w (1− pw)n−dH(~x,~yw)ρwtH(~x)(1− ρ)n−wtH(~x).

Willie’s ensemble average received vector distribution:
Finally, we define the ensemble average active distribution on Willie’s received vectors ~Yw, EC

(
p~Yw|T=1(~yw)

)
, EC(Pr(~Yw =

~yw|T = 1)), is an ensemble average (over pC) over all possible codes that Alice could use. Specifically, EC
(
p~Yw|T=1(~yw)

)
equals (ρ∗pw)wtH(~yw)(1−ρ∗pw)n−wtH(~yw). Note that this equality follows from the fact that the ensemble average distribution
on ~Yw is the same as the distribution obtained by passing the all-zero vector through two successive Binary Symmetric Channels
– one a BSC(ρ) (corresponding to the codebook generation parameter), and one a BSC(pw) (corresponding to the channel
noise from Alice to Willie).
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Probability notation Simplified nota-
tion

Mathematical expression

pC(C) /
∏
~x∈C ρ

wtH (~x)(1− ρ)n−wtH (~x)

p~X|T=0
(~0) p(~0) p(~0) = 1

p~X|T=1
(~x) p(~x) ρwtH (~x)(1− ρ)n−wtH (~x)

p~Yw|~X
(~yw|~x) p(~yw|~x) p

dH (~x,~yw)
w (1− pw)n−dH (~x,~yw)

p~Yw|T=0
(~yw) p0(~yw) p

wtH (~yw)
w (1− pw)n−wtH (~yw)

p~Yw|T=1
(~yw) p1(~yw)

∑
~x∈C p

dH (~x,~yw)
w (1 − pw)n−dH (~x,~yw) ×

ρwtH (~x)(1− ρ)n−wtH (~x)

EC(p~Yw|T=1
(~yw)) EC(p1(~yw)) (ρ ∗ pw)wtH (~yw)(1− ρ ∗ pw)n−wtH (~yw)

p~Yb|~X
(~yb|~x) p(~yb|~x) p

dH (~x,~yb)
b (1− pb)n−dH (~x,~yb)

p~Yb|T=0
(~yb) p0(~yb) p

wtH (~yb)
b (1− pb)n−wtH (~yb)

p~Yb|T=1
(~yb) p1(~yb)

∑
~x∈C p

dH (~x,~yb)
b (1−pb)n−dH (~x,~yb)×ρwtH (~x)(1−

ρ)n−wtH (~x)

Probability distribution Simplified nota-
tion

{p~Yw|T=0
(~yw)} p0

{p~Yw|T=1
(~yw)} p1

{EC(p~Yw|T=1
(~yw))} EC(p1)

TABLE I
PROBABILITY AND DISTRIBUTION NOTATIONS

We have similar notation for Bob’s probability distribution.
Bob’s received vector distribution:
The silent distribution on Bob’s received vectors ~Yb, p~Yb|T=0(~yb) , Pr(~Yb = ~yb|T = 0), equals pwtH(~yb)

b (1− pb)n−wtH(~yb).
The active distribution p~Yb|T=1(~yb) , Pr(~Yb = ~yb|T = 1) on Bob’s received vectors ~Yb, equals∑
~x∈C

p~Yb|~X(~yb|~x)p~X|T=1(~x)

=
∑
~x∈C

p
dH(~x,~yb)
b (1− pb)n−dH(~x,~yb)ρwtH(~x)(1− ρ)n−wtH(~x).

Finally, we define the ensemble average active distribution on Bob’s received vectors ~Yw, EC
(
p~Yb|T=1(~yb)

)
, EC(Pr(~Yb =

~yb|T = 1)), equals (ρ ∗ pb)wtH(~yb)(1− ρ ∗ pb)n−wtH(~yb).

2) Definitions: In the direct part of the proof, we need the following definitions.
Definitions used for deniability

For notational convenience we denote wtH(~yw)/n, the fractional Hamming weight of ~yw, by f~yw(1), but in most usage,
to further simplify notation, we shall simply write it as fw,∗1. Following the definition of “robust typicality”4 (for instance,
see [21]) we define A1(~Yw) as the narrow typical set of ~yw as the set of sequences whose Hamming weight is in a range
around ρ ∗ pw. Here the subscript 1 in A1(~Yw) denotes the fact that Alice is transmitting (T = 1). That is,

Definition 1 (Narrow typical set of ~Yw when T = 1).

A1(~Yw) , {~yw : fw,∗1 ∈ (ρ ∗ pw(1−∆w,∗1), ρ ∗ pw(1 + ∆w,∗1)} . (7)

Remark 2. One could also define the set A0(~Yw), i.e., the set of all typical sequences conditioned on the fact that Alice is
silent (T = 0). This would comprise of the set of all length-n binary vectors of weight approximately npw. However, since
this set will not be used in our proofs, we do not define it explicitly.
Remark 3. Later in Lemma 3 equation (63), we choose ∆w,∗1 to scale as O (1/

√
n) – this is about as narrow as a typical set

can get, and still be a high probability set. Indeed, the choice of ∆w,∗1 determines “how typical” this set is.
Also, for each j, j′ ∈ {0, 1} we use f~x,~yw(j, j′) to denote the fraction of indices i ∈ {1, . . . , n} such that the i-th components

of ~x and ~yw are respectively j and j′. Hence f~x,~yw(0, 0), f~x,~yw(0, 1), f~x,~yw(1, 0) and f~x,~yw(1, 1) respectively denote the fractions
of (0, 0), (0, 1), (1, 0) and (1, 1) pairs in (~x, ~yw), but in most usage, to further simplify notation, we shall simply write them

4Note that this definition is slightly different than that of “strong typicality”, for instance in [20], since the “width” of the set is proportional to corresponding
values of the probability distribution for robustly typical sets. Such a definition is useful when (as in our case) some values in the n-letter probability distribution
itself might be “very small”.
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as fw,00, fw,01, fw,10 and fw,11. Next, we define T~X|~yw,T=1(fw,10, fw,11) to be the conditionally type-class of ~X given a
particular ~yw and A1(~X|~yw) to be the narrow conditionally typical set of ~X given a particular ~yw as follows

Definition 2 (Conditional type of ~X given ~yw).

T~X|~yw,T=1(fw,10, fw,11) ,

{
(~x, ~yw) :

|{i:(xi,yw,i)=(1,0)|
n = fw,10,

|{i:(xi,yw,i)=(1,1)|
n = fw,11

}
. (8)

Next, we define a set Fw to be the set of pairs (fw,10, fw,11) such that the type-classes are typical with respect to (fw,10, fw,11)
as follows,

Fw ,

(fw,10, fw,11) :

fw,10 ∈ (ρpw(1−∆w,10), ρpw(1 + ∆w,10)),
fw,11 ∈ (ρ(1− pw)(1−∆w,11), ρ(1− pw)(1 + ∆w,11)),
nfw,10 ∈ Z,
nfw,11 ∈ Z.

 .

Therefore, we define the narrow conditionally typical set of ~X given ~yw when T = 1 in the following definition.

Definition 3 (Narrow conditionally typical set of ~X given ~yw when T = 1).

A1(~X|~yw) , {~x : (fw,10, fw,11) ∈ Fw} . (9)

Here the subscript 1 in A1(~X|~yw) denote the fact that Alice is transmitting (T = 1).
Remark 4. This definition makes sense since the “expected” value of fw,10 and fw,11 are respectively nρpw and nρ(1− pw).
Also, note that given a tuple (fw,∗1, fw,10, fw,11), the values of fw,01 and fw,00 can be computed (as fw,∗1 − fw,11 and
1−fw,∗1−fw,10 respectively) – hence the joint type is completely determined by (fw,∗1, fw,10, fw,11). For this set A1(~X|~yw),
∆w,10 and ∆w,11 shall be chosen to scale as O

(
n−3/4

)
. As we shall see in Lemma 3 equation (66), this is again about as

narrow a choice as can be made that still guarantees concentration of measure.
Note that A1(~X|~yw) can be written as the union of the conditional types of ~x given ~yw such that each component of the

pair (fw,10, fw,11) is within a certain interval. Mathematically,

A1(~X|~yw) =
⋃

(fw,10,fw,11)∈Fw

T~X|~yw,T=1(fw,10, fw,11). (10)

Definitions used for reliability
Similar to the definitions in the previous section on deniability, we have the following definitions.

Definition 4 (Narrow typical sets of ~Yb). Here we define two narrow typical sets for ~Yb, depending on whether Alice was
transmitting or not.
• Narrow typical set of ~Yb when T = 0,

A0(~Yb) = {~yb : fb,∗1 ∈ (pb(1−∆
(0)
b,∗1), pb(1 + ∆

(0)
b,∗1))}. (11)

• Narrow typical set of ~Yb when T = 1,

A1(~Yb) = {~yb : fb,∗1 ∈ (ρ ∗ pb(1−∆
(1)
b,∗1), ρ ∗ pb(1 + ∆

(1)
b,∗1))}. (12)

Remark 5. Later in Claim 4 and Claim 6, we choose ∆
(0)
b,∗1 and ∆

(1)
b,∗1 to scale as O (1/

√
n), where the superscript corresponds

to different transmission status to be 0 and 1 respectively. The reason for choosing such narrow typical sets is because we
are trying to distinguish a very low-weight (here and everywhere else in the thesis) codeword from relatively high-weight
background noise.

Let fb,00, fb,01, fb,10 and fb,11 respectively denote the fractions of (0, 0), (0, 1), (1, 0) and (1, 1) pairs in (~x, ~yb). Then the
conditionally type-class of ~X given a particular ~yb when T = 1 T~X|~yb,T=1(fb,10, fb,11) and the narrow conditionally typical
set of ~X given a particular ~yb when T = 1, A1(~X|~yb), are defined as follows

Definition 5 (Conditional type of ~X given ~yb).

T~X|~yb,T=1(fb,10, fb,11) ,

{
(~x, ~yb) :

|{i:(xi,yb,i)=(1,0)}|
n = fb,10,

|{i:(xi,yb,i)=(1,1)}|
n = fb,11

}
. (13)

We define a set Fb to be the set of pairs (fb,10, fb,11) such that the type-classes are typical with respect to (fb,10, fb,11) as
follows,

Fb ,

(fb,10, fb,11) :

fb,10 ∈ (ρpb(1−∆b,10), ρpb(1 + ∆b,10)),
fb,11 ∈ (ρ(1− pb)(1−∆b,11), ρ(1− pb)(1 + ∆b,11)),
nfb,10 ∈ Z,
nfb,11 ∈ Z.

 .
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Therefore, we define the narrow conditional typical set of ~X given ~yb given T = 1 as follows,

Definition 6 (Narrow conditional typical set of ~X given ~yb).

A1(~X|~yb) , {~x : (fb,10, fb,11) ∈ Fb}. (14)

Remark 6. For this set A1(~X|~yb), ∆b,10 and ∆b,11 shall be chosen to scale as O
(
n−3/4

)
. As we shall see in Lemma 3, this

is again about as narrow a choice as can be made that still guarantees concentration of measure.
Using the above definitions, the conditionally typical set of ~X given ~yb, A1(~X|~yb), which equals the union of the conditional

types of ~X given ~yb such that each component of the pair (fb,10, fb,11) is within a certain interval. Mathematically,

A1(~X|~yb) =
⋃

(fb,10,fb,11)∈Fb

T~X|~yb,T=1(fb,10, fb,11) (15)

Definition 7 (Empirical entropy, empirical conditional entropy, empirical mutual information and empirical Kullback-Leibler
divergence). Given length-n vectors ~x and ~y, denote the fractional weight of ~x and ~y as f1∗ and f∗1 respectively. Note that
f∗1 equals f11 + f01, and similarly f1∗ = f11 + f10.

In later sections we shall be interested in properties of combinatorial objects such as sizes of type-classes, and the probability
of that a “randomly chosen vector” falls within a specific type-class. As well-known classically due to the work of Csiszar and
his “method of types” [22], the calculations of these properties of combinatorial objects are related to the specific functions
on the empirical distribution of the type of some ~x, ~yb or ~yw vectors under consideration. Therefore, we define the following
empirical information-theoretic quantities to help with the calculations.

For j, j′ ∈ {0, 1}, we use fjj′ to denote the fraction of indices i ∈ {1, . . . , n} such that the i-th components of ~x and ~y are
respectively j and j′. Then,

1) Empirical entropy: The empirical entropy of a vector ~x is the entropy of the empirical distribution of ~x. The “physical
meaning” of the empirical entropy of a vector corresponds to the fact that the normalized log-volume of the type-class
containing is the empirical entropy of ~x, i.e., |T (~x)| .= 2nH(f1∗), where T (~x) = {~x′ : wtH(~x′) = wtH(~x)}.

H (~x) ,
∑

j∈{0,1}

f1∗ log
1

f1∗
;

2) Empirical conditional entropy:

H (~x|~y) ,
∑

j′∈{0,1}

f∗j′H

(
f1j′

f∗j′

)
;

3) Empirical Kullback-Leibler divergence: The empirical Kullback-Leibler divergence of a vector ~x is the Kullback-Leibler
divergence between the empirical distribution of ~x and the generation parameter of ~X, i.e.,

D (~x ‖ ρ) , f0∗ log
f0∗

1− ρ + f1∗ log
f1∗

ρ
;

4) Empirical mutual information: The empirical mutual information between ~x and ~y is the Kullback-Leibler divergence
between the empirical distribution fjj′ and fj∗f∗j′ , i.e.,

I (~x; ~y) ,
∑

(j,j′)∈{0,1}×{0,1}

fjj′ log
fjj′

fj∗f∗j′
.

B. High Level Intuition

1) Converse of Fixed Channel Model (Theorem 1): The proof of Theorem 1 consists of two major parts, the first part is
the deniability of the converse, and the second part is the reliability of the converse:

1) (Lemma 1: Lower bound on the deniability parameter εd) Roughly speaking, if the codebook C has too many
“high weight” codewords, Willie can easily distinguish Alice’s transmission status by a simple “threshold detector”-
based estimator. So, most of the probability mass of a codebook that is deniable from Willie must be in “low-weight
codewords”. In particular, if the codebook C has a probability γ(ζ) of codewords with fractional weight greater than ζ,
where

γ(ζ) =
∑
~x∈C

Pr(~X = ~x)1(wtH(~x) ≥ ζn). (16)

Remark 7. For a fixed codebook, γ is a function of ζ.
The probability Pr(~X = ~x) is over any stochasticity in the encoder. (Since this is a converse argument, it must hold for
all codes, including those using private randomness at the encoder to generate possibly many non-uniformly distributed
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Theorem 1 [Converse 
of Fixed Channel 
Model]

Upper bound of the 
throughput 𝑟.

Claim 1

Upper bound on the 
entropy 𝐻(𝐌)

Claim 2

Upper bound on the 
probability of 
decoding error 
Pr( ෡𝐌 ≠ 𝐌|Γ = 0, 𝐓 =
1)

Claim 3

Upper bound on the 
conditional entropy 
𝐻(𝐘𝐛|Γ = 0, 𝐓 = 1)

Lower bound of 𝛾(𝜁)

Lemma 1:

Lower bound of 𝜖𝑑

Fig. 1. The structure of proving Theorem 1.

codewords for even a single message. Indeed, stochasticy at the encoder is an important component of many information-
theoretically secure schemes see, for instance, the classical text [23]).
We show in Lemma 1 below that Willie’s deniability parameter εd must satisfy

εd ≥ γ(ζ) ·
(

1− 8pw(1− pw)

nζ2(1− 2pw)2

)
. (17)

2) (Upper bound on the throughput r(εr, εd)) Using the result of Lemma 1 as a constraint on any “good” code (one that
is both highly deniable and highly reliable), together with three claims, we use standard information-theoretic converse
arguments to bound Alice’s optimal rate of (1− εd)-deniable (1− εr)-reliable communication with Bob.

2) Achievability of Fixed Channel Model (Theorem 2): The achievability consists of two parts:
1) (Deniability) We first prove that an appropriately chosen random code C also has overwhelming probability of being

highly deniable.
Recall that a code C is (1− εd)-deniable if for every estimator EstC(·) of Willie,

α(EstC(~Yw)) + β(EstC(~Yw)) ≥ 1− εd. (18)

But by “standard statistical arguments” [24, Theorem 13.1.1] (reprised in [12] as Fact 1), (18) is implied by the condition
that

V (p0, p1) ≤ εd, (19)

where p0 corresponds to the probability distribution of ~yw when Alice’s transmission status T = 0, and p1 corresponds
to the probability distribution of ~yw when Alice’s transmission status T = 1.
The following three figures shows the brief idea about proving V (p0, p1) is small. Figure 3 shows the distribution that
Alice does not transmit, and Figure 4 show the distribution when Alice does transmit. We see that the distribution
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Theorem 1 [Converse 
of Fixed Channel 
Model]

Upper bound of the 
throughput 𝑟.

Claim 1

Upper bound on the 
entropy 𝐻(𝐌)

Claim 2

Upper bound on the 
probability of 
decoding error 
Pr( ෡𝐌 ≠ 𝐌|Γ = 0, 𝐓 =
1)

Claim 3

Upper bound on the 
conditional entropy 
𝐻(𝐘𝐛|Γ = 0, 𝐓 = 1)

Lower bound of 𝛾(𝜁)

Lemma 1:

Lower bound of 𝜖𝑑

Fig. 2. The structure of proving Theorem 2.

when Alice does transmit is not “regular”, it is hard to show V (p0, p1) is small directly. Therefore, we introduce the
“ensemble-averaged” distribution when Alice does transmit over all codebooks in Figure 5. Hence, we see that it is easier
to show V (p0,EC(p1)) and V (EC(p1), p1) is small respectively, where the “ensemble-averaged” distribution by EC(p1),
i.e., EC(p1)(~yw) = EC(p1(~yw)) for all ~yw ∈ {0, 1}n.
By the triangle inequality, the left hand side of (19) can be bounded from above as follows

V (p0, p1) ≤ V (p0,EC(p1)) + V (EC(p1), p1) . (20)

So, instead of showing (19) directly, we show V (p0,E(p1)) < εd and PrC

[
V (EC(p1), p1) < 2−Ω(nδ)

]
with exponentially

high probability for some δ > 0.
2) (Reliability) Since the proof of the reliability in the achievability is a special case of Proposition 1, we will describe

briefly of the proof of Proposition 1.
We show that if Bob uses a carefully chosen typicality-based decoder with the decoding rule, then his probability of
decoding error (regardless of Alice’s transmission status) is exponentially small.

3) Converse of Slow Fading Channel Model (Theorem 4): Similar to the Fixed Channel Model, we proceed the proof of
the outer bound of the reliable-deniable rate in Slow Fading Channel Model in two stages.

1) (Upper bound on α + β) As in the Fixed Channel model, given any code with more than a certain probability mass
γ(ζ) of codewords with Hamming weight above a certain threshold ζ, we demonstrate that the deniability of the code
is bounded from above by an explicitly computable function of ζ and γ(ζ).

2) (Upper bound on the rate R) The idea of the calculation of the rate R is to find a “sweet spot” of pb ∈ (Lb, Ub) and
εr. At this “sweet spot”, we could apply strong converse and information-theoretic inequalities to find the upper bound
of the rate R.
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𝑤𝑡𝐻(  𝐲𝑤)0 n𝑝𝑤𝑛 + 𝑂( 𝑛)𝑝𝑤𝑛

𝑝𝑤𝑛 − 𝑂( 𝑛)

log(# codewords)

Pr
𝐙𝑤

(𝑤𝑡𝐻  𝐲𝑤 )

𝑂(  1 𝑛)

𝑛𝐻(𝑝𝑤)

𝐱 = 0

Fig. 3. Willie’s observation if Alice does not transmit: The upper curve represents the set of all possible ~yw that Willie may observe if
Alice transmits nothing. The ~yw are arranged so that vectors with lower Hamming weight are to the left of vectors with higher Hamming
weight, and the height of the enclosing curve (the binary entropy function) denotes the (logarithm of the) number of binary vectors of a
particular Hamming weight. Hence the shaded region denotes the set of “likely” ~yw that Willie observes, with the density denoting probability
of observing corresponding ~yws. The curve at the bottom plots the probability distribution of observing ~yw of a particular Hamming weight.
Since Alice’s transmitted codeword is 0̃, the “typical” ~yw that Willie observes are of weight approximately pwn (with a variation of O (

√
n)).

This curve is “smooth” and follows a binomial distribution.

4) Achievability of Slow Fading Channel Model (Theorem 5): We prove Theorem 5 in two parts, deniability and reliability.
1) (Deniability) The proof of this part is similar to the deniability part of Theorem 2. We break the variational distance

V (p0, p1) into two parts V (p0,EC(p1)) and V (EC(p1), p1). We show that the variational distance V (p0,EC(p1)) < εd if
the codebook generation parameter ρ < Uw−Lw

1−2Lw
εd. Then, we show that V (EC(p1), p1) < 2−Ω(nδ) with high probability.

Therefore, combining two parts, we have V (p0, p1) < εd with high probability.
2) (Reliability) In this proof, Bob first uses the same technique as described in the deniability proof in the converse

(Theorem 4 to determine whether Alice’s transmission status T is 0 or 1. If Alice’s transmission status is 0, then Bob
decodes M̂ = 0. Otherwise, Bob uses the standard maximum likelihood decoding rule to find the message M̂.

C. Converse of Fixed Channel Model (Theorem 1)

Lemma 1 (Lower Bound on the Deniability Parameter εd). The code C has a probability γ of codewords with fractional
weight greater than ρ(γ), then

εd ≥ γ(ζ) ·
(

1− 8pw(1− pw)

nζ2(1− 2pw)2

)
. (21)

Proof: The goal of this lemma is to give a lower bound on the deniability parameter εd for any code that has “too many”
high-weight codewords (more precisely, too much of the probability mass of the codebook is concentrated in high-weight
codewords). To prove this, we assume that Willie uses a simple threshold estimator based on the fractional weight of his
received vector ~Yw. Note that since we are proving an outer bound on throughput of any code in this section, analysis of
a non-optimal estimator used by Willie suffices for our purposes, as long as it gives a non-trivial outer bound bound on the
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𝑤𝑡𝐻(  𝐲𝑤)0 n

(𝑝𝑤∗ 𝜌)𝑛 + 𝑂( 𝑛)(𝑝𝑤∗ 𝜌)𝑛(𝑝𝑤∗ 𝜌)𝑛 − 𝑂( 𝑛)

log(# codewords)

Pr
𝐌,𝐙𝑤

(𝑤𝑡𝐻  𝐲𝑤 )

𝑛𝐻(𝑝𝑤 ∗ 𝜌)

𝑐 𝑛

𝑂(  1 𝑛)

Fig. 4. Willie’s observation if Alice transmits: The red region denotes the set of ~yw that Willie may observe if Alice transmits a codeword.
The black dots on the left denote codewords of C. If Alice transmits a particular ~x, the set of ~yw that Willie is likely to observe is shown
by the red paraboloid region extending rightwards from that ~x. The overall probability distribution over Willie’s observed ~yw is hence the
“average” of the paraboloid regions. In this case the probability distribution on ~yw is somewhat “lumpy”, since the probability that Willie
observes a particular ~yw depends on the distribution of the Hamming distance between that particular ~yw and the set of codewords ~x ∈ C.
So the weight distribution of ~yw is a weighted sum of binomial distributions.

deniable throughput Alice manages to get through. 5

Let S denote the fraction of 1’s in Willie’s received vector ~Yw. Let t denote the threshold that estimates Alice’s transmission
status T. More precisely, Willie estimates T̂ as 0 if S < t, and T̂ as 1 otherwise. That is, the estimator

Est(~Yw) =

{
1, if S ≥ t,
0, otherwise.

For an arbitrary threshold t, we use α(t) to denote the false alarm probability, that is, α(t) = Pr~Zw(S ≥ t|T = 0). We then
let β(t, ~x) denote the missed detection probability for a particular transmitted codeword ~x, that is, Pr~Zw(S < t|T = 1, ~X = ~x).
And we use β(t) to denote the overall missed detection probability, that is, β(t) =

∑
~x∈C Pr(~X = ~x)β(t, ~x). We first compute

α(t) and β(t, ~x), and obtain β(t) by averaging β(t, ~x) over ~x. We then bound α(t) + β(t) from above using Chevbyshev’s
inequality, and finally optimize the upper bound on α(t) + β(t) via standard calculus techniques.

Note that when Alice does not transmit, Willie’s received vector ~Yw equals Willie’s noise ~Zw. Hence, the expected fractional
weight of ~Yw, denoted by E~Zw(S|T = 0), equals pw, and the variance Var~Zw(S|T = 0) equals pw(1−pw)

n – these correspond
respectively to the expected mean and variance of a Bernoulli Bern(pw) random variable.

On the other hand, if Alice transmits a codeword ~x with fractional weight ρ(~x), then ~Yw = ~X ⊕ ~Zw. Hence, we have
E~Zw(S|T = 1, ~X = ~x) = ρ(~x) ∗ pw (recall that a ∗ b denotes the binary convolution of a and b), and Var~Zw(S|T = 1, ~X =

~x) = pw(1−pw)
n (which corresponds to the variance of ~Zw.)

5Indeed, the optimal estimator seems hard to analyze. The reason is that the optimal estimator is based on hypothesis testing, and depends non-trivially on
the idiosyncrasies of the codebook use. Also, the computational complexity of such an estimator may be high for Willie. Instead, we analyze a sub-optimal
estimator, in which Willie only checks whether the fractional weight of ~Yw exceed a certain explicitly computed threshold t or not; this estimator has the
added advantage (for Willie) of having computational complexity that is essentially linear in the block-length n. It is also a very “natural” estimator, trying to
estimate the “energy” of the observed signal ~Yw . Indeed, this is the intuition that leads Bash et. al. to consider a similar estimator in [12]. In this theorem,
we broadly follow their lead.
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𝑤𝑡𝐻(  𝐲𝑤)0 n

log(# codewords)

𝑂(  1 𝑛)

𝑛𝐻(𝑝𝑤)

(𝑝𝑤∗ 𝜌)𝑛 + 𝑂( 𝑛)(𝑝𝑤∗ 𝜌)𝑛(𝑝𝑤∗ 𝜌)𝑛 − 𝑂( 𝑛)

Pr
𝑪,𝐙𝑤

(𝑤𝑡𝐻  𝐲𝑤 )

Fig. 5. Deniability from Willie: Our proof that a random codebook C chosen with the “right” parameters (number of codewords, expected
weight of codewords) proceeds as follows. We need to demonstrate that the probability distributions Pr~Zw (~yw|T = 0) and PrM,~Zw

(~yw|T =
1) are “close” (in variational distance). However, since the latter distribution is complex (due to its dependence on the specific codebook
C), we do this comparison in two stages. We first compute the ensemble distribution of ~yw, i.e., the “smooth blue” region/curve denoting
the “ensemble average” (over all suitably chosen random codebooks) of the probability distribution on ~yw. We then demonstrate that
the probability distribution Pr~Zw (~yw|T = 0) and the ensemble distribution PrC,M,~Zw

(~yw|T = 1) (i.e. the weighted average over all
possible codebooks C of the latter distribution) are “close”. Finally, we prove that with high probability over the choice of codebooks C,
the distribution of PrM,~Zw

(~yw|T = 1) is tightly concentrated around its expectation PrC,M,~Zw
(~yw|T = 1). This figure visually depicts

deniability in Theorem 2.

By Chebyshev’s inequality, we have

α(t) = Pr(S ≥ t) ≤ Pr(|S− pw| ≥ t− pw) ≤ pw(1− pw)

n(t− pw)2
. (22)

Similarly, when Alice transmits a codeword ~x with fractional weight ζ(~x) = wtH(~x)
n we have via Chebyshev’s inequality

β(t, ~x) = Pr(S < t)

≤ Pr(|S− ζ(~x) ∗ pw|) ≥ ζ(~x) ∗ pw − t)

≤ pw(1− pw)

n(ζ(~x) ∗ pw − t)2
. (23)

Notice that for a fixed t, the RHS of equation (22) is fixed and increases as ζ(~x) decreases.
By optimizing the sum of (22) and (23) with respect to t, we have that an outer bound is attained when t equals pw+ζ(~x)∗pw

2 .
This implies that

α+ β(~x) ≤ 8pw(1− pw)

nζ(~x)2(1− 2pw)2
.
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Theorem 4 [Converse  of Slow Fading 
Channel Model]

Upper bound of the rate 𝑅.

Deniability

Upper bound of 𝛼 + 𝛽
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Optimize 𝛽 over 𝜁, 𝑡
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Strong Converse

Standard 
Information-

Theoretic 
Techniques

Fig. 6. The structure of proving Theorem 4.

Therefore, the codebook C has a probability γ(ζ) of codewords with fractional weight greater than ζ, we have

α+ β = (1− γ(ζ))(α+ β)|wtH(~x)<ζn + γ(ζ)(α+ β)|wtH(~x)≥ζn

≤ (1− γ(ζ)) · 1 + γ(ζ)
8pw(1− pw)

nζ2(1− 2pw)2

= 1− γ(ζ) + γ(ζ)
8pw(1− pw)

nζ2(1− 2pw)2

Therefore, by our definition of the deniability parameter εd (see Section III-B), we obtain εd ≥ γ(ζ)
(

1− 8pw(1−pw)
nζ2(1−2pw)2

)
.

From Lemma 1, we note that

1− εd < α+ β ≤ 1− γ(ζ) + γ(ζ)

(
1− 8pw(1− pw)

nζ2(1− 2pw)2

)
.

So, a sufficient condition for (1− εd)-deniability is

1− εd < 1− γ(ζ) + γ(ζ)

(
1− 8pw(1− pw)

nζ2(1− 2pw)2

)
, (24)

which is equivalent to
γ(ζ) >

εd

1− ζ2(1−2pw)2n
8pw(1−pw)

. (25)

Now, we define the indicator function Γ as,

Γ =

{
1, if wtH(~x) > ζn;
0, otherwise.
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Theorem 4 [Converse  of Slow Fading 
Channel Model]

Upper bound of the rate 𝑅.

Deniability
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Optimize 𝛽 over 𝜁, 𝑡
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Fig. 7. The structure of proving Theorem 5.

So from the definition of ζ, we have that Pr(Γ = 1) = γ(ζ). Here the probability is taken over any stochasticity in the encoder.
Next, we show that an outer bound on the throughput of any highly reliable and deniable scheme is O (1/

√
n), as an

explicitly calculated constant factor of 1/
√
n. Before getting into the proof, we need the following three lemmas. Roughly

speaking, the lemmas demonstrate connections between properties (rate, probability of error, entropy of received vectors ~Yw)
of Alice’s original code C, and a modified code containing only the low-weight codewords from the original code C.

Claim 1 below shows a relationship between the entropy (and hence rate) of Alice’s message variable M, and the entropy
of messages corresponding to low-weight codewords.

Claim 1. H (M|T = 1) ≤ H (M|Γ = 0,T = 1) + log 1
1−γ(ζ) .



17

Proof:

H (M|Γ = 0,T = 1)

=
∑
m

p(m|Γ = 0,T = 1) log
1

p(m|Γ = 0,T = 1)

=
∑
m

p(m|Γ = 0,T = 1) log
p(Γ = 0|T = 1)

p(Γ = 0|m,T = 1)p(m|T = 1)

=
∑
m

p(m|Γ = 0,T = 1) log
N(1− γ(ζ))

p(Γ = 0|m,T = 1)

=
∑
m

p(m|Γ = 0,T = 1) logN +
∑
m

p(m|Γ = 0) log(1− γ(ζ))

−
∑
m

p(m|Γ = 0,T = 1) log p(Γ = 0|m,T = 1)

= H (M|T = 1) + log(1− γ(ζ))

−
∑
m

p(m|Γ = 0,T = 1) log p(Γ = 0|m,T = 1) (26)

≥ H (M|T = 1) + log(1− γ(ζ)),

where equation (26) holds since logN = H (M). Therefore, we obtain H (M) ≤ H (M|Γ = 0) + log 1
1−γ(ζ) .

Remark 8. In general, we have H (M) ≥ H (M|Γ = 0). From Claim 1, we see that when γ(ζ) is small, the difference between
H (M|Γ = 0) and H (M) is small. When γ(ζ)→ 1, the bound in Claim 1 is trivial.

Claim 2 below shows a relationship between Bob’s probability of decoding error if Alice uses her original code, and his
probability of error if Alice uses the “sub-code” of the original code with only low-weight codewords.

Claim 2. PrM,~Zb
(M̂ 6= M|Γ = 0,T = 1) ≤ εr

1−γ(ζ) .

Proof:

εr = Pr
~Zb

(M̂ 6= 0|T = 0) + Pr
M,~Zb

(M̂ 6= M|T = 1)

≥ Pr
M,~Zb

(M̂ 6= M|T = 1)

= Pr
M

(Γ = 0) Pr
M,~Zb

(M̂ 6= M|Γ = 0,T = 1)

+ Pr
M

(Γ = 1) Pr
M,~Zb

(M̂ 6= M|Γ = 1,T = 1) (27)

≥ (1− γ(ζ)) Pr
M,~Zb

(M̂ 6= M|Γ = 0,T = 1)

≥ (1− γ(ζ)) Pr
M,~Zb

(M̂ 6= M|Γ = 0,T = 1) (28)

where equation (27) holds since for a fixed code C, Alice’s encoder and Bob’s decoder are fixed, PrM,~Zb
(M̂ 6= M|Γ = 0,T =

1) corresponds to the probability of decoding error for the original decoder. In equation (28), the probability of decoding error
PrM,~Zb

(M̂ 6= M|Γ = 0,T = 1) corresponds to the probability of decoding error for the optimal decoder of the sub-code with
the condition Γ = 0. Therefore, we obtain PrM,~Zb

(M̂ 6= M|Γ = 0,T = 1) ≤ εr
1−γ(ζ) .

Claim 3 below shows a relationship between the entropy of Willie’s received vector ~Yw if Alice uses her original code, and
the entropy of his ~Yw if Alice uses the “sub-code” of the original code with only low-weight codewords.

Claim 3. H
(
~Yw|Γ = 0,T = 1

)
≤ nH (ζ ∗ pw)
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Proof: Note that

1

n
E~Yb

{
wtH(~Yb)|Γ = 0,T = 1

}
= EU

{
EȲb,U

[
wtH(Ȳb,U)|Γ = 0,T = 1

]}
(29)

= EU

{
EX̄U,Z̄b,U

[
wtH(X̄U ⊕ Z̄b,U)|Γ = 0,T = 1

]}
(30)

= EU

{
EX̄U,Z̄b,U

[∑
x̄,z̄b

pX̄U,Z̄b,U(x̄, z̄b|Γ = 0,T = 1)

× wtH(x̄⊕ z̄b)
]}

= EU

{
Pr

X̄U,Z̄b,U
(X̄U ⊕ Z̄b,U = 1|Γ = 0,T = 1)

}
= EU

{
Pr
X̄U

(X̄U = 1|Γ = 0,T = 1)(1− pb)

+ Pr
X̄U

(X̄U = 0|Γ = 0,T = 1)pb

}
=

wtH(~x)

n
∗ pb

≤ ζ ∗ pb, (31)

where equation (29) holds by taking U as a uniform random variable in the set {1, 2, . . . , n}. Using the fact that ~Yb = ~X⊕~Zb
where “⊕” is exclusive OR operation, we can obtain (30).

Therefore, by the concavity of the entropy function, and the inequality (31), we obtain

H
(
~Yb|Γ = 0,T = 1

)
≤

n∑
i=1

H (Yb,i|Γ = 0,T = 1)

=

n∑
i=1

H (ζxi ∗ pb)

≤ nH
(

1

n

n∑
i=1

ζxi ∗ pb
)

= nH

(
1

n

n∑
i=1

wtH(xi) ∗ pb
)

= nH

((
1

n

n∑
i=1

wtH(xi)

)
∗ pb

)
= nH (ζ ∗ pb) . (32)
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We now find an upper bound on the throughput r through the following series of inequalities,

r
√
n

= H (M|T = 1)

≤ H (M|Γ = 0,T = 1) + log
1

1− γ(ζ)
(33)

= H
(
M|M̂,Γ = 0,T = 1

)
+ I

(
M; M̂|Γ = 0,T = 1

)
+ log

1

1− γ(ζ)

≤ 1 + r
√
n Pr

M,~Zb

(M̂ 6= M|Γ = 0,T = 1)

+ I
(
~X; ~Yb|Γ = 0,T = 1

)
+ log

1

1− γ(ζ)
(34)

≤ 1 + r
√
n

εr
1− γ(ζ)

+
[
H
(
~Yb|Γ = 0,T = 1

)
−H

(
~Yb|~X,Γ = 0,T = 1

)]
+ log

1

1− γ(ζ)
(35)

≤ 1 + r
√
n

εr
1− γ(ζ)

+ n (H (ζ ∗ pb)−H (pb)) + log
1

1− γ(ζ)
(36)

= 1 + r
√
n

εr
1− γ(ζ)

+ n

(
D (pb ‖ ζ ∗ pb) + ζ(1− 2pb) log

1− ζ ∗ pb
ζ ∗ pb

)
+ log

1

1− γ(ζ)
(37)

≤ 1 + r
√
n

εr
1− γ(ζ)

+ n

(
ζ2(1− 2pb)

2

2pb(1− pb) ln 2
+ ζ(1− 2pb) log

1− pb
pb

)
+ log

1

1− γ(ζ)
, (38)

where inequality (33) follows from Claim 1, which shows that conditioning on the event that Alice uses a low-weight sub-
code (Γ = 0) does not change the uncertainty in M “much”. Inequality (34) holds by using Fano’s inequality (recall that
PrM,~Zb

(M̂ 6= M|Γ = 0,T = 1) is the probability of decoding error corresponds to the optimal decoder for the sub-code) and
data-processing inequality over the probability distribution p̃(·) , p(·|Γ = 0,T = 1). Using Claim 2, we obtain equation (35).
We obtain equation (36) using Claim 3 and H

(
~Yb|~X,Γ = 0,T = 1

)
= H (pb) by noting that the channel from Alice to Bob

is an i.i.d. DMC (Discrete Memeoryless Channel). Equation (37) is obtained from Claim 14 in the Appendix and equation (38)
is obtained from Claim 13 in the Appendix.

Therefore, from (38) we have the upper bound on the throughput r,

r ≤ 1

(1− εr/(1− γ(ζ)))
√
n

[
1 + n

(
ζ2(1− 2pb)

2

2pb(1− pb) ln 2

+ζ(1− 2pb) log
1− pb
pb

)
+ log

1

1− γ(ζ)

]

≤ 1

1− εr/(1− γ(ζ))

1− 2pb
1− 2pw

√
8pw(1− pw)

1− εd/γ(ζ)
log

1− pb
pb

+O
(

1√
n

)
(39)

D. Proof of Proposition 1

Recall that the codebook C was generated by choosing 2(r+rs)
√
n codewords, with each bit of each codeword generated

i.i.d. according to a Bernoulli(ρ) distribution, where ρ is a code-design parameter specified in Subsection IV-E1.
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Note that a code C is (1− εr)-reliable regardless of whether Alice transmitted a non-zero codeword or not if the probability
(only over channel noise ~Zb) that Bob’s decoded message M̂ differs from the true message M (which may equal either 0 if
Alice is silence, or a value from {1, . . . , 2(r+rs)

√
n} if Alice is indeed transmitting).

Bob’s decoding rule
Suppose that Bob receives a vector ~yb, then Bob’s decoding rule is shown as follows,

1. If the received vector ~yb is in the typical set of ~Yb corresponding to Alice being silent. That is, if ~yb ∈ A0(~Yb)\A1(~Yb),
then Bob decodes m = 0;

2. If the received vector ~yb is in the typical set of ~Yb corresponding to Alice being transmitting, i.e., if ~yb ∈ A1(~Yb), then
2.1. If there is only one message m in {1, . . . , N} such that the codewords ~x(m,ms) in the decoding ball A1(~X|~yb)

for some ms ∈ {1, . . . , S}, then Bob decodes m. That is, if ∃!m ∈ {1, . . . , N}, and ∃ms ∈ {1, . . . , S} s.t.
~x(m,ms) ∈ C ∩ A1(~X|~yb), then Bob decodes m;

2.2. If there are more than one codewords ~x(m,ms), ~x
′(m′,m′s) in C ∩A1(~X|~yb) where m 6= m′, then Bob outputs an

error;
2.3. If there is no codeword in C ∩ A1(~X|~yb), then Bob decodes the zero message 0. That is, if 6 ∃~x ∈ A1(~X|~yb), then

Bob decodes m = 0, which means Alice did not transmit;
3. If Bob’s received vector ~yb is neither in A0(~Yb) nor A1(~Yb), then Bob outputs error.

Error analysis of the decoding rule
In this part, we show that Bob can decode the original message correctly with high probability.

We first define the probability of error. Note that there are two types of errors according to Alice’s transmission status T = 0.
When Alice is silent, i.e., T = 0, the probability of decoding error is defined as follows,

Pr(M̂ 6= 0|T = 0). (40)

When Alice is indeed transmitting, without loss of generality, we assume that the codeword ~x(m,ms) is sent. We define
the maximal probability of decoding error as follows,

max
m∈{1,...,N}

Pr(M̂ 6= m|~X = ~x(m,ms),T = 1). (41)

Remark 9. In the case T = 1, we show that the maximal probability of decoding error is small with super-exponential high
probability.
Analysis of Pr(M̂ 6= 0|T = 0):

We note that the error given Alice’s transmission status T = 0 can be separated in to two parts. That is,

Pr
~Zb

(M 6= 0|T = 0)

≤ Pr
~Zb

(~Yb /∈ A0(~Yb)|T = 0)

+ Pr
~Zb

(
∃~x ∈ C s.t. ~x ∈ A1(~X|~Yb),

~Yb ∈ A0(~Yb) \ A1(~Yb)|T = 0
)
. (42)

We now prove two claims to show that Pr(M̂ 6= 0|T = 0) is small. The following Claim 4 says that when Alice’s transmission
status T is 0, the probability of Bob’s received vector being atypical is small, which corresponds to the first term in equation (42).

Claim 4. When Alice does not transmit,
Pr
~Zb

(~Yb /∈ A0(~Yb)|T = 0) < 2−c̃n
δ

for some constant c̃ if ∆
(0)
b,∗1 = k̃n−1/2+δ/2.

Proof: Note that

Pr
~Zb

(~Yb /∈ A0(~Yb)|T = 0)

= Pr
~Zb

(fb,∗1 /∈ (pb(1−∆
(0)
b,∗1), pb(1 + ∆

(0)
b,∗1))|T = 0)

< 2 exp

(
−1

3
(∆

(0)
b,∗1)2pbn

)
.

Therefore, choosing ∆
(0)
b,∗1 = k̃n−1/2+δ/2, we obtain the desired result.



21

In Claim 5, we show that when Alice does not transmit, given that Bob’s received vector ~yb ∈ A0(~Yb), the probability of
Bob’s decoding ball contains more than 1 codeword is small. This lemma corresponds to the second term of equation (42).

Claim 5. When Alice does not transmit,

Pr
~Zb

(
∃~x ∈ C s.t. ~x ∈ A1(~X|~Yb), ~Yb ∈ A0(~Yb) \ A1(~Yb)|T = 0

)
< 2−Ω(

√
n).

with probability over C at least 1− 2−Ω(
√
n).

Proof: Note that the probability

Pr
~X,~Zb

(
~X ∈ A1(~X|~Yb), ~Yb ∈ A0(~Yb) \ A1(~Yb)|T = 0

)
=

∑
~yb∈A0(~Yb)\A1(~Yb)

p(~yb) Pr
~X

(
~X ∈ A1(~X|~yb)|T = 0

)
≤ max
~yb∈A0(~Yb)\A1(~Yb)

(
Pr
~X

(
~X ∈ A1(~X|~yb)|T = 0

))
(43)

Note that for any message M and private randomness Ms, the corresponding codeword ~X(M,Ms) is generated i.i.d. according
to Bern(ρ). So, the probability that a randomly generated codeword is in the decoding ball A1(~X|~yb) (where ~yb ∈ A1(~X|~yb))
is,

Pr
~X

(
~X ∈ A1(~X|~yb) |T = 0

)
=

∑
~x∈A1(~X|~yb)

p(~x)

=
∑

(fb,10,fb,11)∈Fb

∑
~x∈T~X|~yb,T=1(fb,10,fb,11)

p(~x)

≤ (ξn1/4+δ/2)

(
n(1− fb,∗1)

nfb,10

)(
nfb,∗1
nfb,11

)
× ρn(fb,10+fb,11)(1− ρ)n(1−fb,10−fb,11)

= (ξn1/4+δ/2)2−n(I(~x;~yb)+D(~x‖ρ)) (44)

for some constant ξ. Therefore, combining equation (43) and (44) we have

Pr
~X,~Zb

(
~X ∈ A1(~X|~Yb), ~Yb ∈ A0(~Yb) \ A1(~Yb) |T = 0

)
≤ (ξn1/4+δ/2)2−n(I(~x;~yb)+D(~x‖ρ)).

Note that n(I (~x; ~yb) + D (~x ‖ ρ)) = ru
√
n + O

(
n1/4

)
by Claim 13 and Claim 15 in the Appendix, and for a randomly

generated codebook C, there are 2r
√
n codewords. Hence, by union bound, the expected probability that there exists a codeword

in C such that the codeword in the decoding ball A1(~X|~yb) equals

EC

[
Pr
~Zb

(
∃~x ∈ C s.t. ~x ∈ A1(~X|~Yb),

~Yb ∈ A0(~Yb) \ A1(~Yb) |T = 0
)]

≤ Pr
~X,~Zb

(
~X ∈ A1(~X|~Yb), ~Yb ∈ A0(~Yb) \ A1(~Yb) |T = 0

)
|C|

≤ (ξn1/4+δ/2)2−n(I(~x;~yb)+D(~x‖ρ))2r
√
n

= 2−Ω(
√
n). (45)

So, apply Markov inequality on equation (45), we have the probability that

Pr
~Zb

(
∃~x ∈ C s.t. ~x ∈ A1(~X|~Yb), ~Yb ∈ A0(~Yb) \ A1(~Yb) |T = 0

)
≥ 2−c̃

′√n



22

is at most 2−Ω(
√
n) for some carefully chosen constant c̃′.

Analysis of Pr(M̂ 6= m|~X = ~x(m,ms),T = 1):
When Alice does transmit (T = 1), we assume that a specific codeword ~x(m,ms) is transmitted. Since Alice’s messages are
equiprobabe, and each codeword is generated i.i.d., the probability of error analysis below is symmetric regardless of which
codeword ends up being transmitted.

Pr
~Zb

(M̂ 6= m|~X = ~x(m,ms),T = 1)

≤ Pr
~Zb

(~Yb /∈ A1(~Yb)|~X = ~x(m,ms),T = 1)

+ Pr
~Zb

(⋂
ms

{~x(m,ms) /∈ A1(~X|~Yb), ~Yb ∈ A1(~Yb)}

|~X = ~x(m,ms),T = 1
)

+ Pr
~X′ 6=~x(m,·),~Zb

(
∃~X′ ∈ A1(~X|~Yb), ~Yb ∈ A1(~Yb)

|~X = ~x(m,ms),T = 1
)
.

To show Pr(M̂ 6= m|T = 1, ~X = ~x(m,ms)) is small, we have the following three lemmas.

Claim 6. When Alice does transmit a codeword ~x(m,ms),

Pr
~Zb

(~Yb /∈ A1(~Yb)|~X = ~x(m,ms),T = 1) < 2−ĉn
δ

with probability over C at least 1− 2−O(nδ) if ∆
(1)
b,∗1 = k̂n−1/2+δ/2.

Proof: Applying Chernoff bound, we can upper bound

EC

(
Pr
~Zb

(~Yb /∈ A1(~Yb)|~X = ~x(m,ms),T = 1)

)
= Pr

~X,~Zb

(~Yb /∈ A1(~Yb)|T = 1)

< 2 exp

(
−1

3

(
∆

(1)
b,∗1)

)2

ρ ∗ pbn
)
.

Since ∆
(1)
b,∗1 = k̂n−1/2+δ/2, we have that

EC

(
Pr
~Zb

(~Yb /∈ A1(~Yb)|T = 1)

)
< 2−ĉn

δ

for some constant ĉ.
Hence, applying Markov’s inequality, we have

Pr
C

(
Pr
~Zb

(~Yb /∈ A1(~Yb)|~X = ~x(m,ms),T = 1) ≥ 2−ĉ
′nδ
)
≤ 2−Ω(nδ)

for some constant ĉ′.

Claim 7. When Alice does transmit the codeword ~x(m,ms),

Pr
~Zb

(
∃~x′(m′,m′s) ∈ C s.t. ~x′ ∈ A1(~X|~Yb), ~Yb ∈ A1(~Yb) ∣∣∣~X = ~x(m,ms),T = 1

)
< 2−Ω(

√
n)

with probability over C at least 1− 2−O(
√
n).

Proof: This proof is similar to Claim 5. The following is the sketch of the proof. We first note that

Pr
~X′,~Zb

(
~X′ ∈ A1(~X|~Yb), ~Yb ∈ A1(~Yb)

∣∣∣~X = ~x(m,ms),T = 1
)

≤ max
~yb∈A1(~Yb)

(
Pr
~X′

(
~X′ ∈ A1(~X|~yb)

∣∣∣~X = ~x(m,ms),T = 1
))

.
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We then have

Pr
~X′

(
~X′ ∈ A1(~X|~yb)

∣∣∣~X = ~x(m,ms),T = 1
)

≤ (ξ′n1/4+δ/2)2−n(I(~x;~yb)+D(~x‖ρ))

for some constant ξ′. Therefore, we have

Pr
~X′,~Zb

(
~X′ ∈ A1(~X|~Yb), ~Yb ∈ A1(~Yb)

∣∣∣~X = ~x(m,ms),T = 1
)

≤ (ξ′n1/4+δ/2)2−n(I(~x;~yb)+D(~x‖ρ)).

So,

EC

[
Pr
~Zb

(
∃~x′ ∈ C s.t. ~x′ ∈ A1(~X|~Yb), ~Yb ∈ A1(~Yb) ∣∣∣~X = ~x(m,ms),T = 1

)]
≤ 2−Ω(

√
n).

Hence, apply Markov’s inequality, we have that

Pr
~Zb

(
∃~x′ ∈ C s.t. ~x′ ∈ A1(~X|~Yb), ~Yb ∈ A1(~Yb)

∣∣∣
~X = ~x(m,ms),T = 1

)
≥ 2−ĉ

′′√n

is at most 2−Ω(
√
n) for some constant ĉ′′.

Claim 8. When Alice does transmit the codeword ~x(m,ms),

Pr
~Zb

(⋂
ms

{~x(m,ms) /∈ A1(~X|~yb)}, ~Yb ∈ A1(~Yb) ∣∣∣~X = ~x(m,ms),T = 1
)
< 2−Ω(nδ).

Proof: Denote the event Em,ms = {~x(m,ms) /∈ A1(~X|~Yb)} and the event Em,m′s = {~X′(m,m′s) /∈ A1(~X|~Yb)} for
m′s 6= ms. We then have the error probability

Pr
~X′,~Zb

Em,ms , ⋂
m′s 6=ms

Em,m′s , ~Yb ∈ A1(~Yb)
∣∣∣~X = ~x(m,ms),T = 1


≤ Pr

~Zb

(
Em,ms , ~Yb ∈ A1(~Yb)

∣∣∣~X = ~x(m,ms),T = 1
)

= Pr
~Zb

(
~x(m,ms) /∈ A1(~X|~Yb), ~Yb ∈ A1(~Yb)

∣∣∣~X = ~x(m,ms),T = 1
)

≤ Pr
~Zb

(
~x(m,ms) /∈ A1(~X|~Yb)

∣∣∣~Yb ∈ A1(~Yb),T = 1
)

Note that for any ~yb ∈ A1(~Yb), if the codeword ~x(m,ms) /∈ A(~X), this codeword ~x(m,ms) /∈ A1(~X|~yb). Hence, the only
case that remains is that when ~x(m,ms) ∈ A(~X). So, Em,ms happens only when the bit-flips in the support of ~x(m,ms) is
outside the range (nρpb(1−∆b,10), nρpb(1 + ∆b,10)). That is, the fraction of bit-flips in the support of ~x(m,ms) is outside
the range (pb(1− k̂′n−1/4+δ/2), pb(1 + k̂′n−1/4+δ/2)) for some constant k̂′ and δ � 1. Therefore,

Pr
~Zb

(~x(m,ms) /∈ A1(~X|~Yb)|~Yb ∈ A1(~Yb),T = 1)

< 2 exp
(
−ĉ′′′nδ

)
for some constant ĉ′′′.

Combining the above claims, we obtain

Pr(M̂ 6= 0|T = 0)

+ max
m

∑
ms∈C

Pr(M̂ 6= m|~X = ~x(m,ms),T = 1) Pr(Ms = ms) < 2−Ω(nδ)

with probability greater than 1− exp
(
−O

(
nδ
))

over the random code C.
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E. Achievability of Fixed Channel Model (Theorem 2)

1) Achievability: Deniability: Recall that in equation (20) the deniability part of the achievability is equivalent to show
that V (p0, p1) < εd. This can be further divided into that showing that a code is, with high probability, (1 − εd)-deniable is
implied by showing that V (p0,E(p1)) < εd and V (E(p1), p1) < 2−Ω(nδ) are true, i.e., the variational distance between p0 and
EC(p1) is less than εd, and the variational distance between EC(p1) and p1 is exponentially small with (super-exponentially)
high probability. In fact, the bulk of the proof of deniability focuses on the latter inequality, i.e., Lemma 3, since it is the most
technically challenging part of the proof.

Lemma 2. If the codebook C is drawn from the ρn-weight random ensemble with ρ < 2
√
pw(1−pw)

1−2pw
εd√
n

, then V (p0,E(p1)) < εd.

While Lemma 2 is relatively straightforward, following broadly from “standard techniques” in information theory (such as
Pinsker’s inequality – indeed, such an approach was followed in the work of Bash et al, the major novelty in this proof is in
Lemma 3, which occupies the bulk of the remainder of this Section.)

Lemma 3. If the codebook C is drawn from the ρn-weight random ensemble with ρ <
2
√
pw(1−pw)

1−2pw
εd√
n

and the throughput

rL < r < rU , V (E(p1), p1) < 2−Ω(nδ) with probability greater than 1− exp
(
−2O(nδ)

)
over the code C.

So, combining Lemma 2 and Lemma 3, we conclude that α+ β ≥ 1− εd with probability greater than 1− exp
(
−2O(nδ)

)
over the code C.
Proof of Lemma 2
Note that p0 corresponds to the n-letter distribution (over a support of size 2n) induced by the codebook C and n Bernoulli-(pw)
random variables corresponding to entries of ~Zw. Similarly, the “smoothed” distribution EC(p1) corresponds to the n-letter
distribution (also over a support of size 2n) induced by n Bernoulli-(ρ ∗ pw) random variables corresponding to entries of
~X⊕ ~Zw.

Hence by further “standard statistical arguments”,

V (p0,EC(p1)) ≤
√

ln 2

2
D (p0 ‖ EC(p1)) (46)

=

√
n ln 2

2
D (pw ‖ ρ ∗ pw) (47)

where (46) follows from Pinsker’s inequality ([20, Lemma 11.6.1], reprised in [12] as Fact 2), and (47) from the chain rule
for relative entropy ([20, Equation (2.67)], reprised in [12] as Fact 3).

Using the Taylor series bound on the Kullback-Leibler divergence (See Claim 13 in the Appendix, we have D (pw ‖ ρ ∗ pw) ≤
ρ2(1−2pw)2

2pw(1−pw) ln 2 . Therefore, substituting in (47),

V (p0,EC(p1)) ≤ 1− 2pw√
pw(1− pw)

ρ
√
n

2
. (48)

Finally, using the fact that ρ < 2
√
pw(1−pw)

1−2pw
εd√
n

, we have V (p0,EC(p1)) < εd. �
Proof of Lemma 3
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Using the definitions in Section IV-A, V (EC(p1), p1) from (20) may be further expanded as the following

V (EC(p1), p1)

=
1

2

∑
~yw∈{0,1}n

|EC(p1(~yw))− p1(~yw)|

≤ 1

2

∑
~yw∈A1(~Yw)

∣∣∣∣∣∣
∑
C

Pr(C)
∑

~x∈C∩A1(~X|~yw)

p1(~yw|~x)p(~x))

−
∑

~x∈C∩A1(~X|~yw)

p1(~yw|~x)p(~x))

∣∣∣∣∣∣
+

1

2

∑
~yw∈A1(~Yw)

∣∣∣∣∣∣
∑
C

Pr(C)
∑

~x∈C\A1(~X|~yw)

p1(~yw|~x)p(~x))

−
∑

~x∈C\A1(~X|~yw)

p1(~yw|~x)p(~x))

∣∣∣∣∣∣
+

1

2

∑
~yw /∈A1(~Yw)

∣∣∣∣∣∑
C

Pr(C)
∑
~x∈C

p1(~yw|~x)p(~x))

−
∑
~x∈C

p1(~yw|~x)p(~x))

∣∣∣∣∣ (49)
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≤ 1

2

∑
~yw∈A1(~Yw)

∣∣∣∣∣∣
∑
C

Pr(C)
∑

~x∈C∩A1(~X|~yw)

p1(~yw|~x)p(~x))

−
∑

~x∈C∩A1(~X|~yw)

p1(~yw|~x)p(~x))

∣∣∣∣∣∣
+

1

2

∑
~yw∈A1(~Yw)

EC

 ∑
~x∈C\A1(~X|~yw)

p1(~yw|~x)p(~x))


+

1

2
EC

 ∑
~yw /∈A1(~Yw)

p1(~yw)


+

1

2

∑
~yw∈A1(~Yw)

∑
~x∈C\A1(~X|~yw)

p1(~yw|~x)p(~x))

+
1

2

∑
~yw /∈A1(~Yw)

∑
~x∈C

p1(~yw|~x)p(~x)). (50)

The terms in equation (49) above correspond to the difference between the distribution on ~yw observed by Willie due to the
actual code C used, and the distribution on ~yw if the ensemble distribution (over random codebooks) had been used. The first
two terms in equation (49) deal with the difference between these distributions for “typical” ~yw, and the last one for “atypical”
~yw – bounding different terms require different techniques, as outlined later.

The rest of the proof focuses on showing that with (super-exponentially high probability over code design) each of the terms
in (50) is small.

The key tool used in proving that with probability super-exponentially close to 1 the first term is small (which is perhaps
the “trickiest” art of the proof) is in showing that for typical ~Yw and conditionally typical ~X, with super-exponentially high
probability over code design the expected number of codewords in these typical types is very close to the expected number of
codewords (over the randomness in code design). This is possible since the number of codewords is super-polynomially large
(2r
√
n) and the codebook C is designed i.i.d., hence the Chernoff bound gives us the desired fact. Once we prove this statement,

we use the fact that once you have eliminated the highly probable, whatever remains is highly improbable, 6 carefully defined
triangle inequalities do the trick here.

Claim 9. For any δ ∈ (0, 1/2),

1

2

∑
~yw∈A1(~Yw)

∣∣∣∣∣∑
C

Pr(C)
∑

~x∈C∩A1(~X|~yw)

p1(~yw|~x)p(~x))

−
∑

~x∈C∩A1(~X|~yw)

p1(~yw|~x)p(~x))

∣∣∣∣∣ < 2−n
δ

with probability greater than 1− exp
(
−O

(
2
√
n
))

over the code C, where δ � 1/2.

Proof: Note that the first part of the first term in (49) can be expanded as,∑
C

Pr(C)
∑

~x∈C∩A1(~X|~yw)

p1(~yw|~x)p(~x)

=
∑
C

Pr(C)
∑

fw,10,fw,11

∑
~x∈C∩T~X|~yw,T=1(fw,10,fw,11)

p1(~yw|~x)p(~x)

=
∑
C

Pr(C)
∑

fw,10,fw,11

|C ∩ T~X|~yw,T=1(fw,10, fw,11)|p1(~yw|~x)p(~x) (51)

=
∑

fw,10,fw,11

EC(|C ∩ T~X|~yw,T=1(fw,10, fw,11)|)p1(~yw|~x)p(~x). (52)

In words, Equation (52) says that the expected probability (over the ensemble average over all codes and over the codewords
~x in the specific code C) of observing a ~yw, conditioned on it being “caused” by a conditionally typical codeword ~x,

6A slight twist on Sherlock Holmes’ dictum “Once you eliminate the impossible, whatever remains, no matter how improbable, must be the truth.” [25]
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Fig. 8. As shown in this figure, The following claims fall into the corresponding typicality condition of ~x and ~yw .

equals the weighted average (over “typical type-classes” T~X|~yw,T=1(fw,10, fw,11), weighted by the appropriate probabilities
of codewords p(~x) and transition probability p1(~yw|~x) of the expected number of codewords in each conditionallly typical
type-class A1(~X|~yw). To obtain (51), we note that p1(~yw|~x) is a constant for particular type T~X|~yw,T=1(fw,10, fw,11), and
p(~x) is always constant and equals 1/2(r+rs)

√
n, since each codeword is generated i.i.d.. To obtain (52), we exchange the

order of the summations. We also note that the expected number of codewords that fall into a high probability type-class
EC(|C ∩ T~X|~yw,T=1(fw,10, fw,11)|) = PrM,Ms

(~X ∈ T~X|~yw,T=1(fw,10, fw,11))|C|. By standard counting arguments, we have

Pr
M,Ms

(~X ∈ C ∩ T~X|~yw,T=1(fw,10, fw,11)) (53)

=

(
n(fw,01 + fw,11)

nfw,11

)
ρnfw,11(1− ρ)nfw,01

×
(
n(fw,00 + fw,10)

nfw,10

)
ρnfw,10(1− ρ)nfw,00 (54)

≥ 1

(n+ 1)2
2
n(fw,01+fw,11)H

(
fw,11

fw,01+fw,11

)
2
n(fw,00+fw,10)H

(
fw,10

fw,00+fw,10

)

× ρn(fw,10+fw,11)(1− ρ)n(fw,00+fw,01) (55)

=
1

(n+ 1)2
2nH(~x|~yw)2n[(fw,10+fw,11) log ρ+(1−fw,10−fw,11) log(1−ρ)] (56)

=
1

(n+ 1)2
2nH(~x|~yw)2−n[H(~x)+D(~x‖ρ)] (57)

=
1

(n+ 1)2
2−n[I(~x;~yw)+D(~x‖ρ)] (58)

Here, (54) is the probability that ~X satisfies the constraints that define the type T~X|~yw,T=1(fw,10, fw,11) given the received
vector ~yw. The term

(
fw,∗1n
fw,11n

)(
(1−fw,∗1)n
fw,10n

)
in (55) counts the total number of binary sequences ~x that satisfy the constraint that

the fraction of 1’s in the support of the given ~yw equals fw,11, and a similar constraint for fw,10. Recall that ρ is the codebook
generation probability, and hence ρfw,11n(1−ρ)fw,01nρfw,10n(1−ρ)fw,00n is the probability that such ~x are generated. In (55),
we also use the fact that

(
n
k

)
≥ 1

n+12nH(k/n) [20].
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We show that for all (~x, ~yw) such that ~yw in A1(~Yw), and ~x ∈ A1(~X|~yw), I (~x; ~yw) = ρ(1−2pw) log 1−pw
pw

+O
(
n−

3
4

)
and

D (~x ‖ ρ) = O
(
n−1

)
in the Appendix. We can choose the throughput r > rL so that EC(|C∩T~X|~yw,T=1(fw,10, fw,11)|) = 2c

√
n

for a constant c = r− rL > 0. Thus, we can concentrate the value of |C ∩ T~X|~yw,T=1(fw,10, fw,11)| around its expectation by
using the Chernoff bound,

Pr
C,M,Ms

(∣∣∣|C ∩ T~X|~yw,T=1(fw,10, fw,11)|

− EC(|C ∩ T~X|~yw,T=1(fw,10, fw,11)|)
∣∣∣

> εAEC(|C ∩ T~X|~yw,T=1(fw,10, fw,11)|)
)

< 2 exp

(
−1

3
ε2A2c

√
n

)
. (59)

Here εA is a code-design parameter. By choosing εA = 2−n
δ

and δ ∈ (0, 1/2), we have with probability at least 1 −
2 exp

(
−O

(
2
√
n
))

over the code C.

∑
~yw∈A1(~Yw)

∣∣∣∣∣∣
∑
C

Pr(C)
∑

~x∈C∩A1(~X|~yw)

p1(~yw|~x)p(~x)

−
∑

~x∈C∩A1(~X|~yw)

p1(~yw|~x)p(~x)

∣∣∣∣∣∣
=

∑
~yw∈A1(~Yw)∣∣∣∣∣∣

∑
(fw,10,fw,11)∈Fw

EC(|C ∩ T~X|~yw,T=1(fw,10, fw,11)|)p1(~yw|~x)p(~x)

−
∑

(fw,10,fw,11)∈Fw

|C ∩ T~X|~yw,T=1(fw,10, fw,11)|p1(~yw|~x)p(~x)

∣∣∣∣∣∣ (60)

≤
∑

~yw∈A1(~Yw)

∑
(fw,10,fw,11)∈Fw

∣∣∣EC(|C ∩ T~X|~yw,T=1(fw,10, fw,11)|)

−|C ∩ T~X|~yw,T=1(fw,10, fw,11)|
∣∣∣ p1(~yw|~x)p(~x) (61)

<
∑

~yw∈A1(~Yw)

∑
fw,10,fw,11

εAEC(|C ∩ T~X|~yw,T=1(fw,10, fw,11)|)p1(~yw|~x)p(~x)

< εA = 2−n
δ

, (62)

where we change the summation
∑
~x∈C∩A1(~X|~yw) over the typical set into the summation

∑
(fw,10,fw,11)∈Fw |C∩T~X|~yw,T=1(fw,10, fw,11)|

over typical type-classes in (60) as defined in 8. Since (59) for each typical type-class with super-exponential high probability
close to 1, and there are only super-polynomially many typical type-classes. Taking a union bound, we obtain inequality (61).

Hence, in summary, with probability at least 1 − exp
(
−O

(
2
√
n
))

over code design, the contribution to the variational

distance between p1 and EC(p1) by the first term in (50) is at most 2−n
δ

. Recall that this first term corresponds to only
those ~yw which are typical, and those codewords ~x that are conditionally typical with respect to such typical ~yw. This proves
Claim 9.

Next, we focus on bounding the remaining terms in equation (50).

Claim 10. We have ∑
~yw /∈A1(~Yw)

EC(p1(~yw)) < 2−c
′nδ

for some constant c′ by choosing ∆w,∗1 = n−1/2+δ/2.
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Proof: By the Chernoff bound, we have∑
~yw /∈A1(~Yw)

EC(p1(~yw))

= Pr
C,M,Ms,~Zw

(
~Yw /∈ A1(~Yw)

)
= Pr

C,M,Ms,~Zw

(fw,∗1 /∈ ((1−∆w,∗1)ρ ∗ pw, (1 + ∆w,∗1)ρ ∗ pw))

< 2 exp

(
−1

3
∆2
w,∗1(ρ ∗ pw)n

)
.

Choosing
∆w,∗1 = n−1/2+δ/2, (63)

we have ∑
~yw /∈A1(~Yw)

EC(p1(~yw)) < 2 exp

(
−1

3
∆2
w,∗1(ρ ∗ pw)n

)

= 2 exp

(
−1

3
(ρ ∗ pw)nδ

)
= 2−c

′nδ , (64)

for some constant c′.

Claim 11. We have

EC

 ∑
~yw∈A1(~Yw)

∑
~x∈C\A1(~X|~yw)

p1(~yw|~x)p(~x)

 < 2−c
′′nδ

for some constant c′′ by choosing ∆w,10 = ∆w,11 = n−1/4+δ/2.

Proof: Similarly to Claim 10, we have

EC

 ∑
~yw∈A1(~Yw)

∑
~x∈C\A1(~X|~yw)

p1(~yw|~x)p(~x)


= EC

 ∑
~yw∈A1(~Yw)

∑
~x∈C\A1(~X|~yw)

p1(~yw)p(~x|~yw)


=

∑
~yw∈A1(~Yw)

p1(~yw)EC

 ∑
~x∈C\A1(~X|~yw)

p(~x|~yw)


<

 ∑
~yw∈A1(~Yw)

p1(~yw)


×
[
2 exp

(
−1

3
∆w,10ρpwn

)
+ 2 exp

(
−1

3
∆w,11ρ(1− pw)n

)]
(65)

< 2 exp

(
−1

3
∆w,10ρpwn

)
+ 2 exp

(
−1

3
∆w,11ρ(1− pw)n

)
,

where equation (65) holds since the Chernoff bound is applied to the following equation,

EC

 ∑
~x∈C\A1(~X|~yw)

p(~x|~yw)


= Pr

C,M,Ms,~Zw

(
{fw,10 /∈ ((1−∆w,10)ρpw, (1 + ∆w,10)ρpw)}

⋃
{fw,11 /∈ (1−∆w,11)ρ(1− pw), (1 + ∆w,11)ρ(1− pw))}

)
.
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Choosing
∆w,10 = ∆w,11 = n−1/4+δ/2, (66)

we have

EC

 ∑
~yw∈A1(~Yw)

∑
~x∈C\A1(~X|~yw)

p1(~yw|~x)p(~x)

 < 2−c
′′nδ . (67)

Claim 12. ∑
~yw /∈A1(~Yw)

p1(~yw) +
∑

~yw∈A1(~Yw)

∑
~x∈C\A1(~X|~yw)

p1(~yw|~x)p(~x) < 2−Ω(nδ)

with probability greater than 1− exp
(
−O

(
2
√
n
))

over code design.

Proof: By Claim 9 and Claim 11, with probability greater than 1− exp
(
−O

(
2
√
n
))

over code design, we have

2−n
δ

+ 2−c
′′nδ

>
∑

~yw∈A1(~Yw)

∣∣∣∣∣∣
∑
C

Pr(C)
∑

~x∈C∩A1(~X|~yw)

p1(~yw|~x)p(~x)

−
∑

~x∈C∩A1(~X|~yw)

p1(~yw|~x)p(~x)

∣∣∣∣∣∣
+ EC

 ∑
~yw∈A1(~Yw)

∑
~x∈C\A1(~X|~yw)

p1(~yw|~x)p(~x)

 (68)

≥

 ∑
~yw∈A1(~Yw)

∑
C

Pr(C)
∑

~x∈C∩A1(~X|~yw)

p1(~yw|~x)p(~x)

+EC

 ∑
~yw∈A1(~Yw)

∑
~x∈C\A1(~X|~yw)

p1(~yw|~x)p(~x)


−

∑
~yw∈A1(~Yw)

∑
~x∈C∩A1(~X|~yw)

p1(~yw|~x)p(~x) (69)

=
∑

~yw∈A1(~Yw)

EC(p1(~yw))−
∑

~yw∈A1(~Yw)

∑
~x∈C∩A1(~X|~yw)

p1(~yw|~x)p(~x)

> 1− 2−c
′nδ

−

1−
∑

~yw /∈A1(~Yw)

p1(~yw)−
∑

~yw∈A1(~Yw)

∑
~x∈C\A1(~X|~yw)

p1(~yw|~x)p(~x)

 (70)

=
∑

~yw /∈A1(~Yw)

p1(~yw) +
∑

~yw∈A1(~Yw)

∑
~x∈C\A1(~X|~yw)

p1(~yw|~x)p(~x)− 2−c
′nδ

We obtain (69) by using the triangle inequality |a− b| ≥ a− b in the first term in (68). Equation (70) holds directly from
Claim 10. Therefore, we have ∑

~yw /∈A1(~Yw)

p1(~yw) +
∑

~yw∈A1(~Yw)

∑
~x∈C\A1(~X|~yw)

p1(~yw|~x)p(~x)

< 2−n
δ

+ 2−c
′nδ + 2−c

′′nδ

= 2−Ω(nδ). (71)
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Hence, combining Claim 9, Claim 10, Claim 11 and Claim 12, with probability greater than 1 − exp
(
−O

(
2
√
n
))

over
code design, the variational distance V (EC(p1), p1) can be bounded from above as follows,

V (EC(p1), p1)

=
1

2

∑
~yw∈{0,1}n

|EC(p1(~yw))− p1(~yw)|

<
1

2

∑
~yw∈A1(~Yw)

∣∣∣∣∣∣
∑
C

Pr(C)
∑

~x∈C∩A1(~X|~yw)

p1(~yw|~x)p(~x)

−
∑

~x∈C∩A1(~X|~yw)

p1(~yw|~x)p(~x)

∣∣∣∣∣∣
+

1

2

∑
~yw∈A1(~Yw)

∑
C

Pr(C)
∑

~x∈C\A1(~X|~yw)

p1(~yw|~x)p(~x)

+
1

2

∑
~yw∈A1(~Yw)

∑
~x∈C\A1(~X|~yw)

p1(~yw|~x)p(~x)

+
1

2

∑
~yw /∈A1(~Yw)

EC(p1(~yw)) +
1

2

∑
~yw /∈A1(~Yw)

p1(~yw) (72)

< 2−Ω(nδ).

�
This (finally!) concludes the proof of Lemma 3, which first started on page 70!
This Lemma shows that the variational distance between EC(p1) and p1 is exponentially small with probability super-

exponentially close to 1. This says that the bulk of the contribution of the variational distance between p0 and p1 is due to
the variational distance between the two smooth distributions p0 and EC(p1) – the “lumpiness” (as shown in Figures 4 and 5)
corresponding to the variational distance between the ensemble average distribution of ~Yw and the actual distribution on ~Yw

due to a randomly chosen codebook.
2) Achievability: Reliability: The reliability follows from Proposition 1 by choosing the parameter C(r√n, 1).

F. Hidability of Fixed Channel Model (Theorem 3)

Note that the reliability follows from Proposition 1 by choosing the parameter C(r√n, rs
√
n).

And, the hidability follows directly from the standard secrecy arguments.
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G. Converse for Slow Fading Channel Model (Theorem 4)

We now move to analyzing a channel model in which the throughput that Alice can both reliably and deniably get through
to Bob scales linearly in the block-length n, rather than as the square-root of n. The reason for this behaviour is because the
value of the noise parameter (in the case of the Binary Symmetric Channels we consider in this work, the noise parameter we
consider corresponds to the probability of bit-flips) itself has some uncertainty. Since the “SNR” of the channel itself has some
uncertainty, from Willie’s perspective, so the standard deviation of the noise itself increases substantially, from O (

√
n), to

being linear in n in some cases of interest (as in the specific case we analyze, where the noise parameter is uniformly distributed
in an interval).7 Hence in the following discussion we discuss the rates of codes (which scale linearly with block-length n),
rather than their throughputs (which scale linearly with

√
n).

1) Upper bound on α + β: In the outer bound for the Fixed Channel model discussed in Section IV-C, the estimator
discussed was a threshold estimator, which used the Hamming weight of the received transmission to estimate the“energy”
injected into the transmitted codeword by Alice. This resulted in an outer bound on the throughput which did not match (up
to small constant factors explicitly calculated) in that model.

However, in the Slow Fading Channel Model considered in this section, the noise parameters pb and pw themselves are
drawn (independently) from uniform distributions on pre-specified sub-intervals (Lb, Ub) and (Lw, Uw) of (0, 1/2) respectively.
For this model we demonstrate that using essentially the same estimator as in the Fixed Channel Model results in outer bounds
on the (1− εr)-reliable (1− εd)-deniable rate achievable by Alice that are asymptotically essentially optimal, by showing an
achievability scheme in the next section (Section IV-H) that has performance essentially meeting those outer bounds.8

Let fw,∗1 denote the fractional Hamming weight of ~yw, wtH(~yw)/n, Willie chooses as threshold t (a parameter whose value
we specify later in this section). When Willie receives the vector ~yw, he generates his estimate T̂ of Alice’s transmission status
T as follows:
• T̂ = 1, if fw,∗1 > t;
• T̂ = 0, otherwise.
In Lemma 4 below, we show that among the class of such threshold-based estimators, there is a specific optimal choice of

the threshold t that Willie can choose so as to minimize the deniability of Alice’s communication scheme. Then, we show
that if Willie’s deniability is at most 1− εd, the fractional weight of Alice’s codewords is at least 1

γ(ρ)
Uw−Lw
1−2Lw

εd. Here, γ(ρ)
denotes the probability mass of codewords whose fractional weight is larger than ρ.

Lemma 4. The sum of probability of false alarm α and probability of missed detection β satisfies

α+ β ≤ 1− ργ(ρ)
1− 2Lw
Uw − Lw

,

if Alice’s codebook has a γ(ρ) fraction of codewords with fractional weight at least ρ.

Proof:
This proof consist of three parts. In the first part, we express the probability of false alarm α as an explicit function of the

threshold t. Similarly, in the second part, for each possible codeword we derive an explicit expression for the probability of
missed detection βρ as a function of the threshold t. In the third part of this proof, we combine the results from the first two
parts, and suggest an optimal choice of threshold t for Willie to choose so as to minimize the deniability 1 − εd among the
class of threshold-based estimators.

1) Calculation of the probability of false alarm α We break our anaysis of the probability of false alarm into three cases.
Specifically, if Willie chooses a threshold based estimator, we bound from above the probability of false alarm in 3 parts
summarized in equation (79) below, derived by considering three possible ranges into which the threshold t may fall.
And δ below is a proof-technique parameter to be specified in equation (78).

a) If Willie’s threshold t ≤ Lw + δ, we have

Pr
Pw,~Zw

(T̂ = 1|T = 0) ≤ 1. (73)

7This insightful way of viewing matters is due to a conversation with Gerhard Kramer.
8The difference in behaviour between these two channel models stems perhaps from the fact that our outer bounding techniques for the Fixed Channel

models aren’t yet fully optimized – indeed, we are currently studying the techniques of Wang et al [16], and Bloch [15] to understand their techniques, since
they have matching achievabilities and converses for the Fixed Channel models as well.
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b) If t ∈ (Lw + δ, Uw + δ), we have that Willie’s probability of false alarm is bounded from above as

Pr
Pw,~Zw

(T̂ = 1|T = 0)

= Pr
Pw,~Zw

(T̂ = 1|T = 0,Pw ∈ (Lw, t− δ])
t− δ − Lw
Uw − Lw

+ Pr
Pw,~Zw

(T̂ = 1|T = 0,Pw ∈ (t− δ, Uw))
Uw − t+ δ

Uw − Lw
(74)

≤ Pr
~Zw

(fw,∗1 > t|Pw = t− δ) t− δ − Lw
Uw − Lw

+
Uw − t+ δ

Uw − Lw
(75)

< exp

(
− δ2

3(t− δ)n
)
t− δ − Lw
Uw − Lw

+
Uw − t+ δ

Uw − Lw
, (76)

In (74), we divide the range of Pw into two parts, (Lw, t − δ] and (t − δ, Uw), where the value of δ will be
determined later. The inequality (75) holds since PrPw,~Zw(T̂ = 1|T = 0,Pw ∈ (t− δ, Uw)) ≤ 1 and

Pr
Pw,~Zw

(T̂ = 1|T = 0,Pw ∈ (Lw, t− δ])

=
1

t− δ − Lw

∫ t−δ

Lw

Pr
~Zw

(T̂ = 1|T = 0,Pw = p)dp

≤ 1

t− δ − Lw

∫ t−δ

Lw

max
p∈[Lw,t−δ]

Pr
~Zw

(T̂ = 1|T = 0,Pw = p)dp

=
1

t− δ − Lw

∫ t−δ

Lw

Pr
~Zw

(T̂ = 1|T = 0,Pw = t− δ)dp

= Pr
~Zw

(T̂ = 1|T = 0,Pw = t− δ).

We obtain (76) by applying the Chernoff bound.
c) If t ≥ Uw + δ, we note that

Pr
Pw,~Zw

(T̂ = 1|T = 0)

= Pr
Pw,~Zw

(fw,∗1 > t|T = 0)

≤ Pr
~Zw

(fw,∗1 > Uw + δ|T = 0,Pw = Uw)

< exp

(
− δ2

3Uw
n

)
, (77)

where (77) holds by the Chernoff bound.
Combining (73), (76) and (77), we have the probability of false alarm is bounded from above as

Pr
Pw,~Zw

(T̂ = 1|T = 0) 
≤ 1, if t ≤ Lw + δ,

< exp
(
− δ2

3(t−δ)n
)
t−δ−Lw
Uw−Lw + Uw−t+δ

Uw−Lw , if t ∈ (Lw + δ, Uw + δ),

< exp
(
− δ2

3Uw
n
)
, if t ≥ Uw + δ.

(78)

Choosing δ = n−1/4, we have that for λ , exp
(
−n1/2

3Uw

)
,

exp

(
− δ2

3(t− δ)n
)
t− δ − Lw
Uw − Lw

+
Uw − t+ δ

Uw − Lw
< λ+

Uw − t+ δ

Uw − Lw
.

So, the upper bound on (78) can be rewritten as

Pr
Pw,~Zw

(T̂ = 1|T = 0)


≤ 1, if t ≤ Lw + δ,

≤ λ+ Uw−t+δ
Uw−Lw , if t ∈ (Lw + δ, Uw + δ),

≤ λ, if t ≥ Uw + δ.

(79)

where λ can be made arbitrarily small as n increases. This curve is visually depicted in Figure 9 and 10 below.
2) Calculation of the probability of missed detection βζ,t
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We first do a calculation on an outer bound on the probability of missed detection for a single codeword ~x of fixed
fractional weight ζ , wtH(~x)/n. Note that the calculation of βζ,t depends on the fractional weight of a codeword to be
ζ.
As for the bound on the probability of false alarm derived in equation (79), we break our analysis of the probability
of missed detection into three cases. Specifically, if Willie chooses a threshold-based estimator, we bound from above
the probability of missed detection in 3 parts summarized in equation (87) below, derived by considering three possible
ranges into which the threshold t may fall. And δ̄ below is a proof-technique parameter to be determined in equation (85).

a) If Willie chooses his threshold t ≤ ζ ∗ Lw − δ̄, then

Pr
Pw,~Zw

(T̂ = 0|T = 1, ~X = ~x)

= Pr
Pw,~Zw

(fw,∗1 < t|~X = ~x)

≤ Pr
~Zw

(fw,∗1 < ζ ∗ Lw − δ̄|~X = ~x,Pw = Lw)

< exp

(
− δ̄2

2(ζ ∗ Lw)
n

)
, (80)

note that the codeword ~x has fractional weight ζ and the channel parameter Pw = Lw, in expectation, the fraction
of 1’s in the received vector fw,∗1 is ζ ∗ Lw. Therefore, equation (80) can be obtained by the Chernoff bound.

b) If the threshold t ∈ ζ ∗ Lw − δ̄, ζ ∗ Uw − δ̄), then

Pr
Pw,~Zw

(T̂ = 0|T = 1, ~X = ~x)

= Pr
Pw,~Zw

(T̂ = 0|~X = ~x, ζ ∗Pw ∈ (ζ ∗ Lw, t+ δ̄))

× t+ δ̄ − ζ ∗ Lw
ζ ∗ Uw − ζ ∗ Lw

+ Pr
Pw,~Zw

(T̂ = 0|~X = ~x, ζ ∗Pw ∈ [t+ δ̄, ζ ∗ Uw))

× ζ ∗ Uw − t− δ̄
ζ ∗ Uw − ζ ∗ Lw

(81)

≤ t+ δ̄ − ζ ∗ Lw
ζ ∗ Uw − ζ ∗ Lw

+ Pr
~Zw

(
fw,∗1 < t|~X = ~x, ζ ∗Pw = t+ δ̄

)
× ζ ∗ Uw − t− δ̄
ζ ∗ Uw − ζ ∗ Lw

(82)

<
t+ δ̄ − ζ ∗ Lw
ζ ∗ Uw − ζ ∗ Lw

+ exp

(
− δ̄2

2(t+ δ̄)
n

)
ζ ∗ Uw − t− δ̄
ζ ∗ Uw − ζ ∗ Lw

, (83)

In (81), we break the range of Pw into two parts (ζ ∗ Lw, t+ δ̄) and [t+ δ̄, ζ ∗ Uw), where δ̄ will be determined
later. Equation (82) follows from arguments similar to those used to justify equation (75). By the Chernoff bound,
we obtain (83).

c) If the threshold t ≥ ζ ∗ Uw − δ̄, we have

Pr
Pw,~Zw

(T̂ = 0|T = 1, ~X = ~x) ≤ 1. (84)

Therefore, combining (80), (83) and (84), we have that the probability of missed detection given a fractional weight of
a codeword to be ζ is bounded from above as

Pr(T̂ = 0|T = 1, ~X = ~x) 
< exp

(
− δ̄2

2(ζ∗Lw)
n
)
, if t ≤ ζ ∗ Lw − δ̄,

< t+δ̄−ζ∗Lw
ζ∗Uw−ζ∗Lw

+ exp
(
− δ̄2

2(t+δ̄)
n
)

ζ∗Uw−t−δ̄
ζ∗Uw−ζ∗Lw , if t ∈ (ζ ∗ Lw − δ̄, ζ ∗ Uw − δ̄),

≤ 1, if t ≥ ζ ∗ Uw − δ̄.

(85)
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Lw Uwρ ∗ Lw ρ ∗ Uw

1

Fig. 9. The case of “small” fractional weight : ζ ∗ Lw − δ̄ < Uw + δ. The x-axis represents the choice of the threshold t, and the y-axis corresponds
to the probability of various events. This figure shows the asymptotic behaviour of the probability of false alarm α, missed detection βρ and the deniability
α+βζ . The green line shows the probability of false alarm α, the orange line shows the probability of missed detection βζ given a codeword with fractional
weight ζ. The deniability is shown via a purple line, which is equal to the sum of false alarm and missed detection probabilities α+ βζ .

Choosing δ̄ = n−1/4, we have that for λ̄ , exp
(
− n1/2

2(ζ∗Uw)

)
, and

t+ δ̄ − ζ ∗ Lw
ζ ∗ Uw − ζ ∗ Lw

+ exp

(
− δ̄2

2(t+ δ̄)
n

)
ζ ∗ Uw − t− δ̄
ζ ∗ Uw − ζ ∗ Lw

<
t+ δ̄ − ζ ∗ Lw
ζ ∗ Uw − ζ ∗ Lw

+ λ̄. (86)

Therefore, (85) can be simplified to the following for large n,

Pr(T̂ = 0|T = 1)


≤ λ̄, if t ≤ ζ ∗ Lw − δ̄,
< t+δ̄−ζ∗Lw

ζ∗Uw−ζ∗Lw + λ̄, if t ∈ (ζ ∗ Lw − δ̄, ζ ∗ Uw − δ̄),
≤ 1, if t ≥ ζ ∗ Uw − δ̄.

(87)

This curve is visually depicted in Figure 9 and 10 below.
3) Optimizing α+ β

a) The case of “small” fractional weight – [ρ ∗ Lw − δ̄ < Uw + δ]
When ζ ∗Lw− δ̄ < Uw + δ, we obtain the curves depicted in Figure 9. Here, we can see that the optimal choice of
threshold t is ζ ∗ Lw − δ̄. For notational convenience, we use α to denote the probability false alarm, β to denote
the probability of missed detection, and βζ denote the probability of missed detection given that the transmitted
codeword has fractional weight ζ. So, combining (79) and (87), since the fact that λ̄ > λ, we obtain

α+ βζ,t ≤



1 + λ̄, if t ≤ Lw + δ,
Uw−t+δ
Uw−Lw + 2λ̄, if t ∈ (Lw + δ, ζ ∗ Lw − δ̄],
Uw−t+δ
Uw−Lw + t+δ̄−ζ∗Lw

ζ∗Uw−ζ∗Lw + 2λ̄, if t ∈ (ζ ∗ Lw − δ̄, Uw + δ),
t+δ̄−ζ∗Lw
ζ∗Uw−ζ∗Lw + 2λ̄, if t ∈ [Uw + δ, ζ ∗ Uw − δ̄),
1 + λ̄, if t ≥ ζ ∗ Uw − δ̄.

(88)

We choose the optimal threshold t∗ = ζ ∗ Lw − δ̄ in different regions and simplify (88), we obtain

α+ βζ

≤ Uw − ζ ∗ Lw
Uw − Lw

+ 2λ̄

= 1− ζ(1− 2Lw)

Uw − Lw
+ 2λ̄. (89)

Let γ(ζ) be the probability mass of codewords in the codebook C having fractional weight greater than ζ. Then,
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Lw Uw ρ ∗ Lw ρ ∗ Uw

1

Fig. 10. The case of “large” fractional weight – ρ ∗ Lw − δ̄ < Uw + δ. The green line shows the probability of false alarm, the orange line shows the
probability of missed detection given a codeword with fractional weight ρ. The sum of false alarm probability and missed detection probability is shown in
purple line.

we have

α+ β

≤ (1− γ(ζ)) + γ(ζ)

(
1− ζ(1− 2Lw)

Uw − Lw

)
+ 2λ̄ (90)

= 1− ζ · γ(ζ) · 1− 2Lw
Uw − Lw

+ 2λ̄ (91)

Here, equation (90) holds since for the (1− γ(ζ)) probability mass of codewords with fractional weight less than
ζ, α + β can be upper bounded by 1. For codewords with fractional weight greater than ζ, α + β can be upper
bounded by 1− ζ 1−2Lw

Uw−Lw from equation (89).
b) The case on “large” fractional weight – [Uw + δ ≤ ζ ∗ Lw − δ̄]

On the other hand, if Uw+δ ≤ ζ ∗Lw− δ̄, (see Figure 10) Willie could choose his threshold t ∈ [Uw+δ, ζ ∗Lw− δ̄]
such that α+ β ≤ 0. Thus, Alice’s transmission cannot be deniable from Willie.

2) Lower bound on the deniability parameter εd: Given the observations in the prior section, we are interested in the case
when the fractional weight of most of the codewords in the codebook C is reasonably small.

Lemma 5. Let ε∗r(εd, r, n, pb) be the smallest error probability among all codes with throughput r, deniability parameter εd,
and block-length n over a channel with transition probability pb. Then, ε∗r(εd, r, n, pb) is an increasing function of pb for
pb ≤ 1/2.

Proof: Consider p1 < p2. when pb = p1, decoder can simply flip each received bit i.i.d. with probability q = p2−p1
1−2p1

.
Thus, the effective channel is BSC(p2) since p2 = p1 ∗ q.

From the above lemma, we first note that the probability of decoding error given the channel parameter pb is an increasing
function in pb. As shown in Figure 11, since the probability of decoding error given the channel parameter pb is an increasing
function in pb, there is a unique intersection between this function and the line segment pb = Ub − (Ub − Lb)εr|pb , where
εr|pb , Pr(M̂ 6= M|Pb = pb) denotes the probability of decoding error given the channel parameter pb. Denote the intersection
point as (p∗b , ε

∗
r), we have Ub−p∗b

Ub−Lb = ε∗r .
Note that the probability of decoding error is

εr =
1

Ub − Lb

∫ Ub

Lb

Pr(M̂ 6= M|Pb = pb)dpb

≥ 1

Ub − Lb
ε∗r(Ub − p∗b)

= (ε∗r)
2.

Therefore, we have ε∗r ≤
√
εr. As shown in Figure 12, the red shadowed rectangle represents (ε∗r)

2.
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Fig. 11. Since the probability of error is an increasing function in pb, there is a unique intersection (red dot) between this curve and the line segment
pb = Ub − (Ub − Lb)εr|pb .

Fig. 12. In this figure, we see that the red shadowed area has a smaller area than the area between the error function εr|pb and the pb-axis.
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Fig. 13. In this figure, we see that the red shadowed area has a larger area than the area between the error function εr|pb and the pb-axis.

Similarly, we can obtain an upper bound of the decoding error εr as shown in Figure 13,

εr =
1

Ub − Lb

∫ Ub

Lb

Pr(M̂ 6= M|Pb = pb)dpb

≤ 1

Ub − Lb
[ε∗r(p

∗
b − Lb) + (Ub − p∗b)]

= ε∗r
p∗b − Lb
Ub − Lb

+
Ub − p∗b
Ub − Lb

= ε∗r(1− ε∗r) + ε∗r (92)

Therefore, we have ε∗r ≥ 1−√1− εr.
Let the input distribution of the codebook C is ρ∗, and recall that γ : [0, 1]→ [0, 1] be a function of ζ, γ(ζ) is the fraction

of codewords with fractional weight at least ζ. Then, we obtain the value of γ(ρ∗) and simplify it as γ∗.
Remark 10. The fractional weight ζ of a codeword takes a value in

{
0, 1

n , . . . , 1
}

.
Remark 11. If γ∗ is a decreasing function in n, this means most codewords is the code C have small fractional weight, which
means εr is large. Therefore, we focus on the case when γ∗ is a constant.
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Then, we have

εr

= Pr
C

(M̂ 6= M)

= γ∗ Pr
C

(M̂ 6= M|wtH(~X) ≥ ρ∗n)

+ (1− γ∗) Pr
C

(M̂ 6= M|wtH(~X) < ρ∗n)

≥ γ∗ · 0 + (1− γ∗) Pr
C∗

(M̂ 6= M) (93)

= (1− γ∗) Pr
C∗

(M̂ 6= M)

≥ (1− γ∗)
[
Pr
C∗

(M̂ 6= M|Pb < p∗b) Pr(Pb < p∗b)

+ Pr
C∗

(M̂ 6= M|Pb ≥ p∗b) Pr(Pb ≥ p∗b)
]

≥ ε∗r(1− γ∗) Pr
C∗

(M̂ 6= M|Pb ≥ p∗b)

≥ (1−
√

1− εr)(1− γ∗) Pr
C∗

(M̂ 6= M|Pb = p∗b) (94)

In equation (93), we lower bounds of PrC(M̂ 6= M|wtH(~X) ≥ ρ∗n) by 0, and PrC(M̂ 6= M|wtH(~X) < ρ∗n) by PrC∗(M̂ 6=
M), where C∗ is the sub-code of C containing all the codewords with fractional weight less than ρ∗ in C.

Using [26, Theorem 4], we have

Pr
C∗

(M̂ 6= M|Pb = p∗b)

≥ Q
(

c√
n

(nC(C∗)− nR(C∗) + c′ log n)

)
= 1−Q

(
c
√
n

(
R(C∗)− C(C∗)− c′ log n

n

))
≥ 1− exp

(
−1

2
c2n

(
R(C∗)− C(C∗)− c′ log n

n

)2
)

(95)

Here, c and c′ are both positive constants. R(C∗) is the rate for the sub-code C∗, and R(C∗) = R + log(1−γ∗)
n . C(C∗) is the

capacity of the sub-code C∗, and C(C∗) ≤ I(ρ∗, p∗b).
Therefore, using inequality (95) into inequality (94), we have

εr ≥ (1−
√

1− εr)(1− γ∗)

×
[

1− exp

(
−1

2
c2n

(
R(C∗)− C(C∗)− c′ log n

n

)2
)]

. (96)

Since
√
εr ≥ 1−√1− εr, we simplify the above inequality (96) into the following,

√
εr ≥ (1− γ∗)

[
1− exp

(
−1

2
c2n

(
R(C∗)− C(C∗)− c′ log n

n

)2
)]

. (97)

Then, we obtain

R(C∗) ≤ C(C∗) + c′
log n

n
+

√
2

c2n
log

(
1− γ∗

1− γ∗ −√εr

)
. (98)

Replacing R(C∗) and C(C∗) by R and I (ρ∗; p∗b) respectively, we have

R

≤ I (ρ∗; p∗b) + c′
log n

n
+

√
2

c2n
log

(
1− γ∗

1− γ∗ −√εr

)
− log(1− γ∗)

n

= H (ρ∗ ∗ p∗b)−H (p∗b) + c′
log n

n

+

√
2

c2n
log

(
1− γ∗

1− γ∗ −√εr

)
− log(1− γ∗)

n
(99)
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On the other hand, note that from equation (91), we have ρ∗ ≤ εd
Uw−Lw

γ∗(1−2Lw) . So, replacing ρ∗ in equation (99). And as n
large enough, we have

R ≤ H (ρ∗ ∗ p∗b)−H (p∗b)

≤ H
([
εd

Uw − Lw
γ∗(1− 2Lw)

]
∗ pw

)
−H (pw) .

Therefore,

R ≤ min
γ∗

H

([
εd

Uw − Lw
γ∗(1− 2Lw)

]
∗ pw

)
−H (pw)

= H

([
εd
Uw − Lw
(1− 2Lw)

]
∗ pw

)
−H (pw) .

H. Achievability of Slow Fading Channel Model (Theorem 5)

1) Achievability: Deniability: In this part, we would like to show that the variational distance between p0 and p1 is small
where p0 and p1 are the distributions of Willie’s vector when Alice’s transmission status are 0 and 1 respectively. That is, we
would like to show V (p0, p1) < εd. We also note that p1 depends on a particular codebook, it is hard to obtain in general.
By the triangle inequality, we have V (p0, p1) ≤ V (p0,E(p1)) + V (E(p1), p1). So, similar to the Fixed Channel Model, we
show V (p0, p1) < εd holds with probability greater than 1− exp

(
−Ω(nδ)

)
over the codebook C. To show this, we first show

V (p0,E(p1)) < εd, we then show V (E(p1), p1) < 2−Ω(nδ) with probability greater than 1− exp
(
−Ω(nδ)

)
over the codebook

C.

Lemma 6. Let ρ to be the codebook generation parameter. If ρ < Uw−Lw
(1−2Lw)εd, then the variational distance V (p0,E(p1)) < εd.

Proof: Let Willie receives ~yw, and let the fractional weight of ~yw to be fw,∗1 = wtH(~yw)
n . When Alice’s transmission

status T = 0, if fw,∗1 ∈ (Lw, Uw), then

p0(~yw) =
1

Uw − Lw

∫ Uw

Lw

pwtH(~yw)
w (1− pw)n−wtH(~yw)dpw

=
1

Uw − Lw

∫ Uw

Lw

pnfw,∗1w (1− pw)n(1−fw,∗1)dpw

=
1

Uw − Lw

∫ Uw

Lw

2−n(H(fw,∗1)+D(fw,∗1‖pw))dpw

=
2−nH(fw,∗1)

Uw − Lw

∫ Uw

Lw

2−nD(fw,∗1‖pw)dpw

=
2−nH(fw,∗1)

Uw − Lw

√
2πfw,∗1(1− fw,∗1)

n

(
1 +O

(
1

n

))
. (100)

Equation (100) is obtained by the direct application of Laplace’s method (see Appendix I Theorem 2).
Let

q0(~yw) =

{
1

bnUwc−bnLwc
1

( n
nfw,∗1)

, if fw,∗1 ∈ (Lw, Uw)

0, otherwise.
(101)

Remark 12. Note that for this distribution q0, we have q0(wtH(~yw)) = 1
bnUwc−bnLwc . This means, the weight distribution on

q0 is uniform for fw,∗1 ∈ (Lw, Uw). Also note that,∣∣∣∣ 1

bnUwc − bnLwc
− 1

n(Uw − Lw)

∣∣∣∣ = O
(

1

n2

)
.

Therefore, for ease of computation, we neglect the floor functions b·c in the later computations.
Note that

∑
~yw
q0(~yw) = 1, and therefore q0(~yw) is a probability mass function. We would like to show the variational

distance between p0 and q0 is small. That is,

V (p0, q0) =
1

2

∑
~yw∈{0,1}n

|p0(~yw)− q0(~yw)|

Also note that when fw,∗1 ∈ (Lw, Uw), p0 is closed to q0. More precisely, by Theorem 9 in Appendix, we have

1

2

∑
~yw:fw,∗1∈(Lw,Uw)

|p0(~yw)− q0(~yw)| < εn, (102)
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where εn is decreasing when n is increasing. Then,

V (p0, q0)

=
1

2

∑
~yw:fw,∗1∈(Lw,Uw)

|p0(~yw)− q0(~yw)|

+
1

2

∑
~yw:fw,∗1 /∈(Lw,Uw)

|p0(~yw)− q0(~yw)|

< εn +
1

2

∑
~yw:fw,∗1 /∈(Lw,Uw)

|p0(~yw)− q0(~yw)| (103)

≤ εn +
1

2

∑
~yw:fw,∗1 /∈(Lw,Uw)

(p0(~yw) + q0(~yw)) (104)

= εn +
1

2

∑
~yw:fw,∗1 /∈(Lw,Uw)

p0(~yw) +
1

2

∑
~yw:fw,∗1 /∈(Lw,Uw)

q0(~yw)

= εn +
1

2

1−
∑

~yw:fw,∗1∈(Lw,Uw)

p0(~yw)


+

1

2

1−
∑

~yw:fw,∗1∈(Lw,Uw)

q0(~yw)


< εn +

1−
∑

~yw:fw,∗1∈(Lw,Uw)

q0(~yw)

+
εn
2

(105)

<
3

2
εn. (106)

Here, (103) holds from (102). (104) is true since the triangle inequality |a− b| ≤ |a|+ |b|. (105) holds from (102) and

1

2

∑
~yw:fw,∗1∈[Lw+δn,Uw−δn]

(q0(~yw)− p0(~yw))

≤ 1

2

∑
~yw:fw,∗1∈[Lw+δn,Uw−δn]

|p0(~yw)− q0(~yw)| ≤ εn. (107)

Similar to the case p0, EC (p1(~yw)) can be calculated as follows,

EC (p1(~yw))

=
1

Uw − Lw

∫ Uw

Lw

(ρ ∗ pw)wtH(~yw)(1− ρ ∗ pw)n−wtH(~yw)dpw

=
1

Uw − Lw

∫ Uw

Lw

(ρ ∗ pw)nfw,∗1(1− ρ ∗ pw)n(1−fw,∗1)dpw

=
1

Uw − Lw

∫ Uw

Lw

2−n(H(fw,∗1)+D(fw,∗1‖ρ∗pw))dpw

=
2−nH(fw,∗1)

Uw − Lw

∫ Uw

Lw

2−nD(fw,∗1‖ρ∗pw)dpw

=
2−nH(fw,∗1)

(Uw − Lw)(1− 2ρ)

√
2πfw,∗1(1− fw,∗1)

n

(
1 +O

(
1

n

))
, (108)

if fw,∗1 ∈ (ρ ∗ Lw, ρ ∗ Uw). Then, we define a probability mass function q1,

q1(~yw) =

{
1

bn(ρ∗Uw)c−bn(ρ∗Lw)c
1

( n
nfw,∗1)

, if fw,∗1 ∈ (ρ ∗ Lw, ρ ∗ Uw)

0, otherwise.
(109)

Similar to equation (102), for fw,∗1 ∈ (ρ ∗ Lw, ρ ∗ Uw),

1

2

∑
~yw:fw,∗1∈(ρ∗Lw,ρ∗Uw)

|EC(p1(~yw))− q1(~yw)| < ε′n, (110)
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Therefore, similar to (106), the variational distance between EC(p1) and q1 can be upper bounded. That is,

V (EC(p1), q1) <
3

2
ε′n. (111)

Note that,
V (p0,EC(p1)) ≤ V (p0, q0) + V (EC(p1), q1) + V (q0, q1) . (112)

From (106) and (111), we know that the first two terms of RHS of (112) tend to 0 as n increasing. So, the variational distance
V (p0,EC(p1)) is upper bounded by V (q0, q1).

Then, we compute V (q0, q1) as follows.

V (q0, q1)

=
1

2

∑
~yw∈{0,1}n

|q0(~yw)− q1(~yw)|

=
1

2

∑
~yw:fw,∗1∈[Lw,ρ∗Lw)

q0(~yw) +
1

2

∑
~yw:fw,∗1∈[ρ∗Lw,Uw]

|q0(~yw)− q1(~yw)|

+
1

2

∑
~yw:fw,∗1∈(Uw,ρ∗Uw]

q1(~yw) (113)

=
1

2

ρ ∗ Lw − Lw
Uw − Lw

+
1

2

(
1

1− 2ρ
− 1

)
Uw − ρ ∗ Lw
Uw − Lw

+
1

2

ρ ∗ Uw − Uw
ρ ∗ Uw − ρ ∗ Lw

(114)

=
1

2

(1− 2ρ)(ρ ∗ Lw − Lw) + 2ρ(Uw − ρ ∗ Lw) + (ρ ∗ Uw − Uw)

(1− 2ρ)(Uw − Lw)

=
ρ− 2ρ(ρ ∗ Lw)

(1− 2ρ)(Uw − Lw)

=
ρ(1− 2Lw)(1− 2ρ)

(1− 2ρ)(Uw − Lw)

=
ρ(1− 2Lw)

Uw − Lw
Here, (113) is true since q0 takes non-zero values when fw,∗1 ∈ (Lw, Uw) and q1 takes non-zero values when fw,∗1 ∈ (ρ∗Lw, ρ∗
Uw). The probability of wtH(~yw) = nfw,∗1 for q0, equals

(
n

nfw,∗1

)
1

bnUwc−bnLwc
1

( n
nfw,∗1)

= 1
bnUwc−bnLwc . As we specified, we

neglect the floor functions for simplicity, so the probability q0 of wtH(~yw) = nfw,∗1 equals 1
n(Uw−Lw) . Similarly, the probability

q1 of wtH(~yw) = nfw,∗1 equals 1
n(ρ∗Uw−ρ∗Lw) = 1

n(1−2ρ)(Uw−Lw) . Therefore, in (114),
∑
~yw:fw,∗1∈(ρ∗Lw,Uw) |q0(~yw) −

q1(~yw)| = n(Uw−ρ∗Lw)
(

1
1−2ρ − 1

)
1

n(Uw−Lw) = 2ρ
1−2ρ

Uw−ρ∗Lw
Uw−Lw . Therefore, given εd-deniability, we can take V (p0(~yw),EC(p1(~yw))) ≤

ρ(1−2Lw)
Uw−Lw < εd, where ρ < Uw−Lw

(1−2Lw)εd.
Remark 13. If there is shared secret between Alice and Bob, (Bob knows the codebook that Alice uses while Willie only knows
the codebook generation parameter), then V (p0, p1) = V (p0,E(p1)). Therefore, under this assumption, Lemma 6 completes
the deniability part of our achievability. Also, Willie’s channel does not need to be noisier than Bob’s channel under this
assumption.

Lemma 7. If the codebook C is drawn from the ρn-weight random ensemble with ρ < Uw−Lw
(1−2Lw)εd, the variational distance

V (E(p1), p1) < 2−Ω(nδ) with probability greater than 1− exp
(
−2O(nδ)

)
over the code C.

Proof: It remains us to show that the variational distance between EC(p1) and p1 is small. Suppose a particular codebook
C is used. We first define “typicality” for ~yw. (In this setting, we define a high probability set for ~yw instead of typical set
since the channel noise pw is not known). Recall that fw,∗1 = wtH(~yw)

n is the fractional weight of ~yw. Since Willie’s channel
noise takes value from Lw to Uw, the fractional weight of Willie’s received vector is in the range around ρ ∗ Lw to ρ ∗ Uw.

B(~Yw) , {~yw : fw,∗1 ∈ (ρ ∗ Lw(1−∆w,∗1), ρ ∗ Uw(1 + ∆w,∗1))} (115)

Also, we denote fw,00, fw,01, fw,10 and fw,11 be the fractions of (0, 0), (0, 1), (1, 0) and (1, 1) in (~x, ~yw) respectively.
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Then, we define a conditionally high probability set of ~x given a particular ~yw. That is,

B(~X|~yw) ,

~x :

fw,10 ∈ (ρLw(1−∆w,10),
ρUw(1 + ∆w,10)) ,

fw,11 ∈ (ρ(1− Uw)(1−∆w,11),
ρ(1− Lw)(1 + ∆w,11)) ,

f1∗ = fw,10 + fw,11 ∈ (ρ(1−∆1∗), ρ(1 + ∆1∗))

 . (116)

Note that given the tuple (fw,∗1, fw,10, fw,11), the values of fw,00 and fw,01 can be computed as 1 − fw,∗1 − fw,10 and
fw,∗1 − fw,11 respectively. Hence, the joint type of (~x, ~yw) can be determined by this tuple (fw,∗1, fw,10, fw,11). Further, we
define a conditionally type of ~x given ~yw,

T (~X|~yw)(fw,10, fw,11) ,

{
~x :

the fraction of (1, 0) in (~x, ~yw) equals fw,10,
the fraction of (1, 1) in (~x, ~yw) equals fw,11

}
. (117)

Then, B(~X|~yw) can be written as the union of the T (~X|~yw)(fw,10, fw,11)’s. Mathematically,

B(~X|~yw) =
⋃

fw,10,fw,11:

fw,10∈(ρLw(1−∆w,10),ρUw(1+∆w,10)),

fw,11∈(ρ(1−Uw)(1−∆w,11),ρ(1−Lw)(1+∆w,11)),

fw,10+fw,11∈(ρ(1−∆1∗),ρ(1+∆1∗)),
nfw,10,nfw,11∈Z

T (~X|~yw)(fw,10, fw,11)

Note that,

V (EC(p1(~yw)), p1(~yw))

=
1

2

∑
~yw∈{0,1}n

|EC(p1(~yw))− p1(~yw)|

=
1

2

∑
~yw∈B(~Yw)

|EC(p1(~yw))− p1(~yw)|+ 1

2

∑
~yw /∈B(~Yw)

|EC(p1(~yw))− p1(~yw)| (118)

=
1

2

∑
~yw∈B(~Yw)

∣∣∣∣∣∣
∑
C

Pr(C)
∑

~x∈C∩B(~X|~yw)

p1(~yw|~x)p(~x)−
∑

~x∈C0∩B(~X|~yw)

p1(~yw|~x)p(~x)

∣∣∣∣∣∣
+

1

2

∑
~yw∈B(~Yw)

∣∣∣∣∣∣
∑
C

Pr(C)
∑

~x∈C\B(~X|~yw)

p1(~yw|~x)p(~x)−
∑

~x∈C0\B(~X|~yw)

p1(~yw|~x)p(~x)

∣∣∣∣∣∣
+

1

2

∑
~yw /∈B(~Yw)

|EC(p1(~yw))− p1(~yw)| (119)

Here, in (118), we break the variational distance between p1 and EC(p1) into two summations, one corresponds to the
high probability set ~yw ∈ B(~Yw), the other one corresponds to the small probability set ~yw /∈ B(~Yw). We further break the
summation of the high probability set ~yw in (119) into the conditional high probability set ~x ∈ B(~X|~yw), and ~x /∈ B(~X|~yw).
We first focus on the ~yw and ~x which are likely to see. For the “atypical” part, that is, the ~yw and ~x which are unlikely to
see, it can be bounded by tail inequalities. Using the similar techniques by changing A1(~Yw) and A1(~X|~yw) by B(~Yw) and
B(~X|~yw) respectively in Model 1, V (EC(p1), p1) < εd.

2) Achievability: Reliability: Consider the legitimate receiver Bob uses the following decoding procedure:
1) Bob uses the threshold estimator to determine Alice’s transmission status T;
2) If Alice’s transmission status T = 0, Bob decodes ~̂x = ~0;
3) If Alice’s transmission status T = 1, Bob uses the decoding rule in [].
Consider Bob’s probability of decoding error,

Pr(Eb|T = 0) + Pr(Eb|T = 1)

= Pr(X̂ 6= ~0|T = 0)

+
∑
~x∈C

[
Pr(X̂ 6= ~x|T = 1, ~X = ~x) Pr(~X = ~x)

+ Pr(X̂ = ~0|T = 1, ~X = ~x) Pr(~X = ~x)
]

=
[
Pr(X̂ 6= ~0|T = 0)

+ Pr(X̂ = ~0|T = 1)
]

+ Pr(X̂ 6= ~X|T = 1).
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Note that
Pr(X̂ 6= ~0|T = 0) + Pr(X̂ = ~0|T = 1) (120)

is the same as the deniability for Willie. So, from the converse proof, we have

Pr(X̂ 6= ~0|T = 0) + Pr(X̂ = ~0|T = 1) ≤ 1− γ(ζ)ζ
1− 2Lb
Ub − Lb

, (121)

where γ is the fraction of codewords in the codebook C having fractional weight ζ.
Since the codebook ensemble

ρ =
Uw − Lw
1− 2Lw

εd,

by Chernoff’s bound, we have

Pr(ζ < (1− ξ)ρ) < exp

(
−1

2
ξ2ρn

)
,

which is equivalent to say,

Pr(ζ > (1− ξ)ρ) > 1− exp

(
−1

2
ξ2ρn

)
.

On the other hand, we have

Pr(X̂ 6= ~0|T = 0) + Pr(X̂ = ~0|T = 1) < εr

⇐ 1− γζ 1− 2Lb
Ub − Lb

< εr

⇔ γζ
1− 2Lb
Ub − Lb

> 1− εr

⇔ ζ >
1− εr
γ

Ub − Lb
1− 2Lb

. (122)

Also note that
ζ ≥ (1− ξ)ρ =

Uw − Lw
1− 2Lw

(1− ξ)εd

with high probability. So, equation (122) can be obtained from

Uw − Lw
1− 2Lw

(1− ξ)εd >
1− εr
γ

Ub − Lb
1− 2Lb

⇔ Uw − Lw
Ub − Lb

1− 2Lb
1− 2Lw

>
1− εr

(1− ξ)γεd
. (123)

Therefore, if
Uw − Lw
Ub − Lb

1− 2Lb
1− 2Lw

>
1− εr

(1− ξ)εd
by taking gamma = 1 in equation (123), we have

Pr(X̂ 6= ~0|T = 0) + Pr(X̂ = ~0|T = 1) < εr

On the other hand, we can obtain
Pr(X̂ 6= ~X|T = 1) < εr (124)

with rate R = H
((

Uw−Lw
1−2Lw

εd

)
∗ Ub

)
−H (Ub) from the result in [27, Chapter 7, Problem 17 and 18] and [28].

APPENDIX

Claim 13 (Reverse Pinsker’s inequality [29]). For any p ∈ (0, 1) and all sufficiently small x > 0, the Kullback-Leibler
divergence between two binary random variables can be bounded as

1) Additive: D (p ‖ p+ x) ≤ x2

2p(1−p) ln 2

2) Convolutive: D (p ‖ p ∗ x) ≤ x2(1−2p)2

2p(1−p) ln 2
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Proof: We prove the additive part (which provides a result that matches the corresponding result in [29]specialized to the
case of binary random variables), and use it to prove the convolutive part by substituting p ∗ x = p+ x(1− 2p).

D (p ‖ p+ x)

= p log

(
p

p+ x

)
+ (1− p) log

(
1− p

1− p− x

)
= −p log

(
1 +

x

p

)
− (1− p) log

(
1− x

1− p

)
= − p

ln 2

(
x

p
− x2

2p2
+

x3

3p3

)
− 1− p

ln 2

(
− x

1− p −
x2

2(1− p)2
− x3

3(1− p)3

)
+O (()x4) (125)

=
x2

2 ln 2

(
1

p
+

1

1− p

)
− x3

3 ln 2

(
1

p2
− 1

(1− p)2

)
+O (()x4)

≤ x2

2 ln 2

(
1

p
+

1

1− p

)
=

x2

2p(1− p) ln 2
.

Here (125) follows from the Taylor series expansion of the binary logarithm.

Claim 14. The difference between two binary entropy functions equals

1) Additive: H (p+ x)−H (p) = D (p ‖ p+ x) + x log
(

1−p−x
p+x

)
2) Convolutive: H (p ∗ x)−H (p) = D (p ‖ p ∗ x) + x(1− 2p) log

(
1−p∗x
p∗x

)
Proof: The proof directly follows from algebraic manipulations of the definitions of the quantities involved. We prove the

additive part, and use it to prove the convolutive part by substituting p ∗ x = p+ x(1− 2p).

H (p+ x)−H (p)

= −(p+ x) log(p+ x)− (1− p− x) log(1− p− x) + p log p+ (1− p) log(1− p)

= p log

(
p

p+ x

)
+ (1− p) log

(
1− p

1− p− x

)
+ x log

(
1− p− x
p+ x

)
= D (p ‖ p+ x) + x log

(
1− p− x
p+ x

)

Claim 15. Consider a binary symmetric channel with cross-over probability p < 1/2, suppose that a codeword ~x with fractional
Hamming weight ρ , cρ/

√
n is sent, and ~y is received. Assume that

~y ∈ A(~Y) , {~y : f∗1 ∈ (ρ ∗ p−∆∗1, ρ ∗ p+ ∆∗1)}
and

~x ∈ A(~X|~y) ,

{
~x :

f10 ∈ (ρ(p−∆10), ρ(p+ ∆10)),
f11 ∈ (ρ(1− p−∆11), ρ(1− p+ ∆11))

}
,

where ∆∗1 = O
(
n−1/2

)
, ∆10 = O

(
n−1/4

)
and ∆11 = O

(
n−1/4

)
. Then, for sufficiently large n, the empirical mutual

information between ~x and ~y

I (~x; ~y) =
cρ(1− 2p)

n1/2
log

(
1− p
p

)
+O

(
n−3/4

)
. (126)

Proof: Recall that we use f∗1 to denote f10 + f11 and f1∗ to denote f10 + f11. By the definition of the empirical mutual
information for binary random variables,

I (~x; ~y) = f00 log

(
f00

(1− f1∗)(1− f∗1)

)
+ f01 log

(
f01

(1− f1∗)f∗1

)
+ f10 log

(
f10

f1∗(1− f∗1)

)
+ f11 log

(
f11

f1∗f∗1

)
. (127)

Recall that given a tuple (f∗1, f10, f11), the values of f01 and f00 can be computed (as f∗1−f11 and 1−f∗1−f10 respectively).
Hence, for fixed (f10, f11), one may treat I (~x; ~y) in (127) as a function only of f∗1. It can then be shown by a sequence of
algebraic manipulations (in which many terms cancel out) that

∂I (~x; ~y)

∂f∗1
= log

(
(f∗1 − f11)(1− f∗1)

f∗1(1− f∗1 − f10)

)
. (128)

Similarly, the partial derivative of I (~x; ~yb) in f10 and f11 are

∂I (~x; ~y)

∂f10
= log

(
f10(1− f10 − f11)

(f10 + f11)(1− f∗1 − f10)

)
(129)
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and
∂I (~x; ~y)

∂f11
= log

(
f11(1− f10 − f11)

(f10 + f11)(f∗1 − f11)

)
(130)

respectively.
We are interested in the value of I (~x; ~y) where the triple (f∗1, f10, f11) is near their expectation. That is, f∗1 ∈ (ρ ∗ p(1−

∆∗1), ρ ∗ p(1 + ∆∗1)), f10 ∈ (ρp(1 −∆10), ρp(1 + ∆10)) and f11 ∈ (ρ(1 − p)(1 −∆11), ρ(1 − p)(1 + ∆11)). Note that the
mutual information at the center point of the cube equals

I (~x; ~y) |(ρ∗p,ρp,ρ(1−p)) = H (ρ ∗ p)−H (p) (131)

= D (p ‖ ρ ∗ p) + ρ(1− 2p) log

(
1− ρ ∗ p
ρ ∗ p

)
(132)

= O
(
n−1

)
+
cρ(1− 2p)

n1/2
log

(
1− p+O

(
n−1/2

)
p+O

(
n−1/2

) )
(133)

= O
(
n−1

)
+
cρ(1− 2p)

n1/2
log

[
1− p
p

+O
(
n−1/2

)]
(134)

=
cρ(1− 2p)

n1/2
log

(
1− p
p

)
+O

(
n−1

)
(135)

By Taylor’s expansion with center at (ρ ∗ p, ρp, ρ(1− p)), the empirical mutual information I (~x; ~y) can be obtained by the
following equation,

I (~x; ~y) = I (~x; ~y) |(ρ∗p,ρp,ρ(1−p))
+(f∗1 − ρ ∗ p)

∂I (~x; ~y)

∂f∗1
|(ρ∗p,ρp,ρ(1−p))

+(f10 − ρp)
∂I (~x; ~y)

∂f10
|(ρ∗p,ρp,ρ(1−p))

+(f10 − ρ(1− p))∂I (~x; ~y)

∂f11
|(ρ∗p,ρp,ρ(1−p)) +O

(
n−1

)
. (136)

Here, the second and higher derivative terms can be bounded by O
(
n−1

)
. So, the dominant terms is the center value of the

empirical mutual information I (~x; ~y) plus the first derivative terms. And we have,

∂I (~x; ~y)

∂f∗1
|(ρ∗p,ρp,ρ(1−p)) = log

(
p(1− ρ ∗ p)

(1− p)(ρ ∗ p)

)
= log

(
p(1− ρ ∗ p)

p(1− ρ ∗ p) + ρ(1− 2p)

)
= log

(
1− ρ(1− 2p)

p(1− ρ ∗ p) + ρ(1− 2p)

)
= O (ρ)

= O
(
n−1/2

)
. (137)

So, (f∗1 − ρ ∗ p)∂I(~x;~y)
∂f∗1

|(ρ∗p,ρp,ρ(1−p)) = O
(
n−1

)
since f∗1 ∈ (ρ ∗ p−∆∗1, ρ ∗ p+ ∆∗1) where ∆∗1 = O

(
n−1/2

)
.

Similarly, it can be shown that

∂I (~x; ~yb)

∂f10
|(ρ∗p,ρp,ρ(1−p)) = log

(
p

1− p

)
= O (1) (138)

and
∂I (~x; ~yb)

∂f11
|(ρ∗p,ρp,ρ(1−p)) = log

(
1− p
p

)
= O (1) . (139)

Therefore, (f10 − ρp)∂I(~x;~y)
∂f10

|(ρ∗p,ρp,ρ(1−p)) = O
(
n−3/4

)
and (f10 − ρ(1 − p))∂I(~x;~y)

∂f11
|(ρ∗p,ρp,ρ(1−p)) = O

(
n−3/4

)
for f10 ∈

(ρ(p−∆10), ρ(p+ ∆10)) and f11 ∈ (ρ(1− p−∆11), ρ(1− p+ ∆11)) where ∆10 = O
(
n−1/4

)
and ∆11 = O

(
n−1/4

)
. This

means that any changes in f∗1, f10 or f11 in the cube will only contribute at most O
(
n−3/4

)
. Hence the empirical mutual

information I (~x; ~y) =
cρ(1−2p)

n1/2 log
(

1−p
p

)
+O

(
n−3/4

)
within the cube for sufficiently large n.
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Proposition 2 (Laplace’s method). Assume that f(x) is smooth, f(x) has a unique global minimum at x0 ∈ (a, b) and
f ′(x0) = 0. Then, ∫ b

a

e−nf(x)dx =

√
2π

nf ′′(x0)
e−nf(x0)

(
1 +

c

n
+O

(
1

n2

))
,

where c = − 1
8(f ′′(x0))2

d4

dx4 f(x0) + 5
24(f ′′(x0))3

(
d3

dx3 f(x0)
)2

.

Proposition 3 (Stirling’s Approximation).
√

2πn
(n
e

)n
≤ n! ≤

√
2πn

(n
e

)n
e

1
12n

Lemma 8.√
1

2πn kn
(
1− k

n

)2nH( kn ) exp

(
− 1

12n
(
k
n

(
1− k

n

)))

≤
(
n

k

)
≤
√

1

2πn kn
(
1− k

n

)2nH( kn ) exp

(
1

12n

)
. (140)

Proof: (
n

k

)
=

n!

k!(n− k)!

≤
√

2πn
(
n
e

)n
e

1
12n

√
2πk

(
k
e

)k√
2π(n− k)

(
n−k
e

)n−k
=

√
n

2πk(n− k)

nn

kk(n− k)n−k
e

1
12n

=

√
1

2πn kn
(
1− k

n

) (k
n

)−k (
1− k

n

)−(n−k)

e
1

12n

=

√
1

2πn kn
(
1− k

n

)2nH( kn )e
1

12n

=

√
1

2πn kn
(
1− k

n

)2nH( kn ) exp

(
1

12n

)
Similarly, (

n

k

)
≥
√

1

2πn kn
(
1− k

n

)2nH( kn )e−
1

12k e−
1

12(n−k)

=

√
1

2πn kn
(
1− k

n

)2nH( kn ) exp

(
− 1

12n

(
n

k
+

n

n− k

))

=

√
1

2πn kn
(
1− k

n

)2nH( kn ) exp

(
− 1

12n

(
1

k
n

(
1− k

n

)))

Lemma 9.
∑
~yw:fw,∗1∈(Lw,Uw) |p0(~yw)− q0(~yw)| ≤ εn n−→ 0, where

εn =
√
πn

((
5

12nLw(1− Lw)
− 29

24

)
1

n
+O

(
1

n2

))
.

Proof: Note that for fw,∗1 ∈ (Lw, Uw)

p0(~yw) =
2−nH(fw,∗1)

Uw − Lw

∫ Uw

Lw

2−nD(fw,∗1‖pw)dpw,

and ∫ Uw

Lw

2−nD(fw,∗1‖pw)dpw =

√
2πfw,∗1(1− fw,∗1)

n

(
1 +

a

n
+O

(
1

n2

))
,
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where

a =
1

8
f2
w,∗1(1− fw,∗1)2

−f3
w,∗1 − (1− fw,∗1)3

f3
w,∗1(1− fw,∗1)3

− 5

24
f3
w,∗1(1− fw,∗1)3

(
(1− fw,∗1)2 − f2

w,∗1
)2

f4
w,∗1(1− fw,∗1)4

= −1

8

f2
w,∗1 − fw,∗1(1− fw,∗1) + (1− fw,∗1)2

fw,∗1(1− fw,∗1)
− 5

24

(1− 2fw,∗1)2

fw,∗1(1− fw,∗1)

= −3f2
w,∗1 − 3fw,∗1 + 3f2

w,∗1 + 3− 6fw,∗1 + 3f2
w,∗1 + 5− 20fw,∗1 + 20f2

w,∗1

24fw,∗1(1− fw,∗1)

= −29f2
w,∗1 − 29fw,∗1 + 8

24fw,∗1(1− fw,∗1)

=
29

24
− 1

3fw,∗1(1− fw,∗1)

≥ 29

24
− 1

3Lw(1− Lw)

Therefore, for fw,∗1 ∈ (Lw, Uw),

p0(~yw) ≥ 2−nH(fw,∗1)

Uw − Lw

√
2πfw,∗1(1− fw,∗1)

n

(
1 +

(
29

24
− 1

3Lw(1− Lw)

)
1

n
+O

(
1

n2

))
.

On the other hand, for fw,∗1 ∈ (Lw, Uw)

q0(~yw) =
1

n(Uw − Lw)

1(
n

nfw,∗1

) .
Also note that

1(
n

nfw,∗1

) ≤
√

2πnfw,∗1(1− fw,∗1)2−nH(fw,∗1) exp

(
1

12nfw,∗1(1− fw,∗1)

)
=

√
2πnfw,∗1(1− fw,∗1)2−nH(fw,∗1)

(
1 +

1

12nfw,∗1(1− fw,∗1)
+O

(
1

n2

))
≤

√
2πnfw,∗1(1− fw,∗1)2−nH(fw,∗1)

(
1 +

1

12nLw(1− Lw)
+O

(
1

n2

))
.

So,

q0(~yw) ≤ 2−nH(fw,∗1)

Uw − Lw

√
2πfw,∗1(1− fw,∗1)

n

(
1 +

1

12nLw(1− Lw)
+O

(
1

n2

))
.

We then have,

|p0(~yw)− q0(~yw)| = q0(~yw)− p0(~yw)

≤ 2−nH(fw,∗1)

Uw − Lw

√
2πfw,∗1(1− fw,∗1)

n

[(
5

12nLw(1− Lw)
− 29

24

)
1

n
+O

(
1

n2

)]
≤ 1

Uw − Lw

√
π

2n

[(
5

12nLw(1− Lw)
− 29

24

)
1

n
+O

(
1

n2

)]
.

Hence, ∑
~yw:fw,∗1∈(Lw,Uw)

|p0(~yw)− q0(~yw)| ≤ n(Uw − Lw)
1

Uw − Lw

√
π

2n

[(
5

12nLw(1− Lw)
− 29

24

)
1

n
+O

(
1

n2

)]

=
√
πn

[(
5

12nLw(1− Lw)
− 29

24

)
1

n
+O

(
1

n2

)]
, εn

→ 0.
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[26] V. Kostina and S. Verdú, “Channels with cost constraints: strong converse and dispersion,” Information Theory, IEEE Transactions on, vol. 61, no. 5,

pp. 2415–2429, 2015.
[27] R. W. Yeung, Information theory and network coding. Springer Science & Business Media, 2008.
[28] R. Ahlswede and J. Wolfowitz, “The capacity of a channel with arbitrarily varying cpfs and binary output alphabet,” Z. Wahrscheinlichkeitstheorie Verw.

Gebiete, vol. 15, pp. 186–194, 1970.
[29] D. Berend and A. Kontorovich, “A reverse pinsker inequality,” arXiv preprint arXiv:1206.6544, 2012.


	I Introduction
	I-A Steganography
	I-B The ``Square Root Law''
	I-C Related Works – Reliable Deniable Communication

	II Model – Reliable Deniable Communication
	II-A Notational Conventions

	III Communication Model
	III-A Reliability (Alice -3mu Bob)
	III-B Deniability (Alice -3mu Willie)
	III-C Capacity

	IV Main Results
	IV-A Notations and Definitions
	IV-A1 Probability Notation
	IV-A2 Definitions

	IV-B High Level Intuition
	IV-B1 Converse of Fixed Channel Model (Theorem 1)
	IV-B2 Achievability of Fixed Channel Model (Theorem 2)
	IV-B3 Converse of Slow Fading Channel Model (Theorem 4)
	IV-B4 Achievability of Slow Fading Channel Model (Theorem 5)

	IV-C Converse of Fixed Channel Model (Theorem 1)
	IV-D Proof of Proposition 1
	IV-E Achievability of Fixed Channel Model (Theorem 2)
	IV-E1 Achievability: Deniability
	IV-E2 Achievability: Reliability

	IV-F Hidability of Fixed Channel Model (Theorem 3)
	IV-G Converse for Slow Fading Channel Model (Theorem 4)
	IV-G1 Upper bound on + 
	IV-G2 Lower bound on the deniability parameter d

	IV-H Achievability of Slow Fading Channel Model (Theorem 5)
	IV-H1 Achievability: Deniability
	IV-H2 Achievability: Reliability


	Appendix
	References

