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Abstract—The key rate of the B92 quantum key distribution We can see thafle;), l¢;)} forms an orthonormal basis of a
protocol had not been reported before this research when the qubit.

number of qubits is finite. We compute it by using the security On the other hand, we can express a qubit channel as
analysis framework proposed by Scarani and Renner in 2008. follows. Define the th;ee Pauli matrices,, oy, and o, as

Keywords—B92, quantum key distribution - . }
usual. Then a qubit density matrixcan be expressed &g [8]
|. INTRODUCTION
The B92 quantum key distribution (QKD) protocall [2]
has remained less popular than the famou§_8884 propogmere xy,z€ R andx +y?+ 2 < 1. The vector %y, 2)
[1], while both protocols provide the unconditional seturi is called a Bloch vector. The qubit chanr&j from Alice to

One plausible reason for the unpopularity is that the BO2 g,y can pe expressed [6] as a map between Bloch vectors by
weaker to the channel noise than the BB84. Specifically, the

BB84 with the standard one-way information reconciliation [ z ] [ z ] .
- R +1

p=%(|+XO’X+yO'y+ZD'Z),

can generate secure key over the depolarizing channel at X X (2)
depolarizing rate 16.5%, while the previous security asedy y y

of the B92 cannot guarantee the secure key generationy@ere

depolarizing rate 3.5% [13], 3.7%]I[4] or 4.2% [10]. By using Rz Rx Ry t;
the security analysis framework introduced by Renner in5200 R= { Rz Rx Ry ] = [ tx ] 3)
[9], we improved the maximal tolerable depolarizing rate to Rz Rx Ry ty
6.5% [1]. Define
All of the above analyses [4].[7]_[10],_[13] assumed the P = [0)aleoys + 1 L)ale1)s
infinite number of qubits in the protocol, and derived the - V2 ’

asymptotic key rates. On the other hand, in practice the eam

of qubits used in a protocol is always finite. However, befo e N [13], we also define the four POVM

this research, the key rates with finite qubits in the B92 Fo = loiXe1l/2, (4)
protocol had not been reported, as far as the authors know. Fi = lpoXeol/2, )
In this paper, we report the key rates with finite qubits, Hase -

on the analytic framework introduced by Scarani and Renner Fo = lpueal/2, 6)
[12] and our previous researchés [7].][11]. We stress that th FI = lpoXgol/2. (7)

assumption in our paper is the samelas [12], and in particu,ﬁr

. ) 13], the measurement outcomes correspondingg@nd
we assume the collective attack instead of the cohereru:tkattaF 3] P Bd

7 was not distinguished. We distinguish them for better
Il. New Security ANaLysis oF THE B92 FrotocoL with Finire — Channel estimation.
Qusrts After passing the quantum chanr&i from Alice to Bob,

In this section, we present a new formula for the key ratd (Yl becomes

of the B92 protocol with finite qut_Jits, base_d on previous p1ag = (I ® Eg) W)W (8)
researches [7].[11]/ [12]. The following description hasne

overlap with our previous research improving the asymptotin & quantum key distribution protocol, the state chafige
key rate of the B92[[7]. Firstly, we fix notations. L&D, is caused by Eve’s cloning of the transmitted qubits to he_r
I1)} be some fixed orthonormal basis of a qubit. In the Bg@uantum memory. The content of Eve’s quantum memory is

protocol [2], Alice sends the quantum state mathematically described by the purificatidn_age) of p1 as.
. Let p1 age = [P1,aBe){D1ABE-
lpi) = BlO) + (=1) el1), (1) In addition to Eve’s quantum memory, she also knows the
for j = 0,1, whereg = VI—a2, and O< o < 1/ V2. For content of public communication over the classical public

channel between Alice and Bob. For each transmitted qubit
' from Alice to Bob, the public communication consists of 1-
lojy = al0y — (-1)'81). bit information indicating whether Bob excludes his reeegiv

convenience of presentation, we also define
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qubit for generating the final secret key or not. We alsBy [10], [9] the asymptotic key rate is
have to take it into account. We shall represent the public S(X|EP)

. . . . — H X/ Y/ . 11
communication by a classical random variaBléhat becomes Tipirs(l @ (Fo + F2))] (X1Y") (11)

1 if Bob excludes his qubit and 0 otherwise. $o= 0 when o )
Bob's measurement outcome & or Fy, andP = 1 when The above analysis is almost the same as our previous bne [7]
Bob’s measurement outcome s or Fi. for the asymptotic key rate assuming the infinite nhumber of

On the other hand, in the B92 protocol, Bob performs tHgHDits.

measurement specified by EqEl (B)—(7). Alice and Bob uselNote that the above formuld_(11) assumes that Alice and
their qubit for generation of the final secret key only if it0P know the channel between them. In the BB92 protocol,

measurement outcome & or Fy. Otherwise it is excluded W€ cannot estimate all the parameters of the channel, even if
from the key generation. This is mathematically equivatent & @ssume infinitely many qubits in the protocol. We can only
set Alice’s bit to 0 if the measurement outcomesFig or estimate part of them. In addition to that, because the numbe
F1. Therefore, from Eve's perspective on Alice's classical piof qubits in the protocol is finite, there must be statistical

the joint state between Alice and Bob after the selection &'0S- n _ .
measurement outcomes is equivalent to To handle the finiteness of qubits, Scarani and Reriner [12]

used the interval estimation of channel paramet&surd

pareer = (1a® VFo® leprasela® VFo® IE of 3) in our study). In contrast to the more popular point
+1a® VF1® lgprasela® F1® 1) ® [0)p(0p  €Stimation, by using statistical samples, interval estiona
- - ives a set of parameters that contains true parameters with
+|O>A<0|A®(\/F7°® leTralo aeel Jﬁo@ le Eigh probabilitypl— epe- By using the results in F?J.Z], the key
+VF1® leTralprase] VF1® 1) ® [1p(Lp. rate of the B92 protocol can be computed as
Observt_a that the state cha_nge fromse tO p2 Aep IS @ trace- f= min S(XEP)—-HX|Y) - A/n, (12)
preserving completely positive map. (ROel(ere)

In_oro_ler to ca!culate the_ key r_ate, we need_to consider EVg$ere I(epg) is a confidence region given by an interval
ambiguity on Alice’s classical bit [10][[9] defined as foNs. ggtimation procedure with the confidence level — ep, A is

Let as defined in[12, Eq. (5)], and is the number of the qubits
P2XEP = Z ['aljla ® lepTra[p2.asep]lidadila ® Iep. to which Alice and Bob apply the privacy amplification.
=01 To compute the ratg (12), there are two remaining tasks,

namely (a) computation of'(epg), and (b) computation of

MiNRger(ee) S(XIEP). Task (b) is performed by using the
S(XIEP) = S(p2.xep) — S(p2eP) (9) convex optimization method |[3] as done in our previous

wherepzep = Tralpzxer], andS(-) denotes the von Neumannresgarches: [7]11.1]. For convex optimization, the ponfixmn
entropy. regionI(epg) mu_st be a convex set that can _be easily handled
In order to calculate the amount of public communicatioRY @ mathematical software, like Mathematica. [In/[11], such
required for information reconciliation, we define the join® convex confidence region was introduced for the BB84

Eve’s ambiguity on Alice’s classical b&(X|EP) is defined as

random variablesX(, Y’) as protocol by using the KL divergence. We shall defin@pg)
o ) o also by using the KL divergence.
X' = jif the transmitted qubit ige;), In the conventional researches [4]] [7.[10[.[13], their
Y’ = kif the measurement outcomekg, (10) channel estimation procedures classified Bob’s measurtemen

under the condition that the measurement outcome is em(])utcomes into three categories, namély, 1 and the incon-

r : o
PR Hlisive (g or Fy). In this research, we propose to distinguish
Fo or F,. Observe the dierence betweeX andX’. X" is not Fo and Fz for better estimation accuracy. On the other hand,

gﬁlnoergebilét)e(it';eg?f?reg}o be 0 when Bob’s measureme%e conventional estimation procedures did not distirguis
0 T Y ich |o) or |¢1) produced Bob’s measurement outcome. We

We shall show the key rate per single transmitted qubit t L T i X
is neither announced for the channel estimation nor exdlud%so propose to distinguish Alice’s transmitted quie and

due to the measurement outcome beffigor F7. Note that Ipa) in channel estimation. L
Eq. (@) is Eve’s ambiguity per a qubit that is not announced fo By the above consideration, the proposed channel estimatio

the channel estimation betn be discarded. The probability procedure has at least 8 I,<|nds of outcomesﬁ. on tﬁ‘?‘ other
of the measurement outcome beifig or F; is hand, the treatment of Bob’s outcorkg, F1, F; and Fz is

asymmetric, because all &f; and F are disclosed to Alice
Trioras(la® (Fo + F1))l. and are used for channel estimation, while part§gandF,
8le kept secret for the secret key generation. Because of thi
symmetry, the sum of 8 POVM operators corresponding the
above 8 outcomes does not become theidentity matrix
S(X|EP) l4x4. TO make the sum equal tax4, we include the outcome
Trlpras(l ® (Fo + F1))] meaning the qubit kept secret for secret key generation. By

So we can see that Eve's ambiguity per single transmitt
qubit that is neither announced for the channel estimatam
discarded is




roub(0 < rpun < 1) we denote the conditional probability for a 0.06

qubit being disclosed for channel estimation, and the gsbit asymptotic key rate by Matsumoto
- . o key rate with 108 samples ----x----
kept secret for secret key generation with a probabiijfy. 0.05 key rate with 1077 samples - 1
We define the following 8 POVM operators: . key rate with 10"6 samples &~
L 004} ™ 1
Eo = rpulOaX0al® Fo (3 = «
Ei = rpnl0aAXOal®Fs (14) £ 003 1
Ez = 10aX0al®Fg 15 £ L0 ]
Es = 10aX0al®F1 (16)
Es, = rpub|1/.\><1/.\| ® Fg a7 0.01 %. 1
Es = rpuwllaXlal®Fy (18) 0 .
Es = [1aX1lal®Fp (19) 4 4.5 5 55 6 6.5 7
Ez = [1aX1al®F1 (20) depolarizing rate
Es = (1 - rpub)|2X2 ® (F0 + Fl)_ (21) Fig. 1. Key rates with various depolarizing rates of the dquanchannel
The last operatoEg corresponds to the imaginary measure- 0.05 Y
ment outcome expressing the non-disclosure of a qubit. asymptotic key rate by Matsumoto -
By this preparation of notations, we can describe the key rate with finite samples
proposed confidence region of the channel parameters. Let aall |
D(P||Q) denotes the Kullback-Leibler divergencépi ag) the @
theoretical probability distribution of the 9 outcomes defi E 0.03 . 3
as 2
Aw(p1,88) = (Trlp1a8Eq]. . . .. Trlp1,a8Es]), _‘E 0.02 r 1
and A, the empirical distribution (i.e. relative frequencies) 0.01 | |
of the 9 outcomes, wherm is the total number of qubits '
transmitted including both disclosed and non-disclosdatqu 0
Observe that Alice and Bob can computg in the protocol 16407 16408 16409

execution, and their task is to estimate the channel pasmet
(R ). The set

{(R 1) | D(Am|l e (p1.8)) < ere: (R ) defines a CP map

sample size

Fig. 2. Key rates with various sample sizes (depolarizirtg & 5%)

(22) o :
is a confidence region oR(f} with confidence level at least channel&q, Randf’in Eq. (2) are given by
1- epg, by the well-known fact[b, Theorem 11.2.1]. It is also 1-4q/3 0 0
well-known th_at the set ofR f) yielding a CP map is convex R= 0 1-4q/3 , t=0.
[6], andD(-||-) is a convex function. Therefore the setl(22) is a 0 0 1-4q/3

convex set. The above idea is similar to our previous rekearc

111 on BB84. We have verified that the SETY22) can be us stress that we do not restrict the range of minimization
EiSll(GpE) in () BL22) (|¥r¥e@) to the depolarizing or the Pauli channels. The mini-

The minimization in [[IR) is just a convex optimizationm'zat'on is carried out over the set of all the qubit channels

and can be done as follows. Observe first tB&K|EP) is in 22). The FindMinimum function in Mathematica 9.0 was

a function of the channel parameteis (3) &§. By the used for the minimization.

almost same argument as [14, Remark 11] one sees thrall?t Z'g'm(’j the key rates |Ior Va{'oui depolarizing r?tesdatrr(]a
S(X|EP) is a convex function of the channel parametéis ( otied, and we compare key rates by our proposal an N

Moreover, we see that the minimum 8{X|EP) is attained 'symptotic rates _by Mgtsumoto [71. V\/_e_ can observe that
_ _ _ . positive key rate is achieved at depolarizing rate 6.4% with
\;Vrhi?nzxry]t;SRﬁAf_ PR;VS ;sﬁizén_lt]y 'Ithgrg%rtgeoi?g; Scime&g samples. The sample size refers to the total nunmber
9 s b : ' PO transmitted gubits from Alice to Bob, including qubits
giving measurement outcomeg andFg and qubits becoming
sifted key. In Fig[R, the key rates for various sample sizes
are plotted with a fixed depolarizing rate 5%, and we also
We consider the depolarizing chanid| with depolarizing compare key rates by our proposal and the asymptotic rates
rate g. The definition ofq follows [13]. For a qubit density by Matsumotol[[7]. We can observe that our key rates converge

matrix p, we have&y(p) = (1 - q)p + (0/2)l2x2. With such a to the asymptotic one. We only considered 0.39 and did

the minimization ofS(X|EP) by the convex optimization [3].
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not optimize the value af in Eq. (3). The valuer = 0.39 was
also used in[[7]rpu Was always set t0.B in our numerical
computation.

IV. CoNcLUSION

Before this research, the secure key rate of the B92 quantum
key distribution protocol had not been reported. We have
clarified it. Our analysis is based on the finite key rate fdemu
proposed by Scarani and Rennérl[12] combined with our
previous researches|[7],_[11]. We have shown that one can
have a positive key rate with §&amples over a depolarizing
channel with depolarizing rate 6.4%.
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