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Suppose that some sensitive information X (e.g. password) is drawn from a finite set X
according to some probability mass function (PMF) Px. A (stochastic) encoder, Alice, maps
(possibly using randomization) X to two hints M; and M> and stores them on different disks
in different locations. The hints are intended for a legitimate receiver, Bob, who knows where

they are stored and sees both. An eavesdropper, Eve, sees one of the hints but not both;
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Abstract

The secrecy of a distributed-storage system for passwords is studied. The
encoder, Alice, observes a length-n password and describes it using two hints,
which she stores in different locations. The legitimate receiver, Bob, observes
both hints. In one scenario the requirement is that the expected number of
guesses it takes Bob to guess the password approach one as n tends to infinity,
and in the other that the expected size of the shortest list that Bob must form
to guarantee that it contain the password approach one. The eavesdropper, Eve,
sees only one of the hints. Assuming that Alice cannot control which hints Eve
observes, the largest normalized (by n) exponent that can be guaranteed for the
expected number of guesses it takes Eve to guess the password is characterized for
each scenario. Key to the proof are new results on Arikan’s guessing and Bunte
and Lapidoth’s task-encoding problem; in particular, the paper establishes a close
relation between the two problems. A rate-distortion version of the model is also
discussed, as is a generalization that allows for Alice to produce § (not necessarily
two) hints, for Bob to observe v (not necessarily two) of the hints, and for Eve
to observe 1 (not necessarily one) of the hints. The generalized model is robust

against § — v disk failures.
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we do not know which. Which hint is revealed to Eve is a subtle question. We adopt a
conservative approach and assume that, after observing X, an adversarial “genie” reveals to
Eve the hint that minimizes her ambiguity. Not allowing the genie to observe X would lead
to a weaker form of secrecy (Example[Il). Given some notion of ambiguity, we would ideally

like Bob’s ambiguity about X to be small and Eve’s large.

There are several ways to define ambiguity. One approach would be to require that Bob
be able to reconstruct X whenever X is “typical” and that the conditional entropy of X given
Eve’s observation be large. For some scenarios, such an approach might be unsuitable. First,
it may not properly address Bob’s needs when X is not typical. For example, if Bob must
guess X, this approach does not guarantee that the expected number of guesses be small: it
only guarantees that the probability of success after one guess be large. It does not indicate
the number of guesses that Bob might need when X is atypical. Second, conditional entropy
need not be an adequate measure of Eve’s ambiguity. For example, if X is some password
that Eve wishes to uncover, then we may care more about the number of guesses that Eve

needs than about the conditional entropy [I].

In this paper, we assume that Eve wants to guess X with the minimal number of guesses
of the form “Is X = x?7”7. We quantify Eve’s ambiguity about X by the expected number
of guesses that she needs to uncover X. In this sense, Eve faces an instance of the Massey-
Arikan guessing problem [2, [3]: When faced with the problem of guessing X after observing
that Z = z, where Z denotes Eve’s observation, Eve must come up with a guessing order for
the elements of X. Such an order can be specified using a bijective function G(:|z) from X
onto the set {1, o |X |}—a guessing function with the understanding that if Eve observes
z, then the question “Is X = z?” will be her G(z|z)-th question. Eve’s expected number of
guesses is E[G(X|Z)]. This expectation is minimized if for each z € Z the guessing function
G(:|z) orders the elements of X in decreasing order of their posterior probabilities given
7 = z.

As to Bob, we will consider two different criteria: In the “guessing version” the criterion
is the expected number of guesses it takes Bob to guess X, and in the “list version” the

criterion is the expected size of the list that Bob must form to guarantee that it contain X.

The former criterion is natural when Bob can check whether a guess is correct: if X is
some password, then Bob can stop guessing as soon as he has gained access to the account
that is secured by X. The latter criterion is appropriate if Bob does not know whether a
guess is correct. For example, if X is a task that Bob must perform, then the only way for
Bob to make sure that he performs X is to perform all the tasks in the list £y, az, comprising
the tasks that have positive posterior probabilities given his observation. In this scenario, a
good measure for Bob’s ambiguity about X is the expected number of tasks that he must
perform, i.e., E[|Lr, as,]], and this will be small whenever Alice is a good task-encoder for
Bob [4].

Alternatively, the list-size criterion can also be viewed as a worst-case version of the
guessing criterion: Even if Bob is incognizant of the PMF of X, the number of guesses it

takes him to guess X can be guaranteed not to exceed the size of the smallest list that is



guaranteed to contain X.

The guessing and the list-size criterion for Bob lead to similar results in the follow-
ing sense: Clearly, every guessing function G(-|My, Ms) for X that guesses the elements of
X of zero posterior probability only after those of positive posterior probabilities satisfies
E[G(X|M1, Ms)] < E[|La, 0m.]. Conversely, one can prove that every pair of ambiguities
for Bob and Eve that is achievable in the guessing version is—up to polylogarithmic factors
of |X|—also achievable in the list version (Remark [I8). These polylogarithmic factors wash
out in the asymptotic regime where the sensitive information is an n-tuple and n tends to
infinity.

Things are different for Eve: applying the list-size criterion for Eve would lead to results
that markedly differ from those that apply under the guessing criterion; see Theorem [[9 and
the subsequent discussion.

To derive our results, we establish new results on guessing and task-encoding: we relate
task-encoders to guessing functions (Theorem []]), and we quantify how additional side infor-
mation can help guessing (Lemmal5]). These results may be of interest in their own right. For
example, the former result leads to alternative proofs of Bunte and Lapidoth’s asymptotic
task-encoding results [4] Theorems 1.2 and VI.2] as well as the direct part of [5] Theorem I.1],
which states that, in the presence of feedback, the listsize capacity of a discrete-memoryless
channel (DMC) with positive zero-error capacity equals the cutoff rate with feedback (which
is in fact equal to that without feedback [5] Corollary I.4]). The latter result on how addi-
tional side information can help guessing is related to [6]: To quantify how additional side
information can help guessing, we establish how an encoder must describe X to minimize the
expected number of guesses that a decoder needs to guess X. The list-size analog is Lapidoth
and Pfister’s optimal task-encoder [6], which describes X to minimize the expected size of
the decoder’s list. Despite the close relation between task-encoding and guessing, an optimal

encoder for a guessing decoder is typically quite different from an optimal task-encoder.

We also generalize our problem in two different directions. The first, along the lines
of [7, [], is a rate-distortion version of the model where Bob and Eve are content with
reconstructing the sensitive information to within some given allowed distortion. The second
considers the case where Alice produces § s-bit hints, Bob sees v < ¢ hints, and Eve sees
7 < v hints (not necessarily a subset of those that Bob sees). This may model a scenario
where the hints are stored on different disks and we want to guarantee robustness against
the failure of § — v disks and the compromise of 7 disks. We adopt again a conservative
approach and assume that, after observing X, an adversarial genie reveals to Bob the v
hints that maximize his ambiguity and to Eve the n hints that minimize her ambiguity. This
guarantees that—mno matter which disks fail—the model be robust against the failure of 6 — v
disks and the compromise of 1 disks. The generalized model is a distributed-storage system,

which is static in the sense that failed disks are not replaced.
The case where X is drawn uniformly, Bob must reconstruct X, and Eve’s observation
must satisfy some information-theoretic security criterion (e.g., the mutual information be-

tween Eve’s observation and X must be null) corresponds to the erasure-erasure wiretap



channel studied in [8] and is a special case of the wiretap networks in [0 [10]. In the liter-
ature, this setting is also known as “secret sharing.” In traditional secret sharing, each set
of hints either reveals X or reveals no information about X [I1, [I2]. More general are ramp
schemes, where any v hints reveal X and the amount of information that fewer-than-v hints
reveal is controlled (see e.g. [I3]). Our setting is different in that we assume X ~ Px and
in that, using some notion of ambiguity, we quantify how difficult it is for Bob and Eve to
reconstruct X.

To better bring out the role of Rényi entropy, we generalize the models and replace
expectations with p-th moments. (The generalization comes with no extra effort.) For an
arbitrary p > 0, we thus study the p-th (instead of the first) moment of the list-size and of
the number of guesses. Moreover, we shall allow some side information Y that is available
to all parties.

The connection between Rényi entropy and the p-th moment of the minimum number of
guesses has been studied extensively in the literature [3], 14} [I5] [16]. The connection with

encoding tasks was studied in [4].

The idea to quantify Eve’s ambiguity by the p-th moment of the number of guesses she
needs to uncover X is due to Arikan and Merhav, who studied the Shannon cipher system
with a guessing wiretapper [I]. Their approach was later adopted in [I7, [I8]. The current
setting differs from the ones in [T}, [I7], [I§] in the following sense: Instead of mapping X to
a public message using a secret key, which is available to Bob but not to Eve, here Alice
produces two hints and stores them so that Bob sees both but Eve sees only one. Moreover,
unlike [T}, [I7, 18] we do not measure Bob’s ambiguity in terms of the probability that X is

not his first guess.

The rest of this paper is structured as follows. Section 2 briefly describes our notation and
summarizes some notions and results pertaining to the guessing problem and the problem of
encoding tasks. In Section [3] we quantify how additional side information can help guessing
and relate task-encoders to guessing functions, thereby establishing the prerequisites for the
proofs of our main results. Section [l contains the problem statement and the main results
(both finite-blocklength and asymptotic). The results are discussed in Section [l and proved
in Section [6l Section [7] generalizes the model to allow for a limited number of disk failures.
Section [8 considers the rate-distortion version of the problem stated in Section ] and extends

the results on guessing and task-encoding of Section B accordingly. Section [0 concludes the

paper.

2 Notation and Preliminaries

In this paper (X,Y) is a pair of chance variables that is drawn from the finite set X x Y
according to the PMF Px y, and p > 0 is fixed. We denote by Py the marginal PMF of X



and by Py the marginal PMF of Y, e.g.,
PX(Z'> = ZPX,Y(zay)v VSC S X.
yey

For every positive integer n € N we denote by P¥% y- the n-fold product of Px v, i.e.,

Pt y(xy) = HPX,Y(iEi,%)v V(x,y) € X" x Y.
i=1

A generic probability measure on a measurable space (€2, F) is denoted P, i.e., whenever we
introduce a set of chance variables (e.g., X and Y'), we denote by PP the probability measure
associated with the probability space (€2, F,P) on which the chance variables live.

For some positive integer k, we denote by @ addition modulo k, so a @y S is for any pair

of integers («, 8) the unique element v € {0, ...,k — 1} satisfying
y=a+F mod k.

We denote by F, the Galois field with ¢ elements.
By default log(-) denotes base-2 logarithm, and In(-) denotes natural logarithm. We
denote by a V  the maximum of two real numbers a and 8 and by a A 8 their minimum.

For some real number «, we denote by [a]T the maximum of « and zero
[@]f =aVvo,

by [a] the smallest integer that is at least as large as a, and by |a] the largest integer that
is at most as large as a. We sometimes use the identity

(€17 <1+2°¢, E€Ry, (1)

which is easily checked by considering separately the cases 0 < ¢ <1 and & > 1 [4].

2.1 The Conditional Rényi Entropy

To describe our results, we shall need the conditional version of Rényi entropy (originally
proposed by Arimoto [19] and also studied in [4] 20])

1/«
Ho(X|Y) = aalogz(z Px,yu,y)a) , (2)

yeY \zeX

where a € [0,00] is the order and where the cases where « is 0, 1, or oo are treated by a
limiting argument. Let {(X;,Y;)}ien be a discrete-time stochastic process with finite alphabet
X x Y. Whenever the limit as n tends to infinity of H,(X"™|Y™)/n exists, we denote it by
H,(X|Y) and call it conditional Rényi entropy-rate. In this paper « will equal 1/(1 + p),
and thus, since p > 0, will take values in the set (0,1). To simplify notation, we henceforth

write p for 1/(1 + p)
a 1

i, (3)

The conditional Rényi entropy satisfies the following properties (see, e.g. [20, Theorem 2]):

F;



Lemma 1. Let (X,Y, Z) be a triple of chance variables taking values in the finite set X XY x Z
according to the joint PMF Pxy,z. For every o € [0, 0]

Ho(X]Y) < Ho(X, Z|Y). (4)

Lemma 2. [20), Theorem 3] Let (X,Y, Z) be a triple of chance variables taking values in the
finite set X x Y x Z according to the joint PMF Pxy,z. For every a € [0, 0]

Ha(X|YaZ)ZHa(sz|Y>7log|Z| (5)

2.2 Optimal Guessing Functions and Task-Encoders

Suppose we want to guess X with guesses of the form “Is X = z?” Following the notation of
[3], we call a bijection G: X — {1,...,|X|} a guessing function for X. The guessing function
determines the guessing order: If we use G(-) to guess X, then the question “Is X = x?”
will be our G(z)-th question. With a slight abuse of the term “function,” we call G(-|Y) a
guessing function for X given Y if the mapping G(-|y): X — {1, ce, |X|} is for every y €
a guessing function for X. If we use G(:|Y") to guess X from the observation Y and observe
that Y = y, then the question “Is X = 2?” will be our G (x|y)-th question.

In the following we shall consider guessing functions for X given Y. Since every guessing
function for X can be viewed as a guessing function for X given Y for the case where Y is
null, the results also apply to guessing functions for X.

The performance of a guessing function is studied in terms of the p-th moment of the
number of guesses that we need to guess X when we use that function. That is, the expec-
tation E[G(X|Y)?] is the performance of G(:|Y). We say that a guessing function G(-]Y) is
optimal if its performance is optimal, i.e., G(:|Y) is optimal if, and only if, (iff) it minimizes
E[G(X]Y)?] among all the guessing functions for X given Y. It is easy to see that a guess-
ing function G(-|Y") is optimal iff for every y € ), the function G(:|y) orders the possible
realizations of X in decreasing order of their posterior probabilities given Y = y. We can use

Arikan’s results on guessing [3] to bound the performance of optimal guessing functions:

Theorem 3 (On the Performance of Optimal Guessing Functions). [3, Theorem 1 and

Proposition 4] There exists some guessing function G(-|Y) for which
E[G(X|Y)r] < 20H2(XIY), (6)
Conversely, for every guessing function G(-|Y)
E[G(X]Y)?] > (1 +In|x|) "2rH (XD v 1, (7)

For task-encoders we adopt the terminology of [4]. Given some finite set of descriptions
Z, we call a mapping f: X — Z a task-encoder for X. We associate every task-encoder with
a decoder of the form

izt

(8)
Z {:L' e X: {Px(z) >0}n{f(z) = z}}



If the encoder describes X by Z 2 f(X), then the list £z £ f~'(Z) produced by the decoder
is the list containing all the realizations of X of positive a priori probability that the encoder
could have described by Z. (This is the shortest list that is almost-surely guaranteed to
contain X given its description Z.)

Consider now the scenario where some side information Y is revealed to the encoder and
decoder [4, Section VI]. In this scenario we call f(-|Y) a task-encoder for X given Y if the
mapping f(-ly): X — Z is for every y € Y a task-encoder for X. We associate every task-
encoder with a decoder f~1(:|Y) satisfying for every y € Y that f~!(:]y) is of the form (8,
i.e., that

FHCly): 2 — 2%

(9)
Z {x € X: {Pxy(zly) >0} n{f(z|y) = z}}

If, upon observing Y, the encoder describes X by Z £ f(X|Y), then the list LY £ f~1(Z]Y)
produced by the decoder is the list containing all the realizations of X that—given the side
information Y—have a positive posterior probability under Px |y and that the encoder could
have described by Z.

In the following we shall consider task-encoders for X given Y. Since every task-encoder
for X can be viewed as a task-encoder for X given Y for the case where Y is null, the results
also apply to task-encoders for X.

We shall also need the notion of a stochastic task-encoder. Such an encoder associates
with every possible realization (x,y) € X x Y of the pair (X,Y) a PMF on Z and, upon
observing the side information y, describes x by drawing Z from Z according to the PMF
associated with (z,y). The conditional probability that Z = z given (X,Y) = (,y) is thus

determined by the stochastic encoder, and we denote it by
PZ=zIX=2Y=y], (z,y,2) € XxYX2Z. (10)

Based on (Y, Z) the decoder associated with the encoder (I0) produces the smallest list £}
that is guaranteed to contain X, i.e., if (Y, Z) = (v, z), then the decoder produces the list

LY={zeX:PX=ulY =y, Z=2]>0}, (y,2)€EYx2Z (11)

of all the possible realizations x € X of X of positive posterior probability

Pxy(z,y)P[Z =2 X =2,Y =y]

PX=zx|Y =y, Z=2= .
[ 1'| Y, Z] ZIE;(PXY(-% y) [ :Z|X:$,Y:y]

(12)

We assess the performance of a task-encoder in terms of the p-th moment E[|E§|p] of
the size of the list that the associated decoder must form. As we argue shortly, deterministic
task-encoders are optimal in the sense that for every stochastic task-encoder there exists a
deterministic task-encoder that performs at least as well. Therefore, we can use Bunte and
Lapidoth’s results on deterministic task-encoders [4] to bound the performance of optimal

stochastic task-encoders:



Theorem 4 (On the Performance of the Optimal Task-Encoders). [, Theorem VI.1] Let Z
be a finite set. If | Z| > log|X| + 2, then there exists a deterministic task-encoder f(-|Y') for
which

E[[CY]"] =E[f T (FXI)|Y)"| < 14 220X msZimos =242 (13)

Conversely, given any stochastic task-encoder ([I)), the associated decoding lists {L£Y} ()
satisfy
E Uﬁgﬂ > op(Hp(X|Y)=log|Z]) \/ 1 (14)

We conclude this section by showing that for every stochastic task-encoder there exists
a deterministic task-encoder that performs at least as well. Given a stochastic task-encoder
([I0) with associated decoding lists ([Il), we can construct a deterministic task-encoder f(-|Y")
as follows. If (z,y) € X x Y satisfies Px |y (x|y) > 0, then we choose f(z|y) as one that—

among all elements of {z € Z: © € LY}—minimizes |LY|, so

Flaly) € arg min |£2] (15)
2€EZ: x€LY

Otherwise, we choose f(z|y) to be an arbitrary element of Z. It then follows from (@) that

the deterministic task-encoder performs at least as well as the stochastic task-encoder:

E[lcy)’]

= Y Y Par@y)PlZ =X = oY = y|Ly)e (16)
(z,y)EX XY 262

> P PlZ=zX=2zY = i v|p 1

> Y > Pxy(@y)PZ=2X =1,Y =y i 165 (17)
(z,y)EXXY: 2€2Z e
PX,y(CE,y)>O

= Z Pxy(z,y) —min - [L]]° (18)
(e)erxy: 2'eZ: xEl:z,
PX,y(CE,y)>O

= Z PX,Y(%Q) ’E?(ﬂy)’p (19)
(z,y)EX XY

(a)

> > Pxy(@y) | (fE)|y)| (20)
(z,y)eX XY

=E|[/(Fmy))’]. (21)

where (a) holds because (@) and (5) imply that f=*(f(z|y)ly) C LY a1y

3 Lists and Guesses

In this section we relate task-encoders to guessing functions and explain why the performance
guarantees for optimal guessing functions (Theorem B]) and task-encoders (Theorem M) are

remarkably similar. Moreover, we quantify how additional side information can help guessing.



We shall need these results to characterize the secrecy of the distributed-storage systems we
study in the present paper, but they may also be of independent interest.

We start by quantifying how some additional information Z (e.g., some description pro-
duced by an encoder) can help guessing. As the following lemma shows, Z can reduce the

p-th moment of the number of guesses by at most a factor of |Z|~#:

Lemma 5. Given a finite set Z, draw Z from Z according to some conditional PMF Py x y,
s0 (X,Y,Z) ~ Pxy x Py x,y. For optimal guessing functions G*(-|Y, Z) and G*(-|Y') (which
minimize E[G(X|Y, Z)?] and E[G(X|Y)?], respectively)

E[G*(X|Y, Z)"] > EUG*(X|Y)/|Z|V] (22)

Equality holds whenever Z = f(X,Y) for some mapping f: X x Y — Z for which f(x,y) =
f(Z,y) implies either [G*(z|y)/|Z|] # [G*(Z|y)/|Z|| or x = &. Such a mapping always
exists, because for all | € N at most |Z| different x € X satisfy [G*(z|y)/|Z|] = L.

Proof. To prove [22)) we first show that
E[G*(X]Y. 2)"]

is minimum if Z is deterministic given (X,Y). Indeed, define the function g: X x Y — Z so
that g(z,y) € arg min, .z G*(z|y, 2) holds for all (z,y) € X x Y. This implies that

G*(X|Y, Z) > G*(X|Y,g(X, Y)) (23)
and consequently that
* P : P
E[G*(X[Y, 2)"] > min E[G(XIY,0(X, V)] (24)

It thus suffices to prove (22)) for the case where Z is deterministic given (X,Y), and we thus
assume w.l.g. that Z = g(X,Y") for some function g: X xY — Z. For every guessing function
G(-]Y,9(X,Y)) we have

E[G(X]Y,9(X,))"] - )2; ypx,m,y)G(w|y,g<x,y>)P. (25)

Moreover, for every distinct x, £ € X and every y € ) the equality

G (zly, 9(z,y)) = G(Zly, 9(Z,y))

implies that g(z,y) # g(Z,y), because G(-|y,z): X — {1,...,|X|} is for every z € Z one-
to-one. Consequently, for every ¢ € N there are at most |Z| different 2 € X for which
G(x|y, g(z, y)) = (. For every y € ) order the possible realizations of X in decreasing order
of Px y(x,y) or, equivalently, in decreasing order of their posterior probabilities given ¥ = y,
and let ¥ denote the j-th element. Clearly, (28) is minimum over g(-,-) and G (-[Y, g(X,Y))
if for every £ € N and every y € ) we have G(z|y,g(z, y)) = { whenever x = zg for some j
satisfying (¢ — 1)|Z| + 1 < j < ¢|Z] or, equivalently, [j/|Z|] = ¢. Since G*(-|Y') minimizes



E[G(X]Y)?], it orders the elements of X in decreasing order of their posterior probabilities
given Y, and consequently we can choose x;’ to be the unique x € X for which G*(z|y) = j.
Hence, (28] is minimized if f(-,-) satisfies the specifications in the lemma, g(-,-) = f(-,-), and
G(zly, f(z,y)) = [G*(z|y)/|Z]|] (see Figure[). Moreover, the minimum equals the RHS of

@). O

One can infer from Lemma [Bl how to construct an optimal encoder f: X x Y — Z for
a guessing decoder, i.e., an encoder Z = f(X,Y’) that minimizes ming(.|y,z) E[G(X|Y, Z)f’]
among all the possible descriptions Z that are drawn from Z according to some conditional
PMF Py xy. To that end recall that a guessing function G (-|Y") is optimal, i.e., minimizes
E[G(X|Y)?], iff for every y € ¥ G(-|y) orders the possible realizations of X in decreasing
order of their posterior probabilities given Y = y. An optimal encoder f: X x Y — Z for a
guessing decoder can be constructed as follows: For every y € ) we first order the possible
realizations of X in decreasing order of Px y (z,y) or, equivalently, in decreasing order of their
posterior probabilities given Y = y, and we let x? denote the j-th element. (Ties are resolved
at will.) We then choose some mapping f: X x ¥ — Z for which f(z¥,y) = f(2,,y) implies
either D/|ZH + D’/|ZH or j = j', e.g., by indexing the elements of Z by the elements of
{0,...,]2] — 1} and choosing f(z%,y) as the element of Z indexed by the remainder of the
Euclidean division of j — 1 by |Z]| (see Figure[I)).
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Figure 1: How to construct an optimal encoder f: X x Y — Z for a guessing decoder when
Z = {x,e,0}. Light background tones indicate small values of P(:|y) or G*(-|y).
Lemma Bl and () imply the following corollary:

Corollary 6. Given a finite set Z, there exists some mapping f: X X Y — Z such that

min E|G(X|Y,Z)?| <1+ 2°|Z|7” min E|G(X|Y)?|, 26
,min, E[G(X[Y. Z)] 21 in E[G(X[Y)] (26)

where Z denotes f(X,Y). Conversely, for every chance variable Z that takes values in Z

min E|G(X|Y,Z)?| > |Z|7” min E|G(X|Y)?| V1. 27
Jmin E[G(X]Y.2)] > 2| min E[G(X]Y)] (27)

10



From Corollary[6land Theorem[3] which characterizes the performance of optimal guessing
functions G(:|Y"), we obtain the following upper and lower bounds on the smallest ambiguity
ming .v,z) E[G(X]|Y, Z)?] that is achievable for a given |Z|. The bounds are tight up to
polylogarithmic factors of |X|.

Corollary 7. Given a finite set Z, there exists some mapping f: X x Y — Z for which

min_ E[G(XY, Z)?] < 1+ 20(Hs(XIV)—log|Z[+1) (28)
G(|Y,2)

where Z denotes f(X,Y). Conversely, for every chance variable Z that takes values in Z

Ggr?}ifnZ)E [G(X|Y,Z)P] > (1 +1In|x|) P2rtHa(XIV) =l 2Dy . (29)

Note that ([29) also follows from (7)) in Theorem Bl and the properties of conditional Rényi
entropy in Lemmas [I] and

The performance guarantees for optimal guessing functions (Theorem Bland Corollary [7)
and task-encoders (Theorem M) are remarkably similar. To provide some intuition on this,
we relate task-encoders to guessing functions. As the following theorem shows, a “good”

guessing function “induces” a “good” task-encoder and vice versa

Theorem 8. Let Z be a finite set.

1. Given any stochastic task-encoder ([I0)), the associated decoding lists {L£Y} (M) induce
a guessing function G(-|Y") that satisfies

E[G(X|Y)] < |Z|PE[|L§|p] (30)

2. Every guessing function G(-|Y") and every positive integer w < |X| satisfying

1Z| > w(l + [bgﬂm/w]J) (31)

induce a deterministic task-encoder, i.e., a stochastic task-encoder whose conditional

PMF [@Q) is {0, 1}-valued, whose associated decoding lists {LY} [II)) satisfy
E[lcy|] <E[[G(x]Y)/w]’]. (32)
To prove Theorem [ we need the following fact:

Fact 9. For every k € N
|{k € N: [logk] = [logk] }|< k. (33)

IWe call a guessing function or task-encoder “good” if its performance is nearly optimal, and “induce”
means here that—without knowing the PMF Px y—we can construct from a guessing function a task-encoder

and vice versa.
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Proof of Fact[@. If k, k € N are such that |logk| = |log k], then

2Llogkj < l~€ < 2Llogkj+1. (34)

Hence,
‘{ff e N: |logk| = llogk|}| < ollogk] < . (35)
|

Proof of Theorem[8 As to the first part, suppose we are given a stochastic task-encoder
([I0) with associated decoding-lists {£¥} (). For every y € ) order the lists {£Y},cz in
increasing order of their cardinalities, and order the elements in each list in some arbitrary
way. Now consider the guessing order where we first guess the elements of the first (and
smallest) list in their respective order followed by those elements in the second list that have
not yet been guessed (i.e., that are not contained in the first list), and where we continue
until concluding by guessing those elements of the last (and longest) list that have not been

previously guessed. Let G(-]Y") be the corresponding guessing function, and observe that

E[G(X|Y)?] = > Pxy(z,y) [{Z: G(@ly) < G(zly)}|” (36)
@
<> Pxy(z,y) 217 min |£3)7 (37)
(»)
2 |z E[lcy]’]. (38)

where (a) holds because for every z, & € X and y € Y a necessary condition for G(Z]y) <

G(z]y) is that & € LY for some Z € Z satisfying
LY < min |L£Y],
e < min |2y

and because the number of lists whose size does not exceed min, . .,y |£Y] is at most |Z];
and (b) holds because the list L contains X ().

As to the second part, suppose we are given a guessing function G(-|Y) and a positive
integer w < |X| satisfying BI)). Let O = {0,...,w — 1} and

S= {o [mgﬂ;q/wu }

From (BI)) it follows that |Z| > |O| |S]. It thus suffices to prove the existence of a task-encoder
that uses only |O] |S| possible descriptions, and we thus assume w.l.g. that Z = O x §. That
is, using the side-information y the task-encoder (deterministically) describes x by z = (o, s).
The encoding involves two steps:

Step 1: In Step 1 the encoder first computes O € O as the remainder of the Euclidean
division of G(X]Y) — 1 by |O|. This guarantees that if (Y,0) = (y,0), then X be in the set

Xy o= {z €X: (G(zly) —1) =0 mod |(9|}

12



It then constructs from G(:|Y) a guessing function G(:|Y,O) as follows. The encoder con-
structs the guessing function G(+|y, 0) so that—in the corresponding guessing order—we first
guess the elements of X, , in increasing order of G (x]y). Our first |X} o| guesses are thus the
elements of X, , with x € X, being guessed before Z € X, , whenever G(z|y) < G(Z|y).
Once we have guessed all the elements of &), ,, we guess the remaining elements of X" in some
arbitrary order. This order is immaterial, because X is guaranteed to be in the set Xy ,. As

we argue next, the guessing function G(+|Y,O) for X satisfies
GX[|y,0) = [G(X[V)/|0]]. (39)

Indeed, observe that for every (y,0) € ¥ x O and [ € {1, Ceey |Xy,0|} our [-th guess z; is the
element of X, , for which G(zily) = 0+ 1+ (I —1)[O|. Since 0+ 1 € {1,...,|O|}, we find
that G(z|y,0) = [G(z]y)/|O]] whenever z € X, ,. But X is guaranteed to be in the set X, .
This proves that the guessing function G(+|Y,0) for X satisfies (89). By ([B9) and because
0] = w,

G(X|Y,0) = [G(X]Y)/w]. (40)

Step 2: In Step 2 the encoder first computes S = Llog G(X]Y, O)J and then describes X

by Z £ (0, S). By [@Q)
1< G(X]Y,0) < [|1X]/w]

and consequently S € S. Since O and S are deterministic given (X,Y), the conditional PMF
(@) corresponding to the description Z = (O, S) is {0, 1}-valued. It remains to show that
the decoding lists {£¥} () satisfy (32)). To this end note that if (Y,0,S) = (y,0,s), then
X is in the set

Xy,o,s £ {-’L' eX: LlOgG(.’L‘|y,O)J = S}

Because every pair @, & € X, satisfies |log G(z|y,0)| = |log G(Z|y,0)|, Fact @ and the
fact that the guessing function G(:|y, o) is a bijection imply that

|Xy,075| S G(z|y7 O)’ vx G Xy,O,S' (41)
Recalling that
((1:0.8) = (,0.5)) = X € Xy, (42)
we obtain from (4I)) that
|Xv,0,5] < G(X]Y,0). (43)

By [@2) and because Z = (O, S), the list £}, () is contained in the set Xy o s and conse-
quently satisfies |£}| < |Xy,0,s|. Hence, [3) implies that

|£Y| < G(X]Y,0). (44)

From ({#0) and ([#4)) we conclude that
E(lY )] < B[G(x|v,007] =E[[G(x|Y)/w]’]. (45)
(|
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To better understand the second part of Theorem [, we briefly discuss the construction
of a deterministic task-encoder from an optimal guessing function G*(+|Y") (which minimizes
E[G(X|Y)?]). If G*(-]Y) is an optimal guessing function, then the two-step construction in
the proof of Theorem [§can be alternatively described as follows. We construct a task-encoder
that describes X by

Z=1(0,9),

where O takes values in some set O of size w, where
1<w< X,
and S takes values in some set S of size
1+ |logf|X]/] | <1+ 10g ]

(Note that the description Z assumes at most |O| |S| different values, and by BI) |O]|S| <
|Z].) In the first step of the construction, we choose the first part of the description, O. We
choose O as one that—among all O’s that are drawn from O according to some conditional
PMF Py x,y—minimizes ming.|y,0) IE[G(X|Y, O)p]. From Lemma [{ (and the subsequent
paragraph) we already know how to construct O. Indeed, from Lemma [Alit follows that

Jmin E[G(X]y,00] = E[[6*(x|Y)/|0]]’].

where equality is achieved by choosing O = f1(X,Y’) for some mapping fi: X x Y — O
for which fi(z,y) = fi(Z,y) implies either [G*(z|y)/|O|] # [G*(Z|y)/|O|] or x = &. For
example, in the case where O = {0,...,w — 1} we can choose O as the remainder of the
Euclidean division of G(X|Y) — 1 by |O|. Based on the optimal guessing function G*(:|Y")
and the first part of the description, O, we can construct an optimal guessing function
G*(-|Y,0) (which minimizes E[G(X|Y,0)”]) by choosing some G*(:|Y,O) for which

G*(xly, fi(z,y)) = [G*(z]y)/|0]], ¥ (z,y) € X x Y.

In the second step of the construction we choose the second part of the description, S.
We choose S = fa(x,y), where

fa(w,y) = [log 6" (aly, fi(w,9) |, ¥ (2.9) € X x V.
This will guarantee that the decoding lists satisfy
E[lcy]"] <E[6*(x|y,01] =E[[¢*(X)/10]"],

where
Z = (O,S) = (fl(XaY)’fQ(XaY))‘

Note that the size of the support S of S is only logarithmic in |X| and thus negligible in

asymptotic settings, i.e., in asymptotic settings |Z| = |O).
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The following corollary results from Theorem [§ and () by setting

w= {|Z|/(1 + Llog|X|J)J
in Theorem [8

Corollary 10. Given a set Z of cardinality |Z| > 1+ Uog |X|J , any guessing function G(-|Y)
induces a deterministic task-encoder, i.e., a stochastic task-encoder whose conditional PMF
(@A) s {0,1}-valued, whose associated decoding lists {LY} ([) satisfy

—p

E[|ey]"] <1+ 2°E[G(X[Y)’] (H%'X' - 1> . (46)

Combined with Theorem [ which bounds the performance of an optimal guessing func-

tion, Equations ([B0) and (@8] provide an upper and a lower bound on the smallest E[|£Y|?]

that is achievable for a given |Z|. These bounds are weaker than [4, Theorem 1.1 and The-

orem VI.1] (see Theorem M) in the finite blocklength regime but tight enough to prove the
asymptotic results [4, Theorem 1.2 and Theorem VI.2].

Another interesting corollary to Theorem [§] results from the choice w = 1 in Theorem [

Corollary 11. Given a set Z of cardinality | Z| = 14 |log |X||, any guessing function G(-|Y)
induces a deterministic task-encoder, i.e., a stochastic task-encoder whose conditional PMF
@D s {0,1}-valued, whose associated decoding lists {LY} ) satisfy

E[lcy]"] <E[G(xIV)]. (47)

E.g., if
2= {o,.... log|¥]] .

then the task-encoder f(-|Y') defined by

fCly) = [logG(-ly)|, Vy ey (48a)

satisfies () or, equivalently,
E[f (FEM[Y)] <E[G(x )], (48b)

An implication of Corollary [[] for the problems studied in this paper is discussed in
Remark I8 Another example where Corollary [l is useful is in determining the feedback
listsize capacity of a DMC W (y|z) with positive zero-error capacity. Corollary [l can be
used to give an elegant proof of the direct part of [5, Theorem I.1], which states that in the
presence of perfect feedback the listsize capacity of W (y|x) equals the cutoff rate Reutoft(p)
with feedback (which is in fact equal to the cutoff rate without feedback [5, Corollary 1.4]).
To see this, suppose that we are given a sequence of (feedback) codes of rate R for which the
p-th moment of the number of guesses G*(M|Y™) a decoder needs to guess the transmitted
message M based on the channel-outputs Y™ approaches one as the blocklength n tends to

infinity. (Recall that Reutorr(p) is the supremum of all rates for which such a sequence exists.)
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Suppose now that the transmission does not stop after n channel uses. Instead, the encoder
computes
Z £ [logG*(M|Y™)] €{0,...,|nR]}

from the feedback Y™ and uses another n’ channel uses to transmit Z at a positive rate while
guaranteeing that the receiver can decode it with probability one. Since a positive zero-error
(feedback) capacity cannot be smaller than one [2], it is enough to take n’ < [log(nR)].
Hence, (n 4+ n')/n converges to one as n tends to infinity, and the rate of the code thus con-
verges to R. At the same time, when we substitute (M,Y ", Z) for (X Y, Z) in Corollary [I1]
Corollary [[T] implies that the size of the smallest decoding-list L£Y"" that is guaranteed to
contain M satisfies |£,Yn+n | = ‘Egn | < G*(M]|Y™), and consequently that the p-th moment
of ’EYWM/ ’ converges to one as n tends to infinity. This proves that in the presence of perfect

feedback the listsize capacity of W (y|z) is lower-bounded by Reytoft(p)-

4 Problem Statement and Main Results

We consider two problems: the “guessing version” and the “list version.” The two differ in
the definition of Bob’s ambiguity. In both versions a pair (X,Y") is drawn from the finite set
X x Y according to the PMF Px y, and p > 0 is fixed. Upon observing (X,Y) = (z,y), Alice
draws the hints M; and M, from some finite set M; X My according to some conditional
PMF

P[M; = my, My = ma|X =2,Y = y. (49)

Bob sees both hints and the side information Y. In the guessing version Bob’s ambiguity
about X is

A (Pxy) = o hin B [G(X|Y, My, My)?]. (50)

In the list version Bob’s ambiguity about X is
JZ{(I)(PX Y UﬁMl,MZ’ :|a (51)
where for all y € Y and (mq,mz2) € My x My

LY = {z: P[X =z|Y =y, M1 = my, My = my] > 0} (52)

miy,m2
is the list of all the realizations of X of positive posterior probability
P[X = 1'|Y = y7M1 = ml,MQ = mQ]

_ Pxy(x,y)P[M; = my, My = ma|X = 2,Y =y
Z:E PX,y(j,y)]P[Ml = ml,Mg = m2|X = .’i‘,Y = y]

(53)

Eve sees one of the hints and guesses X based on this hint and the side information Y.
Which of the hints is revealed to her is determined by an accomplice of hers to minimize her

guessing efforts. In both versions Eve’s ambiguity about X is

JZ{E(PX y) = min E[Gl(X|Y,M1)p/\GQ(XD/,MQ)’J] (54)
’ G1(-|Y,M1), G2(-|Y,M2)
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Optimizing over Alice’s mapping, i.e., the choice of the conditional PMF in (@3], we wish
to characterize the largest ambiguity that we can guarantee that Eve will have subject to a
given upper bound on the ambiguity that Bob may have.

Note that by quantifying Eve’s ambiguity using (54]), we are implicitly assuming that
Eve’s accomplice observes X and Y before determining the hint that minimizes Eve’s guessing

efforts. Less conservative is the ambiguity

e(Pxy)= min _ min E[Gr(X|Y, M;)”"], (55)

ke{1,2} Gi (Y, M)
which applies if the accomplice does not observe (X,Y) and reveals to Eve the hint that in
expectation over (X,Y) minimizes her guessing efforts. Definition (55 is less conservative

than (B3] in the sense that
(Pxy) < @ (Pxy). (56)

Why we prefer (54) over (B3)) is explained in Section

Of special interest to us is the asymptotic regime where (X,Y) is an n-tuple (not neces-

sarily drawn IID), and where
My ={1,...2M 0 My ={1,..., 2"},

where (R, Rg) is a nonnegative pair corresponding to the rateE For both versions of the
problem, we shall characterize the largest exponential growth that we can guarantee for Eve’s
ambiguity subject to the constraint that Bob’s ambiguity tend to oneH This asymptote turns
out not to depend on the version of the problem, and in the asymptotic analysis /g can stand
for either ﬂég) or ﬂél).

The following definition phrases mathematically what we mean by the “largest exponential

growth that we can guarantee for Eve’s ambiguity:”

Definition 1 (Privacy-Exponent). Let {(X;, Yi)}z‘eN be a stochastic process over the finite
alphabet X' x ), and denote by Pxn» y» the PMF of (X™,Y™). Given a nonnegative rate-pair
(R1, R2), we call B an achievable ambiguity-exponent if there exists a sequence of stochastic
encoders such that Bob’s ambiguity (which is always at least one) satisfies
lim MB(PXTL7YTL) = 1, (57)
n—oo
and such that Eve’s ambiguity satisfies
log (& (Pxn yn
lim inf g( o(Pxny ))

n—o00 n

> Fg. (58)

The privacy-exponent Eg is the supremum of all achievable ambiguity-exponents. If (57)
cannot be satisfied, then the set of achievable ambiguity-exponents is empty, and we define

the privacy-exponent as negative infinity.

2When we say that a positive integer k € N assumes the value 2% where R > 0 corresponds to a rate,
we mean that k = |2"F].
3Note that in the guessing version G (X|Y, M1, M2)? is one iff Bob’s first guess is X™, and in the list

version |Lx11 Mo |p is one iff Bob forms the “perfect” list comprising only X".
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We also consider a scenario where we impose only a modest requirement on Bob’s am-
biguity and allow it to grow exponentially with a given normalized (by n) exponent Eg.
For this scenario the following definition introduces the mathematical quantity by which we

characterize the largest exponential growth that we can guarantee for Eve’s ambiguity:

Definition 2 (Modest Privacy-Exponent). Let Eg > 0. We call EF(Ep) an achievable
modest-ambiguity-exponent if there is a sequence of stochastic encoders such that Bob’s am-

biguity satisfies
log (/5(Pxn )

lim sup < Eg, (59)
n— oo n
and such that Eve’s ambiguity satisfies
log (. (Pxn yn
lim ing 28 (L)) > E2(Bp). (60)

n—00 n

For every Eg > 0, the modest privacy-ezponent EE(Eg) is the supremum of all achiev-
able modest-ambiguity-exponents. If (EJ) cannot be satisfied, then the set of achievable
modest-ambiguity-exponents is empty, and we define the modest privacy-exponent as nega-
tive infinity.

We next present our results to the stated problems in the finite-blocklength regime (Sec-
tion .]) and in the asymptotic regime (Section [4.2)).

4.1 Finite-Blocklength Results

In the next two theorems c¢q is related to how much information can be gleaned about the
secret X from the pair of hints (M;, M2) but not from one hint alone; ¢; is related to how
much can be gleaned from Mj; and co is related to how much can be gleaned from Ms.
More precisely, in the proof of the two theorems (see Section [6] ahead) we shall see that Alice
first maps (X,Y) to the triple (Vg, Vi, V2), which takes value in a set Vs x Vi X Va, whose
marginal cardinalities satisfy |V,| = ¢,, v € {s,1,2}. Independently of (X,Y") she then draws
a (one-time-pad like) random variable U uniformly over Vs and maps (U, Vs) to a variable
V; choosing the (XOR like) mapping so that V; can be recovered from (V;, U) while V; alone
is independent of (X,Y). The hints are My = (Vi, V) and My = (U, V3). Since the tuple
(\75, V1) takes value in the set Vs x V; of size ¢sc1, we must have that cseq < |M;|. Likewise,
we must have that csco < |Ma]. Because cs, ¢1, and ¢q are positive integers, they thus satisfy
(6T)) ahead. Alice does not use randomization if ¢ = 1.

Theorem 12 (Finite-Blocklength Guessing-Version). For every triple (cs,c1,c2) € N? satis-

fying
¢ <My A[Ma], o < |[Mal/es|, o < |[Mal/es], (61a)

there is a choice of the conditional PMF in @) for which Bob’s ambiguity about X is upper-
bounded by

Q{ég) (Pxy) <1+ 2P(H5(X|Y)*108;(Cs6102)+1), (62)

18



and Eve’s ambiguity about X is lower-bounded by
ofe(Px,y) > (1+In|x|) P2rtHa(XY)—loglertex), (63)
Conversely, for every conditional PMF, Bob’s ambiguity is lower-bounded by
(Qy(g (Pxy)> (1+1n |X|) Pop(Hs(XIY)—log(IMu] | M2])) \/ 1 (64)
and Eve’s ambiguity is upper-bounded by
Ao(Pxy) < (IMi| A |Ma)’ 4 (Pxy) A 202X, (65)

where (GB]) holds even if we replace (B4) by B3, i.e.,

42{ (ny) (lMll A |M2|) g)(PX )/\Q/JH,s(XIY)’ (66)
Proof. See Section [6.11 O

Theorem 13 (Finite-Blocklength List-Version). If |M;||Maz] > log |X| + 2, then for every
triple (cs,c1,c2) € N3 satisfying

¢ <My A M|, o < [[Mal/es], o < [IMal/cs], (67a)
cse1ca > log |[X] + 2, (67b)

there is a choice of the conditional PMF in ([@9) for which Bob’s ambiguity about X is upper-
bounded by

,Q%Egl)(Px,y) < 1+2p(H,3(X\Y)—log(cscl02—10g\X|—2)+2), (68)
and Eve’s ambiguity about X is lower-bounded by
e(Px,y) > (1+In|x]) P2rtHa(XY)—loglertex), (69)
Conversely, for every conditional PMF, Bob’s ambiguity is lower-bounded by
A (Px.y) > 20Hs(XIYV)=log(IMa [M:D) 1 (70)
and Eve’s ambiguity is upper-bounded by
(Pxy) < (IMi| A [Ma|)’ A (Pxy) A 2eHe XY, (71)

where (1)) holds even if we replace (B4) by B, i-e.,

a(Pxy) < (M| A | Mo|) ) (Pxy) A 2P (X)) (72)
Proof. See Section [6.11 O

We next present the finite-blocklength results (Theorems [[2] and [[3)) in a simplified and

more accessible form:
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Corollary 14 (Simplified Finite-Blocklength Guessing-Version). For any constant % sat-
isfying
U > 1+2°(|M;]| |M2|)_p2PH5(X‘Y), (73)

there is a choice of the conditional PMF in @) for which Bob’s ambiguity about X is upper-
bounded by

A (Pxy) < Us, (74)
and Eve’s ambiguity about X is lower-bounded by
(Pxy) >2°(1+In|X|)"" [2‘4P(|M1| A M) (U — 1) A 20H XD (75)
Conversely, ([[4) cannot hold for
Uy < (14| X)) 77 (|Ma] [ Ma]) P2y 1, (76)

and if Bob’s ambiguity satisfies ([{d) for some %p, then Eve’s ambigutiy about X is upper-
bounded by

e (Pxy) < (IMi| A | Ma|) U A 205XV (77)
Proof. The result is a corollary to Theorem [[2] (see Appendix [A] for a proof). O

Corollary 15 (Simplified Finite-Blocklength List-Version). For |M;]||Maz| > log|X|+2 and
any constant Us satisfying

Wy > 1 + 2°Hp(X[Y)los(|M| | M| —log | X|-2)+2). (78)

there is a choice of the conditional PMF in [@9) for which Bob’s ambiguity about X is upper-
bounded by

AN (Px.y) < Us, (79)
and Eve’s ambiguity about X is lower-bounded by
o(Pxy)>27"(1+1n |X|)‘P[2—6ﬂ(|M1| N Ms|)’ (U — 1)
A2 (2 4 log |X]) 77 (IM1| A [Ma]) 2PHo (XY
A 2pHp(X|Y>] (80)
Conversely, [[9) cannot hold for
U < (|My] | Ma])”P2rHr XD v 1) (81)

and if Bob’s ambiguity satisfies [{9) for some %g, then Eve’s ambigutiy about X is upper-
bounded by

e (Pxy) < (IMi| A [Ma)) g A 208XV (82)
Proof. The result is a corollary to Theorem [[3] (see Appendix [B]for a proof). O

Note that the simplified achievability results (namely (73)—(75) in the guessing version
and (78)—(&0) in the list version) match the corresponding converse results (namely (76])—(77)
in the guessing version and ([8I)—(82) in the list version) up to polylogarithmic factors of | X|.
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4.2 Asymptotic Results

Suppose now that (X,Y) is an n-tuple. We study the asymptotic regime where n tends to
infinity. Recall that in this regime we refer to both szég) and szél) by .73, because the results
are the same for both versions of the problem. Theorems and [I3] imply the following
asymptotic result:

Theorem 16 (Privacy-Exponent). Let {(Xi’Yi)}ieN be a discrete-time stochastic process
with finite alphabet X x Y, and suppose its conditional Rényi entropy-rate H;(X|Y') is well-

defined. Given any positive rate-pair (Ry, Rz2), the privacy-exponent is

p(R1i ARy NH;(X[|Y)) Ri+ Ry > Hs(X|Y),

Ep = (83)
—00, Ri+ Ry <H,3(X|Y).
Proof. See Section O

Suppose now that Bob’s ambiguity need not tend to one but can grow exponentially
with a given normalized (by n) exponent Ep. For this case Theorems [[2] and 3] imply the
following asymptotic result:

Theorem 17 (Modest Privacy-Exponent). Let {(Xi’yi)}ieN be a discrete-time stochastic
process with finite alphabet X x Y, and suppose its conditional Rényi entropy-rate H;(X|Y') is
well-defined. Given any positive rate-pair (R1, Rg), the modest privacy-exponent for Eg > 0
18

T (p(Ry A Ry) + Eg) ApHs(X|Y) Ri+ Ry > Hp(X|Y)—p'Eg,

Ep(Eg) = (84)
—00 R+ R» <H[,(X|Y)7p71EB.
Proof. See Section O

5 Discussion

This section provides some intuition and discusses some of the models and their underlying
assumptions. We begin with some intuition as to why the guessing and list-size criteria for
Bob lead to similar results. Then, we explain why we quantify Eve’s ambiguity by (B4]). We
show that if—rather than guessing—FEve were required to form a list, then perfect secrecy
would come almost for free. Finally, we explain how our results change in the following two
scenarios: 1) Alice knows which hint Eve observes; or 2) Alice describes X using only one
hint, but Alice and Bob see a secret key, which is not revealed to Eve.

The following remark explains why the results for the guessing and the list version differ
only by polylogarithmic factors of |X| (and are consequently the same in the asymptotic

regime):

Remark 18 (Why Do the Two Criteria for Bob Lead to Similar Results?). Consider
any choice of the conditional PMF in {@9). In the guessing version Bob uses an optimal guess-
ing function G*(:-|Y, My, M) (which minimizes E[G(X|Y, M1, M)?]) to guess X based on
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the side information Y and the hints M; and M, and his ambiguity is E [G*(X|Y, My, Mg)f’} .
By Corollary [l we can construct from G*(-|Y, M7, M>) an additional hint M that takes val-
ues in a set of size at most 1+ |log|X|| such that

E (L3 anul’| < E[GH (XY, My, M), (85)

where £Y, ,, s is the smallest list that is guaranteed to contain X given (Y, My, M2, M).
1, 2,

Suppose now that Alice maps X to the hints M| £ (My, M) and M4 £ M,. This implies

that Bob’s ambiguity in the list version is

IEUEYLMQ

| =l sl

and consequently no larger than E [G*(X |Y, M, Mg)f’}. Moreover, because M takes values
in a set of size at most 1+ Llog |X|J , we can use Lemmal[Blto show that—compared to the case
where the hints are M; and My;—Eve’s ambiguity decreases by at most a polylogarithmic
factor of |X|.

We next explain why we choose to quantify Eve’s ambiguity by (54) and not by (B3]). As
we have seen, (54]) is more conservative than (B3]) in the sense that (B6) holds. Consequently, it
follows from (G6) and (72)) that the results of Theorems[I2 and I3]hold irrespective of whether
we quantify Eve’s ambiguity by (B4) or by (B5). We prefer to quantify Eve’s ambiguity by
([B4)), because—as the following example shows—(B3]) leads to a weaker notion of secrecy than

B4):

Example 1. Suppose that Y is null, X is uniform over X', and Alice produces the hints at
random: they are equally likely to be (M7 = X, My = %) or (M7 = %, My = X)), where the
symbol x* is not in X. Since Bob can recover X from (Mj, Ms) (by producing the hint that
is not ),

G(~|IJI\14111,1M2)E[G(X|M1,M2)’)] = E[|£M1,Mz|p} =1

The system is clearly insecure, because one of the hints always reveals X, and o (Px,y) = 1.
However, as we next argue, this weakness is not captured by Q%NE(PXV;/). The probability of
Mj being x is 1/2, so the p-th moment of G1 (X |My) is at least ming () E[G(X)*?] /2. Likewise,
by symmetry, for G3(X|Ms). Thus %(Px,y) differs from ming () E [G(X)p} by a factor of
at most 1/2.

So far, we have explained why we prefer (54]) over (B3]). But why do we allow Eve to guess
even in the list version of our problem? That is, why do we prefer (54) over

A =E||C5,]" A 3| (86)

even when Bob must form a list?
We prefer (B4) over (B8] because, as Theorem [[9 ahead will show, forcing Eve to produce
a short list would severely handicap her and make it trivial to defeat her: when Eve must

form a list, perfect secrecy is almost free.
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Theorem 19 (Eve Must Form a List). If
|IMi| A [Ma| > 1+ |log|X]], (87)

then there exists a conditional PMF as in [@9) for which Bob’s ambiguity about X is upper-
bounded by

D (Pxy) < 1+ 20Hs(XIY)—log( M| [ Ma])+210g(1+ Liog | ¥])+3) (88)
and Eve’s ambiguity about X 1is
oy (Pxy) =E[|Ly]"], (89)
where

E[|Ly|?] = ZPY(Z/> {z € X: Pxpy(zly) > O}VJ- (90)

Conversely, for every conditional PMF, Bob’s ambiguity is lower-bounded by
Qfél) (Pxy) > 2P (Hp(X|Y)—log(IMa| | Mz)) \/ 1 (91)
and Eve’s ambiguity is upper-bounded by
2V (Pxy) <E[|Ly ). (92)
Proof. See Appendix O

To see why perfect secrecy is almost free when Eve is required to form a list, note that the
RHS of ([89) would also be Eve’s list size if she only saw Y and did not get to see any hint,
so in this sense achieving ([8Y) is tantamount to achieving perfect secrecy. And the cost is
very small: Condition (87) is satisfied in the large-blocklength regime whenever the rates of
the two hints are positive; and the RHS of (88) will tend to one in this regime whenever the
sum of the rates exceeds the conditional Rényi entropy rate—a condition that is necessary
even in the absence of an adversay (Theorem [)).

That perfect secrecy is (almost) free when we quantify Eve’s ambiguity by (8G]) is highly
intuitive: By forcing Eve to form a list that is guaranteed to contain X, we force her to
include in her list all the realizations of X that have a positive posterior probability, no
matter how small. This implies that, if Eve were to form a list, then perfect secrecy could
be attained by hiding very little information from Eve. The situation is different in case
Eve guesses X, because allowing Eve to guess X, i.e., quantifying Eve’s ambiguity by (&4)), is
tantamount to first indexing the elements of the list in (86)—which she would otherwise have
to form—in decreasing order of their posterior probability, and to then downweigh the large
indices of the realizations at the bottom of the list by their small posterior probabilities.

To conclude the discussion of how to quantify Eve’s ambiguity, we relate Eve’s ambiguity
B4) to the concept of equivocation. In the classical Shannon cipher system [22], a popular

way to measure imperfect secrecy is in terms of equivocation, i.e., in terms of the conditional
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entropy H(X|Z), where X denotes some sensitive information and Z Eve’s observation. In
the settings where Bob is a list-decoder or a guessing decoder, Rényi entropy plays the role of
Shannon entropy in the sense that the minimum required rate to encode an n-tuple X = X"
is the Rényi entropy rate H;(X ) rather than the Shannon entropy rate H(X) = H;(X) (this
follows from Theorems [ and Corollary [[). Consequently, in these settings the conditional
Rényi entropy H;(X|Z) qualifies as a “natural” equivalent for equivocation. But H;(X|Z)

(X1%) is (up to polylogarithmic factors of |X|)

has a nice operational characterization: 2°H5
the p-th moment of the number of guesses that Eve needs to guess X from her observation
Z (see Theorem [B]). This is another reason why it makes sense to quantify Eve’s ambiguity

in terms of the p-th moment of the number of guesses that she needs to guess X.

In the remainder of this section we briefly discuss how the results of Theorems [I[2] and
change in the following two scenarios: 1) Alice knows which hint Eve observes; or 2) Alice
describes X using only one hint, but Alice and Bob share a secret key, which is unknown
to Eve. We begin with Scenario 1. In this scenario Alice draws the public hint M}, and the

secret hint M from some finite set My x Mj according to some conditional PMF
PM, =mp, Mg =mg|X =2,Y =y]. (93)
Bob sees both hints. In the guessing version his ambiguity about X is

A (Py y) = i E[G(X|Y, M,, M,)? 94
5 (Pxy) = min | E[GX|Y, M, M,)’] (94)

and in the list version

Qfél) (nyy) =E [‘L}J\}p,l\/fs

’J} . (95)
Eve sees only the public hint. In both versions her ambiguity about X is

(Px.y) = ol )E[G(X|Y, M,)?]. (96)

The next two theorems characterize the largest ambiguity that we can guarantee that
Eve will have subject to a given upper bound on the ambiguity that Bob may have (see
Appendix [D] for a proof). As in the case where the hints are not secret and public, the
guessing and the list version lead to similar results (cf. Remark[I8]). In the next two theorems

c is related to how much can be gleaned about X from M.

Theorem 20 (Secret Hint Guessing-Version). For every ¢ € N satisfying
e < My, (97)

there is a {0, 1}-valued choice of the conditional PMF in (@3) for which Bob’s ambiguity
about X is upper-bounded by

B (Pyy) < 14 20 Hz(XIY)—log(e Mo +1), (98)
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and Eve’s ambiguity about X is lower-bounded by
e (Pxy) > (1+In|x]) " "2rHa(X[Y)—log ) (99)
Conversely, for every conditional PMF, Bob’s ambiguity is lower-bounded by
szég) (Pxy) > (1 +1In |X|)_p2P(Hﬁ(X|Y)*10g(|Mp‘ IMsD) 1, (100)
and Eve’s ambiguity is upper-bounded by
(Px.y) < |IMs|Paf(® (Px y) A 2PHHXIY), (101)

Theorem 21 (Secret Hint List-Version). If M| | M| > log |X| + 2, then for every ¢ € N
satisfying
c < |Mpl, M| >log|X| + 2, (102)

there is a {0, 1}-valued choice of the conditional PMF in (@3)) for which Bob’s ambiguity
about X is upper-bounded by

szél)(PX,Y) < 1 4 2P(HH(X]Y)—log(c|Ms|-log |X¥|-2)+2) (103)
and Eve’s ambiguity about X is lower-bounded by
e (Pxy) > (1+In|x]) P2r(Ha(XY)—loge), (104)
Conversely, for every conditional PMF, Bob’s ambiguity is lower-bounded by
"Qgél) (Pxy) > 2P (H5(XY)—log(IMp| [M:l) \/ 1 (105)
and Eve’s ambiguity is upper-bounded by
Ha(Px.y) < |Mo|Pati) (Px.y) A 20 XIV) (106)

We next contrast Theorems and 271 to their counterparts in the previous scenario,
i.e., to Theorems and By comparing the respective upper and lower bounds on
Eve’s ambiguity, we see that ¢ and | M| in the current scenario, which relate to how much
information can be gleaned about X from M, and Mj, play the roles of ¢c; +¢2 ~ ¢1 V ¢z and
M| A |Mz| in the previous scenario, which relate to how much information can be gleaned
about X from the hint that—among M; and Ms—reveals more information about X and
the one that—among M; and Ms—reveals less information about X. This reflects the fact
that in the current scenario Eve always sees M, whereas in the previous scenario she sees
the hint that reveals more information about X and hence minimizes her ambiguity.

Unlike Theorems [[2 and [[3] Theorems 20 and 2] imply that in the current scenario Alice
can describe X deterministically by choosing a {0, 1}-valued conditional PMF ([@3]). To see
why, recall that in the current scenario Eve sees only the public hint M, and hence there is
no need to encrypt information that can be gleaned from the secret hint M. Consequently,

Alice need not draw a one-time-pad like random variable and ensure that some information
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can be gleaned about X from (M, Ms) but not from one hint alone. Instead, she can store

that information on M without prior encryption.

We now proceed to Scenario 2, where Alice describes X using only one hint, but Alice and
Bob share a secret key, which is unknown to Eve. The secret key K is drawn independently
of the pair (X,Y") and uniformly over some finite set K. Upon observing (X,Y) = (z,y) and
K =k, Alice draws the hint M from some finite set M according to some conditional PMF

PM =m|X =2,Y =y, K = k]. (107)

Throughout, we assume that |}C| < |M|. Bob sees the secret key and the hint. In the guessing
version his ambiguity about X is

¥ (Pxy)= min E[G(X]Y,K, M)’ 108
B ( qu) G(|I}I},III(1,M) [ ( | ) ) ) ] ( )
and in the list version
A (Pxy) = E||£3]’]. (109)
Eve sees sees only the hint. In both versions her ambiguity about X is
g (P = in E|G(X|Y,M)?|. 110
B(Px.y) o [G(X|Y, M)] (110)

The next two theorems characterize the largest ambiguity that we can guarantee that
Eve will have subject to a given upper bound on the ambiguity that Bob may have (see
Appendix [E for a proof). Again, the guessing and the list version lead to similar results.
Here |K| is related to how much information can be gleaned about X from (K, M) but not
from M alone, i.e., to the “encrypted” information stored on M, and c is related to how
much information can be gleaned about X from M, i.e., to the “unencrypted” information
stored on M.

Theorem 22 (Secret Key Guessing-Version). For every ¢ € N satisfying
c|K| < [M], (111)

there is a {0,1}-valued choice of the conditional PMF in ([I07) for which Bob’s ambiguity
about X is upper-bounded by

ﬁfég)(Px,y) < 1 4 2°H(XY)=log(e[K])+1) (112)
and Eve’s ambiguity about X is lower-bounded by
e (Pxy) > (1+In|x]) " "2rHa(XY)—loge) (113)
Conversely, for every conditional PMF, Bob’s ambiguity is lower-bounded by
A (Pxy) > (1+1n|x|) 2e(XI)—log M) 1 (114)
and Eve’s ambiguity s upper-bounded by

a(Px.y) < |KIP 8 (Px.y) A 207XV (115)
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Theorem 23 (Secret Key List-Version). If || M|/|K]||K| > log |X|+2, then for every ¢ € N
satisfying
CI < M, elK] > log |X] +2. (116)

there is a {0,1}-valued choice of the conditional PMF in ({I07) for which Bob’s ambiguity
about X is upper-bounded by

%él)(PX,y) < 1 4 2PUH(XIY)—log(c|K|—log |¥|-2)+2) (117)
and Eve’s ambiguity about X is lower-bounded by
e (Pxy) > (1+In|x]) P2r(Ha(XIY)—loge), (118)
Conversely, for every conditional PMF, Bob’s ambiguity is lower-bounded by
ﬂél)(Px,y) > 2P(Hp(X[Y)—log| M) \/ 1 (119)
and Eve’s ambiguity s upper-bounded by
a(Pxy) < |K[Pa) (P y) A 2°HsXIV), (120)

Theorems 22] and 23] are reminiscent of their counterparts for the scenario with a public
and a secret hint, i.e., of Theorems and 2I1 The main difference is that in the current
scenario ¢ and |K|, which relate to the “unencrypted” and the “encrypted” information stored
on M, respectively, play the roles of ¢ and | M|, which in the previous scenario relate to the
information stored on the public and the secret hint, respectively. Like Theorems 20 and 21]
Theorems 22 and 23 imply that in the current scenario Alice can describe X deterministically
by choosing a {0, 1}-valued conditional PMF (I07); there is no need for Alice to draw a one-
time-pad like random variable, because she can use the secret key K as a one-time-pad.

6 Proofs

6.1 A Proof of Theorems and [13

We first establish the achievability results, i.e., (62)—(G3) in the guessing version and (G8])—
([G3) in the list version. To this end fix (cg, 1, ca) € N? satisfying (61I)) in the guessing version
and (67) in the list version. For every v € {s, 1,2} let V,, be a chance variable taking values
in the set V, = {0,...,¢, — 1}. Corollary [1 implies that there exists some {0,1}-valued
conditional PMF P[(Vs, Vi, V2) = (vs,v1,v2)| X = 2,Y = y]| for which

min E[G(X|Y,VS,V1,V2)”} < 1 4 2P(Hz(X[Y)—log(ceerez)+1) (121)
G (Y, Ve, V1,V2)

Moreover, Theorem [l implies that there exists some deterministic task-encoder f(-]Y): X —
VS X Vl X VQ for which

EUE%;S’VLVQVJ} <1+ 2p(H,3(X|Y)—log(cscwz—log|X\—2)+2), (122)
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where (V;, V1, V2) = f(X|Y). Both (61 and (@) imply that M| > cscp and [Ma] > csea. Tt
thus suffices to prove ([62)—([63]) and (68])—(63)) for a conditional PMF (9] that assigns positive
probability only to cscq elements of My and csco elements of Ms. Therefore, we can assume
w.lg. that My = Vs x V; and M3 = Vs X Va. That is, we can choose M = (Vs ®. .U, V1) and
M,y = (U, Va), where (Vg, V4, V2) is drawn according to one of the above conditional PMFs
depending on the version, and where U is independent of (X,Y, V;, V1, V2) and uniform over
Vs. Bob observes both hints and can thus recover (Vs, V1, V2). Hence, in the guessing version
[©2) follows from (I21]) and in the list version (68)) follows from ([I22]).
The proof of (63) and (@J) is more involved. It builds on the following two intermediate
claims, which we prove next:
1. We can assume w.l.g. that Eve must guess not only X but the pair (X,U).
2. Given any pair of guessing functions G1(-,-|Y, M) and Ga(-, Y, M) for (X,U), there
exist a chance variable Z that takes values in a set of size at most ¢s(¢1 4 ¢2) and a
guessing function G(-, Y, Z) for (X, U) for which

G(X,U|Y,Z) = G1(X,U|Y, My) A Go(X, U|Y, My). (123)

We first prove the first intermediate claim. To this end note that in both versions (guessing
and list) there exist some mappings g1: X x Y x M; — Vg and go: X X Y X My — Vs for
which

U=qn(X,Y,M;) =g2(X,Y, My). (124)

Given any guessing functions G1(-|Y, M;) and G2(-|Y, M) for X, introduce some guessing
functions G1 (-, |Y, M1) and Gs(-, Y, M2) for (X,U) satisfying, for every (z,y) € X x Y,
m1 € My, and mo € Mo, that

Gk(xvgk(zayvmk)|yamk) = Gk(1'|y,mk), VEk e {172} (125)
From (I24) it follows that
Gk(X,U|KMk)=Gk(X|Y,Mk), Vke{l,Q}. (126)

Consequently, Eve can guess X and the pair (X, U) with the same number of guesses. This
proves the first intermediate claim.
We next prove the second intermediate claim. Given any pair of guessing functions
G1(+,+Y, My) and Ga(-, Y, Ms) for (X,U), define the triple of chance variables
(LVie, UWy) ifG1(X,U|Y,M;) < Go(X,U|Y, Ma),

(I,U,V) & (127)
(2,U,V3) otherwise

over the alphabet Z x Vs x V, where 7 = {1,2} and V= {0,1,...,¢1 V ca — 1}. Observing
(Y, 1, U, V), Eve can guess (X, U) using either G; or G2 depending on the value of I. That
is, Eve can guess (X, U) using some guessing function G(-,-|Y, I, U, ‘7) satisfying, for every
yeYV, i€, a4€V,,and v € {0,1,...,¢; — 1}, that

G(7|yal;ﬁ;{)) = Gz(7|ya (ﬁv’[))) (128)
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By ([I27)) the number of guesses that she needs to do so is given by

G(X,U|Y,I,U,V)

=G (X,UY,(U,V)) (129)
=G(X,U|Y, M) (130)
= G1(X,U|Y, My) A Go(X, U|Y, Ms). (131)

Consequently, (I23) holds when we set Z = (I,U, V). To conclude the proof of the second
intermediate claim, note that the triple (I, U, V) takes values in the set

{1, a,0): (2, 0) € Ve x W} U{(2,4,0): (4, ) € Vs x Va},
whose cardinality is given by
[Vs X V1| + [Vs X Va| = ¢s(c1 + c2).
We are now ready to prove (63) and ([639):

E[G1(X|Y, M1)? A Go(X|Y, My)"]

W R [Gy(X,U]Y, My)? A Go(X,U|Y, My)"] (132)
Owicx,uy,1,0,7)] (133)
(14 In|]) P2 HCEUIY ) lo(es(er+22) (134)
@ (1 +ln|X|)*P2p(H,3(X\Y)flog(cl+cQ))7 (135)

where (a) holds by ([I26); (b) holds by (I31)); (c) follows from Corollary [7 and the fact that
(I,U,V) takes values in a set of size ¢s(c1 + ¢2); and (d) holds because

H;(X,U[Y)

1 A

=log ) (Z > (Pxy (=, y)/|VS|)p> (136)
p yeEY \xEX uEVs
1 e

=—log| > <Z Px,y(w,y)’3> Vsl” (137)
P yey \zeX

= H;(X|Y) + logcs. (138)

The equality in (I30) holds because U is independent of (X,Y") and uniform over the set Vs
of size |V5| = ¢s. This concludes the proof of the achievability results.

It remains to establish the converse results, i.e., (G4)—(G0) in the guessing version and
[@0O)—([2) in the list version. In the guessing version (64 follows from Corollary 7, and in
the list version (70) follows from Theorem [l From (GO we see that ([G3) and (1) follow
from (G6) and (72)), respectively, and hence it only remains to establish ([G6) and (72)). By
Corollary [d it holds for every k € {1,2} and | € {1,2} \ {k} that

min  E[G(X|Y, My, M2)?] > |M;|™”  min E[Gp(X|Y, My)"]. (139)
G(|Y,M1,Mz) G (-|Y,My)
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Since

i EIGXIY. M) <30l

(I39) implies that in both versions the ambiguity JZ%E(Pxﬁy) exceeds Bob’s ambiguity by at
most a factor of (|M1| A |M2|)p. That is, %(ny) < (|/\/l1| A |M2|)pﬂég)(PX7y) and
szE(Px,y) < (|M1| A |M2|)p42fél) (Px,y). Another upper bound on JZ%E(PX,)/) is obtained by
considering the case where Eve ignores the hint that she observes and guesses X based on Y
alone. In this case it follows from Theorem [ that

min  E[Gr(X|Y, M;)P] < 2°H:(XIY) v e 1,2}, 140
o (hn [Gr(X]Y, M)°] < {1,2} (140)

From (I40) we obtain that in both versions the ambiguity JZ%E(PXy) cannot exceed 2715 (XIY)
ie., o(Px.y) < 2°H:(XIY) | This concludes the proof of (68) and (72) and consequently that

of the converse results.

6.2 A Proof of Theorem

If Ri + Ry < H;(X|Y'), then (64) in the guessing version and (Z0]) in the list version imply
that the privacy-exponent is negative infinity. We hence assume that R; + Ry > H;(X|Y).

We first show that the privacy-exponent cannot exceed the RHS of (83]). To this end
suppose that (57)) holds and consequently

. 1Og(JZ{B(PXTL,yn))
lim sup

n— o0 n

= 0. (141)

This, combined with (63]) in the guessing version and (1)) in the list version, implies that
, log (s (Pxn,yn))
lim sup

n—00 n

< p(Ri ARy NH;(X|Y)). (142)

Hence, the privacy-exponent cannot exceed the RHS of (83).

We next show that the privacy-exponent cannot be smaller than the RHS of (83). By
possibly relabeling the hints, we can assume w.l.g. that Ry = R; A Ry. Fix some € > 0
satisfying

e< Ry + Ry — Hﬁ(X|Y) (143)

Choose a nonnegative rate-triple (Rs, R1, Ra) € (Rf)? as follows:
1. If Ry < H5(X|Y')/2, then choose

Ri=0, Ry =H;X|Y)—~Ra+e, Ry=Ry. (144)
2. Else if H;(X|Y')/2 < Ry < H;(X|Y'), then choose
Ry=2Ry — H;(X|Y) —¢, Ri=Ry=H;X|Y)—Ry+e. (145)

(To guarantee that Rs > 0, we assume in this case that € > 0 is sufficiently small so
that, in addition to (I43]), also

holds.)
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3. Else if H5(X|Y) < Ry, then choose
R,=Ry, Ri=R,=0. (147)

Having chosen (R, Ry, Ry), choose the triple (cs,c1,c2) € N3 to be (2”RS,2"R1,2"R2). For
every sufficiently-large n, this choice implies (61]) and (67), and by Theorems and The-
orem [I[3] we can thus guarantee (62)—(G3) in the guessing version and (G8)—(69) in the list
version. Note that

R.+ Ry + Ry > H5(X|Y). (148)

Combining (I48) with (62) in the guessing version and with (G8) in the list version yields
ET). Moreover, combining (I48) with (63 in the guessing version and with ([69) in the list

version implies that

limin log ("Q%E (P e ))

n—00 n

> p(HsX|Y) - (Ry v Rz)) (149)
> p((R1 ARy — €) N Hs(X|Y)). (150)

Letting € tend to zero proves that the privacy-exponent cannot be smaller than the RHS of

®3).

6.3 A Proof of Theorem [17

If R + Ry < H;(X|Y) — p'Eg, then (G4) in the guessing version and (70) in the list
version imply that the modest privacy-exponent is negative infinity. We hence assume that
Ri+ Ry > Hi(X|Y) — p~'Eg.

We first show that the modest privacy-exponent cannot exceed the RHS of (84]). To this
end suppose that (B9) holds. This, combined with (63]) in the guessing version and (7)) in
the list version, implies that

. log(quE(PXnﬁyn))
lim sup

n— o0 n

< (p(R1 A R2) + Eg) A pH;(X|Y). (151)

Hence, the modest privacy-exponent cannot exceed the RHS of (&4]).

We next show that the modest privacy-exponent cannot be smaller than the RHS of
(B4). By possibly relabeling the hints, we can assume w.l.g. that Ro = Ry A Ra. Choose a
nonnegative rate-triple (Rs, R1, R2) € (RT)? as follows:

1. If Ry < (H3(X|Y) — p~'Eg)/2, then choose

Ri=0, Ry =H;X|Y)—-p 'Eg— Ry, Ry=Ro. (152)
2. Else if (H5(X|Y) —p~'Eg)/2 < Ry < H;(X|Y) — p~'Ep, then choose
Ry =2R; — Hi(X|Y)+p 'Ep, Ri=Ry=H;X|Y)—p 'Ep— Ro. (153)
3. Else if H;(X|Y) — p~'Ep < R2, then choose

Rs= Ry, Ry =Ry=0. (154)
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Having chosen (Rs,}?l,]%g), choose the triple (cs,c1,ca) € N3 to be (2”R5,2"1:31,2"15°2). For
every sufficiently-large n, this choice implies (€1]) and (G7), and by Theorems and The-
orem [[3] we can thus guarantee ([62)—(63) in the guessing version and ([EX)—([EJ) in the list
version. Note that

Re+ Ry + Ry > Hy(X|Y) — p~ ' Ep. (155)
Combining (I55) with (62)) in the guessing version and with (G8)) in the list version yields
®3). Moreover, combining (I53) with (G3]) in the guessing version and with ([69) in the list
version implies that

lim inf log (JZ{E (Pxcn,ye ))

n—00 n

> p(Hp(X|Y) = (B1 V Ry)) (156)
> (p(R1 A Rp) + Eg) A pH(X|Y). (157)

Consequently, the modest privacy-exponent cannot be smaller than the RHS of (84]), which
concludes the proof.

7 Resilience against Disk Failures

In this section we generalize the model of Section Ml to allow for Alice to produce ¢ hints (not
necessarily two) and store them on different disks, for Bob to see v < § (not necessarily 2)
of those hints, and for Eve to see n < v (not necessarily one) of the hints. We assume that,
after observing X and Y, an adversarial “genie” reveals to Bob the v hints that maximize his
ambiguity and to Eve the n hints that minimize her ambiguity. The former guarantees that
the system be robust against é — v disk failures, no matter which disks fail; and the latter
guarantees that Eve’s ambiguity be “large” no matter which n hints she sees. We allow the
genie to observe (X,Y), because, as we have seen, not allowing the genie to observe (X,Y)
would lead to a weaker form of secrecy (see Example [I]).

The current network can be described as follows. As in Section 4 we consider two
problems, the “guessing version” and the “list version,” which differ in the definition of Bob’s
ambiguity. Upon observing (X,Y) = (z,y), Alice draws the §-tuple M = (My, ..., Ms) from
the finite set F. according to some conditional PMF

PIM =m|X =z,Y =y], mcTF).. (158)

We assume here that each hint comprises s bits (i.e., that M takes values in F3.); why this
assumption is reasonable will be explained shorty (see Theorem 27 and Remark 28 ahead).
Bob gets to see a size-v set B C {1,...,d}, the components Mp of M indexed by B, and
the side information Y. As already mentioned, the index set B is chosen by an adversary of
his. In the guessing version Bob guesses X using an optimal guessing function Gg(-|Y, M3),
which minimizes the p-th moment of the number of guesses that he needs. (As indicated by
the subscript, the guessing function Gp(-|Y, Mg) can depend on B.) His min-max ambiguity
about X is thus given by

(g) — : P
3” (Pxy) GB(I"?;E\JB)E mBaXGB(X|Y, Mp) } (159)
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In the list version Bob’s ambiguity about X is
A (Pxy) = E[max |y, |"], (160)
where for all y € Y and mp € IFS.
£y, = {z: P[X =2|Y =y, Mg = mp] >0} (161)
is the list of all the realizations of X of positive posterior probability

PIX = 2|Y =y, M = mg]
— PX,Y(xay)P[MB:mB|X:x’Y:y]
S Pxy(Z,y)P[Mp =mp|X =2,V =y]

(162)

Note that for B¢ = {1,...,6} \ B we have

P[Mg=mp|X =2,Y =y|= Y PIM=m|X =2Y =y
mpe
Eve observes a size-n set £ C {1,...,46}, the components Mg of M indexed by £, and the
side information Y. The index set £ is chosen by an accomplice of hers. Eve guesses X using
an optimal guessing function Gg(-|X, M), which minimizes the p-th moment of the number
of guesses that she needs. (The guessing function Gg(:|X, Mg) can depend on £.) In both
versions her ambiguity about X is thus given by
5 (P = min [E|minGg(X|Y, Mg)?|. 163
b(Pxy) = min E|minGe(X|Y, Me) (163)
Optimizing over Alice’s choice of the conditional PMF in (I58]), we wish to characterize the
largest ambiguity that we can guarantee that Eve will have subject to a given upper bound
on the ambiguity that Bob may have.

Of special interest to us is the asymptotic regime where (X,Y’) is an n-tuple (not neces-
sarily drawn IID), and where each hint stores

s=nR,

bits, where R, is nonnegative and corresponds to the per-hint storage-rate. (We assume
that J, v, and 7 are fixed.) For both versions of the problem, we shall characterize the
largest exponential growth that we can guarantee for Eve’s ambiguity subject to the con-
straint that Bob’s ambiguity tend to one, i.e., we shall characterize the privacy-exponent
Eg defined in Definition [l In addition, we shall also characterize the largest exponential
growth that we can guarantee for Eve’s ambiguity in case Bob’s ambiguity is allowed to grow
exponentially with a given normalized (by n) exponent Ep > 0, i.e., we shall characterize
the modest privacy-exponent Ef(Eg) defined in Definition 2l As for the model of Section @]
the privacy-exponent and the modest privacy-exponent turn out not to depend on the ver-
sion of the problem, and in the asymptotic analysis .75 can thus stand for either ,Q%ég) or Q%EEI).
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7.1 Finite-Blocklength Results

In the next two theorems (v — n)r should be viewed as the number of information-bits that
can be gleaned about X from v but not from 7 hints. Moreover, for every v € {n,v}, vp
should be viewed as the number of information-bits that any v hints reveal about X. By
adapting the proof of Theorems 4] and BH to the case at hand (see Appendix [[), we obtain

the following results:

Theorem 24 (Finite-Blocklength Guessing-Version). For every pair (p,r) € {0,...,s}?

satisfying

pF+r=s, (164a)
p, 7€ {0} U {[logd], [logd] +1,...}, (164b)

there is a choice of the conditional PMF in ([I58) for which Bob’s ambiguity about X is
upper-bounded by

fQ{Egg)(PX7Y) < 1 + 2p(H,3(X‘Y)—I/S+7]7‘+1)’ (165)
and Eve’s ambiguity about X is lower-bounded by
a(Pxy) > 9p(Hp(X|Y)—n(s—r)—nlog s—log(1+1In|X])) (166)
Conversely, for every conditional PMF, Bob’s ambiguity is lower-bounded by
‘Q{B(g) (PX Y) > 2p(H5(X\Y)7usflog(1+ln [x0)) V. 1’ (167)
and Eve’s ambiguity is upper-bounded by
quE(Pxﬁy) < 2p(yin)SJZ{]§g) (Pxﬁy) AN 2pH’3(X‘Y). (168)
Proof. See Appendix [[.2 O

Theorem 25 (Finite-Blocklength List-Version). If 2¥¢ > log|X| + 2, then for every pair
(p,r) €10,...,s} satisfying

p+r=s, (169a)
p, 7€ {0} U {[logd], [logd] +1,...}, (169b)
257 > log | X| + 2, (169c)

there is a choice of the conditional PMF in (I58) for which Bob’s ambiguity about X is
upper-bounded by

szél) (Pxy) <1+ 9P (H5(X[Y)—log(2"*7"" ~log |X¥|-2)+2) (170)
and Eve’s ambiguity about X is lower-bounded by

dg(Pxy) > 2°Hs(XIY)=n(s—r)=nlogd-log(1+In | X)) (171)

34



Conversely, for every conditional PMF, Bob’s ambiguity is lower-bounded by
A (Px.y) > 20HA(XIY)=vs) /1 (172)
and Eve’s ambiguity is upper-bounded by
(Px.y) < 2005 gz (P ) A 20H(XIY) (173)
Proof. See Appendix [F.2. O

The bounds in Theorems and are tight in the sense that, with a judicious choice
of p and r, the achievability results (namely ([I63)—(IG6) in the guessing version and (I70)—
([ITT) in the list version) match the corresponding converse results (namely (I67)—(I68) in
the guessing version and ([72)—(I73) in the list version) up to polynomial factors of 6" and
of In|X|. This can be seen from the following corollary to Theorems [24] and 25 which states

the achievability results in a simplified and more accessible form:

Corollary 26 (Simplified Finite-Blocklength Achievability-Results). In the guessing version,

for any constant % satisfying
Uy > 1+ 2°H(XIY)—vs+1) (174)

there is a choice of the conditional PMF in ([I58) for which Bob’s ambiguity about X is
upper-bounded by

A (Px.y) < Us, (175)
and Eve’s ambiguity about X is lower-bounded by
Au(Pxy) > (6"(1+In |X|))_p(((25)_”’72p(”_’7)8(%3 1) A zﬂHﬁ<X|Y>). (176)
In the list version, for any constant Uy satisfying

Uiy > 1 + 2PHA(X|Y)—log(2"" ~log | X|-2) +2) (177)

there is a choice of the conditional PMF in ([I58) for which Bob’s ambiguity about X is
upper-bounded by

A (Pxy) < Us, (178)
and FEve’s ambiguity about X is lower-bounded by
n(Pxy) > (0"(1+1n|X]) " <(2—3P(25)—P"2P<”—">5(% —-1))
A2PHB(X]Y)

A ((2(25)’7 (2 + log |X|)) _p2ﬂ<<V">S+Hﬁ<X|Y>>)> . (179)
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Proof. The result is a corollary to Theorems 24 and See Appendix [G] for a detailed
proof. [l

We conclude this section by explaining why it is a good idea to store an equal number of
bits on each disk. This can be seen from the next theorem:

Theorem 27 (Converse Results: Disk ¢ stores s, Bits). Suppose that for every € € {1,...,6}

Disk £ stores sy bits, where s;1 < ... < s5. For every conditional PMF in (I58]), Bob’s

ambiguity about X is—depending on the version of the problem—Ilower-bounded by
"Qfég)(pr) > oPUH(XIY) =3 iy se—log(1+In|X]) /1 (180a)
Qfél)(PX,Y> > oP(Ha(XIY)=2iose) \/ 1 (180b)

and Eve’s ambiguity about X is upper-bounded by

(Px.y) < 903 =] S‘ﬂég)(Px,y) A 2°HF(XIY) (181a)
(Px.y) < 20501 50 oD (Py y) A 2°H(XTY), (181D)
Proof. See Appendix [l O

Remark 28 (Why Store s Bits on Each Disk?). Compare a scenario where for every
¢ e {1,...,0} Disk ¢ stores s; bits, where s; < ... < s5, with a scenario where each disk
stores | (s1+...+55)/d] bits. Based on Theorem 27 and Corollary 26] neglecting polynomial
factors of 0" and of In |X|, every pair of ambiguities for Bob and Eve that is achievable in

the former scenario is also achievable in the latter scenario.

7.2 Asymptotic Results

Suppose now that (X,Y) is an n-tuple. We study the asymptotic regime where n tends
to infinity. Recall that in this regime we refer to both ﬂég) and ﬂél) by /3, because the
results are the same for both versions. As we prove in Appendix [ Theorems 24] and 28] and
Corollary 26l imply the following asymptotic result:

Theorem 29 (Privacy-Exponent and Modest Privacy-Exponent). Let {(Xi’yi)}ieN be a
discrete-time stochastic process with finite alphabet X X ), and suppose its conditional Rényi
entropy-rate H;(X|Y') is well-defined. Given any nonnegative rate R, the privacy-ezponent
18

p(Rs(v —n) NH(X|Y)) vR, > Hs(X|Y),

By = (152)
—00 vR, < H;(X|Y),
and the modest privacy-exponent for Fg > 0 is
S pRs(v —m) + EB) N pH;(X|Y VRSZH~XYfp_1EB,
B - | (PR =)+ Bn) A pHA(XIY) H(X[Y) s

—00 VvRs < Hﬁ(XlY) — p_lEB.

36



By ([I82) we can achieve the maximum privacy-exponent pH;(X|Y') if the per-hint
storage-rate satisfies

where H;(X|Y') is the minimum rate that is necessary to describe the source for Bob. This
agrees with the well-known result that the optimal share-size to share a k-bit secret so that

any v shares reveal X and any 7 shares provide no information about X is k/(v —n) (see,
e.g., [8]).

8 Coding and Encryption under a Fidelity Criterion

In this section we study a rate-distortion version of the model of Section[d] where reconstruc-
tions are lossy but subject to a given fidelity criterion. We only treat the asymptotic regime
where (X,Y) is an n-tuple, and we shall assume that the n-tuple is drawn IID. Throughout
this section, {(XZ-, Yi)}ieN is thus a discrete-time stochastic process of IID pairs (X;,Y;) that
are drawn from the finite set X x Y according to the PMF Px y.

Consider some “reconstruction alphabet” X and some nonnegative “distortion-function”
d: X x X — Rar. We quantify the distortion between any pair of n-tuples (x,%) € X™ x xn

by their average distortion
L&
d™(x,%x) = - ; d(zi, #;). (184)
The fidelity criterion we study is that any reconstruction x € X™ of X satisfy
d™(X™ %) < A (185)

for some nonnegative “distortion-level” A > 0. Following the convention of [7], we assume
that for every x € X there exists some & € X for which d(xz,%) =0, i.e., that
mind(z,z) =0, Vo € X. (186)
peXk
To describe the results in this section, we denote by Rx|y(Qx,y,A) the classical rate-
distortion function of X given Y under some fixed PMF Qx y on X x Y [23, Ch. 7]

Rxy(@x,y,A)= min I(X,X|Y); (187)
X|X,y "
E[d(X,X)]<A
and we denote by D(Qx,y||Px,y) the Kullback-Leibler divergence between two PMFs Q x v

and Pxy on X x ). By E{¥)

X|Y(PX1Y’ A) we refer to the functional

ngl)y(PX,YaA) = sup (RX|Y(QX,YaA) - pilD(QX,YHPX,Y))a (188)

X, Y

where the supremum is over all PMFs Qxy on & x V.
The remainder of this section is structured as follows. Section R.I] summarizes some no-

tions and results pertaining to the rate-distortion versions of the guessing and task-encoding
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problems. Section extends the results on guessing and task-encoding of Section Bl to the
case where the reconstruction is subject to the fidelity criterion (I83). Finally, Section
studies a rate-distrotion version of the model of Section @l

8.1 Optimal Guessing Functions and Task-Encoders

Suppose we want to guess a reconstruction x € X" of X" that satisfies the fidelity crite-
rion (I8H) with guesses of the form “Is d™ (X" %) < A?” Similarly as in Section 22, we
call G(-|Y™) a guessing function on X™ if for every y € V" the mapping G(-ly): X" —
{1, cee |)2 |"} is one-to-onell The guessing function determines the guessing order: If we use
G (-]Y™) to guess a reconstruction of X™ from the observation Y and observe that Y™ equals
y, then the question “Is d(™(X™ %) < A?” will be our G (X|y)-th question.

Suppose we are given a guessing function G (-]Y™). For every y € Y™ we define
Gally): X" = {1,...,1x|"}

as the unique mapping satisfying that, if (X™,Y™) equals (x,y), then the first question
that will be answered with “Yes!” will be our G, (x]y)-th questionﬁ That is, for every
pair (x,y) € X" x V" we denote by G, (x|y) the smallest positive integer j satisfying
that d(™ (x,%) < A holds for the unique n-tuple x € X" for which G(x|y) = j. The success
function corresponding to G(-[Y™) is the collection {GA('|Y)}yeyn and is denoted G5 (-|Y™).
For every y € Y™ we define

Ylly): A" — &

as the unique mapping satisfying that
(v(xly) =% = Galxly) = G(Rly)), ¥ (x,%,y) € X" x X" x D", (189)

so if (X, Y™) equals (x,y), then the question “Is d™ (X™, %) < A?” will be answered with
“Yes!” for the first time when X = ¢(x|y). The reconstruction function corresponding to
G(-]Y™) is the collection {1/)(~|y)}yeyn and is denoted 9 (-|Y™).

We assess the performance of a guessing function in terms of the p-th moment of the
number of guesses that we need to guess a reconstruction X that satisfies the fidelity criterion
(I85). That is, the performance of G(|Y™) is E[GA(X™[Y™)?], where G5 (-|Y") is the
success function corresponding to G(-|Y"™). We say that a guessing function is optimal if
its performance is optimal, i.e., G (-|Y™) is optimal iff its corresponding success function
minimizes E |G (X"|Y")?] among all success functions. We can use Arikan and Merhav’s

results in [7] to characterize the asymptotic performance of optimal guessing functions on
xm:

Theorem 30 (Asymptotic Performance of Optimal Guessing Functions on X™). [7, Sec-

tion VI. C.] There exist guessing functions é(|Y") whose corresponding success functions

4Unlike the guessing problem of Section 222 where we guess over the source-sequence alphabet X, here
we guess over the reconstruction-sequence alphabet xn.
5By ([I86) and because A > 0, at least one question will be answered with “Yes!”.
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GA(|Y™) satisfy

: 1 n n
lim —log(E[GA(X Y )P}) < pEL), (Pxy, D). (190)

n—o00 N,

Conwversely, for every quessing functions é(|Y”) with corresponding success functions G A (+]Y™)

n—oo

1
lim Elog(E [GA(X"|Y")PD > pEL), (Pxy, D). (191)

For task-encoders we adopt the terminology of [4, Section 7]. Given some finite set Z,
a task-encoder f(:|Y™) for X™ given side-information Y™ is for every y € Y™ a mapping
fCly): X™ — Z. A corresponding task-decoder ¢(-|Y™) is, for every y € Y™, a mapping
o(ly): 2 — 22" for which

Vx € X" st PRy (xly) >0 3% €o(f(xly)|y): d™(x,%) < A. (192)

If, upon observing Y™, the task-encoder describes X™ by Z = f(X"|Y™), then the corre-
sponding decoder produces the list LY 2 #(Z|Y™). By ([[@2) this list is guaranteed to
contain a reconstruction X € X™ of X" that satisfies the fidelity criterion ([I83).

As in Section [Z2] a stochastic task-encoder associates with every realization (x,y) €
X™ x Y™ of the pair (X", Y") a PMF on Z and, upon observing the side information y,
describes x by drawing Z from Z according to the PMF associated with (x,y), so conditonal
on (X,Y) = (x,y) the probability that Z = z is

PZ=zX"=x,Y"=y], (x,y,2)EX"xY"x Z. (193)
A corresponding task-decoder is a collection of lists {£¥} for which

V(x,y,2) €X' x V" x Zst. Pxy(x,y)P[Z =2 X" =x,Y"=y]| >0 3IxecLly:
d™(x,%) < A. (194)

If, upon observing Y, the task-encoder describes X™ by Z, then the corresponding decoder
produces the list £§" c xm. By ([I@4)) this list is guaranteed to contain a reconstruction
X € X" of X" that satisfies the fidelity criterion (I8H).

We assess the performance of an encoder-decoder pair in terms of the p-th moment
E [‘E%n ’p } of the size of the list that the decoder produces. Bunte and Lapidoth charac-
terized the asymptotic performance of optimal encoder-decoder pairs for the case where Y
is null and the task-encoder is deterministic [4, Theorem VII.1]. A generalization of the
results in [4] to the case at hand where Y™ need not be null and the task-encoder may
be stochastic is feasible but not carried out in this paper. Instead, we shall use the close
connection between task-encoding and guessing to characterize the asymptotic performance
of optimal encoder-decoder pairs. The performance guarantees for optimal encoder-decoder
pairs are thus presented in Section ahead (Corollary [36] ahead).
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8.2 Lists and Guesses

This section extends the results of Section B to the case where the reconstruction X € X™
of X™ is subject to the fidelity criterion (I8H). We begin with the rate-distortion version
of Lemma [B which quantifies how some additional informaiton Z (e.g., some description
produced by an encoder), can help guessing:

Lemma 31. Given a finite set Z, draw Z from Z according to some conditional PMF
Py xn yn, so (X", Y", Z) ~ Py X Pz xn yn. For optimal guessing functions G’*(~|Y",Z)
and G*(-|Y™) with corresponding success function GA(-|Y™, Z) and G (-|Y™) (which mini-
mize E[G (XY™, Z)?] and BE[GA(X™[Y™)?], respectively)

E[GA(X"Y™,Z)"] > | 2| PE[GA(X"[Y™)"]. (195)

Conwersely, if Y(-|Y™) is the reconstruction function corresponding to G*(-|Y™) (for which
([I89) holds when we substitute G*(x|y) for G(X|y) and G (x|y) for GA(x|y) in (I89)) and
Z = f(1/)(X”|Y”),Y") for some mapping f: X" x Y — Z for which fxy) = f(X,y)
implies either {G*(fc|y)/|Z|—| # [G*()Ac'|y)/|Z|—| orx =X, then

E[Ga(X"Y", 2] < E[[Ga(X"Y")/12]]"]. (196)
Such a mapping f always exists, because for alll € N at most | Z| different X € xn satisfy
[G*(xly)/12]] = 1.
Proof. See Appendix [Jl O
Lemma BT and () imply the following rate-distortion version of Corollary

Corollary 32. Given a finite set Z, there exists some mapping f: X" x Y™ — Z such that
Z = f(X™,Y™) satisfies
~min E[GA(X™MY™, Z)’] <1+2°|Z]7" min E[GA(X"[Y™)’]. (197)
G(|Y™,2) G(lY™)
Conversely, for every chance variable Z that takes values in Z
~min E[GA(X"Y", Z)’] > |Z]7” min E[GA(X"[Y™)?] V1. (198)
G(|lY™,2) G(lYm)
(In [O7) and @98) GA(-|Y™, Z) and GA(:|Y™) are the success functions corresponding to
G(-[Y"™, Z) and G(-|Y™), respectively.)

From Corollary and Theorem [B0] which characterizes the asymptotic performance
of optimal guessing functions G (-|[Y™), we obtain the following asymptotic rate-distortion

version of Corollary [t

Corollary 33. Let G(-|Y", Z) be guessing functions and let G 5 (-|Y™, Z) be the corresponding

success functions. Then, given a positive rate R > 0 and finite sets Z,, satisfying

log | Z,,
lim 70g| |:

n—00 n

R, (199)
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there exist mappings fn: X™ x Y"* — Z,, for which Z, = f,(X™,Y™) satisfy

1
lim —1og( min IE[GA(X"|Y”,Z,,)P]) < p(Eg?‘)Y(PXy,A) —R) V0. (200)

nmeen TG (Yn.2)

Moreover, if R > ngﬁy(PX,YaA); then there exist mappings fn: X™ x Y™ — Z, for which
Zn = fn(XnﬂYn) satisfy

lim  min  E[GA(X"[Y"™, Z,)"] = 1. (201)

n— o0 G(‘\Y",Z)

Conversely, for all chance variables Z,, taking values in Z,

1
lim —1og( min IE[GA(X"|Y”,Z,,)P]) > p(Eg?‘)Y(PXy,A) —R) Vo, (202)

n—eo n G(-|y™,2)
Our next result is a rate-distortion version of Theorem

Theorem 34. Let Z be a finite set.

1. Given any stochastic task-encoder [I93)), every decoder with lists {LY} [I94) induces
a guessing function G(-|Y™) whose corresponding success function GA(|Y™) satisfies

E[GA(X Y™ < |Z|P1E[\L§"|p] (203)

2. Fwvery guessing function G(|Y”) with corresponding success function GA(-|Y™) and
every positive integer w < |X|" satisfying

12| > w(l + @ogﬂmn/w}D (204)

induce a deterministic task-encoder, i.e., a stochastic task-encoder whose conditional
PMF ([@93) is {0, 1}-valued, and a decoder whose lists {L£¥} ([I94) satisfy

]EUE‘Z”"H < E“GA(X"W")/LU]’)}. (205)
Proof. See Appendix [Kl O

The following rate-distortion version of Corollary [0 results from Theorem B4l and () by
setting

w= {|Z|/(1 + pogp%m)J
in Theorem [341

Corollary 35. Given a set Z of cardinality |Z| > 1 + Llog|2€|"J, any guessing function
G (-|Y™) with corresponding success function G (-|Y™) induces a deterministic task-encoder,
i.e., a stochastic task-encoder whose conditional PMF ([93)) s {0, 1}-valued, and a decoder
with lists {£Y¥} (I94) that satisfy

Y"|P n|yn |Z| -’
E[|£Z | } <1+ 2°E[GA(X"Y )p]<71+10g|2€'|" 1> . (206)
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We can combine (203) and (206]) with Theorem B0, which characterizes the asymptotic
performance of an optimal guessing function G (-|]Y™), to characterize the asymptotic perfor-

mance of optimal encoder-decoder pairs:

Corollary 36 (Asymptotic Performance of Optimal Encoder-Decoder Pairs). Given a pos-
itive rate R > 0 and finite sets satisfying

log | Z,,
lim 7og| |:

n—00 n

R, (207)

there exist deterministic task-encoders, i.e., stochastic task-encoders whose conditional PMF's
([I93) (where we substitute Z, for Z in [I93)) are {0,1}-valued, and decoders whose lists
{£Y } satisfy [[94) (when we substitute Z,, for Z in ([94)) for which

1 .
Jlim ~logE [}Lgn ﬂ < p(Eg?‘)Y(PXy, A) — R) V0 (208)

and if, moreover, R > ngl)Y(Px,y, A), then there exist encoder-decoder pairs for which

lim ]Eﬂ,cm ﬂ =1 (209)

n—oo

Conversely, for any stochastic task-encoders (I93) (where we substitute Z, for Z in ([I93)))
and decoders whose lists { LY } satisfy ([3) (when we substitute Z, for Z, z, for z, and Z,

for Z in (194))

1 .
Jim —og B[} ] = p(E) (Pxy,8) - R) vo. (210)

Note that for the special case where Y™ is null Corollary specializes to [4, Theo-
rem VII. 1].

Another interesting corollary to Theorem B4l that is to say a rate-distortion version of
Corollary [[d] results from the choice w = 1 in Theorem B4

Corollary 37. Given a set Z of cardinality |Z] = 1 + Llog|z’9|"J, any guessing function
G(-|Y™) with corresponding success function G5 (-|Y™) induces a deterministic task-encoder,
i.e., a stochastic task-encoder whose conditional PMF ([I93)) is {0, 1}-valued, and a decoder
with lists {£Y} [I94) that satisfy

Eﬂ,cg"ﬂ <E[GA(X"Y™)?]. (211)

8.3 Distributed-Storage Systems

We consider the following rate-distortion version of the model in Section @l Upon observing
(X™ Y™ = (x,y), Alice draws the hints M7 and Ms from the finite set M; x My according

to some conditional PMF
P[Ml :ml,Ml :m1|X":x,Y":y]. (212)
We assume here that

Mlz{lv"'72an}7 M2:{15"'72HR2}7
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where (R1, R2) is a nonnegative pair corresponding to the rate. Bob sees both hints. In the
guessing version he guesses a reconstruction of X™ that satisfies (I85]) based on the hints and

the side information Y, and Bob’s ambiguity about X" is thus

B (PEy,A)=  min  E[GA(X"[Y", My, Ma)*], (213)
G(-|Y™,My,M2)
where GA(-|Y™, My, Ms) is the success function corresponding to the guessing function
G(-|Y™, My, M). In the list version Bob’s ambiguity about X™ is

A (Pyy, 8) =E[|LXn s |’ (214)

where {£¥ } are the lists of a decoder corresponding to the stochastic encoder ([212) and

my,mi1

thus satisfy (I94) (when we substitute (M7, Ms) for Z, (my,mse) for z, and My x My for Z
in (I94)), so

P)?Y(X,y)P[Ml =mq, My = m1|X" =x,Y" = y] >0

— Ixe Ly . :dM(x,x) <A, (215)

mi,m2

Eve sees one of the hints and guesses a reconstruction of X™ that satisfies (I80) based on
this hint and the side information Y. We assume that an accomplice of hers chooses the hint
so that her guessing efforts are minimum. In both versions Eve’s ambiguity about X is thus

(PR, A) = min E[GL (XY™, M) A GR (XY™, M)?], (216)
’ G (Y, My), GO (-|Y ", Ms)

where G(Al) (-|Y™, M) and G(AQ) (-]Y™, M) are the success functions corresponding to the guess-
ing functions G (-]Y™, M) and G® (-]Y", My), respectively.

For both versions of the problem, we shall characterize the largest exponential growth
that we can guarantee for Eve’s ambiguity subject to the constraint that Bob’s ambiguity
tend to one, i.e., we shall characterize the privacy-exponent Ey defined in Definition [l In
addition, we shall also characterize the largest exponential growth that we can guarantee
for Eve’s ambiguity in case Bob’s ambiguity is allowed to grow exponentially with a given
normalized (by n) exponent Eg > 0, i.e., we shall characterize the modest privacy-exponent
E% defined in Definition 2l Like the model studied in Section Ml the privacy-exponent
and the modest privacy-exponent turn out not to depend on the version of the problem, and
o/g can thus stand for either Q{ég) or Q%Egl).

Our results are presented in the following theorem, which generalizes Theorems [16] and
[l To prove the theorem, we combine the proofs of Theorems [I2] and [[3] with the proofs of
Theorems [I6 and 7l Thereby, we replace the results of Section [3] with their rate-distortion
versions, i.e., with the results of Section The main difficulty in adapting the proofs to
the rate-distortion version of the problem is that Claim 1 in the proof of Theorems[12] and
need not hold, because Eve need not guess X™ but only a reconstruction of it that satisfies

(@=3).
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Theorem 38. Given any nonnegative rate-pair (Ryi, Re) and distortion-level A > 0, the

privacy exponent is

p(Rl A Ro A E§?|)Y(PX7Y’ A)) R+ Ry > Eg?‘)y (Pxﬁy, A),

T = x| (217)
—00 Ri+ Ro <E;‘Y(Pxﬁy,A);
and the modest privacy exponent for Eg > 0 is
(p(Rl A Rz) + EB) A pEga)Y(PX,Yv A)
Eg(Ep) = Ri+ Ry > EY) (Pxy,A) = p~'Eg, (218)
—00 Ri+ Ry < ES?EY(PXA/,A) — pflEB.
Proof. See Appendix [[1 O

9 Summary

This paper studies a distributed-storage system whose encoder, Alice, observes some sensitive
information X (e.g., a password) that takes values in a finite set X and describes it using two
hints, which she stores in different locations. The legitimate receiver, Bob, sees both hints,
and—depending on the version of the problem—must either guess X (the guessing version) or
must form a list that is guaranteed to contain X (the list version). The eavesdropper, Alice,
sees only one of the hints; an accomplice of hers controls which. Based on her observation, Eve
wishes to guess X. For an arbitrary p > 0, Bob’s and Eve’s ambiguity about X are quantified
as follows: In the guessing version we quantify Bob’s ambiguity by the p-th moment of the
number of guesses that he needs to guess X, and in the list version we quantify Bob’s
ambiguity by the p-th moment of the size of the list that he must form. In both versions
we quantify Eve’s ambiguity by the p-th moment of the number of guesses that she needs to
guess X. For each version this paper characterizes—up to polylogarithmic factors of | X|—the
largest ambiguity that we can guarantee that Eve will have subject to a given upper bound
on the ambiguity that Bob may have. Our results imply that, if the hint that is available
to Bob but not to Eve can assume o realizations, then—up to polylogarithmic factors of
| X¥'|—the ambiguity that we can guarantee that Eve will have either exceeds the ambiguity
that Bob may have by a factor of ¢” or—in case the hint that Eve observes reveals no
information about X—is as large as it can be. This holds even if we require that—up to
polylogarithmic factors of |X|—Bob’s ambiguity be as small as it can be. The paper also
discusses extensions to a distributed-storage system that is robust against disk failures and
a rate-distortion version of the problem.

The results for the guessing and the list version are remarkably similar: every pair of am-
biguities for Bob and Eve that is achievable in the guessing version is—up to polylogarithmic
factors of | X|—also achievable in the list version and vice versa. This can be explained by the
close relation between Arikan’s guessing problem [3] and Bunte and Lapidoth’s task-encoding

problem [4] that this paper reveals. The relation can be used to give alternative proofs of [4]
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Theorems 1.2 and VI.2] as well as the direct part of [5, Theorem I.1]. It holds also for the
rate-distortion versions of the guessing and task-encoding problems, which were introduced

in [7, []; and in this case it can be used to give an alternative proof of [4, Theorem VII.1].

A A Proof of Corollary 14

Proof. The converse results readily follow from the converse results of Theorem @)
implies (76) and (65]) implies (77). The proof of the achievability results (74)—(75) is more
involved. Suppose that (73]) holds. To show that there is a choice of the conditional PMF in
(@9) for which (74)—(75) hold, we will exhibit a judicious choice of the triple (c,c1,c2) € N3
for which (74) follows from (62]) and (75]) from (G3]). By possibly relabeling the hints, we can
assume w.l.g. that |[Ma| = | M| A |Maz|. Our choice of (cs,c1,c2) depends on the constant
5 and the cardinalities |M;| and |Ms]. Specifically, we distinguish between three different
cases.

The first case is the case where
U > 1 + 2°PH(X[Y)—log[Ma[+1) (219)
In this case we choose
¢s = |[Ma| and ¢; = ¢3 = 1. (220)

Note that this choice satisfies (GI). Consequently, (G2 implies that Bob’s ambiguity satisfies

[@):

ﬁfég)(Px,y) < 1 4 9P(Hs(X|Y)—log [ Mz|+1) (221)
< U, (222)

where the second inequality holds by 2I9). Moreover, it follows from (G3]) that Eve’s ambi-
guity satisfies ([75)):

(Px.y) > (14 In|x|)~r2rtHs(X[Y)=log2) (223)
= 27°(1 4 In|Xx|)~P2rHs(XIY), (224)

The second case is the case where
U > 1+ UM1|/|M2|J “Pop(Hp(X[|Y)—log | Mz|+1) (225a)
and
U < 1+ 2PHHX[Y)—log[Ma|+1) (225b)
In this case we choose

o= [Ma|, 1= ’VQH,;(X\Y)—log\M2|+1—p*110g(@/13—1)—‘, co = 1. (226)
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By (225al), this choice satisfies (61]). Moreover, note that

Cacrca > | M| 2Hr(XIY)—log [Mal+1-p~" log(#s —1) (227)

— 9Hp(X|Y)+1—p~ ' log(%s—1) (228)

Consequently, it follows from (62)) that Bob’s ambiguity satisfies (74]):

ﬁfég)(PX,Y) <1+ op(Hs(X|Y)=(Hp(X|Y)+1—p~ " log(%s—1))+1) (229)
=Y. (230)

From (2250) it follows that

1 < oHH(X[Y)~log | Ma|+1—p~ " log(%s—1) (231)

Note that, for every £ > 1, it holds that [£] < 2£. Consequently, 226]) and (231)) imply that

ci+ec=c +1 (232)
<2 (233)
< QHp(X|Y)—log | Ma| +3—p" log(%p—1) (234)

Eve’s ambiguity satisfies (7H)), because from (63) and (234]) it follows that:

s(Pxy) > (1 +1n |X|)*pQP(Hﬁ(XIY)*(Hﬁ(XIY)*IOg [Mz|+3—p~" log(%s—1))) (235)
=27%(14+In|X|) " |Mo|? (% — 1) (236)
=27%(14+In|X]) " (|M1| A [Ma|)* (% — 1), (237)

where the last equality holds by the assumption that |[Ms| = |[M1]| A [ M.

The third and last case is the case where
U < 1+ [|M1]/|Mz]]~P2rHAXY) —log [Mal 1), (238)
In this case we let £* € N be the largest positive integer k for which
14 20k~ | | M |/k] 7 [| Mol k] 2P HeXIY) < g5, (239)
and we choose
s =k, e =[|IMil/K*], c2 = || Ma|/k"]. (240)

The existence of such a k* follows from (73]), which implies that ([239) holds when we sub-
stitute 1 for k. The choice in ([240) satisfies (GI). Consequently, (62]) implies that Bob’s
ambiguity satisfies (74):

A (Pyy) < 1+ 20 Ha(XIY)—log(ex | Mal /e | Mzl /e ) +1) (241)
< Us, (242)
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where in the second inequality we used that ([239) holds when we substitute ¢, for k. By the

choice of ¢, in (240) we also have

_pH- (a) _ |M1| P |M2| -’
pH5(X[Y) _ Plp p
2 (U —1) < 2°(cs+ 1) LSHJ Lﬁl (243)
() cs+1 Y
< —=— 244
<|M1||M2|> (244)
(C) C. f
<ot _—= ) 245
= <|M1||M2|> (245)

where (a) holds because ¢ is the largest positive integer k for which (239) holds and conse-
quently

— |M1| - |M2| -’ H;(X
U, 14 9°(c. - 1)P 9pH(XY).
B <1+ (Cs+ ) \‘CS+1 CS+1 y

(b) holds because (238)) and the fact that (239) holds for every positive integer k < ¢5 + 1
imply that |[Mas| > ¢s + 1 and consequently that |[Mi| A |[Ma| > ¢s + 1, and because

§/2< &), €21

and (c) holds because ¢s > 1 and consequently ¢s + 1 < 2¢5. From (248) we obtain that

a -P

(e1+ ) & ([IMal/e] + [IMa] /e ) (246)
() c o
> 2P = 24
= () (247)
© 27| My|P 27 PHFXIY) (43 — 1), (248)

where (a) holds by (240); (b) holds by the assumption that |Ma| < |M;]; and (¢) holds by
@45). From (248) and (G3) we obtain that Eve’s ambiguity satisfies ([73)):

JZ{E(PXA/) > 2—5/)(1 +1In |X|)_p|M2|p(OZ/B — 1) (249)
=2757(1+ In|X[) " (M| A [IMa))’ (2 — 1), (250)
where the last equality holds by the assumption that |[Ms| = |[M1]| A [ M. O

B A Proof of Corollary

Proof. The converse results readily follow from the converse results of Theorem I3t (70)
implies (81), and (1) implies ([82). The proof of the achievability results ([79)—(80) is more
involved. Suppose that [M;||M2| > log|X|+ 2 and that (Z8) holds. To show that there is
a choice of the conditional PMF in (@9) for which (9)—(80) hold, we will exhibit a judicious
choice of the triple (cs, c1,ca) € N? for which (T9) follows from (€8)) and ([B0) from (G9). By
possibly relabeling the hints, we can assume w.l.g. that |[Ms| = | M| A |Mz|. Our choice of
(cs,c1,c2) depends on %, | M|, and |Ms]; specifically, we distinguish three different cases.
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The first case is the case where
U > 1+ 9p(Hp(X|Y)—log(| Mz|—log |X]|-2)+2) (251)
In this case we choose
Cs = |M2|, Cl1 = Cy = 1. (252)

Note that this choice satisfies ([67). Consequently, (G8]) implies that Bob’s ambiguity satisfies

(@), because
"Q{Egl)(nyy) < 1 4+ 2P(H(X|Y)~log(| M| ~log | X|~2)+2) (253)
< Us, (254)

where the second inequality holds by (251I)). Moreover, from (69)) it follows that Eve’s ambi-
guity satisfies (80):

e(Pxy) > (1+In|x]) P2rtHs(XIY)—log2) (255)
=277 (1 +1n|x|) " "2rHs (XY, (256)

The second case is the case where
U > 1 + 2°PH(X[Y)=log(IMa] [[M1]/|Mz]]-log | ¥|-2)+2) (257a)
and
U < 1+ 2°H(X[Y)—log(| M| —log | X[-2)+2) (257b)
In this case we choose
s = |Ma|, ¢ = "(2H5(X\Y)+2*pf1log(%Bfl) + log |X| + 2)/|M2|W, co=1. (258)
By (257al), this choice satisfies ([67]). Moreover, note that
cscrey > 2HA(XIY)F2=p" log(Us—1) | 160 | x| 4 2. (259)

Consequently, (G8]) implies that Bob’s ambiguity satisfies (79)), because

Hp(X|Y)+2-p~ 1 longfl))H)

A (Pxy) <1+ o (H3 (X[Y)—log (2 o0
- (261)

From (257D) it follows that
1 < (MO o) g 4] 1 2) /1Mo, (262)

Note that, for every £ > 1, it holds that [¢] < 2¢. Consequently, [258]) and ([262]) imply that

a+e=c +1 (263)
< 2c (264)
< 4(2H5<X|Y>+2—P*1 os(%5=1) 4 Jog | | + 2)/|M2|. (265)
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From (G9) and (265 it follows that Eve’s ambiguity satisfies (80):

Aa(Pxy) > 272 (1+In|X]) " |Ma|?
X2P(Hﬁ(x‘y)_log(QH,}(X\Y)H—;;*I los(B=1) 4 |og \X|+2)) (266)
= 2—2p(1 +1n |X|)_p|/\/12|” 9pH(X1Y)
» (21175()(|Y)+2f/f1 log(#3—1) | Jog | X| + 2)"" (267)

(a) _
> 2797 (1+ I | X)) 7| M| (% — 1)
A27% (14| X])77(2 + log | X|) 77| M | 207 (XY (268)

© 950 (14 n | X)) " (| M) A M)’ (25 — 1)

A273(1 4+ 1In |X[) 77 (2 + log |X]) 77 (| M| A [ M) 20Ho XY - (269)
where (a) holds because
1 1
> — A —
a+b~ 2a  2b’
and (b) holds by the assumption that |[Ms| = |[M1| A |Ma].
The third and last case is the case where

a, b>0;

Wy < 1+ 2°HH(XIY)=log(|Ma] [|Ma /| Mol -log | X|-2)+2). (270)

In this case we let £* € N be the largest positive integer k for which

| 4 9P(Hp (X|Y)—log(k[| M |/k] | Mal/k] —log |X|-2)+2) < g (271)

and we choose
s =k, o= [Mul/k], e =||Ma|/K]. (272)

The existence of such a k* follows from (8), which implies that 271 holds when we sub-
stitute 1 for k. Note that the choice in [272)) satisfies (67)). Consequently, (G8]) implies that
Bob’s ambiguity satisfies (79), because

ﬂél) (Pxy) <1+ 9p(Hp(X|Y)—log(es|[Ma]/cs|[|Ma2]/cs ] —log [ X[-2)+2) (273)

< Uz, (274)

where in the second inequality we used that ([271]) holds when we substitute ¢ for k. By the

choice of ¢ in ([Z72) we also have

—p
9= P(H;(XIV)+2) (9, _ 1) (2) ((Cs +1) {%J {%J —log|X| — 2) (275)
®) [ [Ma] [Ma] -’
< ( et 1) log|X| —2 (276)
(©)] 7
e (|M18||M2| log| Y| _2) ’ (277)
Cs

49



where (a) holds because ¢ is the largest positive integer k& for which (27T) holds and conse-
quently
Uz < 1 + 2°HXIY)—log((cs+1) M/ (est1) ] [[Ma]/(es+1) ] —log | X[ ~2)+2)

)

(b) holds because ([270) and the fact that (271 holds for every positive integer k < ¢ + 1
imply that |[Mz] > ¢ + 1 and consequently that |[Mi]| A [Ma| > ¢ + 1, and because

§/2< €&, €>1;

and (c) holds because ¢s > 1 and consequently ¢ + 1 < 2¢5. From (Z71) we obtain that

P —
<|./\C/l—|) > 2‘3”|M2|P((%B — 1)~ YeoHp(XI)+2 o0 | x| 4 2) g (278)
1

and consequently that

a -P

(c1 +¢2) " & (UM1|/CSJ + L|M2|/CSJ) (279)
® s Y
> 27°F 2
> (i) (250
(;) 2_4P|M2|p((02/}3 _ 1)—1//32H,3(X\Y)+2 +log | X| + 2)7;; (281)

()
> 27T | Mo |P (U — 1)27PHFXIY) A 2790(2 4 1og |X]) P | Ma|?,  (282)

where (a) holds by [272); (b) holds by the assumption that |[Mas| < |M;]; (¢) holds by [27]);
and (d) holds because
1 1
> A
a+b~ 2a " 2b’
From (282) and (69) we obtain that Eve’s ambiguity satisfies (80):

a, b>0.

Ao(Pxy)>2"%(1+1In |X|)_p|M2|P(2‘2P(%B ~1)

A(2 + log |X|)‘p2ﬂHﬁ<le>) (283)
=271+ In|X]) " (M| A |/\/12|)’J(2*2P(62/B —1)
A2+ log |X|)’”2PH5<X|Y>), (284)
where the last equality holds by the assumption that |[Mas| = |M1| A [Ma]. O

C A Proof of Theorem

Proof. We first establish the achievability results, i.e., (88)—(89). To this end suppose that
My A [Ma| > 1+ |log|X]||. Let

s =1+ |log|X||, e = {MJ cy = {MJ (285)

Cs Cs
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and for each v € {c¢s,c1,c2} let V., be a chance variable taking values in the set V, =
{0,...,¢, — 1}. Corollary [0 implies that there exists some {0, 1}-valued conditional PMF
]P’[(Vl, V) = (Ul,Ug)‘X =z,Y = y} for which

min E [G(X|Y, Vi, ‘/’2)/3] < 1 + 2P(Hp(X]Y)—log(erea)+1) (286)
G(|Y,V1,V2)

Draw (V1,V32) from V; X Vs according to the above conditional PMF. Fix ¢ > 0 and draw
(V/,V3) from V; x Vs, according to the conditional PMF

P[(Vllﬂ‘/Ql) = (’UllaUIQ)‘(Vla‘/Q) = (’UlaUQ)}
—€ 2—6
(1= 27 = 2 VTt oty + . 287
( |v1||v2|) ()=} [T (287)

Note that, irrespective of the realization (vy,v2) of (V{,V3), the probability that (V{,V3)
equals (v1,v2) is 1—27¢. Let G4(+|Y, V1, V2) be an optimal guessing function, which minimizes
E[G(X|Y,V1,V2)?]. Define the guessing function G(:|Y, V{, V3) by

G(z|y, vy, vh) = Gu(xly, vy, vh), ¥ (z,y,v),v5) € X X Y x Vi X Va. (288)
Using the trivial bound
Gxly, v1,v5) < |X], V(2,y,01,05) € X x Y x V1 x Vs,
we obtain that
E[G(X|Y,V],V3)P] < (1 =27 )E[G.(X[|Y,V1,V2)’] + 27X/’ (289)
Consequently,

in E[G(X|Y,V/,VJ)"
GV Gy VL]

<(1-279  wmin_ E[G(X]Y, i, Va)"] + 27| (200)
G(-|Y,V1,V2)
< 1 4 9~ (e=plog|X]) | 2P(Hﬁ(X|Y)_10g(0102)+1), (291)

where (291) follows from (28€]). Corollary [Tl and (28H) imply that there exists some {0,1}-
valued conditional PMF

PVi=0]X =2,Y =y, V| =01,V = 03]

for which
Y p .
£ [|£‘/51va‘/£| } = G<»|§,nv?,v2’>E (GEIY W V)] (292)
< 1 4 9 (e=plog|X]) | 9p(Hp(X|Y)—log(crcz)+1) (293)

Draw Vj from Vy according to the above conditional PMF. Using the assumption that | M| A
M| > 1+ |log|X|| and (287), we obtain that

| M|

20 [og|¥])" ke {1,2}. (294)
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From ([293) and (294)) it follows that

E[|£Y, v

By @85) |Mi| > cse1 and |[Ma| > csea, and hence it suffices to prove (B8)—(8Y) for a
conditional PMF ([49) that assigns positive probability only to csc; elements of M; and cseo
elements of M, and we thus assume w.l.g. that M1 = Vs xV; and My = V,xVs. That is, we
can choose My = (Vi@ U, V{) and My = (U, V), where U is independent of (X,Y, Vi, V{, V3)
and uniform over Vs. For this choice it follows from (298] that

P} < 1 4 2 (e=plog|X]) | 9p(Hp(X|Y)—log(| M| [M2])+2log(1+[log | X[])+3) (295)

JZ{]S)(PX,Y) < 1 4 2~ (e=plog|X]) | 9p(Hp(X|Y)—log(|Mi]| [M2])+2log(1+[log | X[])+3) (296)
This proves that (88]) holds for every sufficiently-large €. As to (), note that for every ¢ > 0
Ly, =Ly, =L, (297)

because
PM; =my, My =ma|X =2,V =y] >0, V(x,y,mi,ma) € X x Y X M1 x Mas. (298)

We next conclude by establishing the converse results (91)-([02). Theorem @l implies ([@1]);
and (92) trivially holds, because the list that Eve forms based on Y and the hint that she
observes cannot be larger than the list that she would have to form if she were to observe
only Y. O

D A Proof of Theorems and [27]

Proof. We first establish the achievability results, i.e., ([O8)—(@9) in the guessing version and
(I03)—([I04) in the list version. To this end, fix ¢ € N satisfying ([@7)) in the guessing version
and (I02)) in the list version. Both ([@7) and (I02) imply that ¢ < |M,]|. Hence it suffices to

prove ([@8)-@9) and ([I03)—(T04) for a {0, 1}-valued conditional PMF as in (@3] that assigns
positive probability only to ¢ elements of M. We can thus assume w.l.g. that |[M,| = ¢
Corollary [ implies that there exists some {0, 1}-valued conditional PMF

PM, =mp, My =mg|X =2,Y =y
for which
min  E[G(X|Y, My, M,)?] <1+ 9p(H(X]Y)—log(|Mp]| [Ms])+1) (299)
G(|Y, My, M,) R

_ 1 4 2p(Ha(XY)—log(c| M) +1) (300)

In addition, TheoremMimplies that there exists some deterministic task-encoder f(-|Y): X —
M, x M for which

E UEYMP,MS ﬂ < 1 4 2°HF(X]Y)~log(|Mp x M| ~log | ¥|~2)+2) (301)

1 4 9P(Hp(X|Y)—log(e | M, |—log | X|-2)+2) (302)
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where (Mp, M) = f(X|Y). Accordingly, in the guessing version (@8] follows from (B00) and

in the list version (I03]) follows from (B02]). Moreover, Corollary[[limplies ([@9)) in the guessing
version and (I04) in the list version:

in  E[G(X]Y,M)] > (1+In|x]|) 2rtH(XIY)-leg[Mp]) 303

, min EIG(X]Y Mp)?) > (1+ In]¥) (303)

= (1+In|x|) "2rtH (XY —loge), (304)

It remains to establish the converse results, i.e., (I00)—(I0T)) in the guessing version and
(I05)—(I06) in the list version. In the guessing version (I00) follows from Corollary [ and in
the list version (I08]) follows from Theorem @l To prove (I0I) and (0], we first note from
Corollary [6] that

mi E|G(X|Y, M,, My)*| > P mi E|G(X|Y, M,)"|. 305

G(~|Y,]\1/II:,,MS) [ ( | R S) ] - |MS| G(~|Y1,r1}/1p) [ ( | ’ p) ] ( )
Moreover, we also note that

mi E|\G(X|Y, M,, M)” <E[£’ p}. 306

G(-|Y,I\1/IIi,MS) [ (X| p ) ] > | M, M, ( )

From (B05]) and (B06) it follows that in both versions Eve’s ambiguity exceeds Bob’s by at
most a factor of |MS|P7 i.e., JZ%E(Pxﬁy) < |./\/ls|qufE(‘g) (nyy) and quE(Pxﬁy) < |Ms|p£f}§l) (Pxﬁy).
Since Eve can ignore M}, and guess X based on Y alone, we obtain from Theorem [ that in

both versions Eve’s ambiguity cannot exceed 2°7+(XIY)  That is,

Ar(Pxy) = o, )E[G(X|Y, My)P] < 2°Hs(XIY), (307)

This concludes the proof of (I0I]) and (I06) and consequently that of the converse results. [

E A Proof of Theorems and

Proof. We first establish the achievability results, i.e., (II2)—(II3)) in the guessing version
and (IT0)—-(II8) in the list version. To this end fix ¢ € N satisfying (ITI) in the guessing
version and (II8)) in the list version. Let M, be a chance variable that takes values in the
set M, and let M be a chance variable that takes values in the set . Corollary [ implies
that there exists some {0, 1}-valued conditional PMF P[M, = m,, My = mg|X = z,Y = y]
for which

min E[G(X|Y, Mp;Ms)p} < 1 4 9PH(X|Y)—log(|Mp| | Ms])—1) (308)
G(-Y,Mp,My)

= 1 4 2pHsX[Y)~log(c|K]) 1) (309)

Theorem @l implies that there exists some deterministic task-encoder f(-|Y): X — M x M
for which

E WMMS‘P} < 1 4 2°HF(X]Y)~log(|Mp| [ M| ~log | ¥|~2)+2) (310)

— 1 4 9P(Hp(X|Y)—log(e K| ~log | X|~2)+2) (311)
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where (M, M) = f(X|Y). Both (IIIl) and (II6) imply that ¢|K| < |M|. Hence it suffices
to prove (I12)-[I3) and [II7)—-{I]) for a {0,1}-valued conditional PMF as in (I07) that

assigns positive probability only to ¢|K| elements of M. We can thus assume w.l.g. that
M = K x M,, where M, is a set of cardinality ¢, and K = {0,...,[K| — 1}. That is, we
can choose M = (Mg @ x| K, M), where (M;, My) is drawn according to one of the above
conditional PMFs depending on the version. Bob observes the hint M and the secret key K

and can thus recover the pair (Ms, My). Hence, in the guessing version ([12)) follows from

B09), and in the list version (II7) follows from (BIT]).
The proof of (I13) and (II8) is more involved. Note that in both versions (guessing and
list) there exists some mapping g: X x Y x M — K for which

K =g(X,Y,M). (312)

Given any guessing function G(-|Y, M) for X, introduce some guessing function G(-,-|Y, M)
for (X, K) satisfying that

G (z,9(x,y,m)|y,m) = G(zly,m), ¥ (z,y,m) € X x Y x M. (313)
From (3I2) it then follows that
G(X,K|Y,M)=GX|Y,M), (314)

and consequently that Eve can guess X and the pair (X, K) with the same number of guesses.
In particular,

E[G(X|Y,M)’] =E[G(X,K|Y,M)"]. (315)
Corollary [ implies that
min  E[G(X,K|Y,M)"] > (1 +1n|X|)_P2P(Hﬁ(X,K|Y)—10g|M|) (316)
G("v"lva)
(1 +1n |X|) “Pop(Hp(X,K|Y)—log(c|K])) (317)
Note, that

AN
H;(X,K|Y) = logz (Z > (PX qu ) ) (318)

yeY \z€X kek
1 o
==log| > <Z Px,y(:c,y)ﬁ> IKl? (319)
P yey \zekX
= Hy(X|Y) +log K], (320)

where the first equality holds because K is independent of (X,Y") and uniform over the set
K. Consequently, B15) and BI7) imply (II3)) in the guessing version and (II]) in the list

version.
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It remains to establish the converse results, i.e., (ITd)—(II3) in the guessing version and
([I9)-(@20) in the list version. To this end we first note that

S]]

Q=

Hy(X|Y. K) = - falogz Z(

yeY ke \zeX
@ o\
- gy (Z Py (a,9) ) (322)
yey ‘xeX
= Hy(X|Y), (323)

where the first equality holds because K is independent of (X,Y") and uniform over the set
K. In the guessing version ([[I4]) follows from Corollary [ and (323), and in the list version
(I19) follows from Theorem M and [B23). To prove (I15) and (I20), we first note that by
Corollary

min  E[G(X|Y,K,M)?] > |K|™* min E[G(X|Y,M)"]. (324)
G(|Y,K,M) G(-|Y,M)

Because

: YK |p
G E[GX|Y, K, M) < E[lCy )],

B24) implies that in both versions Eve’s ambiguity exceeds Bob’s by at most a factor of |K|?,
Le., #s(Pxy) < |K|P#® (Pxy) and o(Pxy) < |K|P#"(Px.y). Since Eve can ignore
M and guess X based on Y alone, we obtain from Theorem [3] that in both versions Eve’s
ambiguity cannot exceed 2°H5(XIY).

Ap(Pxy) = G(;?;nM)E[G(Xm M)P] < 2°H(XIY), (325)

This concludes the proof of (I15) and (I20) and consequently that of the converse results. [

F A Proof of Theorems and

In Section[FIlwe summarize the results on maximum-distance separable (MDS) codes that we
shall use in the proof of Theorems 24] and Theorems 24] and 25 are proved in Section

F.1 Properties of MDS Codes

The following results on maximum-distance separable (MDS) codes can be found, e.g., in [24].
An (n, k) linear code € over a finite field F, is a k-dimensional linear subspace of the vector
space [ of all n-tuples over F,. An (n, k, d) linear code is an (n, k) linear code satisfying that
the minimum Hamming distance between any two codewords (or, equivalently, the minimum
Hamming weight of any nonzero codeword) is d. By the Singleton bound k < n—d+1, where
equality is achieved iff the following holds for every size-k set C C [1: n], where k = n—d+1:
if we reduce all ¢* codewords to the components indexed by C, then we obtain all ¢¥ k-tuples

over F,. An MDS code is a linear code that satisfies the Singleton bound with equality.
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In this paper we are interested in the case where ¢ = 2¢, ¢ € N, and we denote by a a
primitive element of Fy. If n = ¢, then for every k € {1,...,n}

1 1 1 1
0 1 leY a~t

Grge=1. . . . € Fixa (326)
0 1 of 1t ... o G¢-D

is a generator matrix of a (¢, k) MDS code. (More precisely, Gy is a generator matrix of a
Reed-Solomon (RS) code.) To see this, note that

uGp,q = (u(0),u(@®),u(a),...,u(a™")), ue F’;, (327)

where u(f) = Z;:é u;f7, B € F, is computed in the field Fo.. Hence, the first component
of uGy,q is zero iff zero is a root of u(z), and for every ¢ € {2, ..., ¢} the i-th component of
uGy, 4 is zero iff a'=2 is a root of u(z). Since « is a primitive element of F,, we know that

-1
0,1, a,..., af

are distinct elements of F,. Moreover, the polynomial u(z) has degree at
most k — 1, and hence the fundamental theorem of algebra asserts that if w(z) # 0, then
u(z) can have at most k — 1 roots in F,. Consequently, at most kK — 1 components of any
nonzero codeword can be zero, and hence every nonzero codeword has Hamming weight at
least n — k 4+ 1. This and the Singleton bound imply that d = n — k£ 4+ 1 and consequently
that the code with generator matrix (326 is a (g, k) MDS code.

If £ <n < g, then the matrix Gy ,, € IFZX" that we obtain by taking the first n columns
of Gy 4 is a generator matrix of an (n, k) MDS code. To see this, note that reducing Gy 4 to
its first » columns is tantamount to reducing each codeword to its first n components. This
implies that the Hamming weight of any codeword or, equivalently, the Hamming distance
between any two codewords can decrease by at most g—n, and consequently that the minimum
Hamming distance between any two codewords can decrease by at most ¢ —n. Consequently,
the new code is an (n, k, d) linear code with d > g—k+1—(¢—n) =n—k+ 1. This and the
Singleton bound imply that d = n — k 4+ 1 and consequently that the new code is an MDS
code.

We also note here that, for any generator matrix Gy, of an (n,k) MDS code over Fy,
where k < n < ¢, and any k¥’ < k, the matrix G ,, that we obtain by taking the first k¥’ rows
of Gi,p is a generator matrix of an (n, k") MDS code.

F.2 A Proof of Theorems and

Proof. We first establish the achievability results, i.e., (I65)—(I60) in the guessing version
and ([70)-(I7I) in the list version. We begin with an outline of the proof ideas. We shall
use the following coding scheme. Upon observing (X,Y"), Alice describes X deterministically
by a tuple (V, W), where V takes values in the finite field F4, and W in F5, 7. Depending
on the version, she chooses the description (V, W) so that, if Bob’s observation were (V, W),
then his ambiguity about X would satisfy ([I63]) in the guessing version and (I70) in the list
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version. Then, she maps V to a length-0 codeword of a (6,v,d — v 4+ 1) MDS code over Fa»
and stores each codeword symbol on a different disc. Since the code is MDS, any v < v hints
reveal yp bits of V. Independently of (X,Y), Alice draws a random variable U uniformly
over the field F3,, maps (W,U) to a length-§ codeword of a (§,v,§ — v + 1) MDS code over
the field For, and stores each codeword symbol on a different disc. She chooses the mapping
so that any 1 codeword symbols are independent of W or, equivalently, that given W it is
possible to reconstruct U from any 7 codeword symbols. (As in [§], this is accomplished
using nested MDS codes.) As a consequence, W can be recovered from any v hints, while
any 7 hints reveal no information about W.

Summing up, the outlined coding scheme guarantees that, upon observing v hints, Bob
can reconstruct the tuple (V, W). Hence, his ambiguity about X satisfies (I65)) in the guessing
version and (I70) in the list version. Observing 7 hints enables Eve to recover np bits of V, but
it does not enable her to recover any information about W. Using the results of Section Bl we
can thus show that observing n hints can decrease Eve’s guessing efforts by at most a factor
of 2””’?@ Since we quantify Eve’s ambiguity by (IG3), we assume that—upon observing
all the hints and (X,Y)—an adversarial genie reveals to Eve the 7 hints that minimize her
ambiguity. In doing so, the genie can decrease Eve’s ambiguity by an additional factor of at
most § 7" (this is due to Corollary [fl and the fact that there are (z) < 4" size-n subsets of
{1,...,6}).

The described MDS codes exist if each nonnegative integer p and r is either zero or at
least logd (see Appendix [FJ]). Recalling that each disc stores up to s bits, we can thus
construct the MSD codes whenever p and r satisfy (I64)). In the list version the stronger
requirement (I69)—in addition to guaranteeing the existence of the described MDS codes—
allows us to use Theorem [ in order to guarantee that Bob’s ambiguity satisfy (I70).

We are now ready to give a formal proof of the achievability results, i.e., (I65)—(I66) in
the guessing version and (I70)—(I7I) in the list version. To this end fix p, r € {1,...,s}
satisfying (I64) in the guessing version and ([I69) in the list version, and let V and W be
chance variables taking values in V = F%, and W = F5,. ", respectively. Corollary [7] implies
that there exists some {0,1}-valued conditional PMF P[(V,W) = (v,w)|X = z,Y = y] for
which

min  E[G(X|Y,V,W)F] < 1+ 27X Y)=vetnrsd), (328)
G(|Y,V,W)

Theorem [l implies that there exists some deterministic task-encoder f(:|Y): X — V x W for
which

E UE&WV’} < 1+ 2°PUHE(X]Y)=log(2"* 77" —log | X[ =2)+2) (329)

where (V,W) = f(X|Y). Draw U independently of (X,Y) and uniformly over F1,. Choose

6The coding scheme is reminiscent of the coding scheme in the proof of Theorem [[2] and [[3] where after
describing X Alice stores part of the description (insecurely) on the first hint, another part (insecurely) on

the second hint, and the remaining portion (securely) so that it can only be computed from both hints.
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Gy € F5X0, Gy € FS %% and Gy € F1X° so that

G
GV7 < u) ) GZ/{
Gw
are generator matrices of MDS codes. (This is possible, because both (I64]) and (IG69) imply
that

p>0 = 2>, (330a)
r>0 = 2" >¢; (330b)

if p =0, then V' can assume but one value, and hence we do not need Gy; and if » = 0, then
(W, U) can assume but one value, and hence we do not need Gyy and Gy,.) Define the chance

variables
M, =V Gy, (331a)

G
MTUGM@WGW(UW)< ”), (331b)
Gw
where M, is computed in the field F2» and M, in Fa-. Note that M, € ng and M, € F,.
Since both ([I64) in the guessing version and (I69) in the list version imply that s = p + 7,
Alice can choose the ¢-th hint to comprise the ¢-th components of M, and M,, so

My = ([Myle, [M,)), €€ {1,...,6}. (332)

For this choice of the hints Bob can recover (V, W, U) no matter which v hints he observes,

Gu
Gy,

are generator matrices of MDS codes. Hence, in the guessing version (I65) follows from (328)),
and in the list version (I70Q) follows from (329)).

The proof of ([I66) and (I7I)) is more involved. Recall that Eve observes a size-n set
£ c{1,...,6} and the components Mg of M indexed by £. Index the possible sets that
& could denote by the elements of some size- (f}) set K, and denote by £(k) the set that is
indexed by k. The proof of ({I66) and (I'71) builds on the following two intermediate claims,

which we prove next:

because

1. Eve’s ambiguity can be alternatively expressed as

H(Pxy) = min E[G(X|Y, Mg s, K)°], 333
w(Px,y) P [G(X] e(x), K)”) (333)

where K is a chance variable of support IC, and where the minimization is over all
conditional PMFs of K given (X,Y, M) and all guessing functions G (-|Y, Mgk, K).
2. We can assume w.l.g. that Eve must guess not only X but the pair (X, U).
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We first prove Claim 1, i.e., that
W e
- K,G('|1I/I,11%/111£(K)1K)E[G(X|Y, Mo, 7). (334)
Note that
min Ge (X[Y, Me) = min Ge ) (XY, Mew)); (335)
and for any given Ggy(-|Y, Mg)), k € K, define

K = arg‘kmin GE(k) (X|Y, Mg(@), (336)

and introduce the guessing function G (-|Y, M¢ k), K) satisfying that, for every (z,y) € A'xY,
mg ) € ng, and k € K,

G (zly, mgy, k) = Ger)(zly, me) ). (337)
We then obtain that
E[G(X|Y, Mg, K)?] =E [mgin Ge (XY, Mg)p} : (338)
and consequently that
min E [mgin Ge(X]Y, Mg)p:|

Ge (Y, M)

> i E|G(X|Y, M K)*|. 339
_K,G(-I\nyl,%/zg,l() [ (XY, E(K)> )] ( )

To see that equality holds, note that, irrespective of K and G(-|Y, Mgk, K),

E[G(X|Y, Mg(x), K)?] > E [mkinG(X|Y, M), k)ﬂ] (340)

For any given G (-|Y, Mg k), K) introduce the collection of guessing functions Ge ) (-|Y, Mg(k)), k €
K that, for every (z,y) € X x Y and mg, € FJ., satisfy

Ger (@ly, me()) = G(xly, mg ), k). (341)
We then obtain from (B40) that
E[G(X]Y, Mg(k), K)*] > E {mkin Gey (XY, Ms(k))p} : (342)
and consequently that
min  E [mgin Ge(X]Y, Mg)p}

Ge(-]Y,Ms)

< i E|G(X]|Y, M, K)*|. 343
_K,G(-r\nYl,?\/Ig,K) [ ( | ) E(K)> )] ( )

From ([B39) and @343]) we conclude that (334) holds.
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We next prove Claim 2. To this end we shall use Claim 1. Let K be any chance variable
of finite support K, and note that W is deterministic given (X,Y). By (3311h)

U Gulex) = [Mr]ex) © [W Gy]e k), (344)

where the computation is in the field Far. Consequently, [U Gye (k) is deterministic given
(X,Y, Mg (), K). Because Gy, is a generator matrix of an MDS code, and because |£(K)| =
7, it follows that U is deterministic given (X,Y,Mg(K),K), i.e., that there exists some
mapping

g X xYxFlL. xK—=U

for which
U:g(X,Y,Mg(K),K). (345)

Given any guessing function G(-|Y, Mgk, K) for X, introduce some guessing function
G(-,-[Y, Mg (), K) for (X,U) satisfying that

G(Xag(XaKMg(K)aK)

Y, Mg (), K) = G(X|Y, Mgk, K), (346)
and note that
G(X,U|Y, Mg (), K) = G(X|Y, Mg k), K). (347)

This proves Claim 2.
Having established Claims 1 and 2, we are now ready to prove (I60) and (I7I):

min  E [mgin Ge(X |V, M¢ )P}

Ge (1Y, M)
< K,G(-I\nYi,IJ{/[&K)E[G(X|Y’ Me k), K)p] (348)
- K, GE(T;?M£7K)E [G(X,ULY, Me k), K)'] (349)
(i) 9P (H5(X,U|Y)—ns—log (;)—log(1+In|X])) (350)
(g) 9p(H(X|Y)=n(s—r)—nlogs—log(1+In |X\)), (351)

where (a) holds by B34); (b) holds by B47); (¢) follows from Corollary [ and the fact that

(Mg (), K) takes values in a set of size 27° (f]); and (d) holds because (z) < 0" and
Hy(X,UY)
1 o
(e) _Y:
21 s (3 (Pertann’)
P yeEY \zEX ueky,
1 e
Lo S (S Povter)
p yeY \zeX
= Hp(X[Y) +r, (352)

60



where (e) holds because U is independent of (X,Y’) and uniform over the set Fa, of size 2"".

This concludes the proof of the achievability results.

It remains to establish the converse results, i.e., (I67)—(I68) in the guessing version and
([72)-([@73) in the list version. To this end we first note that
A (P =  min E{maxG X|Y, M, p}
B (Pxy) = min EmaxGs(X[Y, Mpg)

> mi axE [Gp(X|Y, Ms)?], 353a
> G mex [Gs(X]| B)"] (353a)

JZ{E(‘Z)(PXA/) =E [mg,x’ﬁ}\//IB ’p}
> maxE || L3, [ (353b)

Because B C {1,...,0} is a size-v set, in the guessing version (I67) follows from (B53a) and
Corollary [Tl and in the list version (I72) follows from (B530) and Theoremdl To prove (IGY)
and ([I73), we first note that

Ap(Pxy) =, min [mgm Ge(X|Y, Mg)" } (354)
e )
< min E[Ge(X]Y, Mg)"]. (355)
E,Ge(-|Y,Mg)

Corollary [6 implies that, for every size-v set B C {1,...,d} and every size-n set £ C B,

min  E[Gp(X|Y,Mp)’] >277¢="s min  E|[Ge(X|Y, Me)’]; (356)
Gp(-|Y,Mz) Ge (Y, Mze)
and, because

ol ELCE XY M) <E i

B53) and ([B56) imply that in both versions Eve’s ambiguity exceeds Bob’s by at most a factor
of 20015 fe. eh(Pxy) < 200=1579) (P y) and o(Pxy) < 20015070 (Py 1),
Since Eve can ignore the hints that she observes and guess X based on Y alone, we obtain
from Theorem Bl that, for every size-n set £ C {1,...,d},

min  E[Ge(X|Y, Mg)*] < 2°H2XIY), (357)
Ge(]Y,Mg)

and (B55) and @57) imply that in both versions Eve’s ambiguity cannot exceed 2°15(XIY),
ie., Ap(Pxy) < 2°Hs(XIY) This concludes the proof of (I68) and (I73) and consequently
that of the converse results. O

G A Proof of Corollary

Proof. For the guessing version, the results in (I70)—(I76) follow from Theorem 24 if we let

1 1Y 1. _
7::IJSer log(%s 771) H;(X]Y) 1, (358)
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0 m € (—o0,log ),

T € [logé,s —logd),
— [log ] L 7] € [s—logd,s)
E [7] € [s,00),
b5 (360)
and note that
r#£s = r—r<logd+ 1.
To obtain the results in (I78)—(T79) for the list version, let
Vs — 10g(2H’3(X‘Y)7% log(#s—1)+2 | log | X| + 2)
P = : (361)

n
and choose r as in ([B59). Then, (I70) implies that Bob’s ambiguity satisfies (I'78). Since
r#s = 7—r<logd+1,
we obtain from (71 that, if r # s, then
«!ZfE(PX,Y) > 9p(Hp(X[Y)+(v—n)s—2nlog —n—log(1+In|X]))

1 -pP
x (2Hﬁ<X|Y>*p log(%e—D+2 | Joo | ¥| 4 2) . (362)

Because

1 1/\1 b>0
a+b_2a 2 “ ’

the second factor satisfies the lower bound

1 -pP
(2H5(X|Y)—;log(@/]3—1)+2 +log |X| +2)

> 9~ PUHA(XIV) =5 1og(#a=1)%3) \ (9(log | X| +2)) " (363)

We are now ready to conclude the proof of (I79): if r # s, then (I79) follows from ([B62) and
@B63); and if r = s, then (7)) implies that

A (Px.y) > 27H(XIY)—nlogd—log(1+1n |X])) (364)

and consequently that (I79) holds. O

H A Proof of Theorem 27

Proof. If we choose B = {1,...,v}, then in the guessing version ([I80a)) follows from (B53a))
and Corollary [, and in the list version (I80D) follows from (B53DL) and Theorem Bl For
B={1,...,v}and £ ={v—n+1,...,v}, Corollary [@ implies that,

min  E[Gp(X|Y,Mp)?] > 27°20=%  min  E[Ge(X|Y,Mg)?].  (365)
G (Y, Mz) Ge (Y, Me)
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Since

ol ELCE XY M) <2

B53) and BEH) imply that in both versions Eve’s ambiguity exceeds Bob’s by at most a
factor of 2°2¢=1 s¢. That is,

JZ{E(PX,Y) < 9° )y g Slﬁ{ég) (PX,Y)

and
a(Px.y) < 20501 50 7D (Py ).

Moreover, [B55) and ([357) imply that in both versions Eve’s ambiguity cannot exceed 2°H7(X1Y),
That is,

Ap(Pxy) < 2PH5(X‘Y),
which concludes the proof of (ISI]). O

I A Proof of Theorem [29

Proof. We first prove (I82). If vRy < H;(X|Y'), then (IE7) in the guessing version and (I72)
in the list version imply that the privacy-exponent is negative infinity. We hence assume that
vRs > H;(XY).

We start by showing that the privacy-exponent cannot exceed the RHS of (I82). To this
end, suppose that (B7) holds and consequently

. lOg(,!Z{B(Pxn,yn))
lim sup

n—00 n

=0. (366)

Combining (I68) with (366]) in the guessing version and (I73)) in the list version implies that

i log (s (Pxn,yn))
im sup

n—00 n

< p(Ralv — ) N Hy(X[Y)). (367)

Hence, the privacy-exponent cannot exceed the RHS of (I82)).
We next show that the privacy-exponent cannot be smaller than the RHS of (I82)). To
this end fix 0 < e < VR, — H5(X|Y') and let

Us(n) =1+ 27" (368)

Note that % (n) converges to one as n tends to infinity. By Corollary 26 we can guarantee

that Bob’s ambiguity not exceed %4 (n) whenever n is sufficiently large and that

lim inf log (AE (P 2 ))

n—00 n

> p((Row = n) = &) A Hy(X|Y)). (369)

By letting € tend to zero we thus find that the privacy-exponent cannot be smaller than the

RHS of (IXJ).
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To prove ([I83), we first note that if vR, < H;(X|Y) — p~!Ep, then (IE7) in the guessing
version and (I72)) in the list version imply that the modest privacy-exponent is negative
infinity. We hence assume that vRg > —p_lEB.

We start by showing that the modest privacy-exponent cannot exceed the RHS of (I83).
To this end, suppose that (B3) holds. Due to (I68) in the guessing version and (I73) in the

list version, it follows that

. 1Og(JZ{E(PXn7yn))
lim sup

n—00 n

< (pRs(v —n) + Ep) A pHy(X|Y). (370)

Hence, the privacy-exponent cannot exceed the RHS of (I83)).
We next show that the privacy-exponent cannot be smaller than the RHS of (I83]). To
this end let
Us(n) = 2/mE8, (371)

By Corollary we can guarantee that Bob’s ambiguity not exceed %43(n) whenever n is
sufficiently large and that

lim inf 1Og(AE(PXTL’Yn >)

n—o0 n

> (pRs(v —n) + Eg) A pHp(X|Y). (372)

This proves that the modest privacy-exponent cannot be smaller than the RHS of (I83). O

J A Proof of Lemma [31]

Proof. To prove ([35), fix some optimal guessing function G*(-|Y™, Z) with corresponding
success function G4 (-|Y™, Z). The success function G (-|Y™, Z) minimizes E [G} (XY™, Z)*].
Let ¢(-|Y™, Z) be the corresponding reconstruction function, i.e., the unique mapping satis-

fying that
b(xly,z) =% <= Gi(xly,2) = G*(Rly,2), V(x,%,y,2) € X" x A" x Y" x 2. (373)

For every y € V" consider a guessing order on X" where we first guess the elements of the
set

e minGsly. ) = 1)
{x € gggG x|y, 2)

in some arbitrary order followed by the elements of the set
{5( € X" miné*(ﬁdy,z) = 2},
z2€EZ
and where we continue until concluding by guessing the elements of X for which min, ¢z G* (xly, 2)

is maximum. Let G(-|Y™) be the corresponding guessing function. For every %, X' € X" and
y) < G(f{‘y) is that

y € Y™ a necessary condition for G/(%’

in G* (%' < min G* (% :
min |y, 2) < min x|y, 2)
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In addition, for every z’ € Z the mapping G*( v, 2'): xm - [1 : |)9|"] is one-to-one, and

consequently the number of X' € X™ satisfying

G* ()A(/

y,2') < min G* (x[y, 2)

is min,cz G* (X’y, z). Consequently,

G(X"Y", 2)[y") < |2|min G* (¢(X"Y", Z)|Y™", 2) (374)
< [Z1GH (p(x Y, Z)| Y™, 7). (375)

From (B75) it follows that the success function G, (-|Y™) corresponding to G(-|Y™) satisfies

(@) .
GAX"Y™) < G(p(X"[Y™, Z)[Y™) (376)
(2) 12| G*(v(X" Y™, Z)|Y™, Z) (377)
9 \z|Ga (XY™, 2), (378)

where (a) holds because d™ (X", ¢(X"Y™, Z)) < A; (b) holds by @7H); and (c) holds
because 1(-|Y™, Z) satisfies 873). Since G*(-|Y", Z) is an optimal guessing function, this
concludes the proof of (I93]).

To prove (I9G]), fix some optimal guessing function G*(|Y") with a corresponding suc-
cess function GA(-|Y™). The success function GX(-|Y™) minimizes E[GX(X[Y™)?]. Let
Y(-]Y™) be the corresponding reconstruction function for which ([I89)) holds when we sub-
stitute G*(X|y) for G(x|y) and G4 (x]y) for G, (x]y) in (I8F). Let f: X" x Y"* — Z be
some mapping for which f(x,y) = f(%X/,y) implies either {G*A (x[y)/|Z|] # {G*A(i'|y)/|Z|—|
or X = %'. The mapping f could be any mapping for which, for every (%,y) € X™ x V",
f(x,y) is—up to relabeling the elements of Z—the remainder of the Euclidean division of
G*(x]y) — 1 by |Z|. Define the chance variable X™ = ¢)(X"|Y™), which takes values in X™.
Lemma [5 implies that for Z = f(X™, Y™) there exists some guessing function G(-[Y™, Z) for
X" for which

E[G(X ", 2] =E[[G(X"y")/12]]"). (379)

In fact, in the proof of Lemma [ it is shown that there exists some guessing function
G(-|Y™, Z) for X" for which

G(X"Y™, Z) = [G(X"Y™)/|2]]. (380)

Let G(-|Y™, Z) be a guessing function as in B80) with corresponding success function G, (Y™, Z).
Note that

Gaxm v, 2) € Gluxnym|yr, 2) (381)
2 [&(wxmymym)/iz]| (382)
© ren (xmymy/2], (383)
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where (a) holds because d(™ (X", (X"Y™) < A; (b) holds because X = (XY™
and by (380); and (¢) holds because ¥(-|Y™) satisfies (I89) when we substitute G*(x|y) for
G(x|y) and G (x]y) for G5 (x|y) in ([I8J). Since G*(-|Y™) is an optimal guessing function,
this concludes the proof of (I90]). O

K A Proof of Theorem [34]

Proof. As to the first part, suppose we are given a stochastic task-encoder (I33)) and a decoder
with lists {£Y} satisfying (I94). For every y € Y™ order the lists {£Y}.cz in increasing order
of their cardinalities, and order the elements in each list in some arbitrary way. Now consider
the guessing order where we first guess the elements of the first (and smallest) list in their
respective order followed by those elements in the second list that have not yet been guessed
(i.e., that are not contained in the first list). We continue until concluding by guessing those
elements of the last (and longest) list that have not been previously guessed. Let G/(-[Y™) be
the corresponding guessing function, let G5 (-|Y™) be its success function, and let ¢¥(-|Y™) be
its reconstruction function (which satisfies (I89))). Observe that

E[GA(X ™)) @ E[G (X" y™)|y")’] (384)

= > Py ey |{x: Gxly) < G‘(w(XIy)\y)Hp (385)

(b)

< P v (x,y)|Z|P min LYP 386
> xzy X,Y( Y)| | z:w(XIy)EUZ’l | ( )
(© n

< |lzrE(lcy")], (387)

where (a) holds because v (-|Y") satisfies (I89); (b) holds because for every x € X™, % € X",
and y € V", a necessary condition for G()E|y) < G(¢(x|y)|y) is that x € £Y for some
Z € Z satisfying [£Y| < min,, y(xjy)ecy |£Y], and because the number of lists whose size does
not exceed min, ,(x|y)ecy [£Y] is at most |Z[; and (c) is true because by ([94) the list £y
contains a reconstruction X € X™ of X" that satisfies the fidelity criterion (I85]), and because

([I89) implies that
G(e(xly)ly) < G&ly), ¥x st d™ (X", %) <A, (388)
and consequently that

min |£Y] < min [£Y], V& st d(X7 %) <A (389)
z:P(x|y)eLy z: XELY
This concludes the proof of ([203)).
As to the second part, suppose we are given a positive integer w < |2€ | satisfying (204)

and a guessing function G (-|Y"™) with corresponding success function G, (-|Y™) and recon-
struction function v (-|Y™) satisfying (I89). Define the chance variable X™ = ¢(X"|Y™),
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which takes values in X™. Theorem [ implies that G(-|Y™) and w induce a {0,1}-valued
conditional PMF

P[Z =2|X" =%, Y" =y], V(X,y,2) € X" x Y" x Z, (390)
whose associated decoding lists
LY={%c X" PX"=%[Y"=y,Z=2]>0}, V(y,2) €Y' x Z (391)
satisty
]EUE‘Z/T"H < IEUG‘(X”W")/QJV] (392)
Define the {0, 1}-valued conditional PMF

PZ = 2| X" =x,Y" =]
=P[Z=z|X"=9(x]y),Y" =y], V(x.y,z) € X" x V" x Z, (393)

and the lists
LY =LY V(y,z) e V" x Z. (394)
Because X™ = ¢(X"|Y™), 391), B93), and (334) imply that
V(XY™ e LY. (395)

Since
d™ (x,9(x]y)) <A, V(x,y) € X" x V",

this implies that the decoding lists {£Y} satisfy ([94). Hence, (393)) is a deterministic task-
encoder (whose conditional PMF (33 is {0, 1}-valued) for which the decoder with lists (394
satisfies (I94]). We are now ready to conclude the proof of ([205):

E[lcy" )] QE[1£y" )] (396)
Yk UG‘(X"IY") /] p} (397)
©g UGA(X"W")/wﬂ, (398)

where (a) holds by 334); (b) holds by 332); and (c) holds because X™ = )(X"|Y™), where
P(-|Y™) satisfies (I89). O

L A Proof of Theorem

Proof. We first prove [ZI7). If Ry + R < ngl)y (Px,y,A), then Corollary B3 in the guessing

version and Corollary in the list version imply that the privacy-exponent is negative
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infinity. We hence assume that Ry + Ry > Eg?ﬁy(PXYv A). In this case Corollary B3 in the

guessing version and Corollary 6] in the list version imply that the constraint
lim o3 (P%y,A) =1 (399)
n—o0 ’

can be met.
We first show that the privacy-exponent cannot exceed the RHS of ([2I7). To this end we
note that it holds for every n € N that

S(PRy) = min E[GR (XY™, M) A GR (XY™, M)?| (400)
GO (|Y™, M), G® (-|]Y™,M>)

< mi i E|GF (XY™, My)? ) 401

- kg{lig} (@k)(r.?;l/ng) [ A ( | k) } ( )

By Corollary B2lit holds for every k € {1,2} and [ € {1,2} \ {k} that
N min E[GA(anyn,Ml,Mg)p}
G(-|Y™,My,M2)
>|M|™ min E [Gg@ (X"|Y”,Mk)ﬂ] (402)
GU) (-|Y ™, My,)

Because

R min ]EI:GA(XHD/n;Ml;MQ)p] SE|:|EL? M2|p:|’
G(-|Y™, M1, Ms) ’

{H0T) and @02) imply that in both versions Eve’s ambiguity exceeds Bob’s by at most a
factor of [M1]|? A |M2|?. That is,

(PR y, A) < (IMi] A Mz)) " (PR y, A). (403)
Suppose that (399) holds and consequently
log (i (P2, A
lim sup 8Py 8) _ (404)

n—00 n

From ([@03) and (404 it follows that
: log(a(P} y, A))
lim sup

n—00 n

< p(R1 A Ry). (405)

Eve can ignore the hint that she observes and guess a reconstruction for X™ based on Y

alone. Hence, we obtain from Theorem [0 that

) log((ssz(P}}y, A))
lim sup

n—00 n

< pEY) (Px,y, A). (406)

From (405) and (@06) we conclude that the privacy-exponent cannot exceed the RHS of (217):
o log(a(PR v, A))
lim sup

n—00 n

We next show that the privacy-exponent cannot be smaller than the RHS of (2I7). By
possibly relabeling the hints, we can assume w.l.g. that Ry = R; A Ry. Fix some € > 0

< p(Rl A Ry A ES?EY(PXA/, A)) (407)

satisfying
€ <Ri+Ry— EL (Pxy, A), (408)

Choose a nonnegative rate-triple (R, Ry, Ro) as follows:
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1. If Ry < EY)

X|Y(PX7Y’ A)/2, then choose

Rs =0, Rleggl)Y(P)gy,A)—Rg—f—G, RQZRQ.

2. Else if B

X\Y(PXvY7 A)/2 < Ry < E%?Y(nyy, A), then choose

(409)

RS = 2R2 — ngl)Y(PX,y, A) — €, Rl = RQ = Eg?\)Y(vay’ A) — R2 + €. (410)

(To guarantee that Rs > 0, we assume in this case that € > 0 is sufficiently small so

that, in addition to (@08]), also
e << 2R2 — Eg?ﬁy(PX,Yv A)

holds.)

3. Else if B

X‘Y(Pxﬁy, A) < Rs, then choose

Rs=Ry, Ry =Ry=0.
Having chosen (Rs, R1, R»), choose the triple (¢, ¢1,¢2) € N® to be

(Cs, c1, 02) = (2nRS, 2"R1 , 2nR2)_

For each v € {s, 1,2}, let V,, be a chance variable taking values in the set V, = {0, ...

Because our choice of (R, Ry, Ry) satisfies
R+ Ry + Ry > ngfY(PX,y, A),
Corollary B8l implies that there exist {0, 1}-valued conditional PMFs
P[(Vs, V1, V2) = (vs,v1,02) [ X" =%, Y = y]

and decoders, whose lists

{['%Is 01,02 }(y,us,vl 2) EV™ X Vs X Vi X Vo
satsify
AR e LYy, y, st dM (X %) <A,
for which
Jim B[4 vl ] =1
Because

R min EI:GA(XWI|YWI;‘/S;V17‘/2)p:| SE|:|£)‘;:V17V2|p:|7
G(|Y™, Ve, V1, V)

{I6) implies that

lim  min  E[GA(X"|Y", Vi, Vi, V0)] = 1.
TGV Ve Vi Ve)
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Our choice of (Rs, Ry, Rg) satisfies
Ry > R.+ Ry, Ry > Ri+ Ry, (418)

and hence we can for every blocklength n choose some conditional PMF ([2I2) that assigns
positive probability only to csc; elements of M; and csco elements of Msy. Therefore, we
can assume w.l.g. that M; = Vs x V1 and Ma = Vs X Vy and choose My = (Vi &, U, V1)
and Ms = (U, Va), where (Vg, V1, Vo) is drawn according to the above conditional PMF, and
where U is independent of (X", Y™ Vg, Vi, V2) and uniform over Vs. For this choice (399)
follows from ([#I6)) in the list version and from ([{@I7) in the guessing version.

It remains to show that for the above choice of the conditional PMFs (212])

(PR )
im inf

n—00 n

> p(R1 ARy NE) (Pxy, A)). (419)

Define the triple of chance variables

L0172 (1, Vi @, U, VA) if GR)(X"[Y™, M) < GR (X Y™, M), (420)
T (2,U, V%) otherwise

with alphabet Z x Vs x V, where Z = {1,2} and V = {0,...,¢; V ¢a — 1}. From (Y™, 1,U,V)
Eve can guess a reconstruction X € X™ of X” using either G (-[Y™ M) or G®)(-|Y", My)
depending on the value of I. That is, Eve can use some guessing function G(-|Y”, 1, U, V)
satisfying that, for every y € Y™, i € Z, 4 € Vs, and 0 € {0,...,¢; — 1},

G(xly,i,1,9) = G (%

y, (@, 0)), (421)

where by [@20) the success function G5 (-[Y™, I, U, V) corresponding to G(-|Y™, I,U, V) sat-

isfies

GA(Xn|Yn7]7 07‘7)

=GR (X", (0, 7)) (422)
=GO x|y, M) (423)
=GV (XY™, My)? A G (XY™, My). (424)

Let o(-|Y™, I, U,V) be the reconstruction function corresponding to G‘(-|Y”,I, U,V), ie.,
the unique mapping satisfying that

(V(xly. i) =% = Galxly.i @) = G(xly.i,a,0)),
V(X,R,y,6,0,0) € X" x X" x Y' X T x Vs x V, (425)

and define the chance variable X" = (XY™, I, U, V) Note that

E[G(X"Y", U, V)| > min __ E[GX",I,U)Y",1,U,V)"]. (426)
G-y Y™, I,U,V)
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This implies that

(PR, A) > min _ E[GX", LUIY",I,U, V)] (427)
’ G (- |Y™,I,U,V)
(a) C—p ' X R
> (IZ][vs| V) G(mlgn)E[G(X",LUIY")”] (428)
> 9=p—np(RatRaVRy) o min, )E QX" 1,U[Y™)], (429)

>

where (a) follows from Corollary [ and the fact that (I, U, V) takes values in the set
{(1,a,0): (4,9) € Vs x Vi } U{(2,0,9): (4,0) € Vs x Va},
which is of size
[Vs X V1| 4+ [Vs X Va| = ¢s(e1 + ¢2).
From ([#29) it follows that

L Dop((PRy . A))
im inf

n—00 n

log (E[G(X", 1,U[y")"])

> liminf min — p(Rs + Ry V Ry). (430)
n—=00 G(-,:|Y™) n
Therefore, if we can show that
log (E [G(X", 1, U|Y")P]) .
l%ni}gfc(?}%n) - > p(EX‘Y(Px,y,A) —l—Rs), (431)

then we can let € tend to zero to conclude from (@30) that (@I9) holds:

log(a(P} v, A))

lim in - > p(Rz NExy(Px.y, A)) (432)
> p(R1 A Ro A Eg?‘)y (Px,y, A)) (433)

We next conclude the proof of [@I9) by establishing (@31)). By Theorem Bl

log(IE [G(X", 1, U|Yn)ﬂ)
liminf min

> pHy( X", I,UlY™). 434
iminf  min - > pH(X", I,UIY™) (434)

In [4, Appendix B] it is shown that for every pair of chance variables (A, B) taking values in
some finite set A x B according to som PMF Py p
H;(A|B) = H(V|Q) — p~'D(Q x V||P4 B), 435
p(AIB) = max H(VIQ)—p~ D(Qx VI||Pap) (435)
VeZ(A|B)

where &(B) denotes the set of PMFs on B, and Z(A|B) denotes the set of transition laws
from B to .A. We shall use [@33]) to lower-bound the RHS of (@34]), where we will substitute
(X", I,U) for A and Y for B in [@3H). To that end denote by V,, the conditional PMF of
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(X", 1, U) given (X", Y™, U), and denote by V,, the conditional PMF of (Y, Xn I, U) given
(X", Y™, U). Note that V,, and Vj, are both {0, 1}-valued. Fix any PMF Qx,y on X x Y, let
Py denote the uniform distribution on Vs, and define the PMF on X™ x Y™ x U X XnxITxU

Qxnyrvsnro = @y X Pu) x V.
As to D(Q x V||Pa,g), we then find that

D(Q% x (@ x Po) Va) || P ((PRyy x Pu) Vi) (436)
= D((Q%y  Pv) Val[(PRy x Pu) Vi) (437)

(a)
SD(Q?(,YXPUHP)?,YXPU) (

= D(Q?{,YHP)?,Y) (439)
=nD(Qx,v||Px,y), (

where (a) follows from the Data-Processing inequality [23] Lemma 3.11]. As to H(V|Q), we
find that

H((Q%y x Pu) Va|QY) (441)
(g) I(Q%y x Pu,Va|QY) (442)
Y Q% v Pu Vil Q%) + I(Pu, V| Q% y) (443)
© Qv Pu ValQ3) + log V) (144)
D Q% v @ ey QD) + Tog Vi (445)
Y Ry Qs A) +log Vil (446)

where (a) holds because entropy is nonnegative; (b) follows from chain rule; (¢) holds because
U is independent of (X™,Y™) and uniform over its support Vs, and because U is determin-
istic given (X nyn Xn [,U ) (which holds by ([@20) and because Vj is deterministic given
(X™,Y™)); (d) holds for the conditional PMF

Qxn|xn yn (x|x,y) Z Py(u) Vo (X, 0, 0]x,y,u), V (%, %X,y) € X" x X" x Y™, (447)

’IJ,Z’IJ,

because conditioning cannot increase entropy; and (e) follows from the conditional Rate-
Distortion theorem [25] and

Pasapmpe (6757 2 8] =1 a9
which holds by [@47)) and because
(VoG iviife,y,w) > 0 = 30 € Vi % = 0(xly,i,1,9)).

V(x,%,y,i,0) € X" X X"V x V' x T xU. (449)

72



More precisely, (e) can be established as follows. Draw (ﬁ, Y, ﬁ) from X" x " x X"
according to the PMF Q%Y X QXn|Xn yn- By @48)

E[d(X", X")| = By, x@gn o ya [ (X", XM)] < A, (450)
Consequently, we find that

I(Q?{\ya QXn|Xn7yn|Q$)

= I(X" X"[Y"™) (451)
LS r(xg X7y, x (452)
=1
(9) & .
> I(Xs X)) (453)
=1
1 n
=1

Q) 1 —
= nl (QX|Y’ n ZQXHXin
=1

@

Qy) (455)

>n  min  I(Qxyy, QX\X,Y|QY> (456)
QX\X,Y:
E[d(X,X)<A]
k
(k) Ry Qv A), (457)

where (f) follows from the chain rule; (g) holds because X; and (Y'~', V%, X'~') are

independent, and because conditioning cannot increase entropy; (h) holds for the conditional
PMFs Qfmxi v, 1€ [1: n] that satisfy

QXI‘X,“YI(:%ZLEHyz) = Z ;%’(zi_lvyi_l)QnXT}i/(z?Jrlﬂy;ﬂJrl)Q)A(n‘xnyyn(jn|xn7yn)v

i—1
n n y’ﬂ ’
Tit1Tip1Yit1

Y (i, 24,yi) € X X X X Vs

i—1 ai—1
o' Et T

(1) holds because mutual information is convex in the transition law (here Q¢ . y,); (J)
holds because ([@50) implies that

A > E[d™(xn, X" (458)
=B l% zn: d(_ia &)] (459)
= (25 g ) IS (460)

and (k) holds by the definition of the rate-distortion function under the PMF Qx y (IZ7).
This concludes the proof of ([444]).
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Having established ([@4g]), we are now ready to conclude the proof of {#31]). By substituting
(X™,I,U) for A and Y for B in (@35), we obtain from (@35), ([@40), and (@6) that
H;(X",1,U|Y™)
> H((Qxy x Pu) Va|QY)
,p—lp(Qg x ((Q%y * Pu) Vi) ’P{} x (PRy x PU)Vn)) (461)

> n(Rxpy Qs 8) = p7 D(Quxy||Px.y) ) +log V. (462)

Because this holds for every PMF Qxy on & x Y, and by the definition of ng‘)y (Pxy,A)

(I=9),
Hs;(X™, I,U|Y™)
> n sup (RX\Y(QX,Ya A) - /le(QX,YHPX,Y)) + log |Vs] (463)
XY
=nEL (Pxy,A) +log |Vil. (464)

This, |Vs| = 2% and ([@34) imply @3I). This concludes the proof of ([2I7).

We next prove @I8). If Ry + Ry < ng‘)Y(nyy, A) — p~1Eg, then Corollary B3] in the
guessing version and Corollary [36]in the list version imply that the modest privacy-exponent
is negative infinity. We hence assume that Ry + Ro > E§?|)Y(PX»Y’ A) — p~1Eg. We can now
use the same line of argument as in the proof of (2I7) but with ({#04) replaced by

o los(o(Phy )
im sup

n—00 n

< Ep (465)

to show that the modest privacy-exponent cannot exceed the RHS of ([2IX). To show that
the modest privacy-exponent is lower-bounded by the RHS of (ZIS), we argue as for the

privacy-exponent, except that here we choose the nonnegative triple (Rs, R, Rg) as follows:

1. f Ry < (ngl)y (Px,y,A) — p~'Eg)/2, then choose
R.=0, R = Eg?‘)Y(P)Qy, A)—p'Eg — Ry, Ry=Ro. (466)

2. Else if (B

X\Y(PX1Y7 A) — pilEB)/Q < Ry < ng‘)Y(Pxﬁy, A) — pilEB, then choose

RS = 2R2 — Eg?‘)Y(nyy, A) + pilEB,

Ry =Ry =E{), (Pxy,A) = p~'Eg — Ry. (467)

3. Else if ng‘)Y(Pxﬁy, A) — p~1Ep < Ry, then choose
R.=Ry, R =Ry=0. (468)
[l
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