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Abstract

Secure communication over a wiretap channel is investigated, in which an active adversary modifies the state of the channel
and the legitimate transmitter has the opportunity to sense and learn the adversary’s actions. The adversary has the ability to switch
the channel state and observe the corresponding output at every channel use while the encoder has causal access to observations
that depend on the adversary’s actions. A joint learning/transmission scheme is developed in which the legitimate users learn
and adapt to the adversary’s actions. For some channel models, it is shown that the achievable rates, defined precisely for the
problem, are arbitrarily close to those obtained with hindsight, had the transmitter known the actions ahead of time. This initial
study suggests that there is much to exploit and gain in physical-layer security by learning the adversary, e.g., monitoring the
environment.

I. INTRODUCTION

The seminal papers of Wyner [2] and Csiszar and Korner [3]] on the wiretap channel have provided the foundation for advances
in information-theoretic secrecy. In more recent past, primarily motivated by the advent of wireless networks, a number of new
secure communication models have been studied leading to new design insights [4]. An example is the realization that secrecy
capacity in wireless channels with fading could be positive even with an eavesdropper obtaining a higher Signal-to-Noise Ratio
(SNR) than the legitimate receiver [, [6]]. Another example is the merits of introducing judicious interference, i.e., cooperative
jamming [7], and its ability to increase secrecy rates in multi-terminal settings [[7], [8]], [9], [10], [11]. Yet another example is
the ability to network with entities even if they are untrusted [12]]. In all these initial studies, one critical assumption is that
the eavesdropper’s channel is completely or partially known to the legitimate parties. Another crucial assumption is that it is a
purely passive observer, is unable to make strategic decisions, or tamper with the channels in any way. More recently, several
studies have aimed at removing these assumptions or introducing new models that account for more powerful attacks.

To this end, a first direction has addressed the wiretap model in which the eavesdropper’s channel is completely unknown
and can be varying in each channel use. In this set up, it has been shown in [13]] that utilizing multiple antennas are useful in
providing secrecy, albeit with reduction in degrees of freedom as compared to the other extreme of completely known channels.
A model in which the adversary can modify its channel based on overheard signals has been addressed in the specific setting
of a two-way wiretap channel, utilizing cooperative jamming to counter the attack [14]. Additionally, the extensions of models
to active adversaries that can also jam the channel has been captured with arbitrarily-varying wiretap channel models, in which
both main and eavesdropper’s channels depend on states under complete control of the adversary. Secrecy rates for arbitrarily-
varying wiretap channels have been studied for point-to-point channels [15]], [L6], [17] and multiple-access channels [18]],
leading to characterizations of situations in which secure communication is possible.

Another line of work has been towards addressing passive adversaries with strategic capabilities in their monitoring of
signals. These efforts build on the model known as wiretap channel Type II [19], in which the main channel is noiseless and
the eavesdropper has the ability to observe only a subset of the transmitted codeword bits with known size, but can choose the
subset it taps. This model imposes a more stringent secrecy constraint, requiring a universal guarantee againt any choice of
observed subset. Like [19], follow-up works that have generalized the wiretap II model beyond a noiseless main channel [20],
[21] have demonstrated that, the impact of the adversary’s strategic ability to choose the observed subset is no worse than
random erasures of a subset of the same size. More recently, the secrecy capacity of a model that unifies the wiretap and
wiretap II models has been established in [22]]. Some multi-terminal extensions of this model have been also been studied [23],
[24], [25].

Despite these successes, application of information-theoretic security in practical systems is yet to take place. This is in
large part because the models to date include assumptions that are either extremely optimistic or perhaps overly pessimistic
in regards to what can be known about the adversary. The rationale behind the present paper is that there might be a middle
ground to develop adversarial yet realistic models. More precisely, we suggest that, although an adversary may potentially
control communication channels, its actions are likely to come at a cost, i.e., the modification may induce some physical effect
in the environment that can be detected by other parties. Thus, legitimate parties may have the ability to learn the adversary’s
actions and accordingly adapt their coding scheme. This idea is also motivated by several studies that have investigated the
role of feedback for reliable communication over arbitrary-varying channels [26], [27], [28]] and have shown that the empirical
capacity of an arbitrary-varying channel can be achieved with negligible feedback.

This work was presented in part at the 2017 IEEE International Symposium on Information Theory [1]. This work was supported in part by NSF award
CCF 1527074.



As a first step towards integrating learning into information-theoretic secrecy models, we study here a wiretap channel
model in which an active adversary is able to attack the signals on the main channel by selecting one of two main channels at
each channel use. Unlike previously studied models, we allow the legitimate transmitter to monitor the channel and causally
receive a signal correlated with the adversary’s observations. This consequently allows the legitimate parties to simultaneously
“explore” the adversary’s behavior and “exploit” it for providing secrecy. More concretely, our coding scheme chains the
transmission of successive sub-blocks to learn the adversary’s actions in past sub-blocks and causally generate secret keys
from past observations. Secure communication is achieved by superposing the transmission of uniform random bits and one-
time-padded message bits through a suitably generalized layered-secrecy coding scheme [29]]. To ensure reliability in the
presence of an attacker actively tampering with the main channel, which was not considered in our preliminary results [1],
our coding scheme also leverages a universal list-decoder chained over sub-blocks. We emphasize that key generation is the
crucial building block that enables learning for secrecy, by allowing our coding scheme to defer the decisions as to which
bits are secret until affer the adversary’s actions have been learned. We also point out that the greater flexibility offered by
key generation compared to direct wiretap coding can be traced back to earlier works but for completely different models and
without any connection to learning. For instance, key generation has been used [3], [30] in fading channels as a means to
buffer secret keys and provision secrecy.

Perhaps surprisingly, we show that the legitimate parties achieve the secrecy rates that they would have obtained with
hindsight, had they known the attacker’s actions non-causally. This result is conceptually similar to those that exist in the
context of multi-arm bandit problems [31]]: without knowing the adversary’s actions a priori, one can simultaneously exploit
and explore to develop an asymptotically optimal strategy. This connection is not fortuitous, as our proof extends ideas laid out
in the context of universal channel and source coding [32]], [27] that make explicit use of reinforcement learning. In particular,
our definition of rate is similar to [27], in which the number of bits required to be decoded correctly is only specified at the
end of the transmission, and our converse proof follows the same approach as in [27].

A direct comparison of our result with previous works is not entirely fair since our model is different. Nevertheless, it is
perhaps useful to explicitly highlight the similarities and differences with the most related prior works. In particular, two major
characteristics of our model are to consider some form of channel state information and an adversarial state. The usefulness
of channel state information at the transmitter to increase secrecy rates over wiretap channels has been extensively analyzed
both in the non-causal [33], [34] and causal case [35] but only under the assumption that the channel state follows a known
independent and identically distributed (i.i.d.) distribution. In contrast, in our model, the state is adversarial and need not have
a well-defined distribution. Adversarial arbitrarily-varying wiretap channel models have also been explored [15], [16], [[L7] but
in situations without state information. Consequently, by nature, known results establish worst case rates that are only positive
under certain assumptions, such as the type constraint analyzed in [17].

The remainder of the paper is organized as follows. In Section |ll} we introduce the model under investigation. In Section
which constitutes the core of our contribution, we develop an achievability proof based on the coding scheme outlined earlier.
In Section we establish a converse that matches our achievability. In Section [V] we conclude with a discussion of natural
extensions of our model.

II. PROBLEM FORMULATION AND MAIN RESULTS
A. Notation

We denote random variables by uppercase letters (e.g., X), their realizations by lowercase letters (e.g., x), sets by calligraphic
letters (e.g., X), and vectors by bold face letters (e.g., ). For x = (1, ,2,) € X" and a € X, let N(x|a) £ |{i : z; = a}|.
For x € {0,1}", let wt(x) £ N(x|1) and a(x) £ % If Px is a Probability Mass Function (PMF) over X, let Tp, =
{xe X" foralla € X: N(x|a) = P(a)n}. [1_] We denote by P, (X) the set of all PMFs Px for which Tp, # () and by
Pn(X]Y) the set of all conditional PMFs Py for which there exists a joint PMF Pxy such that Px|y = F;gf—yy and Tp,, # 0.
For x € X™ and a conditional PMF Py |x, we also define Tp, ,(x) £ {y € Y" : foralla € X,b € ¥ : N(x,yla,b) =
Py x(bla)N(x|a)}. For three discrete random variables (X, Y, Z) with joint PMF Pxyz, we define

Px|yzoPz 2 ZPX\YZ:ZPZ(Z) £ Py )
Py X Px\yz £ PziyPxjyz £ Pxz)y (2)
I(Px,Py|x) £ I(Pxy) £1(X;Y). (3)
For two sequences x € X™ and y € Y™ such that (x,y) € Tp,, , we define
I(x Ny) £ I(Pxy). )
For two integers a and b such that a < b, we denote the set {a,a + 1,---,b — 1,b} by [a,b]. If a > b, then [a,b] = (.

Throughout the paper, we measure the information in bits and log(-) should be understood to be base 2; we use In(-) for the
logarithm base e.

I'To be precise, Tpy depends on n, but we drop n from our notation for simplicity.
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Fig. 1. Problem setup

B. Problem Formulation and Main Results

We consider the channel model illustrated in Figure [I} in which a transmitter wishes to communicate securely to a receiver
over N channel uses of an arbitrarily varying wiretap Discrete Memoryless Channel (DMC) (X x S, Wy z|xs,V, Z). We
assume that the capacity with common randomness of the arbitrarily varying channel (X x S, Wy |xg, ) is positive, otherwise
it will be impossible to send any information reliably over this channel. The terminals corresponding to Y and Z are in control
of the legitimate receiver and the adversary, respectively. The adversary is allowed to actively and arbitrarily choose the state
of the channel S at each channel use. The transmitter and the receiver may share secret randomness prior to the transmission
whose amount will be made precise. For simplicity, we suppose S = {0, 1}; however, generalizing our results to arbitrary
finite S is fairly direct, and we discuss this extension in Section E We assume that the transmitter is able to monitor the
effect of the adversary’s actions, which we model as strictly causal observations at the output of an arbitrarily varying DMC
(X xS, WX| XS X) controlled by the same states as the main wiretap channel. Our only assumption for this channel is that
WX xs=0 # Wx|xs=1- as otherwise the model reduces to an arbitrarily varying wiretap channel [36]. We assume that all
channel outputs are conditionally independent given the input and that the statistical description of the channels are known to
all parties. As discussed in Remark [2] below, we rely on these assumptions for our converse proof, but they play no crucial role
in the achievability. The transmitted sequence is denoted by X £ (X,---, Xy, while the corresponding observations of the
receiver and the adversary are denoted by Y = (Yy,---,Yy) and Z = (Zy,--- , Zx), respectively. The monitored sequence
is Xé (Yl,- s ,YN).

Formally, a code for this channel model operates as follows. Unlike traditional wiretap channel models, the number of
message bits is unknown at the beginning of transmission and potentially depends on the adversary’s actions. Therefore, it is
convenient to assume that the transmitter has access to K uniformly distributed bits W = (W, .-+, W), and that only the
first 4 bits will be transmitted’} Both the encoder and the decoder also have access to a secret common randomness source
@ distributed according to Py over Q. The encoder consists of N possibly stochastic functions £ = (fy,---, fv) where

fi: X! >< {0,1}¥ x Q — X outputs a symbol for the transmission over the channel. The total number of transmitted

bits 1 : " % Q — [0, K] is a function of the transmitter’s observations and is determined after the V ™ transmission. The
decoder is a function ¢ : YV x @ — {0, 1}¥, which allows the receiver to form an estimate (Wl, WK) #(Y, Q) of the
transmitted bits. Since the channel is varying according to the adversary’s actions, the receiver is not requlred to reliably decode
all bits. We assume that there exists a function w VN x @ — [0, K] that estimates the number of bits actually transmitted.
The quintuple (f, ¢, ¥, 1/}, Q) defines an (N, K) code C, and the functions f, ¢, v, and w are assumed to be publicly known.
For all s € SV, reliability is measured with a probability of error defined as

P.(Cls) £ P(D(Y, Q) # (X, Q) or 3 € [L (Y, Q)] : Wi # Wils). 5)

Secrecy is measured in terms of the average mutual information between the message bits W and the observations Z given s
as

S(Cls) £ I(W; Z[s). (6)
The rate of the code is a function of the adversary’s actions and is a random variable defined as w(i’Q). Furthermore, for
a fixed value of common randomness ¢ € Q, we define P.(C|s, ¢) and S(C|s,q) analogously using probability distributions
conditioned on @ = q.

2Despite conceptual similarities with layered secrecy coding [29], our problem formulation is different for technical reasons.



Definition 1. For a fixed sequence {sy € SN} y>1 of adversarial actions, a sequence of (N, K ) codes {Cn = (fx, N, UN, 122\]\{, QN)IN>
achieves a rate R, if and only if,

Jim R = i
1\}511 S(CN|SN> = 07 (8)
Jim_ P (Crlsn) =0, ©)
and
I&EHOOP(W < R) = 0. (10)

Remark 1. The number of secret bits transmitted depends on the noisy observations X of the adversary’s actions and on
the common randomness Qp, both of which are random variables. Consequently, the number of secret bits is itself a random
variable and our notion of achievable rate in (10) only requires a rate R to be achieved with high probability.

Remark 2. The technical assumptions behind our model have concrete operational significance. Since v is publicly known, no
secrecy is conveyed through the number of secret bits. Since only the transmitter monitors the environment, the receiver does
not benefit from another channel observation that could potentially increase its reliability. Finally, since channel outputs are
conditionally independent given the input, the transmitter only obtains information about the adversary’s actions and not about
the receiver or adversary’s observations. These assumptions are not crucial in our achievability proof but they are needed in
the converse.

For a € [0,1], let Pg be Bernoulli(a) over S and C(a) £ supp,,, (I(U;Y) —I(U; Z|S)) where the random variables
(U, X,8,Y,Z) have joint PMF Pyx PsWy zxs . Since supp, , (I(U;Y) —I(U; Z|S)) is a special case of the right hand
side of [17, Eq. (50)], by [17, Theorem 1], it is enough to consider U with the support of size at most |X'|. Our main results
are as follows.

Theorem 1 (Achievability). For any ¢ > 0, there exists a sequence of (N, Kn) codes {Cn}n>1 that achieves the rate C(a)—(
for all o €]0,1[ and every sequence {sy € {0,1}N }n>1 with limy 0 a(Sn) = o

Theorem 2 (Converse). If a sequence of (N,Ky) codes {Cn}n>1 achieves a rate R for all sequences {sy}n=1 with
lim,, 0 a(Sy) = , then R < C(a).

Before we prove Theorem [I] in Section [[T]| and Theorem [2] in Section we first make a few important remarks regarding
our results.

Remark 3. Note that the main contribution of Theorem |l|is in guaranteeing the existence of codes having good performance
for all choices of s. If the weight of the actions sequence wt(sy) were known, our model would reduce to a channel with
type-constrained states as studied in [17], [22|]. In this case, the transmitter and the receiver would know ahead of time the
optimal number of secret bits that could be transmitted, and proofs would follow from more standard techniques. For instance,
reliability in [I7/)] is established using the random coding technique for arbitrary varying channel (AVC) channels (e.g., [37]
Chapter 12]), which guarantees low probability of error at the decoder for a class of channel states. Similarly, secrecy is
derived in [\I7|], [22]] by proving the existence of a universal scheme for all adversary’s actions with a certain type. While [17]
and [22|] have different approaches to prove universal secrecy, both papers show that a random code fails to provide secrecy
for a specific state with doubly-exponentially decreasing probability, which then allows on to use the union bound and show
the existence of a code secure for all states with a fixed type.

Remark 4. Without constraints on the adversary’s actions, one might wonder why the adversary would not always choose
the “best” action over all N channel uses, so that the problem would reduce to a traditional wiretap channel. Our modeling
allows us to remove all assumptions regarding the rationality or possible limitations of the adversary that the legitimate parties
could be unaware of. Our scheme performs optimally as if these constraints were known a priori.

Remark 5. In both achievability and converse, if imy_,o, a(sy) does not exist, we need to consider the sub-sequence of
{sn}n>1 such as {sn, }r>1 so that a(sn,) is convergent, which we know always exists, and

C (klim a(st)) (11

is minimized. This subtlety is a consequence of our asymptotic formulation of the rate, and one should note that our achievability
scheme provides guarantees at finite length.
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Remark 6. Although we assume that the action sequence s is arbitrary, it cannot depend on the adversary’s observations Z.
In such case, the adversary could potentially choose strategies that introduce memory in the channel, which would require
different coding schemes.

We conclude this section by illustrating the results for an example. Suppose that when s = 0, the main channel and the
adversary’s channel are Binary Symmetric Channels (BSCs) with flipping probabilities 0.1 and 0.4, respectively, and when
s = 1, the main and the adversary’s channels are BSCs with flipping probabilities 0.4 and 0.1. Fig. 2| is the plot of C(«) in
terms of « for this channel. We next compare our results with [I7] in Fig. 3] when there is a constraint o < 0.2. Using the
scheme in [17], we have to operate at the worst case, which corresponds to o = 0.2. However, in our proposed scheme, we
can operate at C'(«) for all a.

III. PROOF OF THEOREM[I}: ACHIEVABILITY SCHEME

We begin the achievability proof by sketching our proposed coding scheme. The transmitter and the receiver first agree on an
input distribution Px before the transmission. Our coding scheme, which is illustrated in Figure E], is an (N, K) coding scheme
that consists of a transmission over B sub-blocks of length n and one terminal sub-block whose length will be specified later. We
denote all quantities corresponding to the sub-block b by a superscript b; specifically, s® denotes the channel states sequence in
sub-block b. We initially assume that “an oracle” shall causally provide partial information a/(s) of the channel states s’ to both
the transmitter and the receiver at the end of sub-block b. In every sub-block b, the transmitter prepares k uniform random bits
AP = (4%, , AY) that do not convey information on their own. It encodes A’ to a sequence X’ through a random encoder
generated using Px from the common randomness shared between the transmitter and the receiver. By layer secrecy results [29],
the adversary obtains negligible information about the first ~ k — (1 — a(s®))I(Px, Wz xs=0) + a(s’)I(Px, Wz xs—1) bits
of A®. In the next sub-block, the number of secure bits is evaluated using the oracle information, and those bits are used as a
key to one-time-pad information bits in the next sub-block b 4 1. The use of uniform random bits and a layered transmission
scheme is crucial to enable the extraction of secrecy with hindsight. Since the capacity of the main channel depends on the
channel states, the decoder outputs a list of possible values for A® with a list size determined by a(s®). To be able to decode the
messages uniquely, the transmitter adds further structure to the transmitted bits by repeating some of the bits of the sub-block
b in the sub-block b+ 1. We call such a scheme an (NN, K, n) oracle assisted scheme. We then need the following three steps
to complete the proof.

o In Section [[II-B] we show how to replace the oracle by an actual noisy estimator of the attacker’s past action sequence
without affecting asymptotic performance (Corollary [2). In particular, if the adversary’s actions change the statistics of
any feedback symbol, based on the frequency of the observation of that symbol, we can construct an estimator of a(s®).

e In Section we show how the input distribution underlying the construction of the layered-secrecy code may be
adapted from one block to another. In more details, the optimal input distribution depends on the adversary’s action.
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layered secrecy code. At the end of sub-block b transmission, an oracle indicates to the legitimate parties which bits were unreliable (white stripes) and secret
(gray stripes). Unreliable bits are repeated in the next sub-block while reliable secret bits are used to one-time pad a message W1 in sub-block b + 1.
Additional uniformly random bits L**1 are appended to form Ab+1,

By resorting to results for adverserial multi-arm bandits, we prove that the transmitter and the receiver could adaptively
choose the input distribution for random coding such that its effect on the rate is negligible.

o Finally, in Section we finally show how to reduce the randomness in the randomized scheme (Lemma [§) to
achieve similar performance with a negligible rate of common randomness (Lemma [8). We use the standard Ahlswede’s
robustification technique to do so.



A. Formal Description and Analysis of the Oracle-Assisted Coding Scheme with Arbitrary Common Randomness

In this section, we first formally describe our oracle-assisted coding scheme and then separately analyze its reliability,
secrecy, and rate. For all b € [1, B] and & € [1, k], let W? and L% be random bits uniformly distributed on {0, 1}; all these
random variables are mutually independent. Furthermore, for all (k,b) € [1,k] x [1, B], we assume that W” contains useful
information but L® is an auxiliary bit.

1) Encoding: Fix a distribution over X, Px, and ¢ > 0. For « € [0, 1], define

I§ = I(Px, (1 — )Wy xs=0 + Wy |xs5-1) (12)
7 =1 —a)I(Px,Wzxs=0) +al(Px,Wzxs=1) (13)
T = Ig 14
Y apax By (14)
128 = max(1%, 1}) (15)
™% — ppax (I, [Ba%), (16)
Let both the encoder and the decoder have access to a common sequence of mutually independent random functions F!,--- | F'B
from {0,1}* to X™ where for all a € {0,1}* and b € [1, B], F®(a) is distributed according to P$". In the sub-block b, the
transmitter prepares k = [(I™® + 2()n + 1] bits A = (AY,---, AY) defined as follows. Let A) = A = ... = A} £ 0,
a’ £ a(s’), and
0 b=1
b A
- —1 17
" {k [(Hg’ +<)n] be [2,B] {17
0 b=1
b A
£ 1 . 18
“ {k KH?/” 72§>nJ bel2,B+1] (18)

By Lemma [3| m” represents the number of secure bits in the sub-block b — 1 that can be used as a key in sub-block b; by
Lemma 2" is almost the size of the list required for correct list-decoding in the sub-block b — 1. We repeat u” bits of Ab~!
in Ab to form A® as

Ab-t K € [1,u"]
AL 2L AT W ke [ub +1,mY] : (19)
Lb K € [max(m®, u®) + 1, k]

Note that if m® < u® + 1, the set [u® + 1,m"] is empty and no message bit is transmitted in the sub-block b. Finally, after
transmission of sub-block B, we use an AVC code to transmit ABT1 £ (AB ... ,AEBH). The existence of AVC codes is
established in the following lemma.

Lemma 1. Suppose for the AVC (X x S, Wy,xs,Y), we have mingcjo 1)1 > 0. Then, there exists R > 0, £ > 0, and a
sequence of codes with common randomness {CAY°},,>1 such that C,, transmits a message in [1,[2™%|] over m channel
uses with vanishing probability of error ei¢ < 27¢m,

Proof. See [37, Lemma 12.10]. O

In particular, if m = ©(n), we can transmit A+ by CAVC,

2) Decoding: The decoder operates recursively to decode AS*1 AP ... Al in this order. Using the decoder of C/'C,
the receiver first recovers AB+1 as AB+L Subsequently, for the sub-block b € [1, B], we assume that an estimate A*! of
AT is available at the receiver. The receiver forms a list £ of ¢* messages w with highest I(F®(w) A Y?) with

log & & k — [(H;‘f - <) n—‘ . (20)

The receiver then seeks a sequence a € L such that for all x € [1,u**!] we have a, = Ei‘“. If there is a unique
sAuch sequence, the decoder sets A? £ a; otherwise, it declares an error. The message bits W,fj can finally be decoded from
Al ... AB.

3) Reliability Analysis: The probability of error is upper-bounded by

]P(Al £ A or .- or ABF! #;&BJrl) _ Bir:lp(Ab £ AL, (Ab+1 = APt ... ABH :ABJrl)) 1)

eIl

1
< ]P’(A” # AP|APT = APH L AP = ABH). (22)

1

<
Il



For the last term in the sum, we have IP’(AB+1 £ KB“) < €AV by construction. For the sub-block b € [1, B], let
A" £ {A%, (23)
B & {a€c{0,1}": for all k € [1,u’"'] we have a, = A®"'} (24)

which are the set of the transmitted message in the sub-block b, and the set of all messages matching with the bits of the next
sub-block, respectively. With these notations, we can write the probability of decoding error in the sub-block b as

]P)(Ab 7& :&b|Ab+1 — Kb-‘rl’_._ ,AB+1 — KB-&-l) — P(ﬁbﬁ[)’b 7& Ab) (25)
<SP(A" ¢ LY +P((L" N BY)\ A” # 0) (26)

The following lemma that we prove in Appendix [A| upper-bounds the first term in the above expression by 27¢" for some
£>0.

Lemma 2. Let (° be a positive integer and (X,Y,S) be three random variables distributed according to Pxys(z,y,s) =
Px (x)Ps(s)Wy | xs(yl|zs), in which Ps = Bernoulli(c(s®)). Then,

P(AY ¢ L) < 27" Mxvis [D(Vaey 15 1Wy x5 % Px| Ps )+ [I(Vicy | s0Ps) = & (k-+log 5 ) +O (152 )] ] 27)

In particular, if @0) holds, there exists & > 0 independent of s® such that

P(A> ¢ £P) <275 (28)

To upper-bound the second term on the RHS of (26)), let O denote the all-zero vector, and note that
P((L"NB°)\ A" #£0) => P(A* =a)P((£ NB") \ A" # )]A® = a) (29)
Wp((chnBY)\ A £ 0|A = 0), (30)

where (a) follows since our encoding and decoding processes are symmetric with respect to all messages. Furthermore, when
A’ =0, we have A’ = {0} and B® = {a: for all x € [1,u’*'] a, = 0}. Therefore, by the union bound, we have

P((£nB)\ A" £ B|A" = 0) < > P(a€ L°|A" = 0) 31
a: for all kK€[1,ubt1] a,=0,a#0
(@) b
ok (18" )]
< 33
[0 -2)1] >
<274, (34)

where (a) follows since all a # 0 have an equal probability to be in £. As a result, the total probability of error is upper-
bounded by B(Q*”C + 2*”5) + eAVC,

4) Secrecy Analysis: Let ZP denote the adversary’s observation in the sub-block b € [1, B], ZE*! denote what the adversary
observes during the transmission of AZ*! and

Wb 2 (WP ke [1,k]), (35)
L’ 2 (L} : k € [max(m®,u®) + 1, k]) (36)
A2 (Al ke 1,mt*) (37)
AV 2 (A ke [mPt 1, k]). (38)

The functional dependence graph illustrating the dependencies introduced by the chaining in (I9) and with the notation in (33))-
is shown in Fig. [5] We first state a layered secrecy result, which we prove in Appendix

Lemma 3. Ler k > (I3** + 2¢)n + 1. There exists £ > 0 such that for large n,
Pp (for all sP € 8™, H(Xb; zb) < 2—5") >1-272" (39)
Our next objective is to upper-bound

H(W17"' 7WB;Z17”' 7ZB+1‘F1:f17"' 7FB:fB) (40)



! Block b ! Block b+1

Fig. 5. Functional dependence graph illustrating chaining in (I9) for the variables in (33)-(38)

when encoders f' .-, fB are such that for all b, ]I(Kb;Zb|Fb = fb) < 278" which holds with high probability by

construction of the layered scheme and the definition of A". From now on, all expressions should be interpreted as conditioned
on F1 = f1 ... FB = £B for such f1,---, fB; we will omit F! = f1,... | FB = B from our notation for the sake of
simplicity. We prove the following auxiliary lemma.

Lemma 4. For all b € [1, B], we have H(K”; 7l ... ,zb) < b2En,

Proof. 1t follows from our construction using layered coding that for all b, ]I(Xb; Zb) < 27¢". We use induction on b to prove

the result, i.e., assuming H(Xbil; Zt, - ,Zb_l) < (b—1)27¢", we show that H(Xb; zZ', ... ,Zb) < b27¢", For b > 1, note

that

(&2 2) = 1(R ) +1(Rz 22 (40
<27y H(Xb; Z,. .. ,zb—1|zb) (42)
<2 én 4 H(Xb’ zb. 7! ... ,bel) (43)
ooy (A2t 2 @9
(2 b2_f", 45)

b—1

where (a) follows from the Markov chain (Zb,Kb) — A —(Z',---,Z" 1) as seen in Fig. |5, and (b) follows from the

induction hypothesis.
We now resume the proof of the secrecy of the scheme. By the chain rule, we have
B
(W WEzt . ZBH) =y (whzt - 2P Wi WP, (46)
b=1

Considering each term in the above expression separately, we have

(@)
H(Wb;zla"' 7ZB+1|Wb+17"' aWB) < H(vazla aZB+1|Wb+17“' aWBaAb) (47)
Yrweyz,... 201 |AY) (48)
<SI(WP A%Z!, ... 271 (49)
@ ]I(ijb‘l,Lb;zl,--- ,zb—l) (50)
@ H(Xb’l;zl,--- ,zH) (51)
©
< b27¢", (52)

where (a) follows from the independence of (W%t ... W5 A®’) and WP (it holds because the bits of A® that depend on
W? are XOR of W and bits of A®~! which are independent of W?), (b) follows form the Markov chain

(Wb+17 e 7Wszb7 e 7ZB+1) - Ab - (Wbazlv' o 7Zb_1)7 (53)



(¢) follows since there is a one-to-one mapping between (W, A) and (W? A"~ ', L), (d) follows from the Markov chain
(W L) A" — (2!, 20, (54)
and (e) follows from Lemma 4]
Combining and (32)), we obtain
H(Wl,"' 7WB;Z1,"' 7ZB+1) <3227§n (55)

5) Rate Analysis: Note that the rate is not random here since the number of information bits is fixed. We know that the
bits {W} :b € [1,B],x € [ub + 1,m®]} are supposed to be transmitted. Hence, if we define

a= ! a(s?), (56)

the rate would be

B B-1k _ | (12 _ o _
=y k= [+ e — ko (15— 20) ]
; N > bz:; nB+m 57)
I 1 — 3(n—2
> bz::z s né/—l-m (58)
@ 11
>]IY—HZ—O(C+TL+B>, (59

where (a) follows from the convexity of I in « and the linearity of I% in c.
With an appropriate choice of the parameters of the oracle-assisted scheme, we obtain the following.

Corollary 1. Fix ¢ > 0 and Px. There exists £ > 0 and a sequence of (N,Ky,[N §1) oracle-assisted coding schemes
{Cn = (fn, 0N, UN, UN, QN) } N1 such that for all {sn}n>1 with limy_o a(sy) = « and N large enough

’l/) (0% (03 1
Z;BHYHZO(HN;’), (60)
P.(Cnlsn) <27¢N7, (61)

2
9EN3

Poy (S(CN|sN,QN> > 2—5N§) <27 (62)
Proof. For a fixed N, consider an oracle-assisted scheme, Cyy, with n = [N3] and B = | N3 | — O(1) which operates as
described above. Note that the common randomness @) consists of F',---  FZ and the common randomness required for
CAVC. Since the probability of error izs upper-bounded by B(27"¢ 4+ 27 + ¢AVC iy = O(n), and n > N 3, for & small
enough, we have P,(Cn|sy) < 275V? . Additionally, Lemma [3| together with union bound imply that with probability at least
1— B2*5N% for all b € [1, B], we have H(Xb; Zb) < 278N | Therefore, by our secrecy analysis in this section, we have

2
9EN3

2
Poy (s(cN|sN,QN> > 2—5“) <27 (63)
Finally, our rate analysis yields that ’/’WN > Ig - 1% — O(g + %) Note that in our analysis, we did not take into the
account the portion of sy which corresponds to the use of CAYC, since it does not change limx_,o (sx); we will use this
simplification several times in the later proofs. O

B. Estimation of Adversary’s Actions

In this section, we consider an (N, K,n) oracle-assisted coding scheme introduced in Section and modify it to
construct a regular coding scheme which does not require the oracle. The main idea is to select some positions in each
sub-block at random and transmit a fixed symbol in those positions. Using the feedback channel WYI xg» the transmitter
then estimates the weight of the channel states provided that the length of the sub-block is large enough. Formally, let the
new sub-block length be n’ = n + ¢ for ¢ specified later; At the beginning of every sub-block b € [1, B], the transmitter
selects ¢ distinct positions J* £ (JP, .-, JP) with J® < --- < JP uniformly at random out of n’ positions, in which the
transmitter sends a fixed symbol zy € A with Wyl X—205=0 7 Wyl X=zy5=1- Which always exists by our assumption that
Wy‘ x50 7 Wy‘ yg—1- The encoder operates according to the sub-block b of the oracle-assisted scheme in the remaining



n positions. Since W x_, s—¢ 7 Wx|x—p,s—1- there exists Ty € X with W yg(Tolzro, 1) # W xg(Tolzo,0). For
simplicity, let py = W x ¢(To|zo,0) and p1 £ W 5(Tolzo, 1). We also define

a2 a(sh) (64)
wi(s?) — 2571 Sbe
a’ L& (65)
n
—b
t 13 X 50 =7 —
1 { Jt 0} Po
~b A i
a = - . (66)
t ; P1 — Do

In other words, @’ is the overall fraction of ones in the state sequence of the sub-block b, a® is the fraction of ones in the
state sequence corresponding to the positions used for transmission, and a° is our estimation of a’. Each a® takes t + 1
possible values by definition. Note that in the protocol described in Section [III-Al the parameters depending on o', --- ,a®

are m',--- ,mB, ul, . ,uB, and ¢4, - ,¢B . In the modified protocol, we substitute them with the approximations
0 b=1
~b A
m’ = o 67
{k— (177" +2)n]  bel2 Bl (67)
0 b=1
~b A
u’ = o 68
{k— [(wb 1—3C)nJ be[2,B+1] (68)
log 2k — [(H@b _ 2C)n—‘ (69)
After the BM sub-block, the transmitter sends the positions J!,--- ,JB together with a',--- ,af using the AVC code CAVC

for m = O(Btlog(Bt) + Blogt). To analyze the secrecy and reliability of the modified coding scheme, we first prove that,
with high probability, M, %°, and #* properly estimate m?, u®, and £, where we redefined m?, ub, ¢* with the modified
version of a® as

. [0 b=1
e {k - [(Hgb’l n c)n] b e [2,B] 70

L. [0 b=1
v {k— {(w“ —ZC)nJ be[2,B+1] an
log " 2 f — [(H%b - g)n] . (72)

We recall that all m®, m?, u®, b, ¢°, and ¢* are random variables, but for simplicity and with slightly abusing our notation,

we use small letters to represent them. Notice that we should be careful not to overestimate m® to remain secure and not to
underestimate u® to remain reliable.

Lemma 5. For % small enough, there exists some & > 0 such that

}P’(T?Lb <mP and @ > v and ©° > éb) >1-—271%, (73)

Proof. See Appendix O

Now for all b € [1, B], we fix some values for m’, a?, w , J® denoted by m?, u®, o, .]71’. Conditioned on these fixed values,
we can omit the adversary’s observations in the positions used for estimation from secrecy analysis because they only depend
on the noise of the channel. Since conditioned on the positions selected for estimation, the estimated values are independent
from all other sources of randomness, the probability of error and mutual information between the message and adversary’s
observations are the same as those of the coding scheme of Section when it operates on the positions selected for
transmission and m?, a°,  are used in the scheme. Note that after conditioning, the variables mP, ub, ¢ defined in -
are fixed. Thus, we can define the set

AL Lt mBat, - al e 085 3B cforall b, mb < mlub > ab, @ < ). (74)

Let £ be the event that a decoding error happens. Then,
P(£) = Z]P’(for all b, mb = mb @b = b, > = &, J° :j”) (75)

P (&lfor all b, @ = ", @ =@, I = ", 3" =) (76)



(@) -
gZP(foraub b —mb gt — b, P = bej) (77)

A
(5|f0r all b, m® =mb, 2" =, » :@,Jb ::ivb) + B27% (78)

(b) 2
< 27EN3 4 ot (79)

where the first summation is taken over all possible values of 7m?, a’, £%, j°, ... jb for all b, (a) follows from Lemma and (b)
follows from (61) and our argument that the reliability of the modlﬁed scheme is the same as the reliability of oracle-assisted
scheme under the conditioning.

For secrecy analysis, we first fix a value common randomness ¢ such that conditioned on ) = ¢, the coding scheme in
Section is secure. In particular, let ¢ be such that for all state sequences s, in the coding scheme of Section |[II-Al

[(W',.o \WEZ . [ ZPTQ =¢) < g-en (80)
Then, we have
]I(W17~-~,WB;Zl7~-~,ZB+1|Q:q)
gﬂ(wl,...’WB;Zl,...’ZBJrl,ml’...7mB’a17...ﬁB,@’...,ZB’Jl,...,JB‘Q: )
(2]1<W1,-~-,WB;Z1,-~ JZBHYmE L mB At ,a37@7...,@\B7J1)...’JB7Q:q>
—ZP(forallb mb =mb,ab = b € ?’,Jb: )
H(Wl,--.,wB;zl,-- ,ZBHfor all b, m®

< ZP(for all b, M = mb, @ = @b, & =, J° :fb)
A

ﬁ%”7ﬂb=ﬂ”fb=?’,Jb=3”7Q=q) (81)

H(Wl, L WEBLZL L 2B for all b, b = b, ab = @, = P, 30 =30, Q = q) + KyB2~

2
<27V L KnB27¢,

where (a) follows from the independence of W1, --- W5 and ! .- mB al,--- 4B, ¢, ... (B J' ... JB. Finally,
following the same reasoning of the rate analysis in Section [[[I-A| for @ £ % Zle a®, the rate would be greater than
. _ 1 1
Iy —-12 4+ 0 —+—]. 82
y —lz + <C Tt n) (82)
Using the uniform continuity of I$ and I% in « and (I89), for some £ > 0, we obtain
Y o 1 1
P(H;-H§+0(¢+B+)9]@-]@)%-2—&. (83)
n
Corollary 2. For any ¢ > 0, there exists £ > 0 and a sequence of (N, Kx) codes {Cny = (fN7¢N,¢N71ZN7QN)}N21 such
that for all sequences of states {sn}n>1 with imy_, Wt(;N) = « and for large enough N,
X 1
P(wN(]\;QN)QH%—H%—CISN)>1_2_EN3, (84)
1
P.(Cn|sy) <27¢N°, (85)

2
9EN3

Poy <S(CN|SN7 Qn) = 25Né> <27 (86)

Proof. For any N, let Cy be the (N, Kn) coding scheme introduced in Corollary |1 I n =[N i,t=n'—n=V, and
B = |N3|—O(1). Then, for the modified coding scheme, Cy, we have for large enough N

P.(Cnlsny) <27 eNd | po- & (87)

1
which is less than 27¢V? for ¢ small enough. Furthermore, for large enough N and any value of common randomness ¢, the
information leakage conditioned on ) = ¢ is upper-bounded by

S(Cnlsn.q) < S(Cnlsn,q) + B2~ (88)

1
Substituting the value of n, BB, and ¢ and choosing £ small enough, we have Pg (S(CN\SN, Qn) > 2*£N3) <2-



C. Input Distribution Selection

We have assumed so far that a fixed PMF Py is used for random coding for all sub-blocks. To achieve the secrecy capacity
of the wiretap channel, in general, channel prefixing Px |y is needed [3]. Additionally, since the capacity achieving input
distribution and the optimal prefix channel might vary for different adversary’s action, we should adapt Px according to the
feedback from adversary’s action to achieve C(«). Therefore, in each sub-block, the transmitter selects a distribution Px/
which depends on the causal information the transmitter obtained about channel states. The challenge here is that in general,
I(U;Y) — I(U; Z|S) is not concave in Pxy, and therefore, we follow a different approach than [27] to select the input
distribution, which is based on the results of adversarial multi-arm bandit problem [31]]. Since those results cannot be applied
to an arbitrary set of “bandits”, we first introduce a technical lemma that helps us reduce the set of possible input distributions
to a finite set.

Lemma 6. Suppose A and B are compact metric spaces, and f : A x B — R is continuous. For all { > 0, there exists
ai, - ,a, € A such that for all b € B,

i D) — )| < ¢. 89
igﬁfﬂf(a ) — max f(a,b)] < ¢ (89)
Proof. Since f is continuous and its domain is a product of two compact sets, it is uniformly continuous. Thus, there exists
d > 0 such that for all (a,b) and (a/,V’) in A x B, if d((a,b),(a’,V’)) < 6, then |f(a,b) — f(a/,b’)| < (. Because A is
compact, there exist ay,--- ,a, such that for all a € A

min_d(a;,a) < 0. (90)
i€1,v]

We now claim that aq,--- ,a, have the desired property. Consider b € B. Since, A is compact, there exists a* € A such that
f(a*,b) = max,ec 4 f(a,b). Moreover, by (90), there exists ¢ € [1, v] such that d(a;,a*) < 6. We know that d((a;, b), (a*,b)) <
d(a;,a*) < 0, so |f(a;,b) — f(a*,b)| < ¢. This completes the proof. O

We now provide a result from reinforcement learning regarding the problem of “adversarial bandit” described as follows.
Suppose for each ¢t € [1,7], we make a choice V* € [1,v]. The reward for choice v at time ¢ is denoted by g, € [0, 1]
assigned by an adversary. Only after we made the choice at time ¢, we are informed about gy ;. For a specific strategy
V1 ... VT we define the regret as

A
R2 Ugﬁfﬁﬂ;gv,t = gvea 1)

The following lemma from [31] guarantees the existence of strategies with sub-linear regret with high probability.

Lemma 7. For all § € (0,1), there exists V1,--- VT, which are possibly randomized, such that for all choices of {gy 4, v €
[1,v],t € [1,T]}, with probability at least 1 — §, we have

R < 5.15y/Tvin(vo—1). (92)
Proof. See [31, Theorem 3.3]. O]

We are ready now to describe how the transmitter chooses Pxy for each sub-block. For a joint PMF Pxy and « € [0, 1],
let Ps be Bernoulli(), (S, U, X,Y, Z) be distributed according to Psxyyz = PsPxyWy z|xs, and g(Pxuy, a) 21(U;Y)—
I[(U; Z|S) which is continuous in its arguments. By definition, we have maxp,,, g(Pxv,a) = C(a). According to Lemma [6]
if we fix ¢ > 0, there exist Py, -+, P¥% such that for all a € [0, 1],

max_g(Pyy, o) — C(a)
ve[l,v]

max_g(Pyy,®) —max g(Pxy, @) <. (93)
Pxu

ve[l,v]

In the sub-block b, we therefore allow the transmitter to select a distribution P)‘(/,b] where V® € [1,v] may depend on

al,---,a’ ! defined in Section [III-Bf and local randomness of the transmitter. By Lemma [7, we know that for all ¢ > 0,
there exists a choice of V!,--- ,V? and ¢ > 0 such that
1 B 1 = b
Pl max = g(Pyy,a%)—¢< = g(PY,,a% | =>1—-27¢5 (94)
(1 5 oot << 3tk

|~
i‘m
=N
>:U
B
Q)
\5
WV
p=N
e
<
2
g
=
]
=
o
Q)
[I>
=
7w
-
)
o

Using convexity of g(Pxy,«) in a, for all v € [1,v], we have
with probability one. Therefore, we have

B
1 b
P m PY%,.0) — <7§ PY,.a% | >1—27¢B, 5
<ve[[&1l,}§]]g( v, @) — ¢ B 9(Pxy, @ )) 95)



Furthermore, (93) implies that

B
~ 1 vt o ~p —¢B
IP’(O(oz) A< 5 b§=1g(PXU,a )) >1-27¢8 (96)

We now show that with high probability C(@) is close to C(or) where v £ & Ef_ a(s®). Continuity of C(a) in o implies
< ¢ Si

that there exits ¢’ > 0 such that if |a; — ag| < ¢/, then |C(aq) — C(ag) ince a', - ,aP are independent and
E (@) = a(s), by Hoeffding’s inequality, we have
1< 1<
P( - F o) ><’) = P(ja—al > () ©7)
b=1 b=1
< 2e72BC”, (98)
Hence, we obtain
IP’( () =3¢ < Zg XZ?’))%—T&B. (99)
In other words, with probability at least 1 — 27", our achieved rate, + szl g(P)‘ég, a’)—O(C+ % + 1), would be at least
C(@) — 3. At the end of the transmission, the transmitter sends V!, --- | VB through the main channel using CAY® introduced
in Lemma I for m = O(Blogv). Note that V!,--- | VP are independent of the message bits since they depend only on
a',---,a” and local randomness of the transmitter, and their transmission does not leak any information about the messages.

We summarize the results in this section as a corollary.

Corollary 3. Fix ¢ > 0. There exists £ > 0 and a sequence of (N, Ky) codes {Cn = (fn, ¢N,’L/)N,’(ZN, QN)}N>1 such that
for all {sy}Nn>1 with limpy_,oo a(Sn) = @ and N large enough

P(d)N(X, Qn)

N >C(a) - c\sN) >1-2"V7, (100)

P.(Cnlsny) <2707, (101)

1
Poy (S(CN|SNaQN) > 2_5N3) <27

28N

Wi

(102)

D. Reducing Common Randomness
In this section, we reduce the common randomness required for the coding scheme with a standard robustification argu-
ment [?]. Specifically, the following lemma is the adaptation of [37, Lemma 12.8] to our setting.

Lemma 8. Consider an (N,K) code C = (f,(b,w,{ﬂ\, Q). Let us assume that for some 0, €1, €3 > 0, and a function
R:SN =R, for all s, we have

Ep, (P(Cls,Q)) = Pe(C|s) < €1, (103)
Ep, (Pr(s)(Cls,Q)) < e, (104)
Pp, (8(Cls,Q) = 0) < €2, (105)

where Pg(Cls, q) = P(@ <RIQ = q7s) for R > 0. Then, for every L and € > 0 satisfying N log |S|+225¢ Lea+1 < iLe

and € > 2log(1 + €1), there exist q1,- -+ ,qr, € Q such that for all s
1 L
Z e(C|S, qe) < €, (106)
=1
I
7 2. Fre )(Cls, qe) < e, (107)

=1
Sforall ¢, S(C|s,q) < 0. (108)



Proof. Let Q1,---,Q be ii.d. according to Pg. Then, union bound yields that

L

L L
<> [IP’ (11; > P(Cls, Q) > ) <}J > Pris)(Cls, Q) > 6) +) P(S(Cls, Q) > 5)] . (109)
s /=1 =1 =1

y [37, Equation (12.15)], we have

L L
P <there exists s : — Z .(Cls,Qe¢) > € or ZP R(s)(C|s, Q¢) > € or there exists £: S(Cls, Q) > 5)
=1 L4

L
(LZ (Cls, q0) ) < g Herlosiren), (110)
=
and
1 L
—L(e—1 1+e€1
IP’(LZ_:PR(S)(CS,Qg) >e> < 2~ Lleslog(lter)) (111)

Moreover, because P(S(C|s, Q¢) > J) < €2, the right hand side of (I@]) is upper-bounded by
|S‘N(27L(6710g(1+€1))+1 + LEQ) < |S|N(27%L€+l + LGQ), (112)

where (a) follows from € > 2log(1 + €;). Thus, it is sufficient to prove \S|N(2*%LE+1 + LEQ) < 1, which follows from
Nlog|S|+ 27 Ley +1 < L Le. O

Applying Lemma [§] on the coding schemes introduced in Corollary [3] we obtain a bound on the required amount of common
randomness .

Corollary 4. For any ¢ > 0, there exists £ > 0 and a sequence of (N, Ky) codes {Cn = (fN,ngN,?/JN,VJJ\N,QN)}N% such
that for all {sy}n>1 with limy_oc a(sy) = « and N large enough

]P’(N > Cla)—(lsw ) > 1- %, (113)
1
P.(Cn|sn) < N (114)
for all g, S(Cn|sn,q) <27V, (115)
H(Qn) = O(log N). (116)
3 2
Proof. Consider the sequence of codes {Cn}n>1 from Corollaryl For ¢ = 2~ 5N3 =2~ 2§N3, € = %, § = 27EN3
L = N2, all assumptions in Lemma [§] hold. Thus, we obtain a sequence of codes satlsfylng (I13)-(116). O

IV. PROOF OF THEOREM [2} CONVERSE

Suppose {Cny = (fN,qSN,z/JN,gZN,QN)}N)l achieves a rate R for all sequences {sy}ny>1 with imy_ o a(sy) = a.
Let {sy}n>1 be a particular such sequence, and IIy be a uniformly chosen random permutation on the set [1, N] that is
independent from all other sources of randomness. For a fixed N, suppose the legitimate parties use the code Cp, and the
adversary applies the state sequence Sy £ (ST (1)s """+ STIx (n))- Considering a random state sequence defined in such a way
allows us to upper-bound the rate of a coding scheme that operates well for all state sequences with a fixed type, although
we considered a fixed state sequence in our problem formulation in Section [[I} By conditioning on different values of Iy, it
follows that

lim P(z/;N(X Qn) % On(Y,Qn) or there exists k € [1,¥n (X, Qn)] : Wi, # Wk) =0, (117)
lim I(W;Ily,Z) = lim I(W;Z[Iy) =0, (118)
N—oo N—oo
and
]\;LIHOOP(W < R) =0. (119)

Moreover, we define

Ey 2 ]1{¢N(X, QOn) > NR and for all k € [1,¢n (X, Qn)] : Wi = Wk} , (120)



which indicates whether the transmission of the first N I bits is successful, and W 2 (IWy, -+ , Wz, ). Then,
H(W;Y) - H(W) _ H(W\Y) (121)
_ H(VT/') _ H(W\Y, Ev, QN) - ]1(\7\7’; Ey, QN\Y> (122)
> H(W) —H(W|Y, Ex) - H(Ey) - H(Qw) (123)
> (NR—1) - H(WI|Y, Ex) - H(Ey) - H(Qn) (124)
= (NR—1)—P(Ey = O)H<W|Y,EN - o) _P(Ey = 1)H(\7V|Y, Ey = 1) CH(EN) - H(Qn)  (125)
“W(NR-1) - P(Ey = O)H(Ww, Ey = o) _H(Ey) - H(Qy) (126)
— (NR—1)—P(Ey = 0)NR — H(Ex) — H(Qx) (127)

where (a) follows since for Ey = 1, W is a function of Y and @ n. Moreover, if we define Z e (§i,ZZ-) and Z 2
(Zl, _ ,ZN), we have H(W; Z) < ]I(W; Z) < I(W; N, Z), which is vanishing. Thus, applying [37, Lemma 17.12], we
have

(NR = 1)~ P(Ex = 0)NR - H(Ey) - H(Qx) — [(W; 11y, Z)

N (128)
< % (H(W;Y) —]1(\7\7; 2)) (129)
_ le_XN: (H(W;myl’... Yo, Zian, - jN) _H(W; ZilYi, e Yo, Zivrs- - ZN)) (130)
= ]I(V::YJN UN) = 1(Vivi Zo U ), (131)

where Jy is a random variable with uniform distribution on [1, N] and independent of all other random variables, Ux =
(JIN, Y1, Yiy 1, Zgp41, - Zn), and Viy = (W, Uy). One can check that Uy — Viy — X, — Y7, Zs, holds; thus, we
can write the joint PMF as

PUnvn Xy Yoy Zry = PUNVN X0y Yiy Zay Say (132)
= PUNVN|XJNYJNZJN Sin PYJN Zin | Xgn Sy PXJN [S7n PSJN (133)
= Puy v Pvn (X, Pyy 203 1X 00 S PX o180 Py (134)
= Puyiva Pvy (X, Py 21Xy Sy PX oy Psuy (135)
= Puy v Pvn X, Pyy 21X oy PSay (136)
= Puy vy Pvnx,, Wy z1x5Ps,,, - (137)
Thus, I(Viv:; Y |Un) — ]I(VN; Zss |UN) < C(a(sy)). Furthermore, we know limy_ P(Ey = 0) = 0, and
NR—-1)-P(Exy=0NR-H(EyNy) —H —I(W; 1y, Z
N—o0 N
Therefore, by taking the limit of both sides of (I28)) and using the continuity of C(«) in «, we obtain
R < C(a). (139)

V. DISCUSSION AND CONCLUSION

In the presence of a causal feedback channel controlled by the same states as the wiretap channel, our results show that
secrecy and reliability can be achieved as if the state sequence had been known with hindsight. We have considered binary-
state channels to simplify our notation and proofs, but all results extend to finite-state channels. Specifically, for general finite
alphabets, one should substitute the weight of states with the fype of the states. Our proof then carries over nearly unchanged,
with perhaps the exception of the type estimation of the states based on the output of the feedback channel in Section [[II-B]
which requires some care. The result follows, for instance, if there exists a symbol for which all channel output distributions
corresponding to all states are linearly independent, so that by solving a system of linear equations, the transmitter can estimate
the type of the states.

While our model is still far from capturing the full range of active attacks that one could envision in realistic situations, it
casts a more optimistic light onto what information-theoretic security may offer in the presence of active adversaries.
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We first define a one-shot code with list decoder and introduce a generic universal list decoder.

Definition 2. For a channel (X, Wy x,)), an (M, L, ) list code C is a pair of encoder/decoder (f, ) with f : [1, M] — X
and ¢ = (¢1,--+ ,¢¢) : Y — [1, M]" satisfying

P(Wyx. f,0) & 7 Z > Wyix (ylf (w)I{for all i € [1,€] ¢i(y) # w} <e. (140)

w=1ye)y

Furthermore, for a given function v : X x Y — R, an encoder f : [1,M]| — X, and ¢ € [1, M], we define a universal list
decoder ¢[v, f,€] : Y — [1, M]* as
¢

S, £, 0(y) & argmax Y w(f(wi),y). (141)

(w1, 3w ) wy <---<wg i=1
In other words, ¢[v, f,0)(y) outputs the { distinct indices in [1, M] with the largest v(f(-),y).

Let (X, Wy |x,)) be a channel, and Px be a distribution over X. If I : [1, M] — X" is a random encoder such that
F(1),---,F(M) are i.i.d. according to Px, the following lemma upper-bounds the expected value of the probability of error
for the random list code.

Lemma 9. For any function v : X x Y — R,

14
( (Wy|X,F olv, FE ZPX WY‘X (y]) min (1 (W) ) (142)

where q(x,y) £ Y. Px(2)1{v(z,y) < v(Z,y)} = IP’PX(V(X, y) = v(z,y)).

Proof. Using the definition of probability of error and the symmetry of the messages, we have

EF(Pe(WY|XaF o, F, g]))

M
= Z H Px(zy)— Z Wy x (ylaw )1{Fw] < - <wj :Vie [1L v(zw,y) = vizw,y),w] #w'}
T, T LY w=1 w’ 1
M
= ZWY‘X(MQT)P)((SL‘) Z H Px(z)1{31 <wi <--- <wy :Vie [1,0 vz, y) = vizy)}
T,y To, Ty W=2
ZWY\X ylz)Px (z Z H Px (2)1{3u) < - <wj :Vie [1,0 v(zy,y) = viz,y)}. (143)
T,y T1, oM w=1

Hence, if we define B(x, y) as a random variable distributed according to a Binomial(M, ¢(x,y)) distribution, we have

Z H Px (2w ﬂ{aw < wg Vi€ [[17@] l/(.]ng/,y) > V(.’Ii,y)} = ]P(B(.Z‘,y) >10). (144)

yCNM W= 1

Following the same steps as in [39]], we obtain

P(B(z,y) > ) < min (1, et ey ‘1)) (145)
¢
M
— min (1, (eqlf”)) ) (146)
and the result follows by substituting (146} into (T43). O

We are now ready to use the one-shot result Lemma [9] to prove that a random code has good performance for all states
given that the list size is properly chosen. Fixing the function v, the decoder is universal and does not depend on the channel.
In particular, we use the standard choice of v(x,y) = I(x Ay) and follow the analysis of [39] to upper-bound the right-hand

side of (142).
Proof of Lemma 2} For v(x,y) £ I(x A'y), Lemma |§I implies that

b

e2kq(x,
P(A" ¢ %) < ZPX (x)Wyxs(y|x,s) min | 1, (C]éby)> , (147)



for

ZPf{l M{I(xAy) <I(XAY)}.
To upper-bound ¢(x,y), let y € Tg, and x € T, (y) for some Qy and Qx|y. Then,

ZP N){I(xAy) <IXAy)}

= Y PY(Ta,, 0)1{1@r.Qxy) <1Qv. Qv }

Qx |y €Pn(X]Y)

(%) Z 2—’!L]D(QX\YHPX|QY) { (QY7QX|Y) (QYyQXlY)}

Qx|y €Pa(X]Y)

(2 (n+ 1)|X||y‘2771<minéx\y:I(QY’QXIY)SI(QY’@XIY) D(QX'Y”PX‘QYD

_ (’I’L + 1)|X||y|2_n<minéx|y:I<QY3QX\Y)<I(QY@X|Y) I(QY?QXD/)'HD(QX\YOQYHPX)>

< (n+ 1)|X||y|2_nI(QY>QX|Y)

— 2—n(l(x/\y)+0(l(’%))

where (a) follows from [37, Equation 2.8], and (b) follows from [P, (X|V)| < (n + 1)*!I¥l. Hence, we obtain

e2kq(x, ¢
ZPX x) Wy xs(y|x,s) min | 1, (qg(by))

e ogn\1+
<SP (ypegz O )00

_ Z (Pszn % Wy|xs)(7—VXYlS(S))anéb[l(vxv\sops)*%(kflog Z%)JrO(T

Vxy|sE€EPn(XxYI|S)

< Z 27n]DJ(VXy‘sHPXXWy‘Xs|PS)27nL[I(VXy‘SoPs)7%(kflog fb)+o(1°%)]+

Vxy|s€Pn(XXYI|S)

@ 27n<minvxy‘sH](VXY‘S\|PX><Wy‘XS|PS)+Zb[ (VxyisoPs)— 2 (k-log & )+O(1x2 )"
N

where (a) follows since log [P, (X x Y|S)| = O(logn). This completes the proof of (27).

(148)

(149)

(150)

(151)

(152)

(153)
(154)
(155)

(156)

We now turn to the proof of 28). To use (27), we consider two cases for Vxyg. If Vyy s is such that I(Vyy s o Ps) —

(k: log eb) > %C, since ]D)(VXY|S||W X PX|PS) > 0, we obtain for any 0 < & < ﬁ(,

n

2—n[D(VXy|SHW><PX|PS)+€b [1(VxyisoPs)— 4 (k—log 5 )+O(2£2)]*]

Otherwise, we have I(Vyy s o Ps) — L (k —log &) < 3¢. Recall that L (k —log &) = L(X;Y) —

loge
I(Vxy|s o Ps) — &

Note that I(X;Y") = I((Px x Wy|xg) © Ps). Thus, for large enough n,

SIXGY) (< 50

I(Vxy|s o Ps) —I((Wy|xs x Px)o Ps) < —%C.
By the continuity of mutual information, we know that there exists € > 0 such that
V(Vxy|s o Ps,(Wy|xs X Px)oPs) > e
Moreover, this € can be chosen independent of Pg. Applying Pinsker’s inequality, we obtain
D(Vxy|s o Ps||(Wy|xs X Px) o Ps) > ¢

Finally, by the convexity of KL-divergence, we conclude that

D(Vxy|s|[Wy|xs x Px|Ps) = D(Vyys o Ps|(W x Px)o Pg) > ¢

<276,

(157)

¢ by 20), and as a resul,

(158)

(159)

(160)

(161)

(162)



which implies that

o= [D(View s Wy xs x Px| Ps) £ [1(VoPs) = & (k-log 35 )+O(242)]]  g-etn. (163)

X

. . C
Thus, equation holds for any 0 < £ < min (62, 5).

APPENDIX B
PROOF OF LEMMAI]

We first derive a super-exponential bound for the probability that a randomly chosen code is not secure for the adversary’s
channel; such bounds have already been used to prove the achievability for the wiretap channel Type II [17], [22], and we
provide here an alternative proof that relies on upper-bounding the mutual information by an average of KL-divergence terms.
This approach simplifies the argument and may be of independent interest.

We first establish our results in a one-shot setup and then extend them to n channel uses. Consider K independent bits
W = (Wy,--- , W) that are encoded through an encoder f : {0,1}% — X and assume that the codeword f(W) is transmitted
over the channel (X, Wy x, Z). For a fixed f and m, I(Wy,---,W,,;Z) is the information leaked about the first m bits of
the message using the encoder f. The following lemma establishes bounds for the leakage obtained with random codes.

Lemma 10. Suppose F : {0,1}* — X is a random encoder such that {F(w) : w € {0,1}%} are i.i.d. according to Px.
For Py & Wyix o Px, juz £ min..p, ;)so0 Pz(2), and any ~, we have

1 14% Z|X
Ep(L(Wi,- -, Wi Z)) < log ( + 1> Py x Wy x <log w > 7) 1o Kmtatl (164)
%4 PZ(Z)
Furthermore, for all 1 > Ep(I(W1,--- ,Win; Z)), we have
_ 2me2y
Pr(l(Wy,-- Wi Z) = (1+e)n) <2 20z, (165)
Proof. The first inequality in (165) follows from standard channel resolvability results [40], [41]], but for completeness, we
provide the proof here using our notation. Let Pyy,...wv,, z denote the PMF of (W7, .-, W,,, Z) for a particular realization of
the encoder F'. Notice that
LWy, Wy Z) = D(ﬁwl...WMZHﬁWI...Wm x ﬁz) (166)
< D(ﬁWr--WmZHﬁWy--Wm X Pz) (167)
1 —~
= > ﬁD(PZWl:wme:wm||PZ)' (168)
Wi, Wm
Additionally, for a fixed w1, , W,
~ 1
Pziw,..w,, (zlwi, - wy,) = oK m Z Wy ix (2| f(wy, -, wk)), (169)

Wm+1," WK

so that applying the one-shot channel resolvability upper-bound [42, Lemma 3], we obtain

1 WZ|X(Z\X) K
< > +m4y+1
P;)) <log (HZ + 1) Py x W (log bz 1) " (170)

To obtain (165), we show that the expression in is sum of independent random variables so that we can use

Er (D (ﬁZ|W1:w1---Wm:wm

Chernoff bound. To this end, notice that D(PZ‘lewh... Wy =twm ||PZ) depends on the codewords corresponding to indices

{(wi, s Wiy Wns1, -+ W) 2 (Wmt1, -+ ,wg) € {0,111~} and for distinct wy, - - - , w,y,, these sets are disjoint. Since
the codewords are generated independently,
{D(Pawimus oo Wz, 1P2)  (wr, - wn) € 0,137} a7

are also independent. Furthermore, to find a uniform upper-bound for D(ﬁZIlewl,--- W =wnm ||PZ) , note that

~ ~ 13ZW7...7Wm(z|w1,~-~ , W )
D<PZ\W1:UI1,~- Wm=wm ”PZ) = ZPZ|W1,~- W (2w, wm) log i Pz (2) - 172)
~ 1
< XZ:PZ|W1,"',W7”(Z|’LU17"' awm) IOg Pz(Z) (173)
1
< log —. (174)
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Thus, [43, Lemma LD] implies that

1 .
Pr(I(Wi, -, Wi Z) > (1 +€)n) < Pp (W 3 ]D)(PZ‘WleMWm:mePZ) > (1 +e)n> (175)
o
27n€277
< __cen ). 176
exp2< 21n2logulz> (176)

O

We now apply Lemma ['117] to an AVC Wz xs to prove Lemma Ef} First note that for memory-less channels, the information

. Z|X . . Lo . . .
density log WZ}L)Z(i((Z)l) concentrates around its expectation, which is mutual information. Furthermore, since the number of
codewords is increasing exponentially with the block-length, by Lemma [I0] we obtain a doubly-exponential upper-bound on
the probability that a random code is not secure for a specific state, and therefore, we can use union bound to a bound for the

probability that a code is secure for all states whose number increases exponentially.
Proof of Lemma 4 For a fixed s® € S™, to apply Lemma let (X, Z) be distributed according to []_, (PX x Wyix s:sb)»
Pyis—s & Wyxs=s o Px, puz = Mil.ez sesPy s(2]s)>0 Pz)5(2]s), and ¥ £ (I + 5¢)n. Define

Wz xs(z|zs)

A2E max —I(Px,Wxyixs—s)|, (177)
5,2,2:Wz| x5 (2|zs) Px (2)>0 PZ‘S(Z‘S) ( X Z1Xs )
and note that A < oco. Therefore, by Hoeffding’s inequality,
Y Waixs(Zi| X, s4) - Wz xs=s,(Zi| Xi)
P| log >~y =P log . >y (178)
( g Pz5(Zilsi) ; Py 5(Zilsi)
(v —nl3)?
< _ 179
n¢?
= —— . 180
eXp2 < 8A2 > ( )
Further, by definition of m®*! in Eq. and 7,
g—k+m(s)+7+1 _ g—k+k—[(IZ+C)n]+(IZ+1On+1 (181)
< 273t (182)
Accordingly, E ze (]I (Xb; Zb|sb)> is upper-bounded by
1 TL<2 _lep
nlog <MZ + 1> €XPqy <8A2) 49— zintl (183)
By choosing 0 < £ < min (%C, 8(%) for large enough n, Epe (]I(Kb; Zb\sb)> < 22767 £ ). Thus, with e = §, (T63) yields
that
_ 1 _
P (]I(Ab; zb|sb) > (1 n 2)77) —Pp (]I(Ab; zb|sb)) > 2—5") (184)
b1
mTTg—En
<e - |. 185
P2 ( 121n(2)nlogﬂlz> (183)
As a result, by the union bound,
P, (there exits s? : ]I(X”; z”\sb) > 2—5") <Y P (11 (Kb; Zb|sb) > 2—5") (186)
S
b+1
om 2—571
<SP L N 187
[S]" exp, ( 121n(2)nlog 1) (187)
rz

Notice that m®™ > (n since k > (IF* + 2¢)n + 1. Thus, for 0 < £ < 1(, we obtain that for large n,

b+1
2m 2_£n n
|S|"expy | ——————7 | < 92" (188)
121In(2)nlog —
rz
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APPENDIX C
PROOF OF LEMMA [3]

We first show that for all € > 0,

N t _ 2.2 Qt
IP>(|0/)_1 — a”‘1| > e) < 2exp (—W) + 2exp (—62) (189)
To prove this, notice that
P(la"' =@ > e) = > P =j)P(ja" " —a" | > I =j). (190)
J
To upper-bound the above summation, we split it into two terms. First, if we define
EL =01 ) 1 <--<J lisl’,*l_abfl s £ (191)
1, yJt) - 1 ty £ s g 2 )
we have
S P =j)P(ja —at T > I =) < PIT =)) (192)
je€ jee
=PIt eg). (193)

To upper-bound ]P’(Jb_1 € 5), we express this probability in terms of the Cumulative Distribution Function (CDF) of a
random variable with hypergeometric distribution. Let / shows the number of successes in ¢ draws without replacement from
a population of size n’ with exactly wt(s®~1) successes in the population. Then, we have

b—1
P leg)=P(|H- LG B (194)
n’ 2
(a) 2¢
< 2exp (—€2> (195)
where (a) follows from standard tail bounds for hypergeometric distribution (e.g., see [44]). We now fix a j = (j1, -+ ,jt) ¢ €
such that j; < --- < j; and define
—b _
A ]I{in = 0} — Do
T, A (196)
P1—Po
We know that
E(T;) = )" (197)
i <T; < ﬂ_ (198)
P1—Po P1—DPo
Hence, by Hoeffding’s inequality, we obtain
t
1
~b—1 b1 b—1 _ s\ _ b1
P(jab~! — @ > €|d _])]P(t;TZ >e> (199)
t t o b—1 t b-1
1 Z =1 § Z‘:l 55,
Y N e TZL _ i Ji b—1 ? Ji > 200
( > 2L P 200)
t t b1 t b—1
1 15 i—1 55,
<P(|= L — Zimifi | e—|—a !+ L1 (201)
t t t
t o b—1]\ 2
< 2exp [ —2t(p1 — po)? (6 —la*t - ZF% ) (202)
(a) t _ 2.2
< 2exp (_W), (203)

where (a) follows since j ¢ £. Therefore, combining (190), (I92), and (03], we obtain

t _ 2.2 2t
P(|ab_1 — &b_1| > e) < 2exp (—W) + 2exp <—62) (204)



We now turn to the proof of a lower bound for P(m’ < m”). Notice that for b = 1, by definition 71
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b= mb =0, and we

have P(m® < m®) = 1. Therefore, we assume b > 1. Then,

P (! < mb) = ]P’(k _ {(H%‘” + QC)n—‘ <k— {(11% + C)n—‘) (205)
> ]P’((H%b_l + C)n ri1g (H‘}b‘l + 2g) n) (206)

Since I% is uniformly continuous in «, there exists (,, independent of n, such that if |a; — | < (o, then 1% —192 < ( — %
Hence, we have

e 1
p(ug o1 < (- n) >P(la"! —a" < G) (208)
=P(la" ' —at—att At < () (209)
>P(lat @+ —at +at < @) (210)
we(sth) = S st t(sb—1
:}P’( % —W(S, N —a a1 <6 @11)
n n

t b—1

NCSAVEEED DR et
_IP(W(S : )t J! rleat i@ <G (212)

nn n
~b—1 | —b—1 2t
>P(|—-a"" +@ |<C27g (213)
t(p1 — po)?(Go — 2)? — 2%

>1—2exp| — (pl p0)2< 2 n) + 2exp _(an) (214)

Therefore, for £ small enough, we can find £ > 0 such that P(7a” < m?) > 1 — 275", By same argument, we can show that
]P’(ﬁb > ub) >1-—2"¢ and ]P’(@’ > ﬁb) >1—27¢ which completes the proof of lemma.
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