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Optimal Secure GDoF of Symmetric Gaussian
Wiretap Channel with a Helper

Jinyuan Chen and Chunhua Geng

Abstract

We study a symmetric Gaussian wiretap channel with a helper, where a confidential message is sent from
a transmitter to a legitimate receiver, in the presence of a helper and an eavesdropper, under a weak notion of
secrecy constraint. For this setting, we characterize the optimal secure generalized degrees-of-freedom (GDoF).
The result reveals that, adding a helper can significantly increase the secure GDoF of the wiretap channel. The
result is supported by a new converse and a new scheme. In the proposed scheme, the helper sends a cooperative
jamming signal at a specific power level and direction. In this way, it minimizes the penalty in GDoF incurred by
the secrecy constraint. In the secure rate analysis, the techniques of noise removal and signal separation are used.

I. INTRODUCTION

The study of information-theoretic secrecy dates back to Shannon’s work of [1] in 1949. Since then,
information-theoretic secrecy has been investigated in varying communication channels, e.g., the wiretap
channels [2]-[4]], multiple access channels with confidential messages and wiretap multiple access channels
[S1-[12], the broadcast channels with confidential messages [13]—[18]], and the interference channels with
confidential messages [[13]], [19]-[39]. In those settings, the messages are transmitted over the channels
with secrecy constraints, which often incur a penalty in capacity (cf. [[10], [13[], [19], [24], [25], [28], [29],
(310, [33], [37], [38], [40]). One way to minimize the capacity penalty incurred by secrecy constraints
is to add helper(s) into the channels (see, e.g., [25], [33], [34], [36l, [39], [41]-[45]). Specifically, the
work in [39] recently showed that adding a helper can fotally remove the penalty in sum generalized
degrees-of-freedom (GDoF), in a two-user symmetric Gaussian interference channel.

In this work, we consider secure communications over a Gaussian wiretap channel with a helper. In this
setting, a confidential message sent from a transmitter to a legitimate receiver needs to be secure from an
eavesdropper, in the presence of a helper. The wiretap channel and its variations have been considered as
the basic channels for the investigation of information-theoretic secrecy. For example, the wiretap channel
with a helper can be considered as a specific case of an interference channel with only one confidential
message. The insights gained from the former can be very helpful in understanding the fundamental limits
of the latter. For the Gaussian wiretap channel with one helper, the work in [45] provided both inner and
outer bounds on the achievable secrecy rate at finite SNRs, where the achievability is based on unstructured
Gaussian random codes and the derived inner and outer bounds do not match in general. In the wiretap
channel with M helpers, the works in [25], [41] showed that the secure degrees-of-freedom (DoF) is
Miﬂ for almost all channel gains. The result is derived under the assumption that perfect channel state
information (CSI) is available at the transmitters. The work in [36]], [42]] then showed that the same secure
DoF of Miﬂ is still achievable when the eavesdropper CSI is not available at the transmitters. Another
work in [43]] studied a Gaussian wiretap channel with a helper, where a single antenna is equipped at
each of the transmitter and the legitimate receiver, while multiple antennas are equipped at each of the
helper and the eavesdropper. The result in [43] revealed that the secure DoF 1/2 is achievable irrespective
of the number of antennas at the eavesdropper, as long as the number of antennas at the helper is the
same as the number of antennas at the eavesdropper. In the setting of wiretap channel with a helper,
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Fig. 1. Optimal secure GDoF vs. o for the symmetric Gaussian wiretap channels with and without a helper, where o denotes the ratio
between the direct-links’ channel strength (in decibel scale) and the cross-links’ channel strength (in decibel scale). The direct-links refers
to the link from the transmitter to its legitimate receiver, as well as the link from the helper to the eavesdropper, while the cross-links refers
to the other two links, in this symmetric setting. The dash line with green color refers to the optimal symmetric secure GDoF vs. « for the
symmetric Gaussian interference channel with confidential messages (cf. [37]]).

the previous DoF results were generalized to the multiple-antenna scenario where multiple antennas are
equipped at each node [33], [44]]. The work in [44]] used the assumption that perfect CSI is available at the
transmitters, while the work in [33] used the assumption that the eavesdropper CSI is not available at the
transmitters. In all of those previous works in [25], [33]], [36], [41]-[44] (except for [45], which studied
the secrecy rate at finite SNRs), the authors considered the secure DoF performance of the channels. The
DoF metric is a form of capacity approximation. Under the DoF metric, all the non-zero channel gains are
treated equally strong, at the regime of high signal-to-noise ratio (SNR). However, in the communication
channels the capacity is usually affected by different channel strengths of different links. Therefore, it
motivates us to go beyond the DoF metric and consider a better form of capacity approximation. GDoF
metric is a generalization of DoF, which is able to capture the capacity behavior when different links
have different channel strengths and is very helpful in understanding the capacity to within a constant
gap (cf. [46]). The work in [34] studied the secure GDoF and secure capacity of the Gaussian wiretap
channel with a helper, as well as the Gaussian multiple access wiretap channel, where channel gain from
the first transmitter to the eavesdropper is the same as the channel gain from the second transmitter to
the eavesdropper. Note that, the setting considered in [34]] has symmetric channel gains at the wiretapper,
which is different from our setting considered in this work. Also note that, the secure GDoF upper bound
and the lower bound provided in [34]] are not matched for a certain range of channel parameters. In this
work, we seek to characterize the optimal secure GDoF of a wiretap channel with a helper.

Specifically, the main contribution of this work is the optimal secure GDoF characterization of a
symmetric wiretap channel with a helper, for all the channel parameters. The result reveals that, adding
a helper can significantly increase the secure GDoF of the wiretap channel (see Fig. [I). The result is
supported by a new converse and a new scheme. The converse is derived for the wiretap channel with a
helper under the general channel parameters, i.e., the converse holds for the symmetric and asymmetric
channels. In the proposed scheme the helper sends a cooperative jamming signal at a specific power
level and direction. In this way, it minimizes the penalty in GDoF incurred by the secrecy constraint.
In the proposed scheme, the signal of the transmitter is a superposition of a common signal, a middle
signal, and a private signal. The power of private signal is low enough such that this signal arrives at
the eavesdropper under the noise level. The power of the common signal and middle signal is above the
noise level at the receivers. However, at the eavesdropper each of the common signal and middle signal

! Although in this paper, for illustration simplicity, the achievable scheme is mainly discussed for the symmetric settings, the key ideas
could be generalized to asymmetric channels as well.



is aligned at a specific power level and direction with the jamming signal sent from the helper, which
minimizes the penalty in GDoF incurred by the secrecy constraint. The optimal secure GDoF is described
in different expressions for different interference regimes. For each interference regime, the power and
rate levels of the signals in the proposed scheme are set to the optimal values, so as to achieve the optimal
secure GDoF. In the secure rate analysis, the techniques of noise removal and signal separation are used
(cf. [47], [48]). The secure GDoF result derived in this work can be extended to understand the secure
capacity to within a constant gap, which will be investigated in the future work.

We will organize the rest of this work as follows. In Section [[I| we will describe the channel model.
In Section the main results of this work will be provided. The converse proof will be described
in Section The achievability proof will be shown in Section [V| and Section In Section we
will provide the conclusion. In terms of notations, we use H(e) and I(e) to represent the entropy and
mutual information, respectively, and use h(e) to represent differential entropy. Z and Z* are used to
denote the sets of integers and positive integers, respectively, while R is used to denote the set of real
numbers. ()T = max{0,e}. When f(s) = o(g(s)) is used, it suggests that lim, .. f(s)/g(s) = 0. All
the logarithms are considered with base 2.

II. SYSTEM MODEL

This work focuses on a Gaussian wiretap channel with a helper (see Fig. [2). In this setting,
transmitter 1 sends a confidential message to receiver 1 (the legitimate receiver), in the presence of a
helper (transmitter 2) and an eavesdropper (receiver 2). By following the common conventions in [37],
[38]], [48], the channel input-output relationship of this setting is described by

yl(t) =V Pallhllxl(t) + Vv Pamhlg.flﬁg(t) -+ Zl(t) (1a)
yg(t) =V P19 2, (t) + vV Pa22h22.1‘2<t) + ZQ(t) (1b)

where y(t) denotes the received signal of receiver k at time ¢, x;(t) denotes the transmitted signal of
transmitter & with a normalized power constraint E|z(¢)|> < 1, and z(t) ~ N(0, 1) denotes the additive
white Gaussian noise. v P%th, represents the channel gain of the link from transmitter ¢ to receiver k,
for ¢,k = 1, 2. The nonnegative parameter «y, captures the link strength of the channel from transmitter ¢
to receiver k. hy, € (1,2] is a parameter of the channel gain. In this setting, P > 1 captures the base
of signal-to-noise ratio of all the links. Since the form of v/ P®xhy, can describe any real channel gain
greater than 1, the above model can describe the general channels (focusing on the cases with channel
gains greater than 1) in terms of capacity approximation. In this setting, all the nodes are assumed to
know all the channel parameters {cyy, hkg}k’g When we consider the symmetric case, we will assume
that
Qg = a9 =, ap=a;=1, a=>0.

In this setting, transmitter 1 sends a message w to its legitimate receiver over n channel uses, where
w 1is chosen uniformly from the set W é{1, 2,3,-++,2"%} When transmitting the confidential message
from transmitter 1, a stochastic function

fi i WoxW —R"

maps w € W to the signal ] = fi(wy, w) € R"™, where the randomness in this mapping is represented
by wy € Wy. We assume that wy and w are independent. At the helper (transmitter 2), another function

fo: Wy — R"

generates a random signal =3 = fo(wy,) € R", where w;, € W, is a random variable that is independent
of wy and w. We assume that w, is available at the first transmitter only, while wy, is available at the

“The availability of the CSI of the eavesdropper links can be justified when the eavesdropper is a legitimate user in the network, as in
the case of interference channels with confidential messages [25], [38].
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Fig. 2. A Gaussian wiretap channel with a helper, where transmitter 1 sends a confidential message w to receiver 1, in the presence of a
helper (transmitter 2) and an eavesdropper (receiver 2).

second transmitter only. We say a secure rate R is achievable if there exists a sequence of codes with
n-length, such that the legitimate receiver can reliably decode the message w, i.e.,

Priw # w] < e 2)
for any € > 0, and the message is secure from the eavesdropper, i.e.,
I(w; y3) < ne. 3)

The above secrecy constraint is also known as a weak notion of secrecy constraint. We will use
C(aq1, 12, a1, 2, P) to denote the secure capacity, which is defined as the maximal secure rate that is
achievable. We will use d(aq1, g, (a1, aip2) to denote the secure GDoF, which is defined as
0(061170412,0421,0422713)

“4)

d =
(0411;041270421,0522)— 11n 1
P—oo 7 log P

GDoF is a form of the approximation of capacity. In this setting, DoF is a particular case of GDoF by
considering only one point with a9 = a9 = e = a1 = 1.

IIT. MAIN RESULT

The main result of this paper is the characterization of the optimal secure GDoF value for the symmetric
wiretap channel with a helper defined in Section

Theorem 1. Consider the symmetric Gaussian wiretap channel with a helper defined in Section [, with
a1y = g1 = « and asy = oy = 1. For almost all channel coefficients {hy,} € (1,2]**% the optimal
secure GDoF is characterized as

(1 for 0<a<1/2 (5a)

2 -2« for 1/2<a<3/4 (5b)

20 — 1 for 3/4<a<5/6 (5¢)

d(a) = 3/2—a for 5/6 <a<1 (5d)
a2 for 1<a<4/3 (5e)

2 —« for 4/3<a <2 (5f)

L 0 for 2 <. (5g)

Proof. The converse follows from Lemma [I] and Corollary [2] described in Section Specifically,
Lemma [I] provides some upper bounds on the secure rate of the Gaussian wiretap channel with a helper,
under general channel parameters. Corollary 2| is the GDoF result derived from Lemma |1}, in the setting
of symmetric Gaussian wiretap channel with a helper. The achievability based on cooperative jamming is

described in Sections [V] and O



TABLE 1
SIGNAL DESIGN FOR DIFFERENT CASES, WHERE “v"” MEANS THAT THE SIGNAL WILL BE SENT AND “X” MEANS THAT THE SIGNAL
WON’T BE SENT.

0<a<ji|z<asi|i<asi|g<a<sl|l<a<ji|z<ac<?
(ve, ue) X X v v v v
(Um, up) v v v v X X
Vp v v X X

Remark 1. In Fig. |l| for the wiretap channel without a helper (removing transmitter 2), the secure GDoF,
denoted by d,,, is given by

dno(@) = (1 — )t Va €0,00)

(see Appendix [F| for details). Comparing d,,(«) with d(c) in Theorem [I} one can find that adding a
helper significantly increases the secure GDoF of the wiretap channel.

Remark 2. From Fig. || it is not hard to verify that for all o values, the sum secure GDoF of two-user
symmetric interference channels with confidential messages is no less than the secure GDoF of symmetric
wiretap channel with a helper (surprisingly, for a large regime of % < «a < 2, the former is the double of
the latter). This indicates that in a two-user symmetric interference channel with confidential messages,
acting one of the transmitter as a pure helper (i.e., not sending its own confidential message) does not
improve the sum secure GDoF.

Our achievability scheme is based on pulse amplitude modulation, superposition coding, cooperative
jamming, and alignment techniques. Specifically, the transmitted signal of transmitter 1 is a superposition
of a common signal (denoted by v.), a middle signal (denoted by v,,), and a private signal (denoted by
vp). The power of private signal is low enough such that this signal arrives at the eavesdropper under the
noise level. The power of the common signal is higher than that of the middle signal, and both signals are
above the noise level at the receivers. The transmitted signal of the helper (transmitter 2) is a superposition
of a common jamming signal (denoted by u.) and a private jamming signal (denoted by u,). The common
signal v, is aligned with the common jamming signal u. at the eavesdropper at a specific power level and
direction, while the middle signal v,, is aligned with the private jamming signal u,, at the eavesdropper,
again, at a specific power level and direction. One difference between the common and private jamming
signals is that, the latter arrives at the legitimate receiver under the noise level. Therefore, the signal
u, will not cause much interference at the legitimate receiver, while the signal u. will create significant
interference at the legitimate receiver. For the private signal, it will not require jamming signal from
the helper. Depending on different regimes of «, some signals are not needed and are thus set as empty
signals. Table [I| gives a summary of the signal design. Note that (v, u.) is considered as a pair of signals,
and (v, u,) is considered as another pair of signals, due to our alignment design. With the above signal
design, our scheme achieves the optimal secure GDoF value. More details of the achievability scheme
can be found in Sections [V] and

IV. CONVERSE

For the Gaussian wiretap channel with a helper defined in Section [lI, we provide a general upper bound
on the secure rate, which is stated in the following Lemma



Lemma 1. For the Gaussian wiretap channel with a helper defined in Section @ letting ¢1 = (g — (0vpp —
a01) )T and ¢3 = min{aoy, g, (a1 — ¢1)*), the secure rate is upper bounded by

1 _gn |h? ot |h12]? 1 ~
R < Slog(1+4 ponso . fhL o pa-lon-on)® . LEUY o S og (14 P99 s ?) 4 7.3 6
=glelle P ) 31080 P el ©
1/1 P(an—am)Jr 1 p(0z22—0t12)Jr 1
R<—<—l 1+ — —log(l+ ———— —log(1 4 P |hyy|? + PY2|hys|?) + 1 9)
—2\2 og( * |hg1 |2 )+2 og( * |hia|? )+2 og( + [ l” + (o )+ o8
@)
1 e P11[? PP ha]?
R S Zlo <1 + poii—az + Pazz-i-au az1 | > (8)
2 % |Poa |2 | hon |2

The proof of Lemma [l|is provided in the following subsections. Our converse is based on genie-aided
techniques. Specifically, we enhance the setting by using the following two approaches. a) Adding noise
with a certain power to the observation of eavesdropper. See (23) later on, where y,(t) becomes (1),
which is a noisy version of y(¢). b) Adding information to the legitimate receiver. See and later
on. The converse also builds on some bounds on the difference of conditional differential entropy of an
interference channel (see Lemmas 3] and [4] later on). More details of the converse proof are provided in
the following subsections.

Based on Lemma (I, we provide the secure GDoF upper bound in the following corollary.

Corollary 1. For the Gaussian wiretap channel with a helper defined in Section [[l} the secure GDoF is
upper bounded by

d(an’ Q12, Qo1, CYQQ) < min{ maX{¢1, (0411 - ¢3)+} + (¢3 - ¢1)t7

Bm:rrtd 1
%((an — ao1) " + (a2 — ar2)t + max{oir, ai0}),
Bound 2
£0422 + an — a21)t}- (€))

v~

Bound 3

Proof. The first bound d < max{¢1, (11 — ¢3)"} + (3 — ¢1)* follows from the bound in (). The second
bound follows from the bound in (7)) and the last bound follows from the bound in (§]). ]

The following result is a simplified version of Corollary [I] for the symmetric setting with a1 = g =
L, 01 = g = a.

Corollary 2. For the symmetric Gaussian wiretap channel with a helper defined in Section [[I, with
a1 = Qoo = 1,91 = a9 = «, the secure GDoF is upper bounded by
(1 for 0<a<1/2
2 — 2« for 1/2 <a <3/4
200 — 1 for 3/4<a<5/6
d(a) < 3/2—a for 5/6<a<]1

a2 for 1<a<4/3
2—a for 4/3 <a <2
L 0 for 2 < a.

Proof. See Appendix O



In what follows, we provide the proof of Lemma |1} At first, for k, ¢ € {1,2}, k # ¢ we define that

§Z51 é(au - (0422 - 0421)+)Jr (11)
O2 é(0411 - ¢1)+ (12)
¢3 S miﬂ{oézh 12, ¢2} (13)
S () 2 V Plew—are) " by (1) + Z(t) (14)
soe(t) 2V Pk hyay, (t) + z(t) (15)
71 (t) £ v Pminfasienzan—dib hy o (t) + Z5(t) (16)
To(t) 2 VP9 2y (t) + 24(t) (17)

and

Ga(t) &V P (e21=02)yo (1) + Zy(t)
= \/ﬂhmiﬂl( t) + V Poz2=(0217=98) oo 15 (1) + V P=(021783) 25 (1) + Z(1) (18)

where 21 (t), Z2(t), Z2(t), Z3(t), Z4(t) ~ N(0,1) are i.i.d. noise random variables that are independent
of the other noise random variables and transmitted signals {z(t),72(t)}:. Let s%, ={su(t)},,

s s () . 7p {7kt oy and 75 2{7a(8) .

A. Proof of bound (6)

Let us focus on the proof of bound (6). For the channel defined in Section [[I} the secure rate is bounded
as follows:

nR = H(w)
= l(w; yt') + H(w|yy)
< I(w;yy) + nerp (19)
< w;y7) — Lw; y3) + nery, + ne (20)
< W(w; yY, s39) — L(w; yy) + nexy + ne (21
= I(w; s35) +1(w; y'[s35) — Lw; ys) + ner, + ne
T
= I(w; yY'|s5e) — L(w; yy) + nern + ne (22)
< W(w; y7|se) — L(w; §5) + nery, + ne (23)

where follows from Fano’s inequality; (20) results from secrecy constraint in (3)), i.e., [(w; y5) < ne
for an arbitrary small ¢; uses the fact that adding information will not reduce the mutual information;
(22)) follows from the fact that w is independent of x% and sf, (cf. (I4)); (23)) stems from the fact that
w — yi — gy forms a Markov chain, which implies that I(w;y5) > I(w; g3).

We invoke the following lemma to bound I(w; g3) appeared in (23).

Lemma 2. For s(t) and ij»(t) defined in and (18)), the following inequality holds true
. i n
I(w;g5) > L(w; gy |shy) — B log 14. (24)

Proof. The proof of this lemma is provided in Appendix [A] [



Then, by incorporating the result of Lemma [2] into (23)), it gives

nR—gloglél—neln ne

<I(w; yy'[s59) — L(w; ¥a |s55)

=h(y'|s5,) — h(¥3|s39) + (s |85y, w) — h(y} |55, w)
=h(yy'[s39) — h(¥3|s92) + h(7y, spa|w) — h(yy', shp|w) (25)

where uses the identities that h(g5|s5,, w) = h(gy, shy|w)—h(shy|w) and h(y}|sh,, w) = h(y], shy|w)—
h(sh,|w). For the first two terms in (23)), we have an upper bound that is stated in the following lemma.

Lemma 3. For sy(t) and ij»(t) defined in and (18), the following inequality holds true

o |? 2
b(u7ls) — b(F51sh) < log(1+ Pres L postomcays a2y 1y
2 |ha1 | hias |

Proof. The proof of this lemma is provided in Appendix [

For the last two terms in (25]), we have an upper bound that is stated in the following lemma.

Lemma 4. For ys(t) defined in (1), and ss5(t) defined in (14), the following inequality holds true

n n
h(yy, shy|w) — h(yy, soe|w) < 5 10g(1 + P¢3_¢1|h22|2) + 5 log 168. (26)
Proof. The proof of this lemma is provided in Appendix [C] [

Finally, by incorporating the results of Lemmas [3] and [ into (23], the secure rate is bounded by

|ha? L pou—(am—ax)* | |haal®
[ho |2 | haa|?

1 1
R S 5 10g<1 + Pa11_¢3 : ) + 5 lOg(l + P¢3_¢1|h22|2) + 7.3+ €1,n + €.

Letting n — 00, €1, — 0, €2, — 0 and € — 0, we get the desired bound ().

B. Proof of bound
Let us now prove the bound (7). Let

i‘k (t) £ \% Pmax{akk’a%}$k (t) + ik(t)

and 77 2{7,(t)}, for k, ¢ € {1,2},k # {, where %,(t) ~ N(0,1) is a virtual noise that is independent
of the other noise and transmitted signals. Recall that

S¢k (t) 3 v Pk hgkxk(t) + Zg(t)
for k, ¢ € {1,2}, k # ¢ (cf. (I3)) Beginning with Fano’s inequality, the secure rate is bounded as:

nR — ney, § I(w; y7)

< Kw;yy) — Hws yy) + ne (27)
< I(w;yt, 27, 75, y5) — lw; yy) + ne (28)
= h(z},23) — h(yy) + h(y?, y3]27, 25) — h(y), 27, T5]ys, w) + ne
< h(zY,73) — h(sy) + h(yy, 5|27, 5) — h(yy, 27, 25]y5, w) + ne (29)



where results from a secrecy constraint (cf. (3))); stems from the fact that adding information does
not decrease the mutual information; follows from the derivation that h(yy) > h(yy|xh) = h(sh,).
Note that yo(t) = vV P22hgoo(t) + S21(t). On the other hand, we have

nR < I(@f;yt) + newy (30)
= h(yy) = h(sipfa?) + nery €20
= h(yy) = h(siy) +nern (32)

where follows from the Markov chain of w — x7 — y?; (31)) results from the fact that y;(t) =
V Poihy(t) + s12(t); follows from the independence between z} and s7,. Finally, by combining

(29) and (32)), it gives
2nR — 2ney, — ne
< h(zy) — h(s3) +h(25) — h(siy) + h(y?) + h(yl, g5]27, 75) — h(yl, 27, 5|y, w).  (33)
At this point, by following the steps from (171)-(176) in [38], we end up with
2R+ 261, — €

Pploeai—az)* Plozz—aiz)*

R R P §
I ) 9 g( e

By setting n — 00, €1, — 0 and € — 0, it gives bound (7).

1 1
< §log(1 + ) + ilog(l + Pall‘hn’Z + Pa12|h12|2) +10g9

C. Proof of bound (8)
Bound is directly from [38, Lemma 8].

V. ACHIEVABILITY

This section focuses on the symmetric Gaussian wiretap channel with a helper defined in Section
Note that we consider the symmetric channel mainly for illustration simplicity. The key ideas of the
achievable scheme presented in this section could be generalized to asymmetric settings as well. For this
channel, we will provide a cooperative jamming scheme to achieve the optimal secure GDoF expressed
in Theorem (1| The proposed scheme will use pulse amplitude modulation (PAM) and signal alignment.
The details of the scheme are described as follows.

1) Codebook: At transmitter 1, a codebook is generated as

Bé{v”(w,wo) cw e {1,2,--- 2wy € {1,2, - a2nRO}} (34)

with v" being the codewords. All the codewords’ elements are independent and identically generated
according to a specific distribution. R and R, are the rates of the confidential message w and the confusion
message wy, respectively. The purpose of using the confusion message is to guarantee the security of the
confidential message. The message will be mapped to a codeword under the following two steps. First,
given the message w, a sub-codebook B(w) is selected, where B(w) is defined as

B(w) ={v"(w,wo) : wy € {1,2,---,2"}}.

Second, transmitter 1 randomly selects a codeword from the selected sub-codebook based on a uniform
distribution. Then, the channel input is mapped from selected codeword v™ such that

ZL‘l(t) = hQQU(t) (35)

fort =1,2,--- ,n, where v(t) denotes the tth element of v™.



2) Constellation and alignment: In the proposed scheme, each codeword v" is generated such that
each element takes the following form

v(t) = VP Be - u.(t) + VPP v, (t) + VPP - v,(t) (36)
which suggests that the input z; in (33) can be described as
1 =V P_Bchggvc +V P‘5Mh22vm —+ V P—Bphmvp (37)

without the time index for simplicity (same for the next signal descriptions). For transmitter 2 (the helper),
the transmitted signal is a cooperative jamming signal designed as

To =V Po“l‘ﬁchmuc + Vv Pa‘l—ﬁmhglup. (38)

For the above transmitted signals, the random variables v., v,,, v, u. and u, are independently (cross
symbols and times) and uniformly drawn from the corresponding PAM constellation sets

Ve g € Q€ = %, Q=P%) (39)
2 Am

vm,upeﬂ(fzg, Q=P¥) (40)

vpe%:%, Q=r¥) @1)

where Q(£,Q)2{¢-a: a € ZN[-Q,Q]} denotes the PAM constellation set, and  is a finite constant
such that

~ € (0,1/20]. (42)

In Table [II| we provide the parameters {5, B, Bp, Acs Am, Ap} under different regimeﬂ If the parameters
are set as 3, = oo and A\, = 0, we will treat v, as an empty term in the transmitted signal. Similar
implication is applied to {v., uc, U, u,} . In Fig. 3| we provide a schematic representation of the proposed
scheme, focusing on transmitter 1.

Generate Generate Generate Select Map message with B(w)
Vey Uy Up VU from (36) |, codebook B sub-codebook | | and map channel input

from PAM with v i.i.d. B(w) with (35)
(39)-(41)

Fig. 3. A schematic representation of the proposed scheme, focusing on transmitter 1.

Given our signal design, the power constraints E|z;|> < 1 and E|zy|> < 1 are satisfied. Focusing on
the first transmitter, we have

o= 2 R Q@D e
T2+ & 3 -3
2
E|vm|2<8i
3
2 2
EWS% (43)

Ac )‘7777- L . . .
3Without loss of generality, we assume that P>, P"3 and P 7 are integers. Consider one example with Ac = o — 1/2 — € and

P¥ = y/Pa-1/2=<, When v/Po-1/2¢ is not an integer, we can slightly modify e such that v/ P=1/2=¢ is an integer, for the regime
with large P.



TABLE I
DESIGNED PARAMETERS FOR DIFFERENT CASES, FOR SOME € > 0.

0<a<j|z<agi|i<a<i| g<a<l |1<a<j|3<a<2
Be 00 00 0 0 a—1 a—1
Bm 0 20 — 1 20 — 1 200 — 1 00 00
Bp (67 67 6] (% o0 o0
Ae 0 0 da—3—€¢ | a—1/2—c¢ af2 —¢ 2—a—c¢
Am o —€ l—a—c¢ l—a—c¢ l1—a—c¢ 0 0
Ap l—a—e l—a—ce l-a—ce l-a—ce 0 0
which suggests that
7292 8% 242 328 328 1
E|z,]? < 4 x + L+ ) =T < 44
s dx (e ) = 5 S 5 X g @4

Similarly, we have E]x2|2 < 1. Note that, with our parameter design it holds true that 5. > o — 1 and
Bm > 2a — 1, which controls the average power of the transmitted signal x5 to satisfy IE|x2|2 < 1.
The above signal design then implies the following forms of the received signals

Y1 = VP Behyihogve + V PPy hoovy, + V P18 hyyhov,
—+ vV P2a71760h12hgluc =+ vV PQOlflfﬁmh12h21up + 21 (45)
Yo = hglhgg( Vv PO‘*BC(UC + UC) + V PO‘*B’" (’Um + Up)) + Vv Pa*ﬁph21h22vp + 2. (46)
As we can see, at the eavesdropper, the jamming signal u, (resp. u,) is aligned at a specific power level
and direction with the signal v, (resp. v,,). In this way, it will minimize the penalty in GDoF incurred
by the secrecy constraint, which can be seen later. Note that, with the above parameter design, the power
of signal term with v, is under the noise level at receiver 2, while the power of signal term with u, is

under the noise level at receiver 1.
3) Secure rate analysis: For € > 0, let us define the two rates as

RET(v;y1) — I(v;2) — € (47)

Roéﬂ(v;yg) — €. (48)

Note that the wiretap channel with a helper can be considered as a specific case of the two-user interference
channel with confidential messages, by removing the message of the second transmitter. Therefore, the
result of [28, Theorem 2] reveals that the rate R defined in is achievable and the message w is secure,

ie., [(w;yh) < ne.
In the following, we will analyze the secure rate for different cases of a.

A. Rate analysis when 0 < o <'1/2

For the first case with 0 < o < 1/2, the parameter design in Table [l| gives the following forms of the
transmitted signals

1 =hooUp, + V P~%hgu, (49)
Ty =V Pailhglup. (50)



Then, the received signals become

Yy = \/ﬁhnhmvm =+ V Pl—ahnthvp +V P2a—1h12h21up + 21 (51)
Yy =V Pahglhgg(vm + Up) + h21h221}p + 29. (52)

Let us now analyze the achievable secure rate expressed in (@7), i.e.,
R =1(v;y1) — I(v;y2) (53)

by setting ¢ — 0. We will begin with the first term in the right-hand side of (53). With our signal design,
v is now expressed as v = v, + vV P~?v,. In this case, the two random variables v,, and v, can be
estimated from y;, with error probability denoted by Pr[{v,, # 0., } U {v, # 0, }]. For the first term in the
right-hand side of (53)), we have the following bound

I(v; y1) > T(v; O, ) (54)
= H(v) — H(v|om, @p)
> H(v) — (1 + Prl[{vy, # 0} U {u, # 6,}] - H(v)) (55)
= (1 —Pr[{v, # On} U {v, # ﬁp}]) -H(v) — 1 (56)

where (54) uses the Markov property of v — y; — {0y, 0,}; and (53] follows from Fano’s inequality.
The entropy H(v) in (56) can be computed as

H(v) = H(vm) + H(vy) o

=log(2- P2 +1)+1log(2-P 2 +1)
1— 2

log P + o(log P) (57)
using the facts that v, € Q(§ =27 5, Q = P%) and v, € Q¢ = 7 - 5 Q= P57, and that

{v,, v} can be reconstructed from v, and vice versa. For the error probability appeared in (56), we have
the following result.

Lemma 5. Consider the case with 0 < a < 1/2, and consider the signal design in (37)-(@2) and Table [[]
Then, the error probability of the estimation of {v,,,v,} from y; is

Pri{vy, # 0m}tU{v, # 0,}] =0 as P — oc. (58)

Proof. The proof is described in Appendix [D] In the proof, a successive decoding method is used in the
estimation of {v,,,v,} from y;. O

By combining the results of (56)), and (58), it produces the following bound

1— 2e¢

I(v;y1) > log P + o(log P). (59)
Note that the term I(v;ys) in the right-hand side of (53] can be considered as a penalty term in the
secure rate, incurred by the secrecy constraint. We will show that, with our scheme design using signal
alignment, this penalty will be minimized to a small value that can be ignored in terms of GDoF. It can be
seen from the received signal of the eavesdropper that, the jamming signal is aligned at a specific power



level and direction with the signal sent from transmitter 1 (see (46))). Let us now bound the penalty term
I(v;ys) as follows:

I(v;y2) <I(v;y2, vm + up)
=I(v; v, + up) + L(v; horhaov, + 22|U, + )
:H(Um + Up) — H('U,p> + h(hzlhgg’l}p + 22) — h(Zg)
a—e a—e 1 1
<log(4-P 2z +1)—log(2-P 2z +1) —|—§ log(2me(|ho1|?|hao|* + 1)) — 3 log(2me) (60)
~ ~ —— ———

<1 <17

<log(2V/17) (61)

where (60) results from the identity that Gaussian input maximizes the differential entropy and the fact
that v, +u, € Q€ =2v- P~ “2°, Q = 2P"7"). Note that uniform distribution maximizes the entropy.
At the final step, we incorporate the results of (59) and (61)) into (53) and then get the following bound
on the secure rate

RZl_QE

log P + o(log P). (62)

It implies that the secure GDoF d = 1 is achievable for this case with 0 < o < 1/2.

B. Rate analysis when 1/2 < o < 3/4

Given the parameter design in Table [[I] in this case the transmitted signals are simplified as

1 =V P_(2a_1)h221)m —+ vV P_ahQQUp (63)
Lo =V P*O‘hglup (64)
which gives the following forms of the received signals
Y1 =V P2_2ah11h227)m + V Pl_ahlthQUp + hlghglup + 21 (65)
Yo = V P1=%ho1 hoo (U, + up) + horhoov, + 22. (66)

In this case, we can prove that the secure rate R > 2=23=2]og P + o(log P) is achievable. The rate
analysis for this case follows from the steps in the previous case (cf. (53)-(62)). To avoid the repetition,
we will just provide the outline of the proof for this case. In the first step, it can be proved that

2 — 2o — 2¢

5 log P + o(log P) (67)

[(v;y1) >
by following the derivations in (53)-(39). In this case v = vV P~(¢=Dy,, + v/ P~%v, and H(v) = H(v,,) +
H(v,) = # log P + o(log P). Similarly to the conclusion in Lemma |5| for the previous case, in this
case it is also true that the error probability of the estimation of {v,,,v,} from y; vanishes as P — oco. A

successive decoding method is also used in this estimation. In the second step, by following the derivations
related to (60) and (61), it can be proved that

I(v;y2) < o(log P), (68)

which, together with (67), gives the lower bound on the secure rate R > 2=22=%]og P + o(log P). It
implies that the secure GDoF d = 2 — 2« is achievable for this case.



C. Rate analysis when 3/4 < a < 5/6
Given the parameter design in Table [[I} in this case the transmitted signals are simplified as

T1 :hggvc + VvV P_(Qa_l)hQQUm + vV P_ahQQUp (69)
To =V Pa_lhgluc + VvV P_O‘hglup. (70)

The received signals are given by
Y1 = \/ﬁhnhzzvc + VP2~ hyshoyue + V P22%hy1 hoovy, + V P1=%hy1hoovy, + highoiu, + 2 (71)
Yo = h21h22(\/ Pa (UC + uc) =+ V Pl-« (’Um + Up)) + hzthQUp + 29. (72)

The rate analysis also follows (33)-(62). In this case, we can prove that the secure rate R > 2¢=1=3¢Jog P+
o(log P) is achievable. Again, to avoid the repetition we will just provide the outline of the proof. In the
first step, it can be proved that

200 — 1 — 3¢
H(“??Jl) > T

by following the derivations in (33)-(39). Here we have v = v, + vV P~(2¢~Dy,, + v/ P~2v, and H(v) =
H(v.) +H(vy,) 4+ H(v,) = 22=1=3¢Jog P+ o(log P). It is true that the error probability of the estimation of
{ve, Um, v, } from y; vanishes as P — oo. A successive decoding method is also used in this estimation.
In the second step, by following the derivations related to (60)) and (61, we can prove that

I(v; y2) < o(log P). (74)

log P + o(log P) (73)

Therefore, the secure rate is bounded by R > w log P + o(log P), implying that the secure GDoF
d =2 — 1 is achievable.

D. Rate analysis when 5/6 < a < 1

In this case, the transmitted signals take the same forms as in (69) and (70)), and the received signals are
expressed as in (71) and (72)). However, in the rate analysis, the estimation approach is different, where
noise removal and signal separation will be used. By following the previous derivations in (54)-(56), we
have the following bound

I(vsy1) > (1= Prl{ve # 0c} U {vm # 0} U {vy # 0,}]) - H(v) — 1 (75)
where the entropy H(v) in (75)) can be computed as
3/2 — o — 3¢
2
The following lemma shows that the error probability Pr[{v. # 0.} U {v,, # 0} U {v, # 0,}] in
vanishes as P approaches infinity.
Lemma 6. Consider the case with 5/6 < a < 1, and consider the signal design in (37)-@2) and Table [[]

Then, for almost all the channel realizations {hi,} € (1,2]**?, the error probability of the estimation of
{Uc, Um, Up} from hn is

H(v) = H(v.) + H(v,,) + H(v,) = log P + o(log P). (76)

Pri{v. # 0.} U{vy, # 0} U{v, #0p}] =0 as P — oc. (77)
Proof. The proof is described in Section In the proof, noise removal and signal separation are used
in the estimation of {v., v;,, v, } from y;. O
The results of (73), and imply that the bound
3/2 —a— 3¢

I(v;91) > log P + o(log P) (78)



holds true for almost all the channel realizations {h;,} € (1,2]**2. Next, by following the derivations
related to and (61), it can be proved that

I(v;y2) < o(log P). (79)

Thus, we have R > W log P+ o(log P), implying that the secure GDoF d = 3/2 — « is achievable,
for almost all the channel realizations in this case.

E. Rate analysis when 1 < o < 4/3

In this case, the transmitted signals are simplified as

zy =V P~(@"Dhyu, (80)

T9 =hg1u, (81)

and the received signals are expressed as
Y1 = VP> *hy1hoove + V P*highoue + 21 (82)
Yo = \/ﬁhglhgg (Uc + Uc) + z9. (83)

As in the previous case, the estimation approaches of noise removal and signal separation are also used here
for the rate analysis. In this case, the entropy H(v) is computed as H(v) = H(v.) = # log P+o(log P).
Following the previous derivations in (54)-(56), we have

(o) = (1 Pel{u, £ 0.H) - H(o) — 1
= (1= Prf{ue #0.3]) - L2 1og P+ ollog P). 34

The lemma below provides the result on the error probability Pr[v. # 0.].

Lemma 7. Consider the case with 1 < o < 4/3, and consider the signal design in (37)-@2) and Table [[]
Then, for almost all the channel realizations {hi,} € (1,2]**2, the error probability of the estimation of
v from vy is

Prlv. # 0] — 0 as P — . (85)

Proof. The proof is described in Appendix [E] In the proof, noise removal and signal separation are used
in the estimation of v, from y;. O

The results of (84) and (85) implies that the following bound

af2 —e
2

L(v;yp) > log P + o(log P) (86)

holds true for almost all the channel realizations {h} € (1,2]**?. Again, it is not hard to prove that

I(v;y2) < o(log P). Together with (86)), it reveals that R > a/gfé log P + o(log P), and that the secure

GDoF d = «/2 is achievable, for almost all the channel realizations in this case.




F. Rate analysis when 4/3 < o < 2

In this case, the transmitted signals take the same forms as in (80) and (81)), and the received signals
are expressed as in (82) and (83). Here the entropy H(v) is computed as H(v) = H(v.) = 2= log P +
o(log P). Similar to the previous cases, we can prove that

9 _ o —
cTaze log P + o(log P) (87)

L(v;yp) > (1 — Prfv. # "&C]) . 5
(cf. (84)). The probability Pr[v. # v.] in (87) is the error probability of the estimation of v. from y;. In
this case, it can be proved that u. and v. can be estimated from y; in a successive way and the error
probability of this estimation vanishes as PP — oo. The proof of this step is similar to that of Lemma
and hence it is omitted here to avoid the repetition. Then, we have
92— o —
# log P + o(log P). (88)
As in the previous cases, it can be proved that I(v;y,) < o(log P). Finally we have a lower bound on the
secure rate R > % log P + o(log P), which implies that the secure GDoF d = 2 — « is achievable in
this case.

I(v; 1) >

VI. PROOF OF LEMMA

Given the observation y; in (7I), and with 5/6 < o < 1, we will show that v,, u., v,, and v, can be
estimated with vanishing error probability, for almost all the channel realizations. Our focus is to prove
that v., u. and v,, can be estimated from y; simultaneously with vanishing error probability, for almost
all the channel realizations. This proof is motivated by the proof of [38, Lemma 4], in which the noise
removal and signal separation techniques will be used. Once v, u. and v,, are estimated correctly from

Y1, We can remove v, u. and v,, from y; and then estimate v, with vanishing error probability.
a—1/2—e 11—«

Recall that v.,u. € Q(§ = %7, Q=P 2 ), uvmu, € Q&= %, Q=P 2 ")and v, € Q¢ =
g @= P57, for some parameters € (0,1/20] and ¢ — 0. Let us describe y; in the following form

Yy = \/ﬁhlthQ’UC + v PQa_lhlghgluc + Vv P2_2ah11h221)m + Vv Pl_ahnhggvp + hlghglup + z1
= V pl-ote. 27S3 V PY2gyq5 + 3V P23/2g1q1 + goqo) +V P (hlthQUp + Vv Pa_1h12h21up) +21

s

>
lI>

= VPlmote . 205 + vV Plmo¢ 4 (89)

where QQégoéhnth, gléhwhm, ééhnhm?}p + \/%hlzhﬂup, 5é90¢]0 + 3V P232g,q) +
3V P1/292q2 and

a—1/2—e —a—¢
Q2é&'vm QIé%'Um qoé@'UWM QQéQléP 122 ) Qoéplz
6y 6y 2y

In this scenario, the following conditions are always satisfied: ¢, € Z and |qx| < Q for k =0, 1,2. Let
A2é3vP1/2, A1é3vP2a*3/2, Aoél

In this scenario with 5/6 < a < 1, without loss of generality we will consider the case thaﬂ

QO? Qlu QQa Al, AQ € Z+.
For the observation 1, in (89), the goal is to estimate the sum § = go(qo + 3V P'/2q,) + 3V P20=3/2g, ¢y
by considering the other signals as noise (noise removal). After decoding s correctly, the three symbols

“The result of Lemma E] still holds for the case when any of {Qo,Q1,Q2, A1, A2} is not integer. The proof just needs some minor
modifications. For example, when A is not an integer, we can modify v. and u. as v. = n.v, and u. = n.u,, where vs,u, € Q& =

A . . .
%77 Q = P2 ), and 7. is a selected parameter such that 0 < n. < 1 and A27. is an integer.



o, q1, g2 can be estimated, based on the fact that {go, g;} are rationally independent (signal separation,
cf. [47]), as well as the fact that gy and ¢, can be reconstructed from gy +3V P'/2¢y. Note that the minimum
distance of 3V P'/2qy, i.e., MmiNg, e 2n[-0s,0s], g2ao 3V PY? - |G2 — B, than the maximum of
2qo. To estimate s from g, we will show that the minimum distance of s is sufficiently large, in order to
make the error probability vanishing. Let us define the minimum distance of s as

i (90, 91,92) = min |90(q0 — Go) + 3V P?*732g1(q1 — G1) + 3V PY2g2(q2 — G2)[. (90)
41,42,41,42€ZN[~Q2,Q2]
40,40 € ZN[—Q0,Qo]
(90,91,92)#(q0,41,G2)
The following lemma provides a result on the minimum distance.

Lemma 8. For the case with 5/6 < o < 1, and for some constants § € (0,1] and € > 0, the following
bound on the minimum distance d.;, holds true

dmin Z d (91)

for all the channel realizations {hyy, hia, has, ho1} € (1,2]2*2\ How, where How C (1,2]2%2 is an outage
set whose Lebesgue measure, denoted by L(H,.), has the following bound

L(Hou) < 120966 - P75, (92)

Proof. For =4 € (0,1], we define an event as

B(q2,q1, ) é{(gg,gl,go) S (1,4]3 | A202q2 + A1g1q1 + Goqo| < B} (93)
Also define
B% | Blea ). (94)
q0,91,92€Z:
lgn|<2Qk Yk
(go,q1,92)7#0

For 5/6 < o < 1, by [48, Lemma 14] we have the following bound on the Lebesgue measure of B (i.e.,
L(B))

£(B) <5045 -4(2 mm{  Qu} + Qo min{ @, Qo’ Afz}
+ 2m1n{ Ql} + Q- mln{QQ, QO, AAQI })
2

< 5045 - 4(%+@2 i—fﬂ%ml iz)
9Qo | 4Qo
A, +A_1)
90, E
A T A

< 5045 - 4(@1
< 50405 - 8Q9 maX{

< 50408 - 8Q) - 3P
= 120960 - P~2 (95)
where Q; = min{Q1, 8 M} Qq and Qs = min{Q>, 8%2’41%} @-min{1, SAI} In this

scenario, we can treat B as an outage set. When (go, g1, 92) ¢ B, by definition we have dp,in (90, 91, g2) > 0.
Recall that g £ 90 £ hy1hye and g1 2 hiohoy. At this point, we define a new set Hy as

Hou ={(h11, haz, h1a, ha1) € (1,2]**% : (g2 = g0, 91, 90) € B}.



We define 1y, (hi1, bz, Rz, hot) = 1 if (hi1, hoo, hig, hor) € Houws else Ly, (Ri1, haz, bz, hot) = 0.
Similarly, we define 15(g1,90) = 1 if (92 = 90,91, 90) € B, else 15(g1,90) = 0. Then we can bound the
Lebesgue measure of Hyy as

2 2 2 2
£(Hout) - / / / / ILHout(h’117 h227 th; h21)dh22dh21dh12dh11
h11=1 J hi2=1 J h21=1 J hoa=1
2 2 2 2
/ / / / 15(h12hat, hiihag)dhoadhardhyadhyy
h11=1 J hi2=1 J ho1=1 J hoa=1

S/ / / / 13(91’go)hl_llhledgodgldhlgdhll
h11=1 Jhi2=1 J g1=1 J go=1

2 2
< / / L£(B)dhysdhny
h11=1 J hi2=1
< 120966 - P~ 3 (96)

where the last step uses the result in (93). O

In the rest of this section, we will consider the channel realizations (hiy, o, hia, ho1) € (1,2]>*? that
are not in the outage set Hoy. The result of Lemma @ reveals that

ﬁ(Hout) — 0, for P — 0.

When the channel realizations satisfy the condition (hq1, hoo, hio, ho1) ¢ How, We have the following
property on the minimum distance defined in (90): d,,;, > 0 for a given constant § € (0, 1]. With this
result, we can estimate § from y; expressed in (89). For the random variable é = hi1hogv,+ \/P+7_Qh12 haiu,
appeared in (89), it is true that

€] < Emax =3/5 V.

At this point, we have the following bound on the error probability of the estimation of s from g

A dmin
Pr[5 # §] < Pr[|z1 + VP > VPR 2y }

<2 Q(P 2 2’)/ - PTémax)
<2.Q(PF (y6PF — 3/5)) 97)
where § denotes the estimate of §; Q(7) £ \/LTW = exp(—%)dz; the last step stems from the result that

following conclusion
Pr[5#5 =0 for P — oc. (98)

After decoding § = go(qo + 3V PY/2qy) + 3V P22=3/2g,q, correctly, the three symbols o, g1, g2 can be
recovered, as illustrated before in this section.
Next, we remove § from y;, which leads to

Y — / Pl—a+e . 275 — \/Plfahllfmvp -+ h12h21up + 2. 99)

Since the interference term hi2ho1u, in (99) is under the noise level, i.e., hiahoju, < 8y < 2/5, one can
easily prove that the the error probability for decoding v, from the observation in (99) is

Pr[v, # 0,) = 0 for P — oo. (100)

Therefore, the error probability Pr[{v. # 0.} U {vy, # 0} U {v, # 0,}] vanishes as P approaches
infinity, for almost all the channel realizations (i1, ho, hi2, ho1) € (1,2]2%2,



VII. CONCLUSION

In this work, we characterized the optimal secure GDoF of a symmetric Gaussian wiretap channel with a
helper, under a weak notion of secrecy constraint. The result reveals that, adding a helper can significantly
increase the secure GDoF of the wiretap channel. A new converse and a new scheme are provided in
this work. The converse derived in this work holds for the symmetric and asymmetric channels. In the
proposed scheme, the helper sends a cooperative jamming signal at a specific power level and direction,
which allows to minimize the penalty in GDoF incurred by the secrecy constraint. In the secure rate
analysis, the techniques of noise removal and signal separation are used. The optimal secure GDoF is
described in different expressions for different interference regimes. For the regimes of 0 < o < 5/6 and
4/3 < ae < 2, the achievable secure GDoF result holds for all the channel realizations under our channel
model. For the regime of 5/6 < « < 4/3, the achievable secure GDoF result holds for almost all the
channel realizations when P is large, under our channel model. In the future work, we will generalize
our secure GDoF result to understand the constant-gap secure capacity.

APPENDIX A
PROOF OF LEMMA
Recall that () is a nosy version of y»(t), defined in (I8)). From chain rule, we have

I(w; 75) = L(w; gy |s55) + L(w; s59) — L(w; s55|75)

=1
= [(w; J |s59) — L(w; 85|75 ) (101)

where (101) follows from the independence between w and sb,. For the term I(w; s%,|7%) in (I0T)), it can
be bounded by

I(w; s55|y3)
=h(s5,|75) — (s, |y, w)

<> h(sa(t)[7a(t) — h(sh|g5, w, ) (102)
t=1

= h(sna(t) — VP 5(t)|5(t) — h(z)

= ih(gg(t) — hgll’l(t) —V P_a21h2222(t) —V P_¢322(t>

+ (VPloz—az)™ — /Pas=ast) ooy (1) [72(1)) — glog(zm) (103)

<Tlog (Lt b + P02 |hoaf P~ 4 (VPlow oo T — VP [yl ) (104)
<10 <1 <4

gg log 14 (105)

where (102)) follows from chain rule and the fact that conditioning reduces differential entropy; (103))
uses the identity that h(23) = 7 log(2me); (104) results from the fact that Gaussian input maximizes the
differential entropy, and that conditioning reduces differential entropy. At this point, we complete the

proof of Lemma [2]
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For s2,(t) and 7»(t) defined in (14)) and (I8), we have

— h(gls3)
— h(y3 5%, 23) (106)
— h({Ga(t) — VP om0} s, 25)
(
(

h(y1'[s5,
h 1|52

(y

(y
h(yy' |9

(y

(1

(

1A

\_/\_/\_/\_/

— h({V P%hyz(t) + V Po22=(0n=08) hoyao () + Z5(t) }1y |52, 25)
h(y}|shy) — h({V P?hgyay(t) + V P22~ (@21=938) hooxo (1) + Zo(t) }1q |555) (107)
=h(yy [{V Plez2=e20" hoows () + 25(t) }ioy)

— h({V P hyra (1) + V P2z (021708 hopa (t) + Z5(8) by {V P22 020  hopaa (1) + 25(8) Fiy )
(108)

h 1|522

where (106) uses the fact that conditioning reduces differential entropy; (107) follows from the
fact that 22 is independent of {VP~%hyx(t) + VP22~ (21=88)hosuy(t) + Zp(t)}, and s, =
{V Ploz—a2)T ooy (t) + Z(t)});; in (I08) we replace Zy(¢) with a new noise random variable
2h(t) ~ N(0,1) that is independent of the other noise random variables and transmitted signals
{x1(t), x2(t)}+; note that replacing Z5(t) ~ N(0,1) with 25(¢) ~ N(0,1) will not change the differential
entropies in (I07)), due to the fact that differential entropy depends on distributions. To bound the right-
hand side of @) we will use the result of [38, Lemma 9] that is described below.

Lemma 9. [38 Lemma 9] Let y,(t) = VPYhyxi(t) + VP*2hiaxs(t) + 21(t) and ya(t) =
V P2 hgyxy () + vV P22 hogus(t) + 29(t), as defined in (I). Consider a random variable (or a set of
random variables), W, that is independent of {x%, 27, 25, 21, 28 28 Z8 Zi'}; and consider another random
variable (or another set of random variables), w,, that is independent of {x7, 27,25, 27, 28 28 Z8 21 ).
Then, we have

2
Q2 —Qi2 | |h | a1 —(a11—ar2)t | |h21|

log(1+ P 5+ P 5
|| A1

|haa | | pou—(am-ax)* | |h1a?

| g |? | hao|?

n
h(yy o) — h(y}la) < ) + 210810 (109)

oS o3

Byl |s) — h(y2]is) < 10g<1 4 ponan ) n g log10.  (110)

Note that the result in (TT0) holds true when 1w is set as wy ={V Ple22=c20)" hoouo (t) + 25(¢) }1,. Let
us define 0/21 é¢3, Oé’22 éo{22 — (Oégl — qbg) and yg(t),é V Palﬂhml’l(t) + Vv Pa/ﬂhggl’g(t) + Zg(t). Then,
by incorporating the result of (IT0) into (I08), we have

h(yy'[s52) — h(gssa) <h(yy|ws) — h(yy'[ws) (111)
n o |h11|2 () 1 ‘h12|2 n
<"1 <1+P°‘“ o . 4 poaz—(ahy—ab)t >+—lo 10 (112)
2% RE hosl2) T 278

n _ |hy1]? (agg—ag)t |M12]? n
—2log 1+ Pt perlonmen™ 2B ) 4 Blog10 (113)
2 8 RE hasl2) T 278

where (TT1) is from (T08); and (T12) follows from (T10). Then, we complete the proof of Lemma [3]
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In this section we provide the proof of Lemma 4l Recall that ys(t), s22(t), Z1(t) and Z5(t) are defined
in (1), (T4), (16), and (17), respectively. In this setting, we have
h(gy, s5|w) = h(yy', s35|w)
= h(g;, SSQlw) - h(y?a 8327 ‘,ZJHU)) + ?(jmw: y?7 572122

g

A
=Jn
= h<g37 5327 871127 j?? .’ITZ?”IU) - h(5?27 jgv jﬂw? ggv SSQ)J_hQJ?? 872127 j?’w> + JH
~~
£ Jao

- h(SSZ’ 8?27 fg? jmw) + ll(gghua 572127 57112a jga f?) _h(y?7 8327 jﬂw) + Jll - ‘]22

~
A
= Js3

- h(j:?lw) + h(sg% 57112|'f?7 U}) + h(jglsgw 8?27 j?? ’U))
—h(z7|w) — h(yy, 55|77, w) + Jin — Ja2 + Js3
- h(ng, 37112|f71l7 U)) _h(y?a 532|j?7 w) + h(fg’s%, 871127 j?a w) + Jll - J22 + J33

(. /

-~
:h(y?,SSQ‘i?,’LU,I?)

= ?(y?v 37212|jj711a w, .23711) - h(y?a 832|j71l7 wl"’ h(fg’8327 3?27 j?a wl“‘fjll - J22 + J33 (1 14)
——I(a} sy oy w) <O “ Jua
< Jii — Ja + Jzz + Jua. (115)

In the above steps, chain rules are used in the derivations. In addition, (T13) uses the fact that mutual
information cannot be negative, and (IT4)) follows from the following derivations

h(s5, 75|27, w) = h(ss,, s15)
= h(s5y, sTo| 7, w, 2Y)
= h(shy, {s12(t) + VP11 by (1)}, |27, w, 27)
= h(sgy, y1'|77, w, 27) (116)

which use the independence between {s3,,s7,} and {Z7,w,z}}, as well as the identity y;(t) =
vV Pe1ihya(t) + s12(t). To complete this proof, we invoke the following lemma.

Lemma 10. For Jyi, Joo, J33, and Jy defined in this section, we have

T < glog(427re) (117)
Jog > 3771 log(2me) (118)
Tz < glog(l&re) (119)
Ju < 5 log(2me(1+ P |hnf?)) (120)

where ¢3 é min{agl, 19, (O[H — ¢1>+} Cll’ld ¢1 é(alg — (0622 — Oé21)+)+.

The proof of Lemma 10| is given in the following subsection. By incorporating the results of Lemma

into (115)), we have
h(3y, sgaw) — h(yy, sp|w) < Ji1 — Jog + Jsz + Jus
< Slog(1+ PP~ o) + 2 log 168 (121)

which completes the proof of Lemma [4]



A. Proof of Lemma

Recall that 511(75) = VPen—a2h (t) + Z (t), S99 (t) =
812(t) — 4 /Pa12h12x2(t) + Zl(t), Z (t) L \/Pmin{am,a12,a11—¢1}h21x1(t) + §3<t>’

w/P(OéQZ_a21)+h22x2<t)
1_72( ) £V P 5(t) +

¥y
)"

2(t),

Yo (t) &V P=(@21=03)ys (t) + 2y (t), 3 = min{anr, iz, P2}, do =(ar1 —é1) "t and 1 Z(ara — (e — 1) T) .

At first we focus on the bound of Ji;:

Jll

=h(:i“’f|w YT S5a)

<Zh T1(6)]y1 (1), s22(1))

(122)

ha1 h
- Z h (1) — VPG ez 22 (g, (6) — v Por e R s (1) (1), s (1)) (123)

11 22

i h
= Z h(23 (t) — \/Prmn{azl,a12,a11_¢1}_anh_21z1 )
11

+ \/Prnin{am,0612,0411—@51}—06114-0412—(0622—0421)+M~ ( )|y1( ) 322(15»
h11h22

SE 10g(27re(1 +Pmin{a217a127a11—¢1}—a11 . % +Pmin{a21,a12,a11—¢1}—a11+a12—(a22—a21)
2 > |11 >
<4

N

§§ log(42me)

+ . ’h21|2|h12’2))
7 [hia[?[hoa|?
———

(124)
(125)

where (122)) follows from chain rule and the fact that conditioning reduces differential entropy; (123)) uses
the fact that h(a|b) = h(a — Bb|b) for a constant 3 and two continuous random variables a and b; (124)
follows from the fact that Gaussian input maximizes the differential entropy and that conditioning reduces
differential entropy; (123)) uses the identities min{ sy, aq2, ;1 — @1} — a1 < 0 and min{ayy, agg, a1 —

¢1} — Q]+ g9 — (a22 - (121)+ < 0, where ¢, = (0412 - (0é22 - 0421)+)+-
For Js9, it can be bounded by

o n o =n =n -n n
Joo = h(sy, Ty, T} |w7 Uy, S53)
n =n =N —Nn n n n zn
> h(sly, T3, 27w, Uy, S5y, Ty, 7, Z5)
o n =n =n
- h(21,24,23)

= 3771 log(2me)

where (126) follows from the fact that conditioning reduces differential entropy.

For Js3, we have the following bound:

J33 :h<g3‘w> Sy, S19; Ty, f?)

< Z h(7a(t)|s22(t), Za(t), 71(t))

= Z h(fa(t) — Z1(t) — V Ploz—an) Hon=an) (VPossy (t) — To(t)) sa(t), T2(t), 71(1))

= Z h((\/P¢3 — \/Pmiﬂ{azl,a12,6¥11*¢1})h21x1(t) + 22(15) + \/ P¢s—az 22({;) _

t=1

Z3(t)

(126)

127)

(128)



+ \/Pf(a22*a21)++(a2270421)24(t) |322(t)’ T (t), jl(t))
n i 3— — (22—« az2—«
gglog(Qf]re((\/P% _ \/Pmm{azl,au,au*m})i|h21‘2 i P% 21 1] +P (a22—a1)T+(a22 21)))

/,
-~
-~

b <1 <1

(129)
gg log(167e) (130)

where (128) results from chain rule and the fact that conditioning reduces differential entropy; (129)
follows from the fact that Gaussian input maximizes the differential entropy and that conditioning reduces
differential entropy; uses the identity that (v/ Pmin{ozi,0a2,(c11=¢0)%} — \/pminfozr,onzen—ei})2 < |
and the definition that ¢3 2 min{as, iz, ¢}

For the term .J44, we have two different bounds. One bound is given as

J44 :h(j721|8327 571127 iﬂllv U))

< ih(i‘g(t)\sm(t), s12(t)) (131)
t=1

= i h(Zo(t) — W(SZQ(t) — \/P—a12+(a22—a21)+Z—izslz(t)) |522(t), 512(t))
t=1

= zn: h(z4(t) + \/P¢3““2+(“22“’21)+Z—Zzl (2)|s22(1), 512(1))
t=1

<o (2me (1 + poonlommoa®) }iji)) (132)

where (I31)) results from chain rule and the fact that conditioning reduces differential entropy; (132)
follows from the fact that Gaussian input maximizes the differential entropy and that conditioning reduces
differential entropy. The other bound is given as

Ju <> h(z(1)) (133)
t=1
= log(2me(1+ P*)) (134)

where (133)) uses the fact that conditioning reduces differential entropy. By combining the bounds in (132))
and (134), we finally have

2
Jua <5 log (2me (14 min{ P, pro-(a-(ommen). s })
-2 |}112‘2

gglog@”e(l * min{P¢3|hz2\27 Pd)r(alr(@ram)ﬂ|h22‘2})>
=2 log(2me (1 -+ poom(mommon) T y[2) ) (135)

which completes the proof of Lemma [10]

APPENDIX D
PROOF OF LEMMA

Before showing the proof of Lemma [5| we describe the result of [38, Lemma 1] below, which will be
used later.



Lemma 11. /38 Lemma 1] Let y = /P hx + v/ P®2¢ + z, with three random variables z ~ N (0, c?),
x € Q& Q) and e € S,, for a given discrete set S., under the condition of

le] < emax, Ve € Se..

In this model, ey., h, 0, ay and as are positive constants independent of P, with a constraint that
ay > ao. Let 7' > 0 be a finite constant independent of P. If the parameters () and & are set as

B P%/ - hy'

2€max

1
, E=+"-=, for 0<ad <a;— o

Q Q?

then the error probability of the estimation of x from y' is

Pr(e) -0 as P — oc.

Let us now prove Lemma [S| Given the observation y; expressed in (51)), we will show that v,,, and v,
can be estimated from y; with vanishing error probability. In this case, y; can be described as

Y1 = \/ﬁhnhmvm + VPl + 2
where ¢ £ hi1haovy, + vV P32~ 2hy5ho1u,. In this scenario with 0 < o < 1/2, we have
le'| < 7/5

l—a—c¢

for any realizations of ¢’. Note that, v,,,u, € Q(§ = %, Q=P ) and v, € Q¢ = %, Q=P 2 ),
for some parameters v € (0,1/20] and € — 0. Then, by Lemma |11}, it holds true that the error probability
of the estimation of v,, from y; is
Pr[v,, # 0y — 0, as P — oc. (136)
In the next step, we remove v, from y; and then estimate v, from the following observation
yll =V Pl_ahlthQUp —+ vV on‘_lhlghglup + z1. (137)
For the second term in the right-hand side of (137), the following condition is always satisfied

‘hlghglup’ < 4 x 2’}/ < 2/5

Therefore, by Lemma it is also true that the error probability of the estimation of v, from v expressed

in (T37) is
Pr[v, # Up|vy, = 0] — 0, as P — 0. (138)
At this point, by combining the results of (136) and (I38)), it gives

Pr[{vm # 0m} U{v, #0,}] -0 as P — oo.
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Given the case with 1 < o < 4/3, we will show that v, and u, can be estimated from y; with vanishing
a/2 €

error probability, for almost all the channel realizations. Recall that v, u. € Q( =2, Q =P ), for
some parameters v € (0,1/20] and ¢ — 0. Let us describe y; in the following form
=V P2—ah11h22vc + Vv Pah12h21UC + z1
= 6y P HAogoto + Argiar) +21
= 6yP/%5 + (139)
where ¢ £ hy1hoo, 9 £ highar, Ap 2V prdar, Al 2V pa2, 32 = Abgodo + Argr¢y and
/A Q6 /A ,1 1A AP$
QO_a"UCa Q1—a'“ca 1= o= :

In this scenario, the following conditions are always satisfied: ¢, ¢} € Z, || < @ and |¢}| < Q. Similar
to the proof of Lemma @, without loss of generality we will consider the case that Qf, Ap, A} € Z7.

For the observation y; in (139), our focus is to estimate the sum §' = A} g,q,+ A’ ¢1q]. After decoding 5
correctly, ¢;, and ¢| can be recovered, because {g, ¢;} are rationally independent. We define the minimum
distance of § as

d;mn(gé)?gi)é L /mln , |Ab90(q0 — @) + Atgr(ar — @)l (140)
40,91.40,d1 E2N[-Q0,Qp]
(20,91)#(q0-d1)
The following lemma provides a result on the minimum distance.
Lemma 12. For the case with 1 < o < 4/3, and for some constants 6 € (0,1] and € > 0, the following
bound on the minimum distance d. . defined in (140) holds true

d. >0 (141)

for all the channel realizations {hyy, hia, hos, ho1} € (1,2]2*2\ H/ ,, where H! , C (1,2]**? is an outage
set whose Lebesgue measure, denoted by L(H) ), has the following bound
L(H,) <1926 - P75, (142)
Proof. For 3= € (0, 1], we define an event as
B'(q1,90) ={ (91, 90) € (1.4 : [Aigiq + Apgoaol < B} (143)
and define
B2 ) B« 144
= ¢ 90)- (144)
q,91€Z:
lay,1<2Q5 vk
(96,97)7#0

For this case with 1 < o < 4/3, by [39, Lemma 1] we have a bound on the Lebesgue measure of B’,
given as

) . (4Q1Qp 4@ 8Qy 8Q)
L(B") < 248 min —, =
(B) { Al TAL A AO}
8Q
A
=1926 - P75, (145)

<248




At this point, we define a new set H, , as

Hew ={(ha1, hoo, hua, hot) € (1,2)% 1 (g, g)) € B'}.

By following the steps related to (96]), we have the following bound on the Lebesgue measure of 7.

out
L(H,,) < L(B) <1925 - P75, (146)
O

Lemma [12] reveals that the Lebesgue measure of the outage set ! , is vanishing when P is large, i.e.,

out

L(H,) — for P — .

Let us now consider the channel condition that (hyq, hog, hi2, ho1) ¢ HL . in which the minimum distance
of &, defined in (90), satisfies the 1nequa11ty of d;, > 0 (see (I41I)). With this result, we can conclude
that the error probability for decoding §' from y; = 67 P25 + z (see (I39)), denoted by Pr[3’ # 3], is

Pr[3 #5] =0 for P — oo

for almost all the channel realizations in the regime of large P. After decoding 5’ correctly, ¢ and ¢} can
be recovered, based on the fact that {g(, g|} are rationally independent. Then, we complete the proof.

APPENDIX F
SECURE GDOF OF THE GAUSSIAN WIRETAP CHANNEL without A HELPER

This section focuses on the wiretap channel without a helper (removing transmitter 2). For this channel,
the goal is to understand the GDoF based on the capacity result of [2], [3]], which will be used for the
GDoF comparison of the wiretap channels with and without a helper. For the wiretap channel without a
helper, the secure capacity, denoted by C,,,, is given by:

Cho = max [(v;y1) — I(v;y2) (147)
V—=T1—Y1,Y2
(cf. [21, [3]]), where the maximum is computed over all random variables v, x1, y1, y2 such that v — x; —
Y1, Yo forms a Markov chain, and vy, = V P*1hyx1 + 2, for k = 1,2. Let us focus on the upper bound
on the following difference:

I(v; y1) — L(v; 92)
I(v; y1,92) — L(v; y2)

IA

=h(y1]y2) — h(y1lys, v)
<h(y1|y2) — (y1|y2,v,:c1) (143)
=h(yily2) — 5 10g(27T€) (149)

h 1
=h(y; — v P"‘”_O‘21h—uy2|y2) 3 log(2me)
21

h 1
=h(z; — vV Po—az h—n22|y2) ~ 5 log(2me)
21

h 1
<h(z — \/Pan—am£22) — 5 log(2me) (150)

1 ‘ 11’2
=—log(1l + P11~ 151



where (148) and (150) use the identity that conditioning reduces differential entropy; (149) results from
the fact that h(yi|ys,v,21) = h(z;) = 3log(27e). By combining (T47) and (I31), the secure GDoF,
denoted by d,,,, is upper bounded by

dno < (a1 — agy) ™. (152)

On the other hand, since the secure capacity is optimized over the random variables v and z;, by setting
x1 = v ~ N(0,1) we have the lower bound on the secure capacity:

C(no Z]I(Uu yl) - ]I(Ua yQ)
:h(\/ Pevhiixq + Zl) — h(Zl) — h(\/ Pe2ihyixq + 2’2) + h(Zg)

:% log(1 + P*''|hyy]?) — %bg(l + P2 by 7). (153)
The bound in (I53) reveals that the secure GDOF is lower bounded by
dpo > (11 — )™ (154)
which, together with (I52)), gives the optimal secure GDoF
dno = (a11 — az) ™. (155)

For the symmetric case of notation with ay; = 1 and ay9 = «, this secure GDoF becomes
dno= (1 —a)t VYa € [0,00).
APPENDIX G
PROOF OF COROLLARY
For the symmetric setting with a1 = age = 1, 91 = a2 = @, ¢; and ¢3 take the following forms:
¢r=(a—(1-a)")"
¢3 = min{a, (1 — (a — (1 —a)")")"}.

In this symmetric case, the three bounds in Corollary (1| then become

d < max{¢1, (1 —¢3)"} + (¢3 — ¢1)" (156)
1
d<(1—a)t+ w (157)
d<(2—a)t. (158)
When 0 < o < 1/2, it reveals that ¢; = 0 and ¢3 = «, and the bounds in (156)-(158)) can be simplified
as
d<1
d<3/2—a
d<2—a«

which implies that
d <min{l,3/2 —a,2 —a} =1, Vael0,1/2].
When 1/2 < o < 1, it suggests that ¢; = 2a — 1 and ¢3 = min{«,2(1 — «)}. Then, the bounds in
(T56)-(158) can be simplified as
d <max{2a — 1,1 — a} + min{l — «a, (3 — 4a)*}
d<3/2—a
d<2-—aq.



From the above results, the GDoF d can be bounded as

d <min{2 — 20,3/2 —a,2 —a} =2 —2a, Vae€ll/2,3/4]
d <min{2a—1,3/2—o,2 —a} =2a—1, Va€[3/4,5/6]
d <min{2a—-1,3/2—-o,2—a} =3/2—-a, VYael[5/6,1].

When 1 < @, then ¢; = (a—(1—a)™)" = a and ¢3 = 0, and the bounds in (I56)-(158)) can be simplified
as

The above results imply that

d <min{(2 - a)*, a/2} = a/2, Vo € [1,4/3]
d<min{(2-a)", a/2} =2—a, Vae[4/3,2]
d <min{(2 - a)*, a/2} =0, Va € [2,+00].

At this point we complete the proof.
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