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Abstract

This paper considers the single-server Private Linear Transformation (PLT) problem when individual privacy is
required. In this problem, there is a user that wishes to obtain L linear combinations of a D-subset of messages
belonging to a dataset of K messages stored on a single server. The goal is to minimize the download cost while
keeping the identity of every message required for the computation individually private. The individual privacy
requirement implies that, from the perspective of the server, every message is equally likely to belong to the D-
subset of messages that constitute the support set of the required linear combinations. We focus on the setting in
which the matrix of coefficients pertaining to the required linear combinations is the generator matrix of a Maximum
Distance Separable code. We establish lower and upper bounds on the capacity of PLT with individual privacy, where
the capacity is defined as the supremum of all achievable download rates. We show that our bounds are tight under
certain divisibility conditions. In addition, we present lower bounds on the capacity of the settings in which the user

has a prior side information about a subset of messages.

I. INTRODUCTION

In this work, we study the problem of single-server Private Linear Transformation (PLT) with Individual Privacy,
referred to as IPLT for short. In this problem, there is a single server that stores a set of K messages, and a user
that wants to compute L linear combinations of a subset of D messages. The objective of the user is to recover
the required linear combinations by downloading minimum possible amount of information from the server, while
protecting the privacy of the identity of every message required for the computation individually. The individual
privacy requirement implies that, from the server’s perspective, every message is equally likely to belong to the
D-subset of messages that constitute the support set of the required linear combinations.

The PLT problem is motivated by the application of linear transformation for dimensionality reduction in Machine
Learning (ML), see, e.g., [1]. Consider a dataset with N data samples, each with K attributes. Consider a user
that wishes to implement an ML algorithm on a subset of D selected attributes, while protecting the privacy of the
selected attributes. When D is large, the D-dimensional feature space is typically mapped onto a new subspace of
lower dimension, say, L, and the ML algorithm operates on the new L-dimensional subspace instead. A commonly-
used technique for dimensionality reduction is linear transformation, where an L X D matrix is multiplied by the
D x N data submatrix (the submatrix of the original K x N data matrix restricted to the D selected attributes).

Thinking of the rows of the K x N data matrix as the K messages, the labels of the D selected attributes as the
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identities of the D messages in the support set of the required linear combinations, and the L x D matrix used for
transformation as the coefficient matrix of the required linear combinations, this scenario matches the setup of the
PLT problem. In addition, when the privacy requirement is to hide the identity of each of the D selected attributes
individually, the problem reduces to PLT with individual privacy.

Individual privacy was originally introduced in [2] for single-server Private Information Retrieval (PIR) with
Individual Privacy (IPIR), and was recently considered for single-server Private Linear Computation (PLC) with
Individual Privacy (IPLC) in [3]. The IPLT problem generalizes the IPIR and IPLC problems. In particular, IPLT
reduces to IPIR or IPLC for L = D or L = 1, respectively. The IPLT problem is also related to the single-server
PLT with Joint Privacy (JPLT) problem [4]. In JPLT, the identities of all D messages required for the computation
must be kept jointly private. The joint privacy requirement implies that, from the perspective of the server, any
D-subset of messages is equally likely to be the support set of the required linear combinations. Joint privacy was
previously considered in [5]-[7] for PIR, and in [3], [8] for PLC. Despite the fact that joint privacy is a stronger
notion of privacy, individual privacy may still provide a satisfactory degree of privacy in several practical scenarios
(see, e.g., [9]). It should be noted that both joint and individual privacy conditions are relaxed versions of the
privacy condition considered in [10]-[13] for multi-server PLC, where the values of the combination coefficients
in the required linear combination must be kept private.

In [2] and [3], IPIR and IPLC were studied in the settings in which the user has a prior side information about a
subset of messages. It was shown that, when compared to PIR and PLC with joint privacy, both IPIR and IPLC can
be performed with a much lower download cost. Motivated by these results, this work seeks to answer the following
questions: (i) is it possible to perform IPLT with a lower download cost than JPLT? (ii) is it possible to leverage a
prior side information in order to further decrease the download cost of IPLT? (iii) what are the fundamental limits

on the download cost for IPLT? We make a significant progress towards answering these questions in this work.

A. Main Contributions

In this work, we focus on the setting in which the coefficient matrix corresponding to the required linear
combinations is the generator matrix of a Maximum Distance Separable (MDS) code. The MDS coefficient matrices
are motivated by the application of random linear transformation for dimensionality reduction (see, e.g., [14]), where
a random L x D matrix is used for transformation. Note that an L x D matrix whose entries are randomly chosen
from a sufficiently large field is MDS with high probability.

For this setting, we establish lower and upper bounds on the capacity of IPLT, where the capacity is defined
as the supremum of all achievable download rates. In addition, we show that our bounds are tight under certain
divisibility conditions, settling the capacity of IPLT for such cases. To prove the upper bound on the capacity, we
use information-theoretic arguments based on a necessary condition for IPLT schemes, and formulate the problem
as an integer linear programming (ILP) problem. Solving this ILP, we obtain the capacity upper bound. The lower
bound on the capacity is proven by a novel achievability scheme, termed Generalized Partition-and-Code with

Fartial Interference Alignment (GPC-PIA) protocol. This protocol generalizes the protocols we previously proposed



in [2] and [3] for IPIR and IPLC, respectively. In addition, we present lower bounds on the capacity of the settings
in which the user has a prior side information about a subset of messages. Our results indicate that, when there
is no side information, IPLT can be performed more efficiently than JPLT, in terms of the download cost. The
advantage of IPLT over JPLT is even more pronounced when the user knows a subset of messages or a subspace

spanned by them as side information.

II. PROBLEM SETUP

Throughout this paper, random variables and their realizations are denoted by bold-face symbols (e.g., X, W)
and non-bold-face symbols (e.g., X, W), respectively.

Let IF,, be a finite field of order p, and let I, be an extension field of I,,. Let K, D, L be positive integers such
that L < D < K, and let K £ {1, ..., K'}. We denote by W the set of all D-subsets of X, and denote by V the set
of all L x D matrices (with entries from [F,,) that generate a Maximum Distance Separable (MDS) code.

Suppose that there is a server that stores K messages Xi,..., Xk, where X; € F, for i € K. Let X £
[X1,...,Xk]". For every S C K, we denote by Xg the vector X restricted to its components indexed by S. We
assume that X, ..., X are independently and uniformly distributed over F,. That is, H(X;) = 6 £ log, q for
i € K, and H(Xg) = |S|6 for S C K, where |S| denotes the size of S. Note that H(X) = K#6. Suppose that there
is a user who wants to compute the vector ZIW.V] & VX, where W € W and V € V. That is, ZW-V1 contains
L components v{ Xy, ..., v} Xy, where v/ is the Ith row of V. Note that H(Z™WV) = L. We refer to ZIW>V]
as the demand, W as the support index set of the demand, V as the coefficient matrix of the demand, D as the
support size of the demand, and L as the dimension of the demand.

We assume that (i) W, V, and X are independent; (ii) W and V are uniformly distributed over W and V,
respectively; and (iii) the parameters D and L, and the distribution of (W, V) are initially known by the server,
whereas the realization (W, V) is not initially known by the server.

Given the realization (W, V), the user generates a query Q = Q!>V, which is a (potentially stochastic) function
of (W,V), and sends it to the server. The query Q must satisfy the following privacy condition: given the query
Q, every message index must be equally likely to be in the demand’s support index set. That is, for every ¢ € K,
it must hold that

Pr(i e WIQ = Q) =Pr(i € W),

where Q denotes Q[va]. This condition—which was recently introduced in [2] and [3] for single-server PIR and
PLC, is referred to as the individual privacy condition.

Upon receiving the query Q, the server generates an answer A = AM:V] and sends it back to the user. The
answer A is a deterministic function of Q and X. The collection of the answer A, the query Q, and the realization
(W, V) must enable the user to recover the demand Z[W-V]. That is, H(Z|A, Q, W, V) = 0, where Z and A denote
ZW-Vland AMW-V]| respectively. This condition is referred to as the recoverability condition.

We would like to design a protocol for generating a query QMW-V] and the corresponding answer AMW:V] such

that both the individual privacy and recoverability conditions are satisfied. We refer to this problem as single-server



Private Linear Transformation (PLT) with Individual Privacy, or IPLT for short. We define the rate of an IPLT
protocol as the ratio of the entropy of the demand (i.e., H(Z) = L) to the entropy of the answer (i.e., H(A)).
We also define the capacity of the IPLT setting as the supremum of rates over all IPLT protocols.

In this work, our goal is to establish (preferably matching) non-trivial lower and upper bounds (in terms of the

parameters K, D, and L) on the capacity of the IPLT setting.

ITII. A NECESSARY CONDITION FOR IPLT PROTOCOLS

The individual privacy and recoverability conditions yield a necessary (but not sufficient) condition for any IPLT

protocol, stated in Lemma 1. The proof is straightforward by the way of contradiction, and hence, omitted.

Lemma 1. Given any IPLT protocol, for any i € K, there must exist W* € W with i € W*, and V* € V, such
that
H(Z[W*vV*HA, Q) =0.

The result of Lemma 1 establishes a connection between linear codes with a certain constraint and linear schemes
for IPLT, i.e., any scheme in which the server’s answer to the user’s query consists of only linear combinations
of the messages. In particular, the matrix of combination coefficients—pertaining to the linear combinations in the
answer, must be the generator matrix of a linear code of length K that satisfies the following condition: for any
coordinate 4, there must exist K — D coordinates different from 4 such that the code resulting from puncturing' at
these /' — D coordinates contains L codewords that are MDS. Note, however, that this condition is only necessary
and not sufficient. In particular, a sufficient (yet not necessary) condition is that, for every coordinate i, the punctured
codes resulting from puncturing at any K — D other coordinates (different from ¢) collectively contain the same
number of groups of L codewords that are MDS. Maximizing the rate of a linear IPLT scheme is then equivalent to
minimizing the dimension of a linear code that satisfies this sufficient condition. However, despite the fact that this
sufficient condition is stronger than the necessary condition provided by Lemma 1, the former is more combinatorial,

while the latter is more information-theoretic and hence more useful in the converse proof.

IV. MAIN RESULTS

This section summarizes our main results for IPLT.

Theorem 1. For the IPLT setting with K messages, demand’s support size D, and demand’s dimension L, the
capacity is lower and upper bounded by (| 35| + min{Z, £})~1 and (| 5| + min{1, £})~, respectively, where

R 2= K (mod D) and S £ gcd(D + R, R). The lower and upper bounds match when R < L or R | D.

To prove the converse bound, we use the necessary condition for IPLT protocols provided by Lemma 1 along

with information-theoretic arguments, and formulate the problem as an integer linear programming (ILP) problem.

ITo puncture a linear code at a coordinate, the column corresponding to that coordinate is deleted from the generator matrix of the code.



Solving this ILP, we obtain the upper bound on the capacity (see Section V). The lower bound on the capacity is
proven by constructing an IPLT protocol, called Generalized Partition-and-Code with Partial Interference Alignment
(GPC-PIA) (see Section VI). This protocol is a generalization of the protocols we previously proposed in [2] and [3]
for single-server PIR and PLC (without SI) with individual privacy. The main ingredients of the GPC-PIA protocol
are as follows: (i) constructing a properly designed family of subsets of messages probabilistically, where some
subsets are possibly overlapping, and (ii) designing a number of linear combinations for each subset judiciously,

where the linear combinations pertaining to the overlapping subsets are partially aligned.

Remark 1. As shown in [3], the capacity of PLC with individual privacy, which is a special case of IPLT for
L =1, is given by (ﬁ]*l, where the user initially knows M uncoded messages or one linear combination
of M messages as side information. The capacity of this setting was left open for M = 0. Theorem 1 provides
a lower bound (| % | + min{Z£, R})~! and an upper bound (| % | + min{1, R})~* on the capacity of this setting.
Interestingly, these bounds are matching when R = 0 or R | D, settling the capacity of PLC (without SI) with
individual privacy for these cases. For L = D, IPLT reduces to PIR (without SI) with individual privacy, and an

optimal scheme in this case is to download the entire dataset [2].

Remark 2. The result of Theorem 1 can be extended to IPLT with Side Information (SI). We consider two types of
SI—previously studied in the PIR and PLC literature: Uncoded SI (USI) (see [15]), and Coded SI (CSI) (see [16]).
In the case of USI (or CSI), the user initially knows a subset of M messages (or L MDS coded combinations of M
messages). For both USI and CSI, the identities of these M messages are initially unknown by the server. When the
identity of every message in the support sets of demand and side information must be protected individually, a slightly
modified version of the GPC-PIA scheme (for IPLT without SI) achieves the rate (Lﬁj + min{£, £})~! for
both IPLT with USI and CSI, where R = K (mod D + M) and S = ged(D + M + R, R). This result generalizes
the results of [2] and [3] for PIR and PLC with individual privacy. The optimality of this rate, however, remains

open in general.

V. PROOF OF CONVERSE

Lemma 2. The rate of any IPLT protocol for K messages, demand’s support size D and dimension L, is upper
bounded by (| %] 4+ min{1, £})~1, where R £ K (mod D).

Proof: Consider an arbitrary IPLT protocol that generates the query-answer pair (QIY>V], AIW:V]) for any given
(W, V). To prove the rate upper bound in the lemma, we need to show that H(A) > (L|% ] + min{L, R}).
Recall that A denotes AMW-V], and @ is the entropy of a message. Consider an arbitrary message index k; € K.

By the result of Lemma 1, there exist Wy € W with k; € Wy, and V; € V such that H(Z;|A, Q) = 0, where



Z, £ ZW1.Vil| By the same arguments as in the proof of [4, Lemma 2], we have
H(A) = HA|Q) + H(Z:]A, Q)
= H(Z:|Q) + H(A|Q,Z,)
=H(Z:)+ H(A|Q,Zy) (1
To further lower bound H(A|Q, Z;), we proceed as follows. Take an arbitrary message index ko & W;. Again, by

Lemma 1, there exist Wo € W with ks € Wo, and Vy € V such that H(Z»|A, Q) = 0, where Z, £ ZW2.V2l Using
a similar technique as in (1), it follows that H(A|Q,Z1) > H(Z2|Q,Z1) + H(A|Q, Z1,Z>), and consequently,

H(A[Q,Z:) > H(Z2|Z:) + H(A[Q,Z2,Z,). (2)

Combining (1) and (2), we get
H(A)> H(Z,)+ H(Z:|Z,) + H(A|Q,Z3,Z,). 3)
We repeat this process multiple rounds until there is no message index left to take. Let n be the total number of
rounds, and let k1, ..., k, be the message indices chosen over the rounds. For every i € {1,...,n}, let W; € W

with k; € W; and k; & Ui<j<;W;, and V; € V, be such that H(Z;|A, Q) = 0, where Z; = ZW:Vil. Note that

Ui<i<n W; = K. Similarly as before, we can show that

H(A) > Y H(Zi|Zis, ..., Z)

1<i<n

+H(A|szn7 '7zl)

> Y H(Zi|Ziv,...,Z). 4)
1<i<n
Let Z;1,...,Z; 1 be the components of Z;, where Z;; £ leXwi, and V;I:l is the [th row of V;. Next, we show
that
H(Z;|\Z;i—1,...,Z1) > min{N,;, L}, 5)

where N; £ |[W; \ Ui<;<i W] is the number of message indices that belong to W,, but not Ui<;<;W;. (Note
that Ny = |Wy|= D.) This is equivalent to showing that Z; contains M; = min{N;, L} components that are
independent of the components of Z,...,Z;_;. Note that the components of Z,...,Z; are linear combinations
of the messages Xi,...,Xx. Let u;; be a column-vector of length K such that the vector u;; restricted to its
components indexed by W; is the vector v; ;, and the rest of the components of the vector u;; are all zero, and let
U, & Wi, U L]T. Thus, we need to show that the matrix U; contains M; rows that are linearly independent
of the rows of the matrices Uy, ..., U;_;. Note that the rows of the matrix U; are linearly independent, because
U, contains V; as a submatrix, and V; is a full-rank matrix.

Let S; be an L x N; submatrix of U; formed by columns indexed by W; \ Ui <;<; W ;. Note that S; is a submatrix

of V;, and every L x L submatrix of V; is full rank (by assumption). We consider two cases: (i) N; < L, and (ii)

N; > L. In the case (i), the N; columns of S; are linearly independent. Otherwise, any L X L submatrix of V;



that contains S; cannot be full rank, and hence a contradiction. In the case (ii), any L columns of S; are linearly
independent. Otherwise, S; (and consequently, V;) contains an L x L submatrix that is not full rank, which is
again a contradiction. By these arguments, the rank of S; is M; = min{L, N,}, and hence, S; contains M; linearly
independent rows.

Without loss of generality, assume that the first M; rows of S; are linearly independent. Moreover, the submatrix
of [Uy;...;U;_q] restricted to its columns indexed by W; \ Ui<;<;W; (and all its rows) is an all-zero matrix,
where [Uy;...;U;_1] is a matrix formed by stacking Uy, ..., U;_; vertically. By these arguments, it follows that
the first M; rows of U, are linearly independent of the rows of [Uy;...;U;_1]. This completes the proof of (5).

Combining (4) and (5), we have

H(A)> Y min{L,N;}¥ (6)

1<i<n

Recall that N; = [W;\Ui<j<;W;]|. Note that 1 < N; < D since W;\U1<;<;W; is a subset of W;, and the message
index k; belongs to W; \ Ui<;<;W;. Moreover, Y . | N; = K since W1, Wo \ Wy, ..., W, \ Ui<j<, W, form
a partition of /C, and |Wy|= Ny = D, [Wa \ Wi|= No, ..., |[W, \ Ui<j<n Wj|= N,. To obtain a converse bound,
we need to minimize Zlgign min{L, N;}, subject to the constraints (i) Ny =D, and 1 < N; < D for any
1 <i<mn,and (ii) Zlgign N; = K. To this end, we reformulate this optimization problem as follows.

For every j € {1,...,D}, let T; & > i<i<n L{n,=;} be the number of rounds i such that N; = j. Using this
notation, the objective function >, ., min{L, N;} can be rewritten as >, ;. 7y min{L, j}, or equivalently,
Yi<jer Tij + X cj<p TyL; the constraint (i) reduces to T; € No = {0,1,...} for every 1 < j < D, and
Tp € N2 {1,2,...}; and the constraint (ii) reduces to Zlg j<p Tjj = K. Thus, we need to solve the following

integer linear programming (ILP) problem:

minimize  »_ Tjj+ Y T;L (7
1<5<L L<j<D

subject to Z T;5=K
1<j<D

Tj eNg, Vi<j<D

Tp € N.
Solving this ILP using the Gomory’s cutting-plane algorithm [17], an optimal solution is Tp = L%J, Tp =
1, and T; = 0 for all j ¢ {R,D}, where R £ K (mod D), and the optimal value is L[%]+ min{L, R}.

Equivalently, >, _,, min{L, N;} > LL%J + min{L, R}. Combining this inequality and the inequality (6), we
have H(A) > (L| 5| + min{L, R})0, as was to be shown. O

VI. ACHIEVABILITY SCHEME

This section presents an IPLT protocol, called Generalized Partition-and-Code with Partial Interference Alignment
(GPC-PIA), that achieves the rate (|25 |+ min{£, £})~! where R £ K (mod D) and S £ gcd(D + R, R).

Examples of this protocol are given in Section VII.



In the description of the protocol, we denote by W a sequence of length D (instead of a set of size D) obtained
by randomly permuting the elements in the demand’s support index set W, and denote by V an L x D matrix
obtained by applying the same permutation on the columns of the demand’s coefficient matrix V.

We consider two cases: (i) L < S, and (ii) L > S. In each case, the protocol consists of three steps.

Step 1: The user constructs a matrix G and a permutation 7, and sends them as the query Q">V] to the server.

The construction of the matrix G and the permutation 7 for the cases (i) and (ii) is as follows.

Case (i): Letn = [5] -1, m= £ +1,and t £ & — 1. The user constructs an L(n 4+ m) x K matrix G,
[ 0 0 |
0 Go 0 0
G= (®)
0 0 G, 0
0 0 0 Guri

where G, ...G,, are L x D matrices, and G,11 is an L'm x (D + R) matrix. The blocks Gy, ..., G,, G,4+1 are
constructed as follows.

, Gn41, where each of the blocks Gy, ..., G, is selected

The user randomly selects one of the blocks G, ...
with probability %, and the block G,,4; is selected with probability %. Let +* be the index of the selected
block. In the following, we consider the cases of 1 < ¢* < n and i* = n + 1 separately.

First, consider the case of 1 < i* < n. In this case, the user takes G;« to be the matrix \7, ie., Gj» = V. For any
i€{1,...,n}\ {i*}, the user takes G, to be a randomly generated MDS matrix of size L x D. The construction
of G,,+1 is as follows. First, the user randomly generates an MDS matrix C of size L x (D + R), and partitions the

columns of C into ¢ + m column-blocks each of size L x S, i.e., C = [Cy,..., Ciipm]. Then, the user constructs

Gp41 = [B1,B2],
Oé1w1,101 atthCt
B, £ )
a1wm,1C1 apwm,tCy
Oét+1Ct+1
B, £ ;
at+mct+m

where a1, ..., Q4 4m are t + m randomly chosen elements from F,, \ {0}, and w; ; L (x; — yj) tfor1 <i<m

and 1 < j <t, where z1,...,%,, and y1,...,y; are ¢t +m distinct elements chosen at random from I,,. (Note that
wj,;j is the entry (4, j) of an m x ¢ Cauchy matrix.)

Now, consider the case of i* = n + 1. For any ¢ € {1,...,n}, the user takes G; to be a randomly generated
MDS matrix of size L x D. The user then constructs G, with a structure similar to that in the previous case,
., Qt4m, as specified below.

but for a different choice of matrices Cy, ..., Ci4,, and parameters oy, . .



First, the user partitions the columns of V into ¢+ 1 column-blocks each of size L x S, i.e., V= [\71, o ,\71&+1]-
The user then randomly chooses ¢ + 1 indices from {1,...,¢t+ m}, say, i1,...,it41, and for any 1 < j <t +1,
takes C;, = \73-. Next, the user randomly generates the rest of C;’s such that C = [Cy,...,Ci4yy,) is an MDS
matrix. To choose «;’s, the user proceeds as follows.

We refer to the submatrix of G;, 1 formed by the ith L rows as the ith row-block of G, ;1. Note that G,, ;1 has

m row-blocks. Let s be the number of column-block indices i; for j € {1,...,¢t+ m} such that i; > ¢t. Note that
Ciys...,Cy, .., belong to the matrix By, and C;, _,,,...,C;,,, belong to the matrix Ba. Let Z £ {i1,... 43441}
be the index set of those column-blocks of C that correspond to the column-blocks of V. Let 7, & {i1, -, lt—s+1}>

andlet 7o, £ T \ Z;. Note that for any i € Z;, C; appears in all row-blocks of G,,+1, and for any ¢ € Z,, C; appears
only in the (i — ¢)th row-block of Gy, ;1.

The parameters «;’s are to be chosen such that, by performing row-block operations on G,, the user can
construct an L x (D + R) matrix with ¢t + m column-blocks each of size L x S that satisfies the follow-
ing two conditions: (a) the blocks indexed by {1,...,£+m}\ Z are all zero, and (b) the blocks indexed by
Z = {i1,...,iz41} are Cyy,...,C;,,,. For simplifying the notation, let {j1,...,js—1} = {1,...,t}\ Z, and let
{ki,.. . ks} 2Ty = {it_syo,. . its1}-

To perform row-block operations, for every i € Zy = {k1,. .., ks}, the user multiplies the (i —¢)th row-block of
Gy11 by a nonzero coefficient ¢;. Let ¢ £ [, . .., cx.]T. Upon choosing o, , ..., ;. , randomly from FF,, \ {0},

it follows that the condition (a) is satisfied so long as M;jc is an all-zero vector, where

Wk —t,j1 Why—t,j1 s Why—t,51
Wky—t,j Wky—t,j Wke—t,j
A 1—1,J2 2—1,J2 s—1,J2
M, =
o')kl _txjsfl wkg—t,j371 tee wks—t7j571
Since M; is a Cauchy matrix by the choice of w; ;’s, the submatrix of M; formed by columns indexed by {2,..., s}

(and all s — 1 rows) is invertible [18]. Thus, for any arbitrary ci, # 0, there exists a unique solution for the vector
c. Note also that all the components of ¢ are nonzero because M; is a super-regular matrix, i.e., every square
submatrix of M; is invertible (by the properties of Cauchy matrices).

Given the vector c, the condition (b) is satisfied so long as oy, = 1/cy,,..., 00, = 1/ck,, and a4y, ..., 04,

are chosen such that Msc is an all-one vector, where

Qg Why —t,iy s Qg Wk —t,iy
Qo Wy —t,io ce. Qi W —t,io
N , s—t,
M, =
Ay _sp1Whky—t,ip_op1 o0 Qi 1 Who—tii_s 1
. . A -1 :

Solving for a;,,...,;,__,,, it follows that o;, = (Zlglgs ChyWhy—t,i;) for 1 < j<t—s+41. Note that
Qiy ..., are nonzero. It should also be noted that ), cx,wk,—¢,i; is nonzero because the jth row



of My is linearly independent of the rows of Mj. Lastly, for any i € {1,..., ¢ +m}\ {i1, ..., 0t41,J1,--+,Js—1}>
the user chooses «; randomly from F,, \ {0}. This completes the construction of the matrix G.

Next, the user constructs a permutation 7 as follows. Let W = {l1,...,Ip},and let C\ W = {ipy1,...,lx}.
First, consider the case of 1 < ¢* < n. In this case, the user constructs a permutation 7 such that: for every
1<j<D, n(l;) = (i* —1)D + j; and for every D < j < K, 7(l;) is a randomly chosen element from
K\ {7(lk) }1<k<;. Next, consider the case of i* = n + 1. Recall that i1, ...,%;41 are the indices of those column-
blocks of C that correspond to the column-blocks of V. The user constructs a permutation 7 such that: for every
1<k<t+1land (k—1)S+1<j<kS, n(l;) =nD+ (ir —1)S+ f;, where f; = j (mod S) if S{ j, and

fj=S1if S| j; and for every D < j < K, m(l;) is a randomly chosen element from K\ {7 (lx)}1<k<;-

Case (ii): Let n 2 [%] —1, and m £ £ + 1. The user constructs an L(n +m) x K matrix G with a structure
similar to (8), where G, ..., G, are constructed similarly as in the previous case, but the construction of G,, 41 is

different. Below, we will only explain how to construct G;, 1.

For the case of 1 < ¢* < n, the user randomly generates an [D + R, L + R] MDS code, and takes G,,41 to be
the generator matrix of this code. For the case of i* = n + 1, the user constructs an [D + R, L + R] MDS code
using the same technique as in the step 1 of the Specialized MDS Code protocol of [4], except where K is replaced
by D + R, and W is replaced by a randomly chosen D-subset of {1,...,D + R}, say, {h1,...,hp}. The user
then uses the generator matrix of the constructed MDS code as Gy, 4.

Next, the user constructs a permutation 7. For the case of 1 <¢* < n, the permutation 7 is generated exactly
the same as in the case (i), whereas the construction of the permutation 7 for the case of ¢:* = n + 1 is different
from that in the case (i). Similarly as before, let W = {li,...,lp}, and let L\ W = {lpy1,...,lx}. For the case
of i* = n+ 1, the user constructs a permutation 7 such that: for every 1 < 57 < D, w(lj) = nD + hj; and for every

D < j <K, n(l;) is a randomly chosen element from K\ {m(lx)}1<k<;-

Step 2: Given the query Q[W'V], i.e., the matrix G and the permutation 7, the server first constructs the vector
X £ 7(X) by permuting the components of the vector X according to the permutation 7, i.e., Xﬂ(l) £ X, forl € K.

Then, the server computes the vector y £ GX, and sends y back to the user as the answer AIW,V]

Step 3: Upon receiving the answer AMW-V], ie., the vector y, the user recovers the demand vector Z[W-V] as
follows. For every 1 < i <, let y; be the vector y restricted to its components indexed by {(i —1)L+1,...,iL},
and let y, 1 be the vector y restricted to its components indexed by {nL + 1,...,nL + mL}. For the case of
1 < #* < n, the demand ZW-V] can be recovered from the vector y;« for both cases (i) and (ii). For the case
of i* =n +1, the demand Z™W-V] can be recovered by performing proper row-block or row operations on the

augmented matrix [Gy,4+1,yn+1) for the case (i) or (ii), respectively.

Lemma 3. The GPC-PIA protocol is an IPLT protocol, and achieves the rate (|5 |+ min{£, £})~1, where
R 2= K (mod D) and S & ged(D + R, R).

Proof: To avoid repetition, we only present the proof for the case (i). Using similar arguments, the results can
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be proven for the case (ii).

In the case (i), it is easy to see that the rate of the protocol is L/(L(n + m)8) = (n+m)~' = ([ 5] + &)~
This is because the matrix G has L(n + m) rows, and the vector y = GX contains L(n + m) independently and
uniformly distributed components, each with entropy 6. From the construction, it should also be obvious that the
recoverability condition is satisfied.

Next, we show that the individual privacy condition is satisfied. Let X 2 Xy, X K]T. Forevery 1 < j < mn,
let Z; be the set of jth group of D elements in {i1,...,inp}, and for every 1 < j < ¢t + m, let Lyyj; be
the set of jth group of S elements in {i,p+1,...,ix}. For any positive integers a,b such that b < a, we
denote by C,,; the binomial coefficient (). For every 1 < j < n, let W; £ Z;, and for every 1 < j < r £
Ciym,t+1. let Wy j = Ureg, Iy, where J1,...,J, are all (¢ + 1)-subsets of {n+1,...,n+t+m}. Note that
Wi, ..., Wo, Wy, ..., Wy 444 are the only possible demand’s support index sets from the perspective of the
server, given the user’s query.

For the ease of notation, let Q = {G, 7} be the user’s query. To prove that the individual privacy condition is sat-
isfied, we need to show that Pr(i € W|Q = Q) = Pr(i € W) for every ¢ € I, or equivalently, Pr(i € W|Q = Q)
is the same for all i € K. Consider an arbitrary ¢ € K. There are two different cases: (i) m(i) < nD, and (ii)
7(i) > nD.

First, consider the case (i). In this case, there exists a unique j (for any 1 < j < n) such that : € W;. Thus,

Pr(i € W|Q = Q) = Pr(W = W,|Q = Q). By applying Bayes’ rule, we have

Pr(W = W,;|Q =Q)
_ Pr(Q = QW =Wj)
Pr(Q=Q)
_ Pr(Q = QW =W;) y 1
Pr(Q=Q) Cx.p
The structure of G—the size and the position of the blocks G, ..., G,+1—does not depend on (W, 7), and the

PI‘(W = WJ)

©)

matrix V and all other MDS matrices used in the construction of G are generated independently from (W, 7). This
implies that G is independent of (W, 7). Thus, Pr(Q = Q) = Pr(G = G,7 = 7) = Pr(G = G) Pr(mw = ), and

Pr(Q = QW =W;)

Pr(Q=Q)

_ Pr(G=G,m=7W=W,)

~ Pr(G=G)Pr(r=n)

_ Pr(G = G)Pr(w = 7|W =W;)

N Pr(G = G)Pr(w =)

Pr(m = n|W =W;)

- Pr(mw =) (10)

Given W = W, the conditional probability of the event of m = 7 is equal to the joint probability of the events
of #(W) = 7(W;) and 7(K \ W) = 7(K \ W;). Note that Pr(m(W) = m(W;)) = Pr(i* = j) x & = 2 x &,
where * is the index of the block selected in the step 1 of the protocol, and Pr(7w(IC\ W) = n(IC\ W;)) =

(K—D
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by the construction of the permutation 7 in the step 1 of the protocol. Thus,

D 1 1

PF(W:W|W:W3):EXEXM

Combining (9)-(15), we have

1 D 1
PrieWIQ=Q) = =——— X = X —.
( Q=9 Pr(m=7n) K K!
Now, consider the case (ii). In this case, there exist s £ Ciym—1, distinct indices ji,...,Js (1 < ji,...
such that ¢ € W,,1;,,...,7 € W,4;_ . Using similar arguments as those in the case (i), we have

Pr(i € W|Q = Q)

= > Pr(W=W,.;,|Q=0Q)

1<k<s
Pr(Q =QW =W,4;,)
= Pr(W =W, 4,,)
1;@ Pr(Q=Q) o
B Z Pr(G = G)Pr(m = n|W = W, ;) " 1
St Pr(G = G) Pr(w =) Ck,p
1 1
= Pr(m=7nlW=W,,,, ) X ——
Pr(mw =) 1;%8 ( | +ie) Ck.p
L Ly (BeR L 1
- Pr(m=m) S, K r D! (K-D)!) Ckp
1 « D+ R y 1 « 1 y 1 1
= S —_ _—
Pr(w =) K r D! (K-D)!) Ckp
1 s D+R _1
= X = X —
Pr(m=m) r K K!
B 1 " D D+R 1
- Pr(m=n)" D+R K K!
1 D 1

:Pr(r:w) “K KU

Y

12)

 Js <1)

13)

Comparing (16) and (17), it follows that Pr(i € W|Q = Q) is the same for all ¢ € K, as was to be shown. O

VII. EXAMPLES OF THE GPC-PIA PROTOCOL

In this section, we provide two illustrative examples of the GPC-PIA protocol. Example 1 corresponds to a

scenario with L < S, and Example 2 corresponds to a scenario with L > S.

Example 1. Consider a scenario where the server has K = 20 messages, X1, ..., X0 € F13, and the user wishes

to compute L = 3 linear combinations of D = 8 messages Xa, X4, X5, X7, X5, X10, X11, X12, say,
71 =TXo4+3X4+12X5 4+ 10X7 4+ 2Xg + X190 + 5X11 + 6X10
Zo=3Xo+6Xy+5X5+12X7+8Xg+3X10+ 11X11 +4X15

Z3=5Xo+ 12Xy + X5 +4X7 +6Xg + 9X10 + 6X11 + 7X12

12



For this example, the demand’s support index set W is given by W = {2,4,5,7,8,10,11, 12}, and the demand’s

coefficient matrix V is given by

7 3 12 10 2 1 5 6
V=13 6 5 12 8 3 11 4
5 12 1 4 6 9 6 7
It is easy to verify that the matrix V is MDS, i.e., every 3 x 3 submatrix of V is invertible (over F3).
Let W be a sequence of length 8 obtained by randomly permuting the elements in W, for example, W =
{10,4,8,2,7,5,11,12}, and let V be a 3 x 8 matrix obtained by applying the same permutation on the columns

of the matrix V, i.e.,
3 2 7 10 12 5 6

1
V=13 6 8 3 12 5 11 4/,
9 12 6 5 4 1 6 7T

Note that VX = \~/XV~V by the construction of W and V.

For this example, R = K (mod D) =4, S =gcd(D+ R, R) =4, n=|5]-1=1,m=£2+1=2 and
t= % — 1 = 1. Note that for this example, L =3 < § = 4.

The query of the user consists of a 9 x 20 matrix G and a permutation 7, constructed as follows. The matrix G

consists of two submatrices (blocks) G; and Gs of size 3 x 8 and 6 x 12, respectively, i.e.,

G 0
G- 1 3x12 ’ (14)
Osxg G2

where the construction of the blocks G; and Gs is described below.

8

26° and

The user randomly selects one of the blocks G1, G2, where the probability of selecting the block G is
the probability of selecting the block Gg is %. Depending on G; or Go being selected, the construction of each
of these blocks is different. In this example, we consider the case that the user selects Go. In this case, the user

takes G; to be a randomly generated MDS matrix of size 3 x 8, say,

5 8 4 7 4 3 4 2
Gi=1|7 4 12 9 1 10 6 5]. (15)

2 2 10 6 10 3 9 6
To construct Go, the user first constructs a 3 x 12 matrix C = [Cy, C3, Cs], where the column-blocks Cy, Cs, Cs,
each of size 3 x 4, are constructed as follows. The user partitions the columns of V into two column-blocks \71

and \72, each of size 3 x 4, i.e.,

1 3 2 7 10 12 5 6
Vi=|3 6 8 3|, Va=[|12 5 11 4
9 12 6 5 4 1 6 7

The user then randomly chooses two indices i1, i3 from {1, 2, 3}, say, i1 = 2 and i2 = 3, and takes C;; = Cy = \71,

and C;, = C3 = \72. Next, the user takes the remaining column-block of C, i.e., Cq, to be a randomly generated

13



matrix of size 3 X 4 such that C = [Cy, Ca, C3] is an MDS matrix. For this example, suppose C; is given by

1 9 11 2
Ci=|7 9 2 9
10 9 11 8

It is easy to verify that the matrix C is MDS. Next, the user constructs Go as

a1C1 a2Cs 03x4
GQ = ’
a1C; O3xs  a3C3
where the (scalar) parameters o, g, a3 are chosen so that, by performing row-block operations on Ge, the user can
obtain the matrix [03x4, C2, C3]. To do so, the user randomly chooses a; form Fy3\ {0}, say ay = 2. Note that the
first column-block of Go, i.e., @1 Cy, does not contain any column-blocks of \7, and hence must be eliminated by row-
block operations. To perform row-block operations, the user multiplies the first row-block [a1C1, @2Cs, 03x4] by a

scalar c5 and the second row-block [ar; C1, 03x4, a3Cs] by a scalar ¢3, and obtains [(ca+c3)a1C1, caaaCa, c3a3Cs3].

Thus, the user finds s, a3 and cs such that co +c3 = 0, coas = 1, and csag = 1 for an arbitrary choice of ¢o # 0,

say, co = 4. Then, c3 = —ca =9, ag = é =10, and a3 = é = 3. The user then constructs Gy as
25 9 4 10 4 7 5 0 0 0 O
1 545 4 8 2 4 0 0 0 0
2C; 10C2 O 75 9 3 12 3 8 11 0 0 0 O
Gy = 1 2 Usxa| _ (16)
201 03x4 3Cs 25 94 0 00 0 4 10 2 5
1545 0 00 0 10 2 7 12
75 93 0 00 0 12 3 5 8
Combining G; and Gg given by (15) and (16), the user then constructs G as in (14).
Next, the user constructs a permutation 7 on {1,...,20}, using the procedure described in the step 1 of

the protocol, and sends the permutation 7 together with the matrix G to the server. Note that the columns
13,...,20 of G are constructed based on the columns of V, and the columns of V correspond to the mes-
sages X0, X4, Xg, X2, X7, X5, X711, X192, respectively. Thus, the user constructs the permutation 7 such that
{7(10),7(4), 7 (8),m(2), m(7),n(5), 7(11),7(12)} = {13,...,20}. For ¢ € {1,...,20}\ {2,4,5,7,8,10,11,12},
the user then randomly chooses () (subject to the constraint that = forms a valid permutation on {1,...,20}). For
this example, suppose the user takes {7 (1), 7(3), 7 (6),7(9), 7(13),...,7(20)} = {3,8,1,2,9,11,5,4,12,6,10, 7}.

Upon receiving the user’s query, i.e., the matrix G and the permutation 7, the server first permutes the components
of the vector X = [X1,..., X90]T according to the permutation 7 to obtain the vector X = m(X), i.e., Xﬁ(i) =X

for i € {1,...,20}. For this example, the vector X is given by
X = [Xe, Xo, X1, X16, X15, X18, X20, X3, X13, X190, X14, X17, X10, X4, X8, X2, X7, X5, X11, X12] "
Then the server computes y = GX, and sends the vector y back to the user as the answer. Let T; = {1,...,8},

Ty = {9,10,11,12}, T3 = {13,14,15,16}, and T4 = {17,18,19,20}. For any T C {1,...,20}, we denote by
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X the vector X restricted to its components indexed by T. Note that [X%g,Xh]T = X, and y = yi,y3]",
where y; £ G1Xr,, and yy 2 Go [5(%2,5(%3,5(%4]1-. Let I be the identity matrix of size 3 x 3. Then, the user

recovers [Z1, Za, Z3]T = VXw = \~/XV~V by computing

XTQ XT2
- 2C; 10Cy, O .
|:C2I CgI:| Y2 = |:C2I 031} e )(T3 = |:CQI CgI:| XT3
- 2C, 0 3C; -
X, X7,
X, X,
= |:2(02 +03)Cl 106202 30303} XT;, = |:0 CQ Cg} XT;,
%, %o,
X, ~
= [0 Vi V2} X, [Vl Val | - = VX,
- | X7,
X,

noting that co = 4 and c3 = 9, and hence, c2 + c3 =0, 10ce = 1, and 3c3 = 1.

Example 2. Consider a scenario where the server has K = 20 messages, X1, ..., X20 € Fy3, and the user wishes

to compute L = 3 linear combinations of D = 6 messages X2, X4, X5, X7, X5, X190, say,

Z1=TXo+3X4+12X54+ 10X7 4+ 2Xg + X0
Zy=3Xo+6X4+5X5+12X7 4+ 8Xg+ 3X19
Z3=5Xo+ 12X, 4+ X5 +4X74+6Xg+ 9X19

For this example, the demand’s support index set W is given by W = {2,4,5,7,8,10}, and the demand’s

coefficient matrix V is given by
7T 3 12 10 2 1

V=13 6 5 12 8 3
5 12 1 4 6 9
It is easy to verify that the matrix V is MDS, i.e., every 3 x 3 submatrix of V is invertible (over F3).
Let W be a sequence of length 6 obtained by randomly permuting the elements in W, for example, W =

{10,4,8,2,7,5}, and let V be a 3 x 6 matrix obtained by applying the same permutation on the columns of the

matrix V, i.e.,
3 2 7 10 12

1
V=13 6 8 3 12 5|,
9 12 6 5 4 1
Note that VXw = \~/Xv~v by the construction of W and V.
For this example, R = K (mod D) =2, S =ged(D+ R, R)=2,n= %] -1=2and m =
Note that for this example, L =3 > S = 2.

=y}
+
—_
I
wlot
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The query of the user consists of a 11 x 20 matrix G and a permutation 7, constructed as follows. The matrix

G consists of three submatrices (blocks) G, G, and Gg of size 3 x 6, 3 x 6, and 5 x 8, respectively, i.e.,

G1 O3xé Osxs
G=103x6 G2 Ozxs|- an
Os3x6 O3xe Gs
where the construction of the blocks G1, Go, and G3 is described below.
The user randomly selects one of the blocks Gi, Go, G3, where the probability of selecting the block G; (or the
block Gys) is %, and the probability of selecting the block Gg is %. Depending on G1, Ga, or Gs being selected,
the construction of each of these blocks is different. In this example, we consider the case that the user selects Gs.

In this case, the user takes G; and G to be two randomly generated MDS matrices, each of size 3 x 6, say,

115 3 1 4 2 58 4 7 4 3
Gi=1]7 10 2 6 6 5/, Gx=|7 4 12 9 1 10|. (18)
8 7 10 10 9 6 2 2 10 6 10 3

The user constructs Gg using a similar technique as in the Specialized MDS Code protocol of [4]. The details
of the construction of G are as follows. Recall that V generates a [6,3] MDS code. Thus, the user can obtain the

parity-check matrix A of the code generated by V as

12 11 3 2 5 11
A=110 9 12 12 6 10
4 5 9 7 2 2

Note that A also generates a [6,3] MDS code. Then, the user randomly chooses a D = 6-subset of {1,...,8},
say, {h1,...,h¢} = {1,3,4,6,7,8}, and randomly generates a 3 x 8 MDS matrix H such that the submatrix of
H restricted to columns indexed by {hq,...,he¢} = {1,3,4,6,7,8} (and all rows) is A. For this example, suppose
that the user constructs the matrix H as
12 4 11 3 3 2 5 11
H=1(10 7 9 12 4 12 6 10
4 9 5 9 1 7 2 2

Since H generates an [8, 3] MDS code, it can also be thought of as the parity-check matrix of a [8,5] MDS code.
The user then takes Gs to be the generator matrix of the [8,5] MDS code defined by the parity-check matrix H,

4 5 9 2 8 4 11
7 10 10 7 9 10 10
9 7 1 5 2 12 2. (19)
6 1 4 11 12 4 3
3 4 2 3 6 7 10 11

= o W =

G3

Combining G, Go, and Gg given by (18) and (19), the user then constructs G as in (17).

16



Next, the user constructs a permutation 7 on {1,...,20}, using the procedure described in the step 1 of
the protocol, and sends the permutation 7 together with the matrix G to the server. Note that the columns
13,15,16, 18,19, 20 of G are constructed based on the columns of A, the columns of A are constructed based on the
columns of \N/, and the columns of V correspond to the messages X1, X4, Xg, X2, X7, X5, respectively. Thus, the
user constructs the permutation 7 such that {7 (10), w(4), 7(8), 7(2), 7(7),(5)} = {13, 15,16, 18, 19, 20}. For any
ie{l,...,20}\{2,4,5,7,8,10}, the user then randomly chooses 7 (%) (subject to the constraint that 7 forms a valid
permutation on {1, ...,20}). For this example, suppose the user takes {7 (1), 7(3),7(6),7(9),w(11),...,m(20)} =
{7,14,2,17,6,9,3,1,4,12,8,5,10, 11}.

Upon receiving the user’s query, i.e., the matrix G and the permutation 7, the server first permutes the components
of the vector X = [X71,..., X20]" according to the permutation 7 to obtain the vector X = m(X), ie., Xﬂ(i) =X;

for i € {1,...,20}. For this example, the vector X is given by
X = [X14, X6, X13, X15, X158, X11, X1, X17, X12, X19, Xo0, X16, X10, X3, X4, X3, X9, X0, X7, X5]".

Then the server computes y = GX, and sends the vector y back to the user as the answer.
Let Ty = {1,...,6}, Ty ={7,...,12},and T3 = {13,...,20}. Forany T'C {1,...,20}, we denote by X the
vector X restricted to its components indexed by T. Note that y = [yI, yg, yg]T, where y1 £ G1)~(T1 , V2 £ GQXT2 R

and y3 £ G3Xr,. Then, the user recovers [Z1, Z2, Z3]T = VXw = VXy;, by computing

11 11 1 0 0 11 11 1 0 0
0 11 11 1 0|ys=]0 11 11 1 0|GsXr,
0 0 11 11 1 0 0 11 11 1
14 5 9 2 8 4 11
11 11 1 0 0|3 7 10 10 7 9 10 10
=10 11 11 1 0o|l9 9 7 1 5 2 12 2|Xm,
0 o0 11 11 1|1t 6 1 4 11 12 4 3
3 4 2 3 6 7 10 11
X0
X3 X10
X, X,
10 3 20 7 10 12 1 3 2 7 10 12
X Xg N
=3 0 6 8 0 3 12 5 =({3 6 8 3 12 5 = VXy
Xg X2
9 012 6 0 5 4 1 9 12 6 5 4 1
X2 X7
X X5
Xs
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