On the Complexity of Classification Functions

Tsutomu Sasao
Department of Computer Science and Electronics,
Kyushu Institute of Technology,
lizuka 820-8502, Japan

Abstract

A classification function is a multiple-valued input func-
tion specified by a set of rules, where each ruleisa conjunc-
tion of range functions. The function is useful for packet
classification for internet, network intrusion detection sys-
tem, etc. This paper considers the complexity of range
functions and classification functions represented by sum-
of-products expressions of binary variables. It gives tighter
upper bounds on the number of products for range func-
tions.

1. Introduction

A classification function is used for packet classification
in the internet [3], where internet service providers (1SPs)
want to provide differentiated services to various users.
Classification functions are also used for network intrusion
detection system (IDS). Since high-speed processing is nec-
essary, various hardware implementations have been pro-
posed [1, 6, 7, 12, 14].

In this paper, we derive an upper bound on the number
of products in sum-of-products expressions (SOPs) to rep-
resent classification functions. With this bound, we can es-
timate the size of a circuit for the packet classification. As
for the hardware to implement the classification functions,
we assume an off-the-shelf Ternary Content Addressable
Memory (TCAM) [7], and standard memory. The number
of products in an SOP gives the number of words in the
TCAM.

A classification function is defined by a set of rules, and
each ruleis a conjunction of range functions. For example,
consider the classification function

f:{0,1,2,3} x {0,1,2,3} — {0,1,2}

consisting of two rules:

and

Inthiscase, ‘0 < X; <2 and‘l < X; < 3" arerange
functions. f = 1if Ry holds, f = 2 if R; does not hold,
but Rs holds, and f = 0 if neither R, nor R, holds.

In our method, we use an SOP of binary variables to rep-
resent a range function. The rules are stored in the TCAM
array in the order of decreasing priority. Suppose that X
and X, are represented by (x1,z3), and (z3,x4), respec-
tlvely That is, X1 = 2x1 + w9, and Xy = 23 + x4,
where + denotes an integer addition. Then, the range func-
tion ‘0 < X; < 2’ isrepresented by the SOP: Z; V Z».
In asimilar way, the range function ‘1 < X; < 3’ isrep-
resented by the SOP: z; V 2. In this example, rules have
two fields, and each field of aruleis represented by an SOP
with two products. For example, R, can be represented by
R1 == (i’l vV fg)(l’g vV $4) = flllig V i’1$€4 V fgl’g vV .CEQI4.
Thus, the number of products to represent R, by an SOPis
2 x2=4.

Inthereal packet classification, the numbers of values of
the variable are either 232, 216 or 28, and the numbers of
variables are 5 to 8. So, the size of the SOP can be very
large. Thisisthe reason why we are interested in the com-
plexity of SOPs for range functions and classification func-
tions. Simplification of a set of rules of the a classification
function is related to the minimization of SOPs.

The direct method to represent the range [A,B] isto store
the pair of integers. However, this method requires a com-
parator of valuesin each field [12], and conventional mem-
ory cannot be used. Another method is to use a Look-Up-
Table (LUT) for each field [6]. However, this can be expen-
sive when the number of bits in a field is large. In many
cases, we have to update rules of the classification func-
tions frequently. This is the reason why CAMSs are often
used in the network applications. This paper gives tight up-
per bounds on the numbers of products in SOPs for range
functions. Note that a CAM word corresponds to a product
inan SOP.

This paper is organized as follows: Section 2 defines
range functions, and shows their properties. Section 3 con-



siders the number of products to represent a range function
by an SOP. Section 4 defines classification functions, and
shows some examples. Section 5 considers the complexity
of classification functions represented by SOPs. Section 6
shows an application of classification functionsin the inter-
net. And, finally Section 7 concludes the paper.

2. Range Functions

A range function is a generalization of a compara-
tor function. To define the range function, we use
a Greater-than-or-Equal-to function and a Less-than-or-
Equal-to function.

Definition 2.1 An n-input GE function (Greater-than-or-
Equal-to function) is

1 ifX>A
GE(n: 4) = { 0 otherwise
where X = Z?;Ol 225, F = (Tn_1,Tn_2,-..,T1,T0)

isthe binary input vector, X isan integer represented by Z,
and A isaninteger suchthat 0 < A < 2™ — 1.

Definition 2.2 An n-input LE function (Less-than-or-
Equal-to function) is

1 ifX<B

LE(n: B) = { 0 otherwise

where X isan integer represented by Z, and B isan integer
suchthat 0 < B < 2™ — 1.
Definition 2.3 An n-input range function is

1 fA<X<B

RA(n: A, B) = { 0 otherwise

where X is an integer represented by #, and A and B are
integerssuchthat 0 < A < B < 2" — 1.

Example2.1 Consider the case of n = 4, A = 5, and
B = 10. Table 2.1 shows GE(4 : 5), LE(4 : 10), and
RA(4:5,10). (End of Example)

From the definitions, we have the following:

LemmaZ2.l

RA(n:A,B)=GE(n:A)-LE(n: B).
3. Complexity of Range Functions

In this part, we consider sum-of-products expressions to
represent range functions.

Table 2.1. Examples of GE, LE, and RA func-
tions.

8 4 2 1
x5 w9 1 w0 |GE(4:5)|LE(4:10)| RA(4 : 5,10)
000 0] 0 1 0
00 0 1] 0 1 0
00 1 0 0 1 0
00 1 1/ 0 1 0
01 0 0 0 1 0
01 0 1 1 1 1
01 1 o 1 1 1
01 1 1 1 1 1
100 0 1 1 1
100 1 1 1 1
1 01 0 1 1 1
101 1 1 0 0
110 0f 1 0 0
110 1 1 0 0
111 0] 1 0 0
111 1 1 0 0

Definition 3.1 Let « be a variable. Then, z is a comple-
ment of the variable. = and z are literals of a variable x.
The AND of literals is a product. A minterm is logical
product of n literals where each variable occurs as exactly
one literal. The OR of products is a sum-of-products ex-
pression (SOP). Let two functions be f and g. f implies
g if every # satisfying f(Z) = 1 satisfies also ¢(Z) = 1.
A minterm that implies f is a minterm of f. A prime
implicant (PI) of a function f is a product that implies
f, such that the deletion of any literal from the product
results in a new product that does not imply f. Anirre-
dundant sum-of-products expression (ISOP) is an SOP,
where each product isa Pl, and no PI can be del eted without
changing the function represented by the expression. The
size of an SOP is the number of Plsin the SOP. Among the
ISOPsfor f, the |SOP with the minimumsizeisa minimum
SOP (M SOP). The size of a MSOP of function f is denoted

as7(f).

For a given n, we are interested in the most complicated
range function. That is, the function with the largest
T(RA(Z : A, B)).

Definition 3.2 u(n) denotes the number of products in an
MSOP for the n-variable range function with the largest
number of products.

By exhaustive examination, we have the following:

Theorem 3.1 p(n) =n, (n=1,2,3,4).



Example 3.1 Most complicated range functionsup ton =
4 include:

RA(1:1, 1) = xy

RA(2 0 1, 2) = x1%9 V Z1Zg,

RA(3:1,7) = 2 V1 Vo,

RA(3 : 1,6) = l‘l\/l'lJJo\/SﬂOZEQ,

RA(4 1,15) 5\/ZC2\/$1\/£L'(),

RA(4 1 9, 10) T3X2xg V T3x2x1 V T3T2Zg V L3L2X1.

(End of Example)

One might conjecture that Theorem 3.1 is true for larger n,
but it isnot. From here, we are going to show that ;(n) =
2(n — 2) forn > 5 (Theorem 3.2).

Lemma3.1 GE(n : A) can be represented by an SOP
with at most 1 + Z" ~' a; digoint products, where @ =
(an—1,an—2,...,a1,aq) isthe binary representation of A.

(Proof) GE(n : A) can be represented as:

GE(TL : A) = Tnpn-1an—1 V (l'nfl = an,l)xn,gan,g Vv
(xn,1 = anfl)(l’n72 = anfg)mnfg,&n,g \Y (xn,1 =
n-1)(Tn—2 = an—2)(Tn—3 = an-3)Tn—aldn-a V- (Tn_1 =
n-1)(Tn-2 = an-2)(Tn-3 = an-3) - (x1 = a1)(xo V ao),
where A = 37 a;2. Also, the symbol = denotes the
equivalence operator. Note tham the number of productsin
the SOPisa most 1 + ) . 1 a;. Especialy, GE(n : 1)
requires n products. (Q.E.D)

Lemma3.2 LE(n : B) can be represented by an SOP
with at most 1 + 1" b, digoint products, where b =
(bn—1,bn—2,...,b1,bp) isthe binary representation of B.

(Proof) LE(n : B) can be represented as

LE(TL, B) =ZTp_1bp_1V (l'nfl = bnfl)fnfgbnfz Vv ($n71
bn-1)(@Tn-2 = bn-2)Tn—3bn—3 V (Tn—1 = bn-1)(Tn—2
bn_z)(l’n_g = bn_g)ifn_z;bn_z; Vo (-Tn—l = bn_l)(ain_g
bn—2)(Tn-3 = bp—3)---(z1 = b1)(To V bo), Where B =
S b2t Note that the number of products in the SOP
isatmost 1+ 7" b Especidly, LE(n : 2™ —2) requires
n products. (Q.ED))

Lemma3.3 Zi(xoVagV-- -Va, )V (ZaVEZV- - -VI,) =
T1To V 223 V -+ V x,T1, Wheren > 2.

(Proof) First, consider the complement of the |eft-hand-side
of theequation: (x1 V TaZ3...Ty) - (T1 V Zaxz - Xy) =
T1XT2X3 Ty V L1X2T3 "+ T,

Thus, by De Morgan's Theorem, the left-hand-side of the
equation is equal to

(1'1 \/IEQ\/I'g\/"'\/CL'n)'(!Z'l\/i'z\/ffg\/"'\/ffn).
Also, note that the function is symmetric. Let z; = 0, then
theleft-hand-sidewill be zo Va3 V- - -Va,,. Letz; = 1then,
the left-hand-sidewill be 5 vV z3 V- - -V Z,,. We can confirm
that the same properties hold for the right-hand-side of the
equation. Thus, we have the lemma. (QEED)

Lemma3.4 For n > 4, RA(n : A, B) can be represented
by an SOP with at most 2(n — 2) products.

(Proof) First, we show that the number of the productsis at
most 2(n — 1). We use mathematical induction to prove
this. When n = 4, the lemma holds. Assume that the
lemma holds for k-variable range functions. That is, any
range function with % variables can be represented by an
SOP with at most 2(k — 1) products. Next, consider the
case of k + 1 variables. Since A < B, we need only to
consider the following three cases:

When a,, = 0and b, = 0,

RA(k+1:A,B)=2%,GE(k: A)LE(k : B')
=Z,RA(k: A',B'),where A’ = Aand B’ = B

Whenak = Oandbk =1,

RA(k+1:A,B)=3;GE(k: A)Va,LE(Kk: B’),
where A’ = Aand B’ = B — 2.

Whena, = 1and b, = 1,

RA(k+1:A B)=x,GE(k: A)LE(k : B')

= 13 RA(k : A', B"),where A’ = A—2% and B’ = B-2*.
In the first and the third case, the number of products is
at most 2(k — 1), by the hypothesis of induction. In the

second case, the number of productsis at most Zk 11 a; +

S b4+ 2 = 0 Nag + by) + 2. Thus, 7(RA(k + 1
A, B)) < 2k. Hence, the number of the productsin an SOP
for n-variable range function is at most 2(n — 1).
Second, we show that the number of the productsis at most
2(n —2).
Consider the case, where the number of the products can be
2(n — 1). From the above observation, this case can happen
only when
(an—h Ap—2,. -+,
(bnfla bn72v LR
In this case,
RA(n:1,2"—2)=GE(n:1)- LE(n: 2" — 2), where
GE(n : 1) = @n-1 V Tnc1(@n—2 V Tn_2Zn-3 V -+ V
Tpn—2Tn—3-+ T120) = Tn—1 V Tn-1(Tn—2 V-V 20),

LE(TL ;2" — 2) = Tpn-1V xn,1(§:n,2 V Tp—2Tn-3V -V
Tpn—2Ln—3 " Ilfo) =ZTpn—1V wn71(i‘n72 V.-V J_L'o),

RA(n 01, 2”—2) = in,l(xn,Q VIn_3V--- 1’0)\/12n71(1_3n72\/
Tp—3g V-V To).

By Lemma 3.3, we have

RA(TL 21,2 — 2) = Tnpn-1Tn-2 V Tp_2Tpn-3V -
ToTn—1.

Note that the function can be represented by only n prod-
ucts. Thus, there exist no case that requires 2(n — 1) prod-
ucts.

Next, consider the case where the number of the products
can be 2n — 3. From the above observation, this case can

CLl,CLo) = (0,0,0,...,0,1),3”(1
blabO) = (171717“‘7170)'

Vv l‘li‘o Vv

happen when

(an_l,an_g,...,al,ao) = (0,0,0,...,0,1,0,...,0, 1),
(bn—labn—27"'7blab0) = (171717"'71a1715' "7170)!
or

(an,l,an,g,...7a17ao) = (0,0,0,...,0,0,0,...,0,1),



(bn1,bp_2,...,b1,bg) = (1,1,1,...,1,0,1,...,1,0),
where the t-th elements of the vectors are highlighted by
boldface, and the LSB is the O-th bit. Consider the first
case:
RA(n:1+42%,2"—2) =GE(n:1+2")-LE(n:2"—2),
where
GE(n 1+ Qt) = Tp—_1 V J_Snfl(mnfg V Tp—2Tn-3 V
Tp—2Tn—3" " Tt42Lt41VITn—2Tn—3 *** Ter2Te41X¢X¢—1V- -V
Tp—o  T120) = Tn-1 V Tn—1[Tn-2 V Tn_3 V -V Tp11 V
xt(Te—1 V-V x0)],
LE(TL : 2" — 2) = ZTpn-1V l’n_1[§3n_2 VZp—3V--VZTiy1V
TtV oe(Te—1 V-V o)),
RA(n : 1+252" —2) = Zyp_1[Tn-2 V Tn-3 V-V 241 V
Ze(Te—1 V- V)]V Tno1[Tn2V Tn-3 V- VTip1 VIV
e (Ty—1 V-V To)].
Consider the expression that involves variables from x,,_;
toxiyq:
i‘nfl[Infg VIp_3V:-- ~\/ZL‘t+1]\/In71[3_§'n72\/J—3n73\/' . '\/jt+1}.
By Lemma 3.3, this expression can be simplified to one
with fewer products. Next, consider the expression that in-
volves the variable x;:
i'nfl[l'tfl VZi—a2V:--V :Co] \Y xnfl[iztfl VZiaV: -V {fo}.
Again, by Lemma 3.3 this expression can be simplified to
one with fewer products. Thus, in this case the function re-
quires at most 2n. — 4 products. In a similar way, we can
show that the second case requires at most 2n — 4 products.
Hence, we have the lemma. (Q.E.D)
Upto here, we have shown that any range function can be

represented by 2(n — 2) products, when n. > 5. From here,
we are going to show that there exist range functions that
require 2(n — 2) products, when n > 5. To show the lower
bound, we use an idea of independent sets of minterms[9].

Definition 3.3 A set of minterms M [ for f isindependent
if noimplicant of f containsa pair of mintermsin M 1.

Lemma 3.5 Let M1 be anindependent set of minterms for
f. Then, any SOP for f requiresat least |MI| products.

Lemma3.6 7(RA(n:2"34+1,7-2773-2)) = 2(n—2).

(Proof) GE(n : 2" 3 4+ 1) = 1 V Tp_ 1Ty o V
i’n—lin—an—S(xn—él VZps5V---Va1V xO)-

LE(n 723 —2) = ZTyq V Ty 1Tp o V
Tp-1Tp—2Tn—3(Tn—aV Tpn_s V-V T1VIp).

RA(TL n3 4 1,7 - n—3 2) = Tp_1Tp—2 V
j7L—1i"rL—2xn—3(-rn—4\/xn—S VeV va) VZp-1Tp—2V
xn—1$n—2fn—3(fn—4 VZp5V---VI1V j0)
=Tp_1Tp—2 \/.’fnflxnfg(l'nle VZp_5V---VIy \/.T()) \Y
Tpn—1Tp—2 V xnfli‘n73(i‘nf4 VZp_5V---VI1V IZ'O) .
In the SOP that is obtained from the last expression contains
2(n — 2) products. So, the function can be represented by
2(n — 2) products.

Next, we will show that any SOP for the function requires

at least 2(n—2) products. We will show this by showing the
set of 2(n — 1) independent minterms. Let M I be the set of
mintermswhoseindicesare 2”3 4+2¢ and 7- 273 — 1 — 27,
wherei #An—3,andi = 0,...,n—2. They correspondsto
minterms of the functions, but no implicant of the function
contains a pair of mintermsin MI. (QEED)

Example 3.2 Consider the case of n = 6. For RA(n :
273 4 1,7-2773 — 2) = RA(6 : 9, 54), the vectors cor-
responding to the independent set are:

1=1(0,0,1,0,0,1
3 =1(0,0,1,1,0,0
5 =1(1,0,0,1,1,1
»=1(1,1,0,1,0,1

, a2 =(0,0,1,0,1,0),
, a4 = (0,1,1,0,0,0),
, dg = (1,1,0,0,1,1),
, ds = (1,1,0,1,1,0).
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Note that the integers represented by eight vectorsareall in
the range. Consider the pair @; and @». The products that
contains the pair also contains the vector (0,0, 1,0,0,0).
Note that this does not correspond to the implicant of the
function, since the vector denotestheinteger 8, which isout
of range. Consider the pair @; and ds. The products that
contains the pair also contains the vector (0,0,0,0,0,0).
Again, this does not correspond to the implicant of the func-
tion, since the vector denotes the integer 0, which is out
of range. Consider the pair a; and ds. The products that
contains the pair also contains the vector (1,1,0,1,1,1).
Again, this does not correspond to the implicant of the func-
tion, since the vector denotes the integer 55, which is out of
range. (End of Example)

Example 3.3 Consider the casewheren = 6, A = 2”2 +

1=17,and B = 3-2""2 — 2 = 46. Inthis case,

(a5, a4, as3,a2,a1,a9) = (0,1,0,0,0,1), and

(b5, bg, b3, b2, b1,b9) = (1,0,1,1,1,0).

GE(6 : 17) =x5V 5?5.734(333 VoV V 270).

LE(G : 46) = i’5 V $5f4(f3 VZa VIV fo).

RA(6:17,46) = GE(6 : 17) - LE(6 : 46)

= i’5$4($3 Vaxa VeV {E()) V .%'5@4(52‘3 VI VIV (fo).

Note that the SOP obtained from the above expression re-

quires 8 products, and it is the minimum SOP. Thus, we

can verify that 7(RA(6 : 17,46)) = 2(n — 2) = 8.
(End of Example)

Lemma3.7 7(RA(n:2""2+41,3-2"72-2)) = 2(n—2).

(Proof) GE(n : 2" 24+ 1) = 2,1 V Zp_12Zn_2(Tp_3 V
In_4\/"’\/£E1\/I’0).

LE(n:3-2"2-2) =%, 1VZn 1Zn_2(Tn_3VTp_aV
<V TV To).

RA(TL : 2n—2+1’ 3.271—2_2) = Tp-1Tn—2(Tp—3VTp_aV
eVap VvV Z‘0) \ xn—l£n—2(£n—3 VZpaV---VI1V 570)-
In the SOP that is obtained from the last expression contains
2(n — 2) products. So, the function can be represented by



2(n — 2) products.

Next, we will show that any SOP for the function requires
at least 2(n—2) products. We will show this by showing the
set of 2(n — 1) independent minterms. Let M T be the set of
mintermswhoseindicesare2” 2 +2? and 3-2" "2 -1 27,
wherei # n—2,andi =0, ...,n—2. They correspondsto
minterms of the functions, but no implicant of the function
contains a pair of mintermsin Ml. (Q.E.D)

Example 3.4 Consider the case of n = 6. For RA(n :
2"=2 4+ 1,3.2"72 — 2) = RA(6 : 17,46), the vectors
corresponding to the independent set are:

51 = (071707070a 1)5 52 = (07 110707 170)7
bs = (0,1,0,1,0,0), by = (0,1,1,0,0,0),
bs = (1,0,0,1,1,1), b = (1,0,1,0,1,1),
b; = (1,0,1,1,0,1), bg = (1,0,1,1,1,0).
(End of Example)

From Lemmas 3.4, 3.6 and 3.7, we have:
Theorem 3.2 p(n) = 2(n — 2), wheren > 5.
Furthermore, we have the following:

Conjecture3.1 For n > 5, among the range functions,
only

RA(n:2" 3 4+1,7-2"3 —2)and
RA(n:2"241,3.2"72 - 2)

require 2(n—2) products, and other range functionsrequire
fewer products.

Many people [12, 5, 4, 2, 13] in the network research be-
lieved that u(n) = 2(n — 1), however, it is not true. Some
people [6] believed that i.(n) = 2n, thisalso not true. They
considered the case where only the prefixes are used to
represent the function. However, by considering non-
prefix-type products as well, we can improve the upper
bound. An important contribution of this paper is an im-
provement of an upper the bound on the size of SOPs for
range functions.

4. Classification Functions

Definition 4.1 A classification function with n fields is a
mapping f : Py x Py x---x P, — {0,1,2,... k}, where
P, = {0,1,...,2% — 1}, and each field is represented by
t; bits (i = 1,2,...,n). f isspecified by a set of & rules.
A rule consists of n fields, and is associated with an ID.

1In the network terminology, prefix corresponds to a logical product

havingaformzy . zy _,---x}, where z} denotesx; or ;. For exam-

ple, whenn = 4, x3x2%; isaprefix, while zzz; isnot.

Table 4.1. Range Match Table.

Rue#| X; | X, |ID
1 |05 L] 1
2 |37 1B 2
3 |07 | 35| 3
4 [ [01 | [22] | 4
5 | [34] | [36] | 5

Each field of a rule R has a range specification. An in-
put £ matches a rule R, if the value of each field of Z is
in the range. Two distinct rules are either overlapping or
non-overlapping, or that one is a subset of the other, with
corresponding set-related definitions. When two rules have
a common element, the order in which they appear in the
classifier will determine their relative priority.

Example 4.1 Consider the range match table shown in
Table 4.1. This table has two input fields: X3, and Xo.
Eachfiled hasaninterval [A, B], where A isalower bound,
and B is an upper bound. Assume that the input pattern
hasaform (a;, az), wherea; € {0,1,...,7}. Whenthein-
put pattern is (0, 1), only the first rule matches. When the
input pattern is (3, 3), the second, the third, and the fifth
rules match. Since the second rule has the highest prior-
ity, the output is 2. In this example, Rule 4 and Rule 5 are
disoint, but Rule 2 and Rule 3 have common elements 2.
Thisisarange matchingwithn = 2,¢;, = 3and k = 5.

(End of Example)

Example 4.2 Consider the Longest Prefix Match table
(LPM table) shown in Table 4.2. For all the rules in the
table, the asterisks (*) appear as the postfix only, if any.
Also, the rules are sorted in the increasing order of aster-
isks. Note that an asterisk matches both O and 1, i.e, isa
don't care. When the input pattern is (0, 1,0, 1), the sec-
ond, the third, and the fifth rules match. Since the second
rule matches in the longest prefix, the output is 2. When
the input pattern is (0, 1,1, 1), the third and the fifth rules
match. Since the third rule matches in the longest prefix,
the output is 3. Thisisa longest prefix matching (LPM),
wheren =1,t; = 4,and k = 5. (End of Example).

AnLPM isaspecia case of arange matching. For example,
01** is also denoted by the interval [4,7]. In an |P address
look up, arule corresponds to arouting table entry, arange
corresponds to a prefix, an action corresponds to the next-
hop address, and a priority corresponds to a prefix-length
[3].

2InTables 4.1, 4.2, and, 4.3, the rule numbers and the | Ds are the same.

However, in the practical applications, different rules may have the same
ID. Infact, in Table 6.1, Rules 6 and 8 share the same action




Table 4.2. LPM Ta- Table 4.3. Exact

ble. Match Table.
Rule# | Pattern | ID Rule# | Pattern | ID
1 1000 1 1 0010 1
2 010* 2 2 0111 2
3 01** 3 3 1101 3
4 Ixx* 4 4 0101 4
5 Ox** 5 5 0011 5
6 1011 6
7 0001 7

Example 4.3 Consider the exact match table shownin Ta-
ble 4.3. The output of the function is an ID if there is an
exact match. When theinput patternis (1,1,0, 1), sincethe
third rule matches, the output is 3. When the input pattern
is not stored in the table, the output is 0. Thisis an exam-
ple of an exact matching [11, 10], where n = 4 and k=7.

(End of Example)

As shown in Examples 4.2 and 4.3, an exact matching is
a special case of an LPM, where the range has the form
[A, A].

5. Complexity of Classification Functions

In this section, we consider the number of products to
represent aclassification function by using an SOP of binary
variables. Let k be the number of rules. For exact matching
and LPM, k products are sufficient to implement the cir-
cuit. However, for range matching, the necessary number
of products can be much larger than &.

Theorem 5.1 Consider the classification function f : P; x
Py x---x P, — {0,1,...,k}, where f is specified by
a set of k rules. Then f can be represented with at most
k- [Ti, pu(t;) products, where P, = {0,1,...,2¢ — 1},
and ¢; is the number of bits to represent the i-th field (i =
1,2,...,n).

(Proof) By Theorems 3.1 and 3.2, each field requires at
most x(t;) products. Thus, each rule can be represented
with at most [T, x(¢;) products by an SOP. Since, there
are k rules, the function can be represented with most
k- TT"_, p(t;) products. (QED)

Example 5.1 Consider the classification function defined
by Table 4.1. Notethatn = 2, ¢, = t2 = 3, k = 5,
and 1(3) = 3. Thefunction requiresat most 5 x 3 x 3 = 45
products. (End of Example)

Example 5.2 Consider the classification function defined
intheintroduction. Inthiscase,n = 2,t1 =tx =2,k = 2,

Table 5.1. TCAM Table 5.2. RAM Pat-

Pattern. tern.
Y1 Y2 Y3 ya|lndex

r1 To T3 T4 Index 0 00O 0
0 = 1 x| 1 0 001 1
0 = *x 1| 2 0 010 1
*x 0 1 x| 3 0011 1
x 0 x 1| 4 010 0] 1
1 = 0 x| 5 01016 2
1 x x 0| 6 0110 2
*« 1 0 x| 7 0111 2
x 1 % 0| 8 1 0 0 0] 2

and p(2) = 2. Theorem 5.1 shows that this function can be
represened with at most ku(t1)u(te) = 2-2 -2 = 8 prod-
ucts. In fact, this function requires 8 products as follows:
Rl = (i’l \Y i‘z)(l’g \Y 1'4) = 3"31:53 V Zix4 V foZL’g V Toxy.
Ry = (!,Cl \/iCQ)((f;g \/f4) =213V IT1Z4V X2T3V ToTy. TO
implement this function, we use the TCAM shown in Table
5.1, and the RAM shown in Table 5.2. In the TCAM, the
upper four words detect Rule 1, while the lower four words
detect Rule 2. The RAM converts the index of the TCAM to
the index of the rules. (End of Example)

Note that the cost of TCAM bhit is much higher than that of
RAM [13], so we can virtually ignore the cost of the RAM.

6. Packet Classification Functions

In the packet classification, each rule specifies possible
values of the source, destination addresses of the | P header,
the protocol field, and the source and destination port num-
bers (for TCP and UDP). The address fiel ds are often speci-
fied by prefixes of |P addresses. The port fields are specified
by ranges of port numbers. Protocols are either specified
exactly or asawildcard [12].

Example 6.1 Table 6.1 shows an example of a rule set for
a packet classification. It has five input fields: Source Ad-
dress, Destination Address, Protocol, Source Port, and Des-
tination Port, denoted by X,,X5,X3,X,4, and X5, respec-
tively. Note that address fields have only four bits, rather
than 32 bits to simplify the example. Also, port fields have
only four bits rather than 16 bits. The protocol field has
three values: TCP, UDP, and ICMP. An asterisk in an ad-
dress field indicates a bit position that can be either 0 or
1. A dash for an entry denotes a wildcard that matches
any pattern. When a packet is received, the classifier finds
the first matching rule in the set. The packet is then pro-
cessed according to the specified action. For example, a
packet with the source address 0101, the destination ad-
dress 0011, the protocol field specifying TCP, the source



Table 6.1. Packet Classification Table.

Rule | Sour. | Dest. | Prot. | Sour. | Dest. | Act.
No. | Addr. | Addr. Port Port
X1 Xo X3 Xy X5 /
1 11** | 01** | TCP | [24] | [7,7] | fwd3
2 01** | 00** | TCP | [3,9] | [2,6] | fwd5
3 110* | 101* | UDP | [17] | [4,6] | fwd2
4 | 0101 | 11** [ ICMP | [0,15] | [0,15] | fwd 7
5 001* | O11* | UDP | [4,4] | [55] | fwdO
6 111* | 10** - [0,15] | [0,15] | drop
7 0101 | *=**=* - [0,15] | [0,25] | fwd 4
8 Ir** | Qr** - [0,15] | [0,15] | drop

port number 4 and the destination port number 6 would be
forwarded to output port 5, since it matches the second rule
in the set, but not the first. On the other hand, a packet
with the source address 1111 and the destination address
1000 would be dropped regardless of other fields, since the
first matching rule is number 6. In this example, X; and
X, take 16 values, X3 takes 3 values, X, and X5 take 16
values. (End of Example)

A practical packet header has 8 fields, uses 208 bitsin total.

7. Conclusion and Comments

In this paper, we first defined range functions as a gen-
eralization of comparator functions. Second, we derived
an upper bound on the number of products in the SOP to
represent a range function. Third, we defined classification
functions, which is a generalization of packet classification
functions. These bounds are useful to estimate the amount
of hardware to implement classification functions. Espe-
cialy, we have improved an upper bound on the number of
products to represent range functions.
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