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Abstract—Physical-layer security (PLS) for industrial indoor
terahertz (THz) wireless communication applications is consid-
ered. We use a similar model as being employed for additive
white Gaussian noise (AWGN) wireless communication channels.
A cell communication and a directed communication scenario are
analyzed to illustrate the achievable semantic security guarantees
for a wiretap channel with finite-blocklength THz-wireless com-
munication links. We show that weakly directed transmitter (Al-
ice) antennas, which allow cell-type communication with multiple
legitimate receivers (Bobs) without adaptation of the alignment,
result in large insecure regions. In the directed communication
scenario, the resulting insecure regions are shown to cover a large
volume of the indoor environment only if the distance between
Alice and Bob is large. Thus, our results for the two selected
scenarios reveal that there is a stringent trade-off between the
targeted semantic security level and the number of reliably
and securely accessible legitimate receivers. Furthermore, the
effects of secrecy code parameters and antenna properties on
the achievable semantic security levels are illustrated to show
directions for possible improvements to guarantee practically-
acceptable security levels with PLS methods for industrial indoor
THz-wireless communication applications.

I. INTRODUCTION

In a digital society, flexible and reliable access to high-speed
communication infrastructure is a crucial requirement. Espe-
cially communication scenarios such as autonomous driving
or critical infrastructures based on Internet of Things (IoT)
devices create demands for both an increased capacity in the
mobile network (and in the underlying fixed fiber infrastruc-
ture) and a highly secure communication infrastructure. In
addition to the classic computationally intensive cryptographic
primitives in communication systems, physical-layer security
(PLS) methods provide an additional resource-efficient layer of
security by taking advantage of, e.g., the noise in the channel
to enable secure and reliable communication.

A promising possibility for increasing data capacity as well
as security is the use of terahertz (THz)-wireless communica-
tion technology at high carrier frequencies (> 100 GHz). For
a higher carrier frequency, the available bandwidth that de-
termines the available reliable transmission capacity is higher.
Furthermore, a higher carrier frequency reduces the size of the
required antenna elements. Thus, an increase in the carrier fre-

quency makes compact radio systems with a large number of
active antenna elements (i.e., massive multiple-input/multiple-
output (MIMO) systems) possible and facilitates novel PLS-
MIMO-concepts.

Initial steps have been taken in regard to the standardization
and allocation of transmission frequencies in the THz range,
e.g., in the resolution 767 [1f] of the World Radio Congress
2015, the IEEE 802.15.3d standard [2], and other standards
such as IEC 62311:2019 [3], which have been updated and
adapted to the expected increased use of frequencies above
100 GHz. The advantage of THz compared to lower frequency
millimeter-wave radiation is the availability of continuous
frequency bands and larger achievable rates [4f, [5]. For
example, THz communication at net data rates of 100 Gb/s
has been experimentally demonstrated over distances ranging
from 50 cm (indoor) up to 500 m (outdoor) using monolithic-
integrated electronic THz front-ends [6]. Depending on the
scenario and link distances, compact horn or reflector antennas
with appropriate antenna gains were used to efficiently com-
pensate for the free space path losses. Although the directivity
of THz radiation is significantly increased, in particular for
short-range indoor scenarios, security remains an important
issue especially for cases with an eavesdropper (or Eve) that
has high-gain antennas and for large distances between a
transmitter (or Alice) and a legitimate receiver (or Bob) [7].
We illustrate the secure and insecure (or security-critical)
regions in two indoor THz-wireless scenarios via secrecy
maps. Secrecy maps, as defined in [§]], enable the visualization
of insecure regions, where the presence of an eavesdropper
poses a threat to secure communication.

State-of-the-art approaches to security are based on cryp-
tographic principles that are implemented on higher layers
of the protocol stack and root on assumptions of insufficient
computational capabilities of adversaries and computational
hardness of certain algebraic problems. Alternatively, PLS
methods enable provable security directly at the physical
layer by exploiting the imperfections of the communication
channel [9]], [10]. The wiretap channel (WTC) [11] is the
basic model used for PLS, where Alice communicates with
Bob and she does not want an eavesdropper to obtain a
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(a) Scenario 1: “Cell”. (b) Scenario 2: “Directed”.

Fig. 1. THz communication scenarios. Alice is placed in an elevated place and
transmits messages to Bob who is placed on the floor. The height difference
between them is denoted as IaoR.

non-negligible amount of information about the transmitted

message. We adapt the WTC model to indoor THz-wireless
communication to illustrate cases where secure THz com-
munication is possible. We remark that WTC encoders must
have a local randomness to confuse the eavesdropper [11]]. For
industrial THz-wireless communication applications, one can
use the security primitives called physical unclonable functions
(PUFs) as the universal local source of randomness that can be
used by an encoder [[12]. PUF outputs are uniformly-random
secret keys that are hardware-intrinsic and unique for each
device, so using PUFs is a secure, universal, and cheap digital
security solution [|13].

We consider two typical communication scenarios for THz
communication in a large room, such as a factory hall. In Sce-
nario 1, defined as “cell communication”, a weakly directed
transmitter communicates with multiple legitimate receivers
positioned within a circle on the floor defined by the 3 dB
power cone beneath the transmitter. Scenario 1 is depicted
in Fig. [E Furthermore, for Scenario 2, defined as “directed
communication”, a transmitter with antennas that are more
directed and that can be adaptively aligned communicates with
legitimate receivers at varying distances, as depicted in Fig.
We evaluate the semantic security levels for these scenarios
as a function of the eavesdropper’s position to characterize
secure and insecure regions in the room. If one can prevent
the physical access of unknown devices/individuals to insecure
regions, semantic security can be guaranteed. For an increasing
distance between Alice and Bob, the insecure regions are
shown to be enlarged. Moreover, if secure communication
with multiple legitimate receivers is desired for fixed transmit
antenna alignments, we show that there is a stringent trade-off
between the volume of the insecure regions and the possible
legitimate receiver positions as a function of the antenna
directivity.

II. SYSTEM MODEL

Consider a WTC, where the channels from Alice to both
Bob and Eve are THz wireless links so that the symbols
X" = (X1,Xs,...,X,) are transmitted over a discrete-
time memoryless wireless THz channel to Bob (or Eve) who
observes symbols Y™ (or who overhears symbols Z™). In the
equivalent complex baseband domain, the main channel, i.e.,
the channel between Alice and Bob, is modeled as

Y; = Hap,iX; + NaB,i (1

for the time index ¢ = 1,2,...,n, where Hap; is the channel
coefficient and Nap; is the independent complex AWGN
component for the main channel. Similarly, the channel be-
tween Alice and Eve is modeled as

Z; = HAg i X + Nag (2

fori=1,2,...,n, where Hpg; is the channel coefficient and
Nag,; is the independent complex AWGN component on the
channel between Alice and Eve.

In a typical indoor THz-wireless communication setup,
multiple rays travel along different paths from a transmitter
to a receiver and experience different attenuations and delays
[14]. Because of different angles of departure and arrival, the
paths experience different gains, dependent on the antenna
alignment and directivity. Furthermore, depending on the
carrier frequency f. and path length d, each ray experiences
a free-space path loss according to [15]]

H d w \' 3

fSpl(fm ) = (47chd> 3)
where c is the speed of light in vacuum. In general, reflected
rays suffer from a larger free-space path loss due to an
increased path length compared to the line-of-sight (LOS)
communication. Moreover, reflection loss causes further atten-
uation of the signal [[14], [16]. For THz communication, many
common building materials cannot be considered as smooth
surfaces, thus, the loss due to rough surface scattering has to
be also considered [16]]. If the antennas are aligned along the
LOS path, the reflected paths experience significantly smaller
gains for THz-wireless communication due to the angle dif-
ferences [17], which significantly increases the differences in
signal strengths unlike for wireless communication. Thus, the
reflected paths are negligible in our scenarios and we consider
only the dominating LOS path. The received signal power of
Bob Py and Eve Pg are then [15]]

Pg = PAGAGBHispi(fe, daB), )
Py = PanGAGgHgspi(fec, dar) &)

where P, is the average transmit power, Ga, Gp, and Gg
are the respective antenna gains for Alice, Bob, and Eve, and
dap and dagy are the path lengths from Alice to Bob and Eve,
respectively. The channel coefficients in (I)) and () include the
attenuation experienced during the propagation and are given
by |Hasll = /Pp/Pa and |Hag| = \/Pg/Pa.

At the receiver, in addition to the attenuation during the
propagation across the room, thermal noise is added with noise
power [[18]]

N = kgTBF (6)

where kp is the Boltzmann constant, T" is the temperature in
Kelvin, and B the is transmission bandwidth. For the resulting
signal-to-noise ratio (SNR) calculations, also the correspond-
ing noise factor F' of the receiver front-end needs to be
considered. This noise component is assumed to be distributed
according to a white Gaussian distribution; thus, we use well-
known expressions given for AWGN channels, as in, e.g., [8]].



Hence, the noise components Nap; in (I) and Nag; in ()
are AWGN with noise variances o3, = = o}, = N. The
SNR experienced at Bob is then calculated using the power
of the received signal and the noise power, SNRag = Pg/N.
Similarly, the eavesdropper’s SNR is SNRag = Pg/N.

III. SEMANTIC SECURITY FOR THZ COMMUNICATION

Rooting on information-theoretic principles, there have been
multiple secrecy metrics defined, including weak and strong
secrecy. In this work, we consider the semantic security that
provides the strongest secrecy guarantees; see, €.g., [19]. In
a semantically secure scheme, a computationally unbounded
eavesdropper cannot gain a non-negligible amount of informa-
tion about the message. We use the semantic security definition
and results from [8, Section II] given for wireless AWGN
channels, and summarize them below. Using this approach, a
bound on the leaked amount of information can be given for
the used code and channel characteristics.

We first define the main parameters and functions used.
D, (+||-) denotes the Rényi divergence of order v € R\ {1},
Cap and Cag denote the capacity of the channel from Alice to
Bob and Eve, respectively, R is the secrecy (or wiretap) code
rate, and L is the local randomness rate of the secrecy code
that is used to confuse Eve. Define also the target average
probability of error ¢ € [0,1] at Bob guaranteed for all
possible positions of Bob. Similarly, denote the target semantic
security level as § € [0, 1].

Denote the probability distribution of the transmitted mes-
sage M as Pys. Enc(-) is an encoding function with a possible
realization ¢ and Dec(-) is a decoding function. Then, the
resulting semantic security level dg € [0, 1] is [

max (max Pr[Dec(Z"™)=Enc(M)] — maxPr[g= Enc(M)]).
PA? Dec(-) g
nc(-

It can be shown that a target semantic security level of ¢
implies that the average probability of error at Eve is

eg>1—-06-1/2° (7)

when Eve tries to reconstruct only b bits of information from
the message M since (7) can be equivalently written as b <
—log,(1—9—ég) [8]. This implies that a smaller target value
of § corresponds to a higher security. Similarly, define the
resulting average probability of error at Bob as eg.

We next summarize the fundamental semantic security re-
sults used. Suppose there exists a set of parameters «; € (0, 1),
ag > 1, and A1, A2, €1, €2 > 0 that satisfy

= ef’n(lfal)(Do(1 (Pxvy||PxPy)—CaB+A1)

_|_ 27n(CA}37R7L7)\1) + 617 (8)
6 — e—n(l—ag)(DQQ(szHPXPZ)—CAE—)q)

n 2—n(L—CAE_>‘2)/2 + 2€5. &)

Then, the probability Pr[{eg > ¢}U{dg > ¢}] of the union of
unwanted events can be upper bounded by a term that vanishes
doubly-exponentially in the secrecy code blocklength n [{]],

[20], which shows the existence of an encoder-decoder pair
that satisfies the target reliability-security pair (p,d) jointly.

Since the optimal input and outputs are Gaussian random
variables for the THz-wireless channels defined above, we can
use the closed-form representation of the Rényi divergences
for bivariate Gaussian distributions in (8) and (9). Suppose
fi and f; are bivariate Gaussian distributions with correlation
coefficients p; and p;, respectively. Then, the Rényi divergence
D.(fi||f;) of order « is given as [21} pp. 72]

L (1) 1 (1= (ap (=)’
o "\ 1-p2) " 2@ " 1-p2) '

In and (9), p; corresponds to the correlation coefficient
between the input and output of the respective channels and
pj = 0. Similarly, the channel capacities are calculated by
using the SNR of the complex AWGN channels as

Cap = logy(1+SNRag), Cag =logy(1+SNRag). (10)

For comparisons below, we fix the blocklength n and
secrecy code rate R that corresponds to the code rate if
there is a secrecy constraint on the transmitted messages. In
Scenario 1, we choose the transmit power P and L such that
the minimum possible value of ¢ over all possible «; and A\
according to (8) is equal to the target value. The solution is not
unique, so the values of Py and L have to be chosen jointly,
which allows imposing practical limits on them. Suppose the
higher-order terms ¢; and €5 are negligible, so they are not
included in the optimizations. Since all parameters are fixed
for the transmission to multiple locations within the chosen
circle, the parameters are selected such that the target value
@ is achieved if Bob is placed on the edge of the circle.
For positions within the circle, higher reliability is obtained
due to smaller path losses and larger antenna gains. For a
fixed environment, the channel parameters are assumed to stay
constant over multiple transmissions.

For Scenario 2, the approach is similar except that L is
varied depending on the legitimate receiver position such that
o is guaranteed for Bob. Thus, in this scenario, L is not fixed
for multiple transmissions but has to be adapted according
to the receiver position. The transmit power is chosen such
that for different choices of L, the target reliability ¢ is
achieved for all desired legitimate receiver positions. For both
scenarios, the target security level § can then be obtained
by minimizing (9) over all possible az and X,. Following
this approach, we obtain the target semantic security level
0 for each eavesdropper position separately, the results of
which serve as an outer (or converse) bound for the achievable
semantic security levels. We depict the security levels for
Scenarios 1 and 2 for a large set of possible eavesdropper
positions in a two-dimensional color map and refer to this as
a secrecy map, as proposed in [8]]. Secrecy maps show the
semantic security levels that can be achieved for the chosen
communication scenario if an eavesdropper is present in the
corresponding location. Thus, they can be used to evaluate the
insecure regions for different communication scenarios, e.g.,
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Fig. 2. Radius rp of the circle on the floor that is defined by the 3 dB power
cone that depends on the transmit antenna gain G 5 for two height differences
lAB between the transmitter and legitimate receiver.

to assess the impact of various room properties, antenna gains,
and code parameters.

IV. SECURE THZ COMMUNICATION RESULTS AND
COMPARISONS

Consider Scenarios 1 and 2 defined above. For both scenar-
ios, assume without loss of generality that the antenna gains
for Alice and Bob are the same, i.e., Gy = Gg. Furthermore,
we assume that all receivers share the same noise figure, which
is equal to 9 dB. The temperature is 7' = 290 K, the bandwidth
B =1 GHz, and the carrier frequency f. = 300 GHz.

For Scenario 1 depicted in Fig. a weakly directed trans-
mitter is mounted on the ceiling facing downwards. The legit-
imate receiver is positioned on the floor below the transmitter
within a circle with radius rg. The size of the circle depends
on the transmit antenna directivity and the height [4p of the
room such that the receiver stays always within the 3 dB power
cone. In Fig. |2} the radius of this circle is depicted for multiple
transmit antenna gains G a and height differences [ between
the transmitter and receiver. For Fig. 2] we assume that the
transmitter is placed 0.5 m below the ceiling and the receivers
have a height of 1 m. For large halls with heights of 5 m
and 10 m, this corresponds to the chosen height differences
of 3.5 m and 8.5 m, respectively. With an increasing transmit
antenna gain, the radius of the circle, thus, also the allowed
region size for legitimate receiver positions shrinks. A smaller
height difference between the transmitter and receiver also
results in a smaller radius. Furthermore, in Fig. [3]the minimum
channel capacity for a legitimate receiver is depicted. For
Fig. 3] we consider the same transmit power of 9 mW for
all used antenna gains. The minimum capacity is experienced
by a receiver positioned on the edge of the circle since this
position corresponds to the maximum path length and the
minimum transmit antenna gain. With an increasing antenna
gain, the circle becomes smaller, hence, the maximum possible
path length to a legitimate receiver also decreases, which
results in a smaller path loss. Furthermore, with an increasing
antenna gain, the received signal power increases. Both aspects
contribute to the increasing channel capacity because of an
increasing antenna gain. Thus, with weaker directed antennas
more legitimate receivers can be communicated with, but the
minimum channel capacity decreases.

In Scenario 2 depicted in Fig. [Tb] the transmitter is placed
on the wall on one side of the room with a height difference
of Iap = 8.5 m to the legitimate receiver. Compared to

Cap [bits/channel-use]

G [dBi]

Fig. 3. Minimum channel capacity C'ap for Scenario 1 when the legitimate
receiver is located within the 3 dB power cone that depends on the transmit
antenna gain G'a for two height differences [op between the transmitter and
legitimate receiver.
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Fig. 4. Channel capacity Cap for Scenario 2 for different antenna gains Gz .
The distance between the transmitter and legitimate receiver dap is measured
horizontally on the floor.
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at

Scenario 1, strongly directed antennas are assumed in this
scenario. The transmit antenna alignment is not fixed but can
be adapted depending on the location of the legitimate receiver.
Fig. |4 shows the channel capacity for this scenario, which
depends on the used antennas for three different horizontal
distances dap between the transmitter and the legitimate
receiver. For all receiver positions, a transmit power of 0.5 mW
is used. Similar to Scenario 1, the channel capacity increases
with stronger directivity and smaller distances. High gain
antennas are necessary to compensate for the pathloss caused
by large distances to provide a large channel capacity.

In Fig. [5a] a secrecy map for Scenario 1 is depicted, where
we mainly follow the approach in [8]] to plot the secrecy map.
Alice, Bob, and Eve use antennas with gains of Gy = Gg =
GE = 10 dBi. The height difference between transmitter and
legitimate receivers are [ap = 3.5 m. Bob is located within
the smaller depicted circle with radius rg = 7.2 m.

For an appropriately chosen secrecy code, the probability
that the average error at Bob is greater than ¢ or that the
semantic security level achieved for the transmitted messages
is greater than ¢ is doubly-exponentially small; see Section
We chose the secrecy code parameters such that ¢ < 1073 for
all legitimate receiver locations within the circle with radius
rg. As shown in Fig. 2] rg depends on the height difference
between the transmitter and the receivers as well as the antenna
gains. Using the same secrecy code parameters, the semantic
security level ¢ is calculated for different eavesdropper loca-
tions. A color map is used to depict the achieved semantic
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(a) Scenario 1: Alice is in the middle and Bob is within

the smaller circle around the center with a height differ-

ence of [og = 3.5 m. Alice, Bob, and Eve use antennas

with antenna gains Gp = Gg = Gg = 10 dBi.

y [m]

0 20 40 60 80 100
X [m]
(b) Scenario 2: Alice is on the wall [og = 8.5 m above
Bob with a horizontal distance of dap = 15 m. Alice
and Bob use antennas with gains Go = G = 20 dBi,
whereas Eve uses a strongly directed antenna with gain
GE = 25 dBi.

Fig. 5. Secrecy Maps for the chosen scenarios. Semantic security levels are depicted for the corresponding eavesdropper positions. Pre-determined parameters

for evaluations: n = 2000, ¢ < 103, and R = 0.2 bit/channel-use.

security level § for the corresponding eavesdropper positions.
A higher semantic security, corresponding to a smaller value
of §, can be achieved if the presence of an eavesdropper in
a second circle with radius rg can be prevented. The size
of this circle depends on the antenna gains of the transmitter
and eavesdropper, the secrecy code parameters, and the height
difference between the transmitter and the legitimate receiver.
For a strongly directed antenna available at an eavesdropper,
the insecure region enlarges. For the scenario shown in Fig. [5a]
where Alice, Bob, and Eve use antennas with the same gain
Ga = Gp = Gg = 10 dBi, the radius is rg = 21.1 m.

In Fig. [5b] the secrecy map for Scenario 2 is shown, where
the horizontally measured distance from the legitimate receiver
to the transmitter is dagp = 15 m. We choose Gp = Gy =
20 dBi and Gg = 25 dBi. The target semantic security
level ¢ is depicted for perfect alignment of the transmitter
to the position of Bob. Furthermore, in addition to the results
depicted in Fig. [5b] we fix the transmit power and vary the
secrecy code parameter L such that the reliability ¢ ~ 1073
is achieved for horizontal distances between Alice and Bob
between 5 m and 25 m. For small horizontal distances,
the insecure region includes only a small area around the
legitimate receiver. With an increasing distance, the size of
this area increases. This implies that the maximum horizontal
distance dap must be limited even for legitimate parties with
high-gain antennas to ensure secure communication.

We next analyze the effects of secrecy code parameters on
the semantic secrecy levels achieved for Scenario 1. Since the
resulting semantic security levels are radially symmetric for
Scenario 1, we focus on the horizontal distance rg between
the eavesdropper and the transmitter. In Fig. [6] the resulting
secrecy levels §(rg), a function of the distance rg, for multiple
blocklengths n are shown. With a larger blocklength, the
transition from the insecure region with 6 = 1 to the secure
region with § = 0 becomes sharper and a smaller insecure
region is observed. For eavesdropper antennas with higher

directivity, the area of the insecure region increases.

We next define the threshold radius 7g as the distance
between the transmitter and eavesdropper to achieve a se-
mantic secrecy level of 1073, i.e., 0(rgo) = 103, Fig.
illustrates 7g o for multiple secrecy code rates, eavesdropper
antenna gains, and target reliabilities. Both a larger code rate
R and a larger eavesdropper antenna gain G'p increase g g.
Furthermore, if a higher reliability for the legitimate receiver
is targeted, corresponding to a smaller ¢ value, rg o increases
only slightly for small secrecy code rates.

V. RESULTS AND DISCUSSIONS

For both presented scenarios, the secrecy maps show a sharp
transition between secure and insecure regions for downwards
alignment of the transmitter. To ensure secure indoor THz-
wireless communication, the access of eavesdroppers to the
insecure regions must be prohibited, i.e., the presence of an
eavesdropper must be restricted to the secure regions. While
weakly directed transmit antennas allow secure communica-
tion with multiple legitimate receivers without adaptation of
the alignment, the insecure region enlarges as compared to a
more directed communication. The insecure region enlarges
also for high-gain eavesdropper antennas.

With an increasing horizontal distance between the transmit-
ter and legitimate receiver, the region that experiences a high
transmit gain enlarges, including a growing area behind the
point of alignment. For large distances, the resulting insecure
region contains a large portion of the room, including parts
of the walls. In this situation, preventing the eavesdropper’s
access to the insecure region would be even more challenging.
Especially the walls could be an easily accessible and hardly
detectable point of attack. For example, only a small hole in
a wall can be used for inserting an eavesdropping antenna
without entering the building. Thus, even for strongly directed
transmit antennas, the maximum horizontal distance between
the transmitter and the legitimate receivers has to be limited.
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Moreover, improvements of the THz-wireless communication,
such as using multiple antennas, might be necessary to reduce
the size of the insecure region.

In practice, the position and antenna gain of an eavesdropper
are generally not known. Thus, the worst-case scenarios for
the eavesdropper should be considered. An eavesdropper most
likely uses strongly directed antennas to overcome the larger
path loss and smaller effective transmit antenna gains (due to
the transmit antenna misalignment) compared to the legitimate
receiver. The reliability, which depends on the secrecy code
parameters, and the transmit power should be chosen such that
the resulting reliability for the legitimate receiver satisfies a
pre-determined target value. The choice of the target reliability
does not change the size of the insecure region significantly
for the parameters considered. However, the secrecy code
blocklength affects the size of the insecure region as well
as the sharpness of the transition between the secure and
insecure regions. Furthermore, decreasing the secrecy code
rate also causes a smaller insecure region. Thus, the strong
dependency of the achieved security level on the secrecy code
parameters proves the importance of a joint assessment of
security in THz-wireless communications taking into account
both information-theoretic analysis and methods of communi-
cation engineering.
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