1701.06187v1 [cs.IT] 22 Jan 2017

arxXiv

Joint secrecy over the K-Transmitter Multiple
Access Channel

Yanling Chen*, O. Ozan Koyluoglu! and A. J. Han Vinck*
* Institute of Digital Signal Processing, University of Duisburg-Essen, Germany.
t Department of Electrical and Computer Engineering, The University of Arizona.
Email: {yanling.chen, han.vinck}@uni-due.de, ozan@email.arizona.edu.

Abstract—This paper studies the problem of secure
communication over a K-transmitter multiple access
channel in the presence of an external eavesdropper,
subject to a joint secrecy constraint (i.e., information
leakage rate from the collection of K messages to an
eavesdropper is made vanishing). As a result, we es-
tablish the joint secrecy achievable rate region. To this
end, our results build upon two techniques in addition
to the standard information-theoretic methods. The
first is a generalization of Chia-El Gamal’s lemma on
entropy bound for a set of codewords given partial
information. The second is to utilize a compact repre-
sentation of a list of sets that, together with properties
of mutual information, leads to an efficient Fourier-
Motzkin elimination. These two approaches could also
be of independent interests in other contexts.

I. INTRODUCTION

For the problem of reliably communicating independent
messages over a multiple access channel (MAC), Ahlswede
[1] first studied the 2-transmitter and 3-transmitter cases
and determined the respective capacity regions; whilst
Liao [2] considered the general K-transmitter MAC and
fully characterized its capacity region.

Inspired by the pioneering works of Wyner [3] and
Csiszar and Korner [4] that studied the information the-
oretic secrecy of a point-to-point communication in the
presence of an external eavesdropper, a MAC with an
external eavesdropper was first introduced in [5]. In par-
ticular, [5] focused on a degraded Gaussian MAC with
K-transmitters and established achievable rate regions
subject to a pre-specified secrecy measure; while a discrete
memoryless 2-transmitter MAC with an external eaves-
dropper was considered in |6]. Further works on MAC with
an external eavesdropper include but not limited to |7]-
[10]. However, its secrecy capacity region, even for the 2-
transmitter case, still remains an open problem.

In this paper, we consider the secure communication
over a K-transmitter MAC subject to the joint secrecy
constraint (i.e., information leakage rate from the collec-
tion of K messages to an eavesdropper is made vanishing),
the channel model of which is shown in Fig.[I] As a general
result, we establish a joint secrecy achievable rate region.

This work is supported in part by DFG Grant CH 601/2-1 and
NSF award CNS-1617335.
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Fig. 1: K-transmitter DM-MAC with an eavesdropper.

The rest of the paper is organized as follows. Section [[I]
introduces the system model and presents necessary def-
initions; Section [[I]] gives the general conditional entropy
bound. The bound plays an important role in establishing
the joint secrecy rate region that is given in Section [[TI}
To enhance the flow of the paper, some details for the
Fourier-Motzkin elimination are relegated to Appendix [A]

II. PRELIMINARIES

Consider a discrete memoryless MAC (DM-MAC) with
K transmitters, one legitimate receiver, and one passive
eavesdropper, which is defined by p(y, z|z1, 22, - ,ZK).
The transmitter ¢, aims to send message m;, to the legiti-
mate receiver, where ¢ € KK = {1,2,--- , K'}. Suppose that
27 is the channel input at transmitter ¢, and the channel
outputs at the legitimate receiver and eavesdropper are y"
and 2™, respectively. By the discrete memoryless nature of
the channel (without any feedback), we have

n
) = Hp(y17 Zi|x1,ia e
=1

,2"fiK n) secrecy code C,, for the DM-

n

p(y 7zn|$?7"' y UK 71‘K7i)' (1)
A (Qan , QTLRQ’ ..
MAC consists of
o K message sets M1, My, - --
[1:278] for i € K;
o K encoders each assigning a codeword z' to message
m,; for ¢ € K; and

, Mg, where m; € M; =

e One decoder at the legitimate receiver that
declares an estimate of (mq,me, -+, mg) say
(hy,Ma, -+ ,Mmk) or an error to the received

sequence y".
In this paper, for a list of random variables W; for
j €K, and a fixed J C K, we denote Wy = {W;]i € J}.
Assume that the messages My are uniformly distributed



over their corresponding message sets. Therefore, we have
R, = %H(MZ), for ¢ € K. Denote the average prob-
ability of decoding error at the legitimate receiver as

Pr(C,) =Pr { UA{M; # MZ}|Cn} . Define the joint infor-
€K
mation leakage rate to the eavesdropper by Ry x(Cp) =
LI(My; Z™|Cy). The rate pair (Ry, Ry, - -+ , Rg) is said to
be achievable under the joint secrecy constraint, if there
exists a sequence of (2"f1 27z ... 9nBx n) codes {C,}
such that
PCn) < €, (2)
RL,IC(CH) S Tn, (3)
lim €, =0 and (4)
n—oo

Recall that £ = {1,2,---, K}. We have the following

definition and lemmas.

lim 7, =0.
n—oo

Definition 1. The indicator vector of a subset T of set
K, denoted by 17, is a 1 x K wvector, with its i-th element
equal to 1 ifi € T and 0 otherwise, for 1 <i < K.

For instance, for K = 5, K = {1,2,3,4,5} and T =
{1,3,5}, we have 1 =[1010 1], and 1 =[0 0 0 0 0].
Let {7;|1 <14 <t} be a list of ¢ subsets of K.
Definition 2. The presence vector of {T;|1 < i < t} is
¢
defined to be tyx = > l7;, which counts the number of
i=1
presences of each element of KK over {T;|1 < i < t}.
Definition 3. A compact form of the element rearrange-

ment for {T;|1 < i <t} is defined to be {T|1 < i < t},
where T;"; contains the elements that present at least i times

from all these t subsets, i.e.,
k=1

7;*1 = U
{1, .5 C1t]

Clearly, T, € Ty5y—1 € -+ C T And, T = 0 fori >

tmax, Where tmax s the largest element of tx. So {7;*Z|1 <

i < tmax} 8 the compact form without the empty sets.

¢ ¢ tmax
Lemma 4. ty = > 1y =) 17 = > 17-.
i=1 i=1 =1

For instance, for K = 3, K = {1,2,3} and {7;|1 <i < 3}
with 73 = {1}, 72 = {1,2}, T3 = {2,3}. We have tyx =
(2:2,1), tmax = 2, T5h = {1,2,3}, T35 = {12}, 7515 = 0.

Lemma 5. Given two lists of sets {T1;|]1 < i < t1} and
{T2i|1 < i < ta}, elements of which are t; and ty subsets of
set IC, respectively, if they share the same presence sequence
tu, then they also share the same compact form of the
element rearrangement without empty sets.

III. CONDITIONAL ENTROPY BOUND

In this section, we give the conditional entropy bound,
which is a generalization of Chia-El Gamal’s lemma [11}
Lemma 1] on entropy bound for a set of conditionally
independent codewords given partial information.

Lemma 6. Let R,; > 0 for i € K, ¢ > 0, and
(@ Vi, Vi, Z) ~ plq) ‘Hcp(viIQ)-p(Z|v1,-~- oK ). Let
1€

,q(n))
distributed according to [] p(q(t)). For i € K, let
t=1
Vi), Loe [1 be a set of random se-
quences that are conditionally independent given Q"
and each vl = (v;(1),---,v;(n)) distributed accord-
ing to [] p(vi(t)|q(¥)), and let C be the codebook of

=1

(Q™, Vi (1),--- , V(2"fvx)) | Let L; be the random index
of V", for i € K, with an arbitrary probability mass
function. Then, if Pr{(Q",V{*(L1), -+, Vi (Lk),Z"™) €
TV, VK, Z)} = 1 asn — o0 and

S Ry = 1(V5i21Q), VI CK
JjeET

Q" be a random sequence and each ¢" = (g(1),---
n

QnRv,i]’

(5)

there exists a d6,(€) — 0 as € — 0 and n — oo, such
that for n sufficiently large, H(Lq, -+ ,Li|Z™,Q",C) <

n l ij I(V}(;,Z|Q)‘| +n5n(€)-
JjEK

Proof: Given 2", let us define £ as the set of indices
(l1,12,- -+ ,lKk) such that

(qn7v?(l1)7 e 7U?((ZK)7ZTL) € 7:”(@7‘/17 o

First we show that the expected size of this list, over all
randomly generated codebooks, is upper bounded by

: 7VKaZ)~

2K
E(L)) <14 ) 2nltol (6)
i=1
where I; = >~ R, ; — I(V7,;; Z|Vze,Q). Here, {J;li € [1:

JE€T:
2K — 1]} are the 2% — 1 non-empty subsets of K, and
J¢ = K\J; for i € [1: 2K —1]. Note that

E(I£]) =Pr{(Ly, -, Lk) € L}
+ > Pr{(li,-- ,lx) € L},

(el )# (L, L)

where (L1, ---,Lg) are the true indices chosen by
the sources. Since Pr{(¢",v}(L1),---,v%(Lk),z") €
TR, V1, ,Vk,Z)} — 1 as n — oo, the 1st term tends
to 1 as m — oco. As for the 2nd term, we can distinguish
(2K — 1) cases according to the values of (Iy,la, - ,lx).
More specifically, for each J;, i € [1 : 25X — 1], we consider
the following case:
e lj #Ljfor j€J;,and l; = L; for j € Jf.
n Z Ry j

In this case, in total there are at most 2 €7

possible (I1,---,lx). By the joint typicality lemma,

we can upper bound Pr{(l1,- - ,lx) € L} by

o~ nI(Vg;3Vae,21Q)+nd(e) (a) 2—n,I(VJi;Z\Vjic,Q)—‘rn(S(e)’

where (a) is due to the fact that V7, and Ve are
conditionally independent given Q.



Therefore, in this case, there are at most 27l +(e)

number of (I1,lz, - ,lx) falling in the list L.
Summing up all the numbers of (I1,1s,--- ,lx) falling in
the list £ over all these (2% — 1) cases, we prove

Furthermore, define the indicator variable E = 1 if
(L1,--+,Lg) € L, and E = 0 otherwise. We have
H(L17' e aLK|Zn7QnaC) < H(le aLKvE‘vaQn7C)

<H(E)+ H(Ly,---,Lk|Z",Q", E,C)

(b)
S1+H(L1’ ’LK|ZTL’QH’E: 170)
L Pr{E = 0}H(Ly, - , L [C),

where (b) follows from the fact that H(E) < 1 since F is a
binary random variable; Pr{E = 1} <1 and conditioning
does not increase the entropy.

Since Pr{(¢",v{"(L1), -+ ,v% (LK), z") € T(Q, Vi, -,
Vk,Z)} — 1 as n — oo, then Pr{E = 0} =
Pr{(L1, L2, - ,Lk) ¢ L} can be made arbitrarily small
as n — oo. Next,

H(Ly, -+ ,Lg|Z",Q",E =1,C)

@H(le' aLK|Zn7Qn7E:17CNC’7‘£|)

<H(Ly,---,Lg|E=1,L,|L])

= Y Pr{lf|=0H(Ly, - ,Lg|E=1,L,|L] =1)
lesupp(|L])

(d)

< 3 Pr{lL] = 1} logy(1)
lesupp(|£])

—E(logy(|L])) < log, (E(1£]))

()

<nmax{0, max
i[1:2K —

| L} + K +nd(e)

(9)

<n ZRW

JEK

I(Vic; Z|1Q) | + K +nd(e),

where (c) follows from the fact that £ and |£| are functions
of the output Z™, given C and Q™; (d) is due to the fact
that, knowing E = 1, the sent indices (L1, Lo, -, LK)
belong to the list £ and the uncertainty is upper bounded
by the log cardinality of the list; (e) is by Jensen’s in-
equality; (f) is by @ along with an application of the log-

(£)
and (g) follows if the rates satisfies (b)),
jeT

I(Vy; Z), YJ C K. This, along with previous remarks
yields the desired inequality (by defining d,,(¢) to be the
arbitrary small term O(e) 4+ (K +1)/n). ]

IV. ACHIEVABLE RATE REGION

< maxx+log2(\/'\,’|)
Z Rv] >

sum-exp inequality: log,

In this section, we give an achievable joint secrecy rate
region of the K-transmitter DM-MAC with an external
eavesdropper. This result recovers the joint secrecy result
for K = 2 in |12, Theorem 2], which improves [6} (8)] with
channel prefixing as demonstrated in [12].

Theorem 7. An achievable joint secrecy rate region of
the K-transmitter DM-MAC with an external eavesdrop-
per is given by the union of non-negative rate pairs
(R1, Ry, -+, Rk) that are defined by the followings:

> R <I(VyYVze,Q) = I(Vy; Z|Q), VI CK
j€T
where the union is over input probability distributions that
factor as p(q) F!Cp(vilq)p(xilvi)
i€
Proof: Fix p(q) and p(v;|q),

ate a random sequence ¢", where p(¢") =

p(x;|v;) for i € K. Gener-

H p(q(t)) with

each entry chosen as i.i.d. p(q). The sequence q" is given
to every node in the system.

Codebook generation: For i € K, to construct code-
book C;, randomly generate 27MFitHR:irl ijd. sequences

U;ﬂ(mi’miw)’ with (mivmi,r) € [1 2nR~] X [1 : 2nRi"T]7
each with probability p(v}|¢") = H p(vi(t)|q(t)). Every
node in the network knows these codebooks Denote the

overall codebook as C.
Encoding: For i € K, to send message m;, transmitter
i randomly and uniformly chooses m; . € [1 : 2"f%.r] and
finds v]*(m;, m;). Then, given the codeword v}*(m;, m; ),
n

it generates a according to > p(x;(t)|vi(t)) and trans-

mits this sequence to the charfﬁél.

Decoding: The legitimate receiver, upon receiving y",
finds v} (1hy, My 1), V5 (M2, o), ... , VE(MK, MK ,) such
that (’U?(ml, mu), Ug(mg, 'I?A’LQ’T), tee 7’0?((7?1,](, T?LK,T), yn)
is jointly typical.

Analysis of the error probability of decoding: Consider
the expected value of the error probability of decoding
over the ensemble of random codes C, i.e., P. = E[P.(C)].
Note that here C denotes the random variable that rep-
resents the randomly generated codebook that adhere to
the above scheme. From the decoding analysis for the
multiple access channel, see, e.g., [13], P. can be made
approximately zero as n — oo if

Z[Rj + R ] <I(V7;Y[Vze,Q),
jea

Analysis of joint secrecy: For the joint secrecy as defined
in (3), we show in the following that E [Ry, x(C)] < 7,. To
this end, we show that H(M|Z™, Q™,C) > n Z R;

as this implies I(My; Z™|C) < I(My; Z" Q”|C’) < nt,.
H(Mx|Z™,Q™,C) = H(Mk, Z™"Q™,C) — H(Z™|Q",C)
:H(M’C7M/C,T|Qnuc) +H(Zn|M/C7M}C,T7Qnﬂc)

—NTp,

— H(Z"|Q",C) — H(My .| My, 2", Q",C)
WH (Mg, My ,|Q",C) + H(Z"|V}", -+ , Vi, My, Mic., Q",C)
— H(Z"|Q",C) — H(My .| My, 2", Q",C)

@nZ[RI + Ri,T] + H(Zn|vln’ Vv2n7 e
€K

Vi, Q™,C)



—H(Z"\Q",C) — H(Mi »|Mk,Z",Q",C) — [bk] is a (25 — 1) x 1 matrix with the i-th row

(o) to be bj =I1(V7;Y|Vge,Q),

ZnZ[Ri + Rip] = IV, Vi Z27Q™,C) — [b7] is a (2% —1) x 1 matrix with the i-th row
ek to be b, = I(Vz; Z|Q);
0 ZR CI(Vi; Z]Q) + ¢ (> nZR o e [07] is a (2K — 1) x K matrix with zero elements.
ek ’ ik 7 Properties of b} and b>; are given in Lemmain Appendix
n o un [A] which play a crucial role in removing the redundant in-
Kiﬁiﬁoé:) Ofol(l](;/‘\[zvs ]\Zr On)l the f?;} t}}\ift V)l ’resp’e‘gfivjlr; quations so as to avoid the double exponential complexity
1 1,r)y """ K K,r), )

of the Fourier-Motzkin elimination.
Note that A’; A” are both (25+1 —2) x K matrices. In
particular, we have

given Q" and C; (b) follows from the fact that
H(My, Mk .1Q™,C) = nZ[R + R;.], and given Q"

and C, (M, My ,) — (V1 ,V2 s, V) — Z™ forms a 1] 1
Markov chain; (c) follows from Lemmal6] (with R, ; = R;,, A" = [ B 7| =B®|ly], where B = [ _ } . (10)
. .. [17] 1
for i € K) by requiring :
Here ® is the Kronecker product. According to |15, Theo-
Z Rj» 21(V7;2|Q), VI K. (®)  rem 1], we are looking for a G such that {wA'x’ < wb|w €
jes G} is equivalent to the final system of the Fourier-Motzkin
(d) is due to the fact that I(Vy",--- V2 Z"|Q™,C) < elimination. Here, G is a base of essentially different
n[I(Vi, -+ ,Vk; Z|Q) + &4], the proof of which follows the minimal vectors of F that is the cone of non-negative
proof of |14 Lemma 3], and taking 7,, = 2¢,,. solution w > 0 of wA” = 0.
Joint secrecy achievable rate region: We summarize the In fact, for our system defined by (@, we find
requirements in order to guarantee a reliable communica-
tion under the joint secrecy constraint as follows: G=D®Ip_y, whereD = [ L ] ’ (11)
e the non-negativity for rates; Here I,, is an n x n identity matrix. In the following, we
« the conditions for a reliable communication, i.e., ; show that G (as defined in ) is a base of essentially
o the conditions for the joint secrecy, i.e., . different minimal vectors of F. Note that the system
That is, we have the following system of inequalities: defined by {wA'x" < wblw € G} is:
STIR; + Ryy] <1V Y|Vize,Q), forall 7 C K, GAX' <Gb & [g]x' <[y -b7]. (12)
ies Firstly, it is clear that w € G is positive, i.e., w > 0.
Z R;,>I(Vs;Z|Q), forall J C K. Secondly, we show that wA” = 0 for any w € G. Note
jeT that A” = B®[17] by (10). Therefore, if w-(B®[17]) = 0,

To obtain the desired region of {R;|i € K}, the variables We have w- A" =0 as well. It is easy to verify that

of {R; |t € K} are to be eliminated. (The rate constraints B (a)

R; > 0 for ¢ € KC are not included here, since they will not G(Ba[lg]) = (D&lyx_.)-(Be[ls]) = (DB)&[ls] = [07]

be involved in the Fourier-Motzkin elimination. But they where (a) is due to the mixed-product property of the

will be included in the final derived region.) Kronecker product: (A ® B)(C® D) = (AC) ® (BD).
Fourier-Motzkin Elimination: A matrix notation of the Furthermore, by definition of G in (LT, each row of G

above system of inequalities can be written as follows: is essentially different from the others. And, they are all

(1] Ry (1] Ry [b}] minimal according to |15, Theorem 2].
: + : < , Most importantly, we show in the following that any
[ [07] Ry —[17] R - [b7] other positive vectors ¢ satisfying ¢ - A” = 0, will pro-
T — N “7—’ ‘—bf—’ duce only redundant inequations. For convenience, we
" " (9) denote ¢ = [ct ¢7], with ¢t = [¢f, -, c5x_,] and
where ¢ = [c, -+ ,cox_4]- Then, c- A” = 0 is equivalent to

e 17 is the 1 x K indicator vector of the subset J of - [lg]=c™ - [L7].

the set K (which definition is given in Definition ; Recall that for 1 < i < 25 —1, 17 is the indicator

e Since J = () introduces only redundant inequations, vgctor of J;, and thus C?_ >0 (or ¢; > 0) indicates Cj_ (or
only the non-empty choices of J need to be con- ¢€; ) number of presences of J;. Let

sidered. Let {J1,---,Jox_1} be the list of 25 — 1 Jor ={ T, T Tiveo  Tiyeoe Tk 1y o+ s Jar 1}

different non-empty subsets of K. We have J € ~— ——
{jla"' aJZK—l}; CT Cj— C:K—l
e [17] is a (2K — 1) x K matrix, with the i-th row to Joo ={T, T Tiseo Tineor s Jorc 1o s Jax 1}
C ) ) ) ) ) ) 9 ) — 1 ) — -
be the indicator vector 1y, where 1 < i < oK _ 1. —— —_——

Correspondingly, 2 2 Ky



2K 1

> ¢; . Simply

' i=1
{TH T ,\7;1} and J.- =
,J._}, we have

Denote nt =

2K 1
> ¢f and nm =
i=1
representing Jo+ =

{._717,._727,"-

nt n-
gl =Y 1 ¢ fgl=Y 1, (13)
1:+1 z:i
cHpE =Yt o= 00 (14)
i=1 " i=1

Note that ¢t - [17] = ¢~ - [17] and together imply
that both J.+ and J.- share the same presence vector
cy = ¢t - [1g] (according to Definition . Denote the
largest element of cx to be cmax-

Let {721 < i < nt}and {J°|]1 <i < n~} be the
compact forms of the element rearrangement (definition of
which is given in Definition for J.+ and J.-, respec-
tively. Then, according to Lemma [5] they also share the
same compact form of the element rearrangement without
empty sets, i.e., {TF|1 <i < cmax}. That is,

\71_@ = ‘_71.67 for 1 S ) S Cmax» (15)
¥7i®:k7]@:®7 fOI' Cmax<i§n+&cmax<j§n_'

Since the element arrangement does not change the pres-
ence vector, we have by Lemma [4}

Cmax

cy=ch [lg]= leiea.
i=1

Now if we sum up the rows of with respect to
{jfB|1 < i < Cmax}, We obtain the following inequation:

(16)

Cmax Cmax

; 1ex < ; [b}ﬁa _ b}i@] .

On the other hand, if we apply ¢ to the original system
@D, we obtain the following inequation:

" [Lg]x < ¥ [b7] =7 [bg]

nt n-
e <Yb =Y, (1)
-1 =1

where (a) is due to and (14).
Note that the LHS of is the same as the LHS of
(17) (according to (16))). However, we can show that

(17)

cA'x' <cb =

nt n- nt n
RHS of :Zb;+ =Y b (>i) Zb;@ — Zb}@
i=1 =1 i=1 =1

Cmax
© {b}i@ - b}_@] — RHS of (T7),

p ; i
where (b) is according to Lemma [8| (as given in Appendix
and (c) is due to and bj = b, = 0. That is, is
redundant since it is already implied by , which can be
derived as a linear combinatory with positive coefficients
of inequations of . Since this applies to any positive

vector ¢ that is other than the rows of G (as defined in
(11)) such that ¢ - A” = 0, therefore, the final system of
(9) is equivalent to the one (|12]).

As a conclusion, establishes the resulting joint
secrecy region. |

APPENDIX A
PROPERTIES OF b} AND b7
Recall that b+ = I(Vy; Y|Vre, Q) and by =I1(Vr; Z|Q)
as defined in (9)). We have the following lemma:

Lemma 8. Given {T;|1 < i < t} as a list of t subsets
of I, and its compact form of the element rearrangement
{7511 <i < t}, we have

t t t t
+ + - -
D b =) by, and ) bp <) br..
i=1 i=1 i=1 i=1
To prove Lemma [8] we need the following two lemmas.

Lemma 9. Given {T;|1 < i < t—1} as a list of t — 1
subsets of K, and list {T;|1 <i <t} (with one more subset
T included), let {7, ;[1 <i <t—1} and {T5|1 <i <
t} be their compact forms of the element rearrangement,
respectively. We have

7;*—1,1 uT i = 1
T = T U (7;*71,1'71 ﬂﬁ) l<i<t
TN i=t

Proof: The proof for ¢ = 1,t is straightforward by
definitions of 7;* and 7. For 1 < i <, the proof is given
in steps — (at the top of the next page), where
is by the definition of 7,%: is due to the distributive
laws of the sets and is by the definition of 7;* ;.
Lemma 10. For V7,72 C K, we have

+ + + +
1) b[l —H)Z—2 > b[lmé +b§u7’27
2) by +b7, <byag +onun-

Proof: We only give the proof for b}tl + b% . A similar

proof applies to b, + b ..

(@)
by, + b7, = IV Y |Vre, Q) + I(Vry Y [Vre, Q)

®)
= I(Vrinn: Vante: YIVre, Q) + [(Vr: YV, Q)

(©
= I(Vriare: Y Vrie, Q) + I(Vrinms; YIViming)e, @)

+1(Vr; Y [Vrze, Q)

(9

> IVt YIVinan)e Q) + IVrate: YIVrenre, Q)

+ IV YVrnme, Vienne, Q)

(e)

= I(Vrinr: YIVinams @) + IVrun: YIVinunm)e @),
where (a) is by the definition of b¥; (b) is by the fact
that 71 = (T1NT2) U (T1NTF); (¢) is by the chain
rule of the mutual information; (d) is by the facts that
Ty = (N T3) U (TENTy) and I(Vria7e; YVIVre, Q) =
I(Vrn7e: VrienTs, YVienne, Q) > I(Vrate; Y Vrente,



mﬂk =

= U U
{71, ,5: Y C[1:t] \k=1 {71, ,3: 3 C[1:t—1]

i

{j1,++,4: yC[1:t—1] \k=1

Q), which holds since Vyn7e, Vyenr, and Vyeqpe are
independent given @; and (e) is due to the facts that
TiUT=TU(TiNnTy)and T°NT°=(T1UT2)°. =
Now we give the proof of Lemma [§] as follows.
t
First, we show that the statement Z by > Y b s
i=1

=1

true by induction.

o For t = 1, we have by definition 77"y = 7;. Thus,
b = bT* and the statement is true for t = 1.

. For t= 2 the statement is true by Lemma

o Assume that the statement is true for some natural
number ¢t — 1. That is, for any {T;|1 <i <t — 1} as
a list of t — 1 subsets of K, and its compact form of
element rearrangement {72111 <i <t—1}, we have

zb >Zb+*

o Now we show that the statement is also true for ¢.
t t—1 () i=1
+ + + + +
D bR =D by oAby 2 Y b +bf
i=1 i=1 i=1
t—1
_ + + +
—Zb (o )

bl)

(c1) + ( + + ) +
Zb b, T o) T 0T
(b2) S + + +
= Z?)b 1 + (bT* 1,2 + bT* 12Y (7;*17107;)>
+ b
t,1
( )t—l 2
c2 + + + +
DL IR (A B )
1=4 =1
(bt—1)
+ + +
= thir + bT* 16— 1U(7't’:17t7207}) + Z:b t*t

(ez1) Z bh.

where (a) is due to the fact that the statement is true
for t—1; and for 1 < j <t—1, step (bj) is by applying

i—1
Tin U U ﬂ Tji ﬂﬁ (19)
{71, di—1}C[L:t—1] k=1
i—1
{71, di—1}3C[1:t—1] \k=1
(21)

Lemmaand the fact that 7,*, ;N (7?‘_17j_1 NT) =

7;*_17]- NT; for 2 < j <t—1 (since 7;*_17j - 7?—1;‘—1
by definition); step (c;) is by applying Lemma (9| In
particular, (c1) is by the fact that T,y = 7,4 ; UTi;
step (c;—1) is by the fact that 7%, = T;* ; ,_; () Ts; and
other intermediate steps are by the fact that 7,"; ;U
(7;*_17]-_1 NT) = oy for 1<y <t

A sirnilatr proof can be applied to show that the state-

ment for ) b7 is also true. This concludes our proof.
i=1
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