Impact of MU-MIMO on Passive Wi-Fi Radars:
Threat or Opportunity?
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Abstract—Passive Radars are devices that make use of existing
communication signals for wireless channel sensing. On the other
hand, Wi-Fi has become the main gateway that connects devices
to the internet. Recently, IEEE established the WLAN Sensing
Task Group whose purpose is to study the feasibility of Wi-
Fi-based environment sensing, where some of the technologies
share similarities with Passive Radars. In the meantime, Mullti-
User Multiple-Input Multiple-Output (MU-MIMO) technology
is introduced to the Wi-Fi standard. It is designed to improve
the spatial efficiency of the wireless channel by simultaneously
transmitting directive Wi-Fi signals to users. This paper aims
at quantifying the impact of MU-MIMO signals on Passive Wi-
Fi-based Radar-like sensing. First, based on the position of the
client devices and the channel geometry, the radiation pattern of
the AP is derived. While the wireless channel is illuminated by
directive radio waves, the magnitude of the Poynting vector is
obtained at a local point target, which then reflects the incident
radio waves. Finally, the signal power seen by a sensing device
is computed under the influence of a multipath channel. Our
numerical analyses focus on an urban street, and we show that
MU-MIMO can be seen as; i) an opportunity, since the vicinity
of client devices are better illuminated, or ii) a threat, since the
remaining parts of the street do not receive sufficient amount of
power for channel sensing applications.

Index Terms—Passive Wi-Fi Radar, Passive Channel Sensing,
MU-MIMO, probability of detection

I. INTRODUCTION

Passive Radars (PR) are devices that detect and track
humans and/or other objects by applying radar processing
algorithms to opportunistically captured signals [1]. More
specifically, Passive Wi-Fi-based Radars (PWRs) estimate the
range, speed and Angle-of-Arrival (AoA) information from
the OFDM symbols transmitted in Wi-Fi frames [2]. However,
since the IEEE 802.11 Wi-Fi standard has ever been evolving,
its frame and signal structures has to be well studied in order to
evaluate the new opportunities and challenges that the standard
brings to PWRs. The milestones of 802.11 standard, which
uses only the sub-7 GHz spectrum, can be summarized as:
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e 802.11a: The Orthogonal Frequency-Division Multiplex-
ing (OFDM) modulation was introduced to deal with
frequency-selective wireless channels, for a maximum
bandwidth of 20 MHz, making it possible to apply
OFDM-based radar processing algorithms.

o 802.11n: After a few evolutionary amendments, Multiple-
Input Multiple-Output (MIMO) antenna configuration
was introduced which enabled spatial diversity through
4 spatial streams. Also, PWRs started to receive an
increased attention [3].

e 802.11ac: The downlink MU-MIMO technology was
introduced which increases the spatial efficiency by si-
multaneously transmitting data frames to multiple clients.
Moreover, the number of spatial streams and maximum
bandwidth were increased to 8 and 160 MHz (providing
roughly 1 meter range resolution), respectively.

e 802.11ax: Recently, uplink MU-MIMO and Orthogo-
nal Frequency-Division Multiple Access (OFDMA) tech-
nologies are introduced, which further improve the spatial
and spectral efficiency, respectively.

e 802.11be: In the near future, the next evolutionary step
of the Wi-Fi standard is going to bring even larger
bandwidths (up to 320 MHz, roughly 0.5 meters range
resolution), enhanced spatial diversity (maximum of 16
spatial streams), and possibly, coordinated and joint trans-
mission by multiple Access Points (APs) [4].

e 802.11bf 1EEE formed the WLAN Sensing (WS) Task
Group (802.11bf) whose goal is to introduce a Wi-Fi-
based sensing scheme within the 802.11 standard [5].

The WS and PWR share similarities since both of them work
with similar principles where OFDM-based channel estima-
tion techniques are applied on Wi-Fi signals. However, WS
provides a standardized framework where 802.11bf enabled
devices can collaborate for channel sensing. In contrast, PWRs



work by only listening/receiving already transmitted Wi-Fi
signals. Nonetheless, in [6], it is shown that the priorly known
training fields in Wi-Fi frames can be used for PWR process-
ing, without any need for reference signal reconstruction.

In the meantime, MU-MIMO is a technology that needs
further attention since it is designed only for wireless commu-
nication purposes, but its impact on PWR is not yet addressed.
In MU-MIMO the AP can form directive radio waves towards
different client devices (STAs), while minimizing the interfer-
ence among other STAs. To do so, an 802.11ax AP starts the
channel sounding session (CSS) by isotropically transmitting
the so-called Null Data Packet (NDP) [7]. Then, the STAs
estimate their channels based on the received NDP and send
it back to the AP. With the available explicit feedback, the
AP can compute a precoding matrix and start the MU-MIMO
data transmission. Therefore, the wireless channel is globally
illuminated during CSS while MU-MIMO illuminates only the
vicinity of STAs.

In this work, the impact of MU-MIMO on PWR pro-
cessing is examined. In [8], the statistical coverage analysis
of downlink MU-MIMO channel has been studied. Poisson
Point Processes are used to model the position of mobile
users and the APs, and a coverage probability is estimated.
In [9], the coverage probability and achievable rate analysis
are studied within a similar context, with the addition of
fractional frequency reuse. The contribution of our work can
be summarized as follows:

o By considering local point targets, frequency-selective
channels, and directive radio waves, the two-way received
signal power is derived for quasi-monostatic PWR geom-
etry.

o To show the pros and cons of having MU-MIMO enabled
during a PWR procedure, realistic numerical analyses are
provided which takes place in an urban street.

This paper is structured as follows. In Section II, the
system model is given for a MU-MIMO channel and the
corresponding radiation pattern for a given subcarrier is ob-
tained. In Section III, the received signal power and signal-to-
noise-power-ratio (SNR) are derived. In Section IV, numerical
results with various scenarios are provided to show the impact
of MU-MIMO on the illumination of wireless channel. Finally,
in Section V, the conclusion is drawn.

Notations: H, € CM*¥ represents a matrix and H,[m, n]
is an entry on its mth row and nth column. Moreover, H,[m, :]
and H[:;,n] are the mth row and nth column of matrix
H,, respectively. ||H||, is the ¢,—norm of the matrix H.
Meanwhile, H” corresponds to the transpose of matrix H.
Similarly, ~*, h* and H* correspond to conjugate of scalar
h, and Hermitian transpose of the vector h and matrix H,
respectively. Finally, M, N and @ represent the number of
STAs, number of Tx antennas at the AP, and the number of
OFDM subcarriers, respectively.

II. SYSTEM MODEL

We assume that an 802.11ax AP already transmitted an NDP
frame for channel sounding. After OFDM synchronization, the

STAs that will participate in the next MU-MIMO-enabled data
transmission frame estimate their channel transfer functions
(CTFs). Based on a given CTF, a Beamforming Feedback
Matrix (BFM) is derived per STA!, which is then used to
obtain the precoding matrix at the AP. Finally, the radiation
pattern per subcarrier is computed based on the corresponding
precoding matrix.

The MU-MIMO channel matrix between the mth STA and
nth Tx antenna of the AP on subcarrier ¢ can be defined as

H,[1,1] H,[1,N]

H, = ,e CMXN (1)

q=

H, [M 1 H,[M, N]

Since we assume that each STA is equipped with only one
receive (Rx) antenna, the rows of H, correspond to the CTF
of individual STAs on subcarrier q.

A. Beamforming Feedback per STA

Once the channel is estimated, an STA can compute the
singular value decomposition of its CTFE. Then, the right-
eigenvectors (spanning the AoA subspace) obtained from the
singular value decomposition are transmitted back to the AP
as BFMs. However, assuming that each STA is equipped with
one Rx antenna, BFM of the mth STA per subcarrier ¢ can
be written as

Vam = H[m,:]/ |[Hg[m, |, -

Hence, a BFM is simply the CTF on subcarrier g, normalized
by its /2— norm as long as the STAs are equipped with one Rx
antenna. Once the BFMs are obtained for all active subcarriers,
the STA sends them back to the AP

B. Precoder Matrix at the AP
Once the AP receives all BFMs from the M STAs, it stacks
them on a matrix per subcarrier, such that
H,[1, ] Hy[2,] _ Hy[M, ]
[Hq (L, ][, [1Hg[2,:]]l, [ H, [M, ][],

B, = e cVxM

)

In other words, B, corresponds to Hg in (1), where all of its
columns are independently normalized based on the ¢, norms.
The precoding matrix per subcarrier ¢ is obtained through
Zero-Forcing as follows

D, = B, (BZBq)_l, e CV*M

where the interference among different STAs is minimized by
orthogonalizing their BFMs [11].

'Tt should be pointed out that in 802.11bf, STAs do not transmit BFMs.
Instead, each WS participant transmits the raw estimation data, i.e., channel
frequency response, back to the AP.

2Depending on the values of N and @, the size of the BFM can be very
large. Therefore, STAs may quantize the information in BFM. However, the
impact of the quantization is beyond the scope of this work, readers are
referred to [10].



In the meantime, the array vector corresponding to the
uniform linear array geometry provided in Fig. 1 is defined
as a function of angle-of-departure (AoD) angle 6 at Tx

r(e) _ [1 ej‘n' cos(0) o ejﬂ'(N—l)cos(G)] ,E (CN

where the antenna spacing is half the carrier wavelength and

each antenna is omnidirectional. The vector containing the

complex symbols that will be sent to each STA on subcarrier

q is refered to as s, € CM whose variance is o3 =1,Yq.
Finally, the array gain per subcarrier ¢ at AoD angle 6 [12]

can be obtained as

2

. 2
0 2)

i |Dus)x(0)]
Jo |(Dys)*x(0)

where ) corresponds to 47 steradian. Here, combining the
precoder matrix with the data vector can simply be seen as
a sum over the columns of precoder matrix without changing
their amplitudes. When its Hermitian transpose is combined
with the array vector, nulls and peaks will be obtained on
certain 0 values.

Gq(‘g) =

Fig. 1. Array geometry where antennas are separated by \/2 meters.

III. RECEIVED SIGNAL POWER AT PASSIVE RADAR

In this section, the received signal power is derived as a
function of subcarrier ¢ and the position of a local point
target . The AP is equipped with N antennas for data
transmission, while the PWR device is equipped with a single
antenna, closely located to the AP, i.e., quasi-monostatic
geometry. Furthermore, all the antennas are omnidirectional
in the horizontal plane and vertically polarized. Radio wave
propagation is modelled by plane waves and all targets are
assumed to be in the far-field. The wireless channel is split
into two directions, namely

1) Forward channel (FC) which is defined as the wireless
channel between the AP and the local point target at x.
The transmitter power is set to unity (Pr, = 1W) and
the Tx array gain depends on the AoA as given in (2).

2) Backward channel (BC) which is defined as the wireless
channel between the local point target and the PWR
antenna. The backscatter power, i.e., the reflected signal
power, is assumed to be equal to the incident power
density (obtained in FC) multiplied by the Radar Cross
Section (RCS) of a hypothetical target.

A. Forward Channel

Assuming that the AP is equipped with an array of vertically
polarized and omnidirectional antennas, the total incident
electric field at the local point target is expressed by [11]

. L 270G (0
i) = Y- o 2000 ®
=0

where L is the number of multipath components (MPCs), Z
is the impedance of vacuum, a,; is the complex attenuation of
MPC [, e.g., ay = e 7P«% /R, in Free Space. Here, 6; and
R; correspond to the AoA and propagation distance of the
lth path between the AP and the local point x, respectively.
Moreover, in order to take into account the OFDM subcarriers,
the wavenumber is defined as

27
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where c is the speed of light in vacuum, f. and J; are the
carrier frequency and subcarrier spacing, respectively. The
magnitude of Poynting vector at the local point is obtained
as _ )
| B4 ()]
S =1
q(2) 2%,

The reflectivity of target, often measured by its RCS o,
affects the magnitude of reflected radio waves. Hence, the
power of reflected radio wave is oS, () where o is assumed
to be omnidirectional.

“4)

B. Backward Channel

Similar to FC, the scattered electric field at the PWR device
for a quasi-monostatic geometry can be expressed by

L
27008,
By(a) = Y agey 2207500 )
k=0

where aq, = e~ IBa B /Ry, is the complex attenuation in BC,
and Ry is the propagation distance of the kth path between
the local point z and the PWR, respectively. Assuming that
PWR is equipped with a single omnidirectional antenna, the

received signal power can be written as
2 [s(p)]2

Pq(x) = L ‘EQ(J;”

47 220

where ). is the carrier wavelength and the first term corre-
sponds to the antenna effective area. By using (3), (4) and (5)

in (6), we obtain
I 2
Z Qqly/ Gq(0])
1=0

The inner sum represents the magnitude of the Poynting vector
at the target, caused by FC. The radiation pattern obtained in
(2) is used for finding the array gain for each MPC. As seen,
the amplitude of reflected signal can be decreased if the phases
of the rays in FC cancel out each other. The outer sum, on
the other hand, corresponds to BC where each MPC and their

(6)

L
> ag (7)

k=0

Ao
PQ(m) = (4;)3




phases are also taken into account. Since the PWR device is
assumed to be equipped with a single omnidirectional antenna
there is no array gain applied in BC. However, similar to FC,
the sum over phase terms may yield a null, creating a blind-
zone for the sensing device. By setting L = 0 in (7), i.e., by
considering a Free Space channel where the distance between
AP/PWR and a target is noted by Ry

Mo G,(0)
(4m)*  Rg

Py(z) =

is obtained which corresponds to the classical radar equation.
Assuming that IV, coherent symbols/pulses are available for
wireless channel sensing, the total SNR is computed by adding
the magnitude of all subcarriers and dividing the result by the
thermal noise of a given bandwidth [13], such that

-1
Ny Z?:o Py(z)

kKTBF ®

SNR(z) =
Here, P,(x) can be replaced by (7). Moreover, k corresponds
to the Boltzmann constant while system terms 7', B and F'
correspond to temperature in Kelvin, bandwidth and noise
factor, respectively.

IV. NUMERICAL ANALYSIS

In this section, the impact of MU-MIMO is numerically
assessed over a set of scenarios where the AP/PWR is located
in an urban street as shown in Fig. 3. In order to derive the
related MPC parameters, the Urban Canyon Model (UCM) is
used with six-rays (L = 6, 1 LOS and its ground reflection,
2 first-order and 2 second-order reflections). The simulation
procedure is described in Fig. 2, which works as follows. First,
the CTF matrix H, is obtained for a given set of AP and STA
positions. Second, based on H,, the radiation pattern Gy is
computed for all subcarriers. Third, the street topology is finely
gridded into 0.1m x 0.1m pieces. A hypothetical human target
with opyman = —4dBsm is placed on a grid node z and the
corresponding channel parameters (6; and R;) are obtained.
Fourth, the SNR is computed for this target through (8), by
taking into account all six-rays in both FC and BC. Once the
third and fourth steps are repeated for all the grid nodes, a
heat map of the entire scene can be obtained which shows the
two-way SNR of hypothetical human targets placed on each
grid node.

Gq(0) -
For a given set of By using
AP/WS & STA Gq(8)), Ry and Ry,
positions, 1 Compute For a given x, compute
obtain Hy vq. | | Ga(6).¥4,v0. gt and R,VL | 7| SNRG),¥g,L k.

Fig. 2. The summary of simulation procedure. First two blocks are executed
only once per realization to obtain the radiation pattern. The third and fourth
blocks are repeated for all  positions. Once an SNR map of the entire scene
is obtained, it can be translated into a PD map in a point-by-point fashion.

The probability of detection (PD) is considered as the main
performance metric, which can be computed by numerically
solving the Marcum’s Q-function [14] for a given SNR and a
probability of false alarm (PFa) as follows [13]

o] 2 2

+a
PD(a,b) = / yexp (— 2 5 ) lo(ay)dy
b

where a = /2SNR(z), b = /—2In(PFa), and I, is the

modified Bessel function of the first kind of zero order.
Independent from the considered application, PD levels should
be as high as possible for a reliable detection system. In this
work, the PD requirement is set to PD > 90% for any point
target on the urban street.

In MU-MIMO, there are two types of Wi-Fi frame struc-
tures. First, the isotropically transmitted NDP where the num-
ber of available symbols is N, = N, i.e., one training field
per Tx antenna [7]. Second, the directive data frames that
contain N, = N + Ny symbols where N training fields are
followed by N, data symbols. Since the number of available
symbols has an impact on SNR, the difference between the
two frame structures is taken into account by defining the
following ratio I = (N+Ny)/N. Moreover, independent from
the radiation pattern (whether it is isotropic or directive), the
Effective Isotropic Radiated Power limit is set to 27 dBm at
5.6 GHz by the ETSI [ref]. Hence, during simulations, the
transmit power is adjusted accordingly. Finally, the simulation
parameters are summarized in Table 1.

TABLE I
SUMMARY OF THE SIMULATION PARAMETERS

Parameter | Value Unit
B 80 MHz
fe 5.6 GHz
Q 1024 -

N 4,8,16 -

r 2,4,8,20 -

PFa 10~7 -
high-PD PD > 90% | -
Chuman —4 dBsm
€wall 4 F/m

Upper Wall

14 m

Bottom Wall

0 5 10 15

Fig. 3. UCM street topology with vehicle lane (grayed out area) and two
pedestrian pavements (white areas). The street width is 20 meters and the
walls are parallel to the X axis. Two underlined points on Y axis correspond
to different AP/PWR positions, namely (0, 0) and (0, -5).

In Fig. 4, SNR and PD maps are shown on the upper
and lower plots, respectively. The first column corresponds to



isotropic radiation pattern, i.e., during CSS, where the scene is
globally illuminated. When the LOS path is sufficiently atten-
uated, i.e, the human target is further away from the AP/PWR
pair, the destructive interference among MPCs decreases the
SNR on local areas. The PD map further reveals that the
decreased SNR causes blind zones for target detectability.
The SNR/PD maps with directive radiation patterns, i.e.,
during MU-MIMO data transmission, are shown in the second
column of Fig. 4. Since the STAs are well separated in space,
most of the power is transmitted in the direction of LOS.
Therefore, as shown in the PD map, the only global regions
that are sufficiently illuminated are the ones around the LOS
paths. Moreover, the sidelobes of the radiation pattern provide
sufficient SNR on some regions closer to the AP/PWR pair,
yielding detectable zones. However, local areas with reduced
PD also appear closer to the walls because of the destructive
interferences caused by reflections.

Isotropic

Directive

60

10

40

20

SNR [dB]

-20

100

PD [%]

0 5 10 15 0 5 10 15
X [m]

Fig. 4. Upper and lower plots correspond to SNR and PD maps, respectively.
The white dots are the STAs. The AP/PWS pair is located at (0, 0) and it is
equipped with N = 8 antennas.

In Fig. 5, PD maps are provided to show the impact of the
number of antennas /N and the number of available OFDM
symbols Ny. The first column shows the PD during CSS where
the number of available OFDM symbols is limited by the
number of Tx antennas. In this case, only a part of the bottom
pavement reaches sufficient PD levels. As shown in the second
and third columns, enabling MU-MIMO yields contrasting
changes. First, the addition of beamforming gain limits the
areas with sufficiently high PD but helps to highlight larger
areas on the two pavements. Second, increasing the number of
antennas, decreases the beam width. Hence, the size of global
areas with sufficient PD becomes even smaller. Third, having
more OFDM symbols improves the SNR and enlarges the
radar coverage. One may argue that comparing isotropic and
directive patterns while also changing the number of available
symbols is not fair. However, we remind that in real-life, only
N number of OFDM symbols are available in an NDP for
channel estimation during CSS. In contrast, N + Ny number

of symbols are available during the directive data transmission
stage.

80
70
160

50

PD [%]

140

30

20

10

X [m]

Fig. 5. Isotropic: during CSS. Directive: during MU-MIMO. Position of the
AP/PWS pair is (0, —5). From left-to-right, the corresponding N values are
0, 12 and 76, respectively.

In Fig. 6, only the PD values corresponding to the dotted
line in Fig. 3 are plotted for two different upper-STA positions,
(5, 8.5) and (15, 8.5). We can make the following observations
which are common to all scenarios. First, when the upper-
STA is further away, PD values around it and along the
pavement drop due to the increased path loss and beamforming
gain, respectively. Second, increasing N improves the spatial
resolution and decreases the beam width. Hence, high-PD
areas become smaller along the pavement. Third, increasing I"
improves SNR, which boosts the PD values and enlarges high-
PD areas. Fourth, the interferences, caused by the reflections
from walls create relatively large ripples across the pavement.
These ripples vary the PD values as much as 40% in just a
few centimeters. Moreover, when the upper-STA is 15 meters
away, the amplitude variation of the ripples increases by
the increased reflection angles and the decreased amplitude
of LOS path. Additionally, when N = 16 and the upper-
STA is 5 meters away, a high-PD zone appears between 6
and 10 meters. The reflected LOS path from the upper-wall
creates this region, which still has a relatively larger amplitude
to create a high-PD zone compared to other paths. Finally,
negligible PD zones are created by the sidelobes around 0
meters when N = 4,16 and around 10 meters when N = 16.

In order to show the impact of the position of AP/PWR
on PD coverage, a set of plots are provided in Fig. 7 by
varying only the position of AP/PWR, while the rest of
the scenario remains unchanged. In this case, most of the
previous observations still hold true: i) when the upper-STA
is located further away, PD values drop due to the increased
path loss; ii) increasing NN, decreases the size of high-PD
areas; iii) increasing I', boosts PD values all along the upper-
pavement. In contrast with the previous scenario, the LOS
path propagates over a larger distance to reach the upper-



STA. Consequently, PD variations appear all around the upper-
pavement regardless of /V and I" values since all six paths have
similar amplitude levels, i.e., LOS path does not dominate the
remaining paths.

100 N=4, I'=2
" Srheiam
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40 | \
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0 5 10 15 20 5 10 15 20
Pavement Cut [m]

Fig. 6. AP/PWR at (0,0). Bottom-STA at (10, —8.5). N and I increase
over the rows and columns, respectively.
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Fig. 7. AP/PWR at (0, —5). Bottom-STA at (10, —8.5).

V. CONCLUSION

In this work, we examined the impact of MU-MIMO on
the PD coverage of Passive Wi-Fi-based Radars by deriving a
deterministic two-way SNR model for a hypothetical human
target placed in an urban street. Based on our analyses,
enabling MU-MIMO does not have a black-and-white outcome
for PWRs. First, isotropic radiation provides an equal coverage
in the vicinity of AP/PWR pairs. However, depending on
the AP/PWR placement and the width of street, it does not
provide enough coverage on the pavements mainly due to
the lack of symbols/pulses during CSS. Second, directive

radiation provides high PD levels in the vicinity of STAs.
However, depending on the STA positions and the number
of antennas, some parts of the pavements do not reach to
sufficient PD levels, while other parts are subject to high PD
variations. When PWR is considered for pedestrian (or cars
on traffic lanes) detection/tracking, a MU-MIMO enabled AP
does not provide enough coverage for radar sensing. The two
possible solutions, among many others, can be: i) deploying
multiple PWR devices along pavements, which translates the
scenario geometry from quasi-monostatic to multi-static while
increasing the cost and complexity of the system, and ii)
PHY or MAC layer algorithms to control the PD coverage
even if MU-MIMO is enabled. Considering all these issues,
it is evident that MU-MIMO and its impact on PWR requires
further attention in order to guarantee a reliable radar coverage.
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