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Abstract—In this paper, we study the robustness assessment of insights into the power grid operation that would help enhance

power systems from a network perspective. Based on Kirchiffs  the reliability and performance of power systems.

laws and the properties of network elements, and combining with In early studies [4], [5], real data from power grid in dif-
a complex network structure, we propose a model that generates . P . S .
power flow information given the electricity consumption and ferent regions were analyzed, with the objective of extracting

generation information. It has been W|de|y known that |arge Structural CharaCteI‘iStiCS Of th|S man'made infrastructure. Av-
scale blackouts are the result of a series of cascading failureserage degree, degree distribution and betweenness distribution
triggered by the malfunctioning of specific critical components. are three important parameters to reveal the power grids’ struc-

Power systems could be more robust if there were fewer such v, 5| hroperties. Results have shown that the average degree
critical components or the network configuration was suitably

designed. The percentage of unserved nodes (PUN) caused b f most O_f power grids is between 2 anq 3 Wh'le n term.s of
a failed Component and the percentage of non-critical links degree dlStI‘IbutIOl’] and betWeenneSS d|str|but|0n, no Un|f0rm
(PNL) that will not cause severe damage are used to provide conclusions are drawn. Cotilla-Sanchetzal. [6] compared

quantitative indication of a power system’s robustness. We assessthe structural and electrical properties using the concept of

robustness of _the IEEE 118 Bus, _Northern European Grid and “resistance distance” which is an important parameter for
some synthesized networks. The influence of network structure . oo
measuring accessibility of nodes.

and location of generators are explored. Simulation results show J ) . .
that the connection with short average shortest path length can  In addition, the functional properties of power grids, e.g.,
significantly reduce a power system’s robustness, and that the robustness, synchronization anfii@ency [7], were explored
system with lower generator resistance has better robustness with in |ater studies, among which robustness has always drawn

a given network structure. We also propose a new metric based 0y attention. Static models were first used to study the
on node-generator distance (DG) for measuring the accessibility

of generators in a power network which is shown to &ect grid’s resilience to the failure of some specific nodes or lines.

robustness significantly. Rosas-Casalst al. [8] found that the power grid in Europe
_were more likely to disconnect when the high-degree nodes
Index Terms—Power system, complex networks, cascading
failure, robustness. were removed compared to the removal of the same number

of randomly chosen nodes.
Since many severe blackouts were caused by a series of
[. INTRODUCTION complex dynamic processes which were in turn triggered by
- ) some specific component’s failure, many researchers began to
POWER systems, comprising connected _electncal COMPQRse dynamic models to study cascading failures. In previous
nents, have become a critical type of |lnfrastructures Qudies [9]-[11], each component in the system carries its load
moderm society as they generate and transmit power to SUPRQI el as its rated capacity. When some of the components

loss. Enhancing the robustness of a power system has al

bee!ﬂ a priority for electrical engineers. _ In dynamic models, deriving the load distribution in the
Since the scale-free and small-world properties have b&gtyork is the key issue. In the work by Motter and Lai [12],
revealed and defined in ngtworked systems [1]. [2], the "fie total number of shortest paths passing through a node is
search of complex systems in terms of their network propertigSeq to represent the node’s load, and this definition has been
has made rapid and fruitful progress. By abstracting powgfjonteqd in several papers. The cascading failure processes in
stations in the power gr_ld as nodes and transmission Ilnm% ltalian grid [13] and the North American power system [4]
as edges, the power grid is amenable to complex netwqyke peen simulated in terms of this topological parameter.
analysis [3]. Many researchers have tried to apply compleXpgyer fiow distribution in a power system is governed

network theory to power systems, aiming at gaining Nl ejectrical laws and components’ properties. Analysis is

. . o _ Either inadequate or inaccurate if it is based only on net-
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transformer node /

information about voltage values [16], let alone giving a o .
winding turns ratio: a

complete solution for voltages and currents in the network

upon re-balancing of power generated and consumed after a

fault (component’s failure) occurs. High Voltage Grid L
In this paper, we first introduce a model that uses the I

concepts of complex networks and electrical laws to obtaén t e

power flow information in the system in Section Il. Then, the

cascading failure process is described in Section Ill. /e0t0 iy 1 Transformeh connecting grids of varying voltages.

guantitatively describe a system’s robustness, two rolesst

parameters are proposed in Section 1V, i.e., the percemfige

unserved nodes (PUN) caused by a component’s failure aijdConsumer Nodes (Loads)

the percentage of non-critical links (PNL) that will not s@u A consumer nodedissipates power, and at the circuit level,

severe damage. Section V shows robustness assessmetst rggldinks currentl;. The current value is negative as the node

of some real power systems with the method proposed. Magynsumes power, i.e.,

factors can influence a power system’s robustness, and Sec-

tion VI specifically explores the influence of network stiuret, [ =Yie oo i =Vin ] *V =l )

the locations of generators. Simulation results show tioat, T

a given set of numbers of generators, consumers, and traffgerev = [ ooV Ve Ve Ve e ] :

mission lines, connections having short average shorebtp =

length can significantly reduce a power system’s robustneé Distribution Nodes

To explore the ffects of generators’ distribution in the grid, we A distribution nodej is a connecting node that nether

propose, in Section VI, a new metric based on node-genergiopduces nor consumes power. Thus, welget0, i.e.,

resistance distance [17] (DG) for measuring the degree of

accessibility to generators of all consumers in a power ogtw [ Yoo Yioee =Y ] #V=0 @)

which is shown to fiect robustness significantly.

Medium and Low
Voltage Grid
V.1

2base * 2base

Ibase

(iii) Generation Nodes

Il. Basic MopeL A generation nod is a fixed voltage source. The current
Our model for the power system is based on the admittanemerging from this node depends on its own voltage, the power
model proposed by Grainger and Stevenson [15]. For a poveensumption of other nodes and the network topology. The
system withn buses, the admittance model is written as  nodal equation is

Yiu Yz -+ =Y |[[ W l1 [0 e Yk e O]*Vzvk 4)
Y21 Y2 0 Yo || V2 I2 .
. ) = . (1) whereyy = 1, andy is the voltage of nodé.

Y1 =Yz - Yo Il Vn In (iv) Transformer Nodes
which is composed of Kirchts law equations for all nodes.  Transformer nodes connect the high-voltage grids with mid-
Here,v, andl, are the voltage and external injected current gbltage or low-voltage grids, as shown in Fig. 1. Heaeis
noden, respectivelyy;; is the admittance of the transmissiorthe winding turns ratioyn. andvhr are the voltages at node
line connecting nodes andj, andY;i = — X, Yij. If there ps input side and output side. In this study, we perform our
is no transmission line between nodeandj, Y;j = 0. The analysis in per unit (p.u.), and the base values at the twessid
values ofv, and I, are given in the time domain and camyf h are set according t¥spase= Vhasd@ and lopase= alpase

change with time, satisfying the constraints described)y (Thus, the p.u. voltage values of nodean be represented as
at any instant of time. The time series &f and |, describe v, = v = v,

the dynamic behavior of a power system. Equation (1) canThe nodal equation of nodeis
be used to analyze the operation of a power system both in

AC and DC. If the power system operates in AC and contains [ Y Yon o Yhn ] *V=0 ®)

nonlinear components, harmonics will be included in (1). Combining equations (2)—(5), we get the following power
Compared to models based on topological loads, where {&tem equation:

loads carried by the components in the grid are represented AxV =B (6)

with topological parameters, like the betweenness of tlteeao

and edges [10], [13], the above Grainger and Stevenson mo@8ere

provides real power information of the grid. However, since ) o

this model cannot perform load balance analysis and inslude Y-. Y Y Y. Y v

only a limited choice of types of nodes, it cannot provide a Yl»l YI»I~ YI»J- Yl»k Yl-h Y{“

realistic analysis of the grid. In this paper we introducearen A= 61 d' (’)J y’k 6h 6” ,

comprehensive model. Four kinds of nodes are considered in Yoo o Ve Ve Yk Yoo Y

our model, namely, the generation node, the consumer node, nt hi Thi Thic Thh n

the distribution node and the transformer node. '
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and subscript denotes a consumer node (loagl)denotes a
distribution nodek denotes a generation node;denotes a

transformer node. Given the power consumption, the genera-
tion information and the topology, the voltage of each node
can be found using (6). Then, the currents flowing in the

transmission lines can be calculated as
lij = (Vi = Vvj) = Yij ()

Remarks: Equation (6) is derived from consideration of

circuit laws and hence realistically describes the behavio

the power network. Furthermore, with the help of computatio
softwares, this modelfters a convenient means for studying
the power grid from a complex network perspective, produc-
ing results that are not obtainable from conventional dircu
analysis. It should be noted that, in a connected system, the
power provided by the generators should always be equal to
the power consumed. When changes occur in a power system,
the loads should be balanced manually or automatically. The
DC model [18], [19] computes the power flow information
with a given external injected power of each node. When
some nodes fail and get disconnected from the network in
a cascading failure process, their externally injected gyowrig. 2.
becomes 0. This causes the loads of the remaining system
to become unbalanced. Thus, before using the DC model to
derive the updated power flow information, the loads of the
remaining nodes should be balanced. The DC model cannot
balance the loads automatically, and an algorithm or cbntro
method for balancing the loads should be used when analyzing
the cascading failure process. The balancing algorithm can
affect the results significantly. In our model, the generatogs a
treated as voltage sources. The power emerging from generat
nodes depends on their own voltages, the power consumption
of other nodes and the network topology. Thus, the loads are

balanced according to (6).

I1l. CascaDING FAILURE MECHANISM

When a link or node in the network breaks down, the
structure of the power system will change, causing power
flow to redistribute in the system according to (6). The nodes
or links whose current loads exceed their capacities will fa

successively. Thus, cascading failure continues untiltrel

remaining components of the network can sustain their nbrma
operation. Referring to Fig. 2, the cascading failure pssce

can be described as follows.

1) Initialization SettingsAt the start of the simulation, the

voltages at the generation stations, the currents sunk at
the consumer nodes, the winding turns ratios of the
transformers and the admittances of the transmission
lines need to be set. In order to reduce thkeas of
other factors on robustness and for simplicity, we set the
voltages of generators at 1 p.u., nodes except generators
each sinking 1 p.u. of current, and the admittance of
each transmission line at 11 p.u. Then, with these initial

_planting of
initial failure

<

v
| subgraph detection |

existence of
source nodes

computation of
power flow information
in subgraph

i

failed nodes/links
detection

removal of
subgraph

for each connected subgraph

existence of nodes/links
exceeding capacities

final network

Flow chart of cascading failure.

load of each component. The node or link whose load
exceeds its capacity will be removed. A transmission
line’s current loadingis defined as the current through
it, and itscapacityis 1+« times of its initial valué;;(0).

A node’spower loadings defined as;(0)=1,;(0), where
li(0) is the sum of currents flowing out of nogdend its
capacityis 1+ g times of its initial valuev;(0) = 14;(0).
Here, @« and 8 denote the safety margins of the lines
and nodes in the power grid, respectively. In reality, due
to economic considerations, the safety margins limited
and will not be very high. In this simulation the safety
margins are set as = 0.2 andg = 0.5.

Planting of Initial Failure: With a set of initial settings,
one component is randomly chosen as the first failed
component, and it will be removed from the network.

3) Cascading lteration: The removal of a component

changes the structure and the operation of the power
system. When an initial failure is planted, a series of
cascading iterations begins. First, connected subgraphs
will be identified. For a subgraph containing no gen-
erators, all the nodes in it anenserved nodes~or a
subgraph containing at least one generator, (6) is used
to compute the actual power flow distribution. The node
or link that exceeds its capacity will be removed. This
procedure repeats until all existing nodes and links can
sustain their respective loadings. Then, we get the final
balanced condition of the system.

IV. ROBUSTNESS PARAMETERS

values, we use (6) to obtain the initial power flow Robustness refers to the ability of a system to toleratedaul
information in the system, i.e., the voltage at eachor a power system, robustness can be defined in terms of a
nodes, the currents flowing through each link, and thmeasure that describes the ability of the system in progidin
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Fig. 3. Simulation of cascading failure triggered by breakd of transmission line (77, 82) of IEEE 118 Bus. Squaresgmeerators. Red nodes are
unserved nodes.

normal service to a critical percentage of clients under tlecur in most of the components, i.e., most of the components
condition that some components of the system fail. It &re non-critical, then we can say that the system is robust.
important to define appropriate metrics that can quant@ti ~ To measure the robustness of the whole system, we propose
indicate a power system’s robustness. In our study, a poweruse thepercentage of non-critical link€NL) whose PUNs
system is represented as an undirected gi&phith n nodes are smaller than thresholdto indicate the ability of a network
andm links. Formally, a graphV is {N, M}, whereN is the set in tolerating faults. The PUN threshold is a specific peragat

of all nodes andM is the set of all links. AlsoG represents of nodes in the power grid. We define PNL(threshold) as the

the set of generators W, andG C N. percentage of non-critical linkfor a given threshold, i.e.,
In the field of power system analysis, the extent of unserved 1
area is usually used to measure the size of a blackout [20]. PNL(threshold)= 5250) 9)
Here, we propose to use th@ction of unserved areaaused ieM
by failure of a component to indicate the importance of thaihere
component. Specifically we define PUNGs thepercentage 5(i) = { 1, PUN() < threshold
of unserved nodesaused by failure of componenti.e., 0, otherwise
Nunservedi) A large PNL means that the power system has a large
PUN(@) = —— (8) portion of links whose failures will not lead to serious dayes

e., the percentage of unserved nodes remains larger than
e threshold) to the grid, in other words the system can
lerate faults occurred a large percentage of componédnts o

where Nynservedi) 1S the number of unserved nodes due tﬁ;
componeni’s malfunctioning. Unserved nodes are the node{s
that are d(_aprlved_of power in a blackout. As _mentlonet e system. The power system with a large PNL is robust.
previously in Section Ill, unserved nodes are either nodes

whose power loadings exceed their capacities or nodes that

exist in a subgraph containing no generators. A component V. PRELIMINARY STUDY OF PRACTICAL SYSTEMS

that has a large PUN, upon failure, can seriously damage thén this section, we present simulation results of robustnes
network. Conversely, a component with a small PUN will nassessment of some real power systems. The IEEE 118 Bus
have a significant influence when it fails. Thus, a power systes a power flow test caseffered in [21] and the Northern

is more resilient to faults that occur in components havirtguropean Grid (NEG) data is obtained from [22]. It should be
small values of PUN, and we call this kind of componerda- noted that, in our study, we set the voltages of generators at
critical componentslf a power system is resilient to faults thatl p.u., nodes except generators each sinking 1 p.u. of d¢urren
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European Grid. Fig. 6. Robustness assessment of small-world and regulaoriest

TABLE |
AVERAGE SHORTEST PATH LENGTH (ASPL), AND PERCENTAGE OF GENERATORS (PG)OF percentage of non-critical links of the Northern European Grid
NETWORKS is larger than that of the IEEE 118 Bus. In order to distinguish
the robustness of the two systems, we plot the PNLs of these

ASPL PG two networks for diferent PUN thresholds. As shown in Fig. 5,
IEEE 118 Bus _ 6.33 8% the PNLs of the Northern European Grid are always larger than
Northern European Grid 899 50% those of the IEEE 118 Bus, for thtaresholdranging from 0

to 0.33. This means that the Northern European Grid is more
robust than the IEEE 118 Bus.
and the admittance of each transmission line to be 11 p.u, AlsoThe above result transpires a series of important questions.
the safety margins of nodes and links are setras0.2 and Why does the Northern European Grid have better robustness
B = 0.5. The simulation software used here is Matlab, witthan the IEEE 118 Bus? What are the factors thigch a
the toolbox library [23] developed by Lev Muchnik whichpower system’s robustness and in what way do these factors
provides the basic functions for the computation of complgfluence a power system’s robustness? Is there a consolidated
network parameters. metric that can conveniently measure the robustness of a
Fig. 3 shows a cascading failure result triggered by malfunsystem? The answers to these questions iiiraiseful clues
tioning of line (77, 82). The rectangular nodes are generatoasid design guidelines for power engineers to construct more
and the circle nodes are current sinks. The unserved nodelable power transmission systems.
caused by the malfunctioning of this line are colored red. FromTable | lists the average shortest path length (ASPL), and
Fig. 3, the PUN of this link is 7.6%, indicating that for thethe percentage of generators (PG) of the two networks. ASPL
|IEEE 118 Bus, the failure of line (77, 82) can deprive 7.6%escribes the structural characteristics of a network, whereas
of the network from power. PG gives information about power availability. The Northern
Fig. 4 shows the PUNSs of all links in the IEEE 118 Bus anBuropean Grid’s ASPL is larger than the IEEE 118 Bus’,
the Northern European Grid. It can be observed that the roladicating that the nodes of the IEEE 118 Bus are more closely
of different links in the same power system are prominenttpnnected. The network structure can play an important role
different, as they have fiierent PUNs. From Fig. 4, thein affecting the robustness of a power system. At the same
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time, the Northern European Grid has a larger percentage
of generators than the IEEE 118 Bus. The percentage Rig. 9. Hfects of small-world connectivity on robustness of power systems.
generators is also an important factor. Many other factors
can influence the robustness of a power system as well, e.g.,
the locations of generators, the safety margins, and so onT@study the &ect of network structure, we generate networks
should be noted that the robustness of the two systemsodspecific structures for in-depth study. Small-world networks
inferred from Fig. 5 is the result of combined influence o&re one typical kind of networks whose ASPL is very small.
these factors. In the next section, we will compare thieats Watts and Strogatz [1] showed that small-world connectivity
of various parameters systematically, aiming to develop @auld have significantféects on the dynamics of networked
effective metric that can be used to assess robustness.  systems. To verify the fiect of the connection with short
ASPL, we first study the robustness of small-world networks.
VI. NETWORK PROPERTIES AND ROBUSTNESS ASSESSMENT For instance, we construct regular and small-world networks

In this paper, we focus on network properties that determioé similar scale and identical percentage of generator nodes.

the robustness of a network. Specifically, we consider thé)emflcally, we generate a regular network of 118 nodes with

network structure and the availability of generators in a neit:-n average degree of 4. The small-world network is generated

work. Our purpose is to derivefective guidelines that can be y rewiring the links of the regular network with a probability
i . . g = 0.3. The percentage of generators is 8%. In order to scale
used by electrical engineers to determine the network structlﬂge :
S - € dfects of other factors such as locations of the generators,
and generator distribution in order to optimize robustness, T
. we construct 100 realizations of the small-world network to
Note that we do not consider component parameters, e.Q. .
: . . . t the average results. Fig. 6 shows that the PNLs of the
ratings and safety margins, which can be considered as pgst- .
. . regular network are much higher than those of the small-world
design parameters and be dealt with separately after the desir .
. network for PUN threshold ranging from 0.02 to 0.60.
network is constructed. . .
In order to further explore thefiect of the connection with
short ASPL, we generate 7 groups of networks with the link-
A. Effect of Network Structure rewiring probability g ranging from 0 to 0.6. Each group
Phadkeet al. [24] pointed out that the graph of a powercontains 100 realizations, similar to the group with= 0.3
system is relevant to itsfléciency and robustness. Here, wanentioned above. The group withh = O is essentially the

investigate the influence of a grid’s topology on its robustnesggular network group. Table Il lists the averaged PNLs with
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B. Effect of Accessibility to Generators

Power grids of the same structure can also display distinct
robustness performances. We generate two power systems
based on the IEEE 118 Bus, namely, IEEE 118 Bus A and
IEEE 118 Bus B. Fig. 7 shows the graph layouts of these
two systems, where the red rectangle nodes are generators
and the green circle nodes are consumers. IEEE 118 Buses
A and B share the same characteristics including network

TABLE Il structure, percentage of generators, and safety margint)d

AVERAGE SHORTEST PATH LENGTH (ASPL), PERCENTAGE OF GENERATORS (PG)OF generators in the two networks are locateffegently. From
NETWORKS WITH DIFFERENT LEVELS OF SMALL-WORLD CONNECTIVITY CHARACTERIZED F|g 8, we see that the IEEE 118 Bus A is more robust than
B THE LINKSREWIRING pRomABILT ) THER coRaessoNome PNLs rox esiown e |EEE 118 Bus B. Thus, the locations of the generators

affect the robustness of the system.
In terms of generator distribution, the IEEE 118 Bus A is

Fig. 10. An example of electrical network.

q ASPL PG| PNL(10%) PNL(30%) PNL(40%) , ,

more decentralized than the IEEE 118 Bus B. Theoretically,
8-2 155-5163 gg/m 8-;2 cl)-gg cl)-gg for a given number (percentage) of available generators, a
0.2 455 8w!| 022 0.41 0.74 decentralized distribution of generators permits mosthef t
0.3 403 8% 0.22 0.27 0.52 consumers in the network to reach a power source within
8-‘5‘ g-gg ng’ 8-18 8-% 8-‘3‘% shorter distances. To transmit the same amount of power
0.6 359 8% | o018 019 0.29 from generators to consumers, highly decentralized lonati

of generators can reduce the total ffie’ volume in the
transmission lines as well as the distribution nodes.

three thresholds, along with ASPL and PG of each groutKPTIt is desirable to find a variable that quantitatively desesi

We see that ag increases, ASPL decreases. In Fig. 9 Wee location information of the generators in a network.d;ler
. . ’ ' ' “Wwe review the concept gésistance distancef a power system
plot the relationship between PNL and ASPL. The lines a P b y

?o osed by Klein and Randi¢ [17]. Essentially, thsistance
results derived from the 7 groups of synthesized networks P y [L7] Y, [88IE
. . |s%ancebetween two nodes refers to th&estive resistance
listed in Table Il, and the dots are robustness assessm

. Stween them.
results of IEEE 118 Bus and Northern European Grid. It IS Referring to Fig. 10, when calculating théfeztive resis-

obvious that the value of PNL will be lower if the syste : . :
ance between nodésind j, we set node as a voltage source
has a smaller value of ASPL. In other words, short-ASPL. : . .
.. . with V;, nodej as a current sink with off; and all other nodes
connectivity deteriorates the robustness of a power system . .. ° . . . )
. as distribution nodes with sink currents of 0. Using (),
Hence, we can conclude that with equal percentage of gener- . : . :
NN can be readily derived. The#fective resistancbetween nodes
ator nodes, transmission lines, and same power consumptllognd Cis defined b
the connection with short ASPL degrades a power system’s J y

robustness significantly when the safety margins are lanite

This is consistent with the robustness assessment results f
the IEEE 118 Bus and the Northern European Grid, i.e., the
one with shorter average shortest path length is less r.obusltn

Ry =~ (10)
i
When considering the electrical distance in the DC
i _ g odel [18], [19], the equivalent metric of the resistance
Several prior studies have focused on the influence of sma|lgtance between nodeand j can be interpreted as reactance
world connectivity on the robustness of a power system. Mﬁfstancex”, with the resistances of transmission lines ignored.
et al.[25] drew a similar conclusion that small-world network%im”a”y’ when all other nodes are set as distribution sode

are prone to cascading failure, while Quattrociocehial. \yith zero external injected power, and the external poweérs o
[26] reported that_ small-_wo_rld _networks were more readily,jesi and j are balancedy; can be computed using
recovered from failures, indicating that small-world netis

are more robust. The main reason for the discrepancies in X = bi — 0] (11)
these studies is that their assumptions aféedint. In [26], ! P -

no constraints are imposed on the amount of flow that can \%ereei andé; are the voltage phase angles of notlesd j,
transported by any link, i.e., the capacities of the comptse and P; is the injected power of nodg

are infinite and the cascading processes are not considereq-.he’ minimum &ective resistance of consumer nade any
From a topological viewpoint, small-world networks havE

earest generator represents its shortest distance to er pow

better connectivity than regular networks. Thus, a smaly .o This is a measure of the distance over which power

world network is more readily repaired py adding new Iink% transmitted between the pair of nodes. Thus, the minimum
When the _network decompose_s. In reality, d_ue_ {0 economMigeciive resistance of consumierepresents thaccessibility
considerations, the safety margins cannot be infinite.dtikh to. power sources of this node. Specifically, we define the

be noted th?F the conclusion d_e_rlved in our model is bas?éjsistance distance of nod¢o its nearest generatai(i), as
on the condition that the capacities of the components of the

power system are limited. d(i) = min{R, s€ G} (12)
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Fig. 11. Hfect of locations of generators. (a) IEEE 118 Bus; (b) Noritearopean Grid; (c) regular network; (d) small-world netivdG measures nodes’
distance to generators. Higher DG means less decentralisgtbution of generators.

TABLE Il

For a given network structure, if the generators are evenIMG AND PGor |IEEE 118 Bis A aAND B. PERCENTAGE OF GENERATORS IS FIXED AT
distributed and the percentage of generator nodes is atidyjua 8% FOR COMPARISON.
high, all consumers can reach a power source within a short
resistance distance, i.e., all nodes have ready accessotuex p IEEE 118 Bus A IEEE 118 Bus B
source. This will reduce the total power load imposed on DG (p.u.) 0.9977 1.5334

the transmission lines, making the system more robust.,Here
we defineaverage gective resistance (distance) to a nearest

generaFolr.of all consumer nodg®G) as a m_easure of theA large percentage of generator nodes with decentralized
accessibility to generators of all consumers, i.e., locations will make DG small. It is obvious that a power

_ system could be very robust if there exist a large percentage
Z d(i) (13)  of generator nodes. We therefore focus on the influence of

the locations of generators on a system’s robustness. Tihble
whereN\G is the set of nodes excluding the generator nodesgives the DG values of IEEE 118 Buses A and B, with the
is the total number of nodes, agds the number of generatorspercentage of generators fixed at 8%. We see that the DG of
in the network. Small DG indicates better accessibility tiEEE 118 Bus A is smaller than that of Bus B, which indicates
power sources to generators. A network has a smaller DG if itiat the generators in IEEE 118 Bus A are more decentralized
generators are more decentralized or has fiicgently large than in IEEE 118 Bus B.
number (percentage) of generators. Thus, in terms of basidVe now study thefect of varying DG in the IEEE 118 Bus,
network design, DG filers an &ective measure of accessibilityNorthern European Grid, regular and small-world networks.
to power, which is the combinedffect of the distribution For the IEEE 118 Bus system, a series of tests are performed,
of generators and the percentage of generators in a netwavkh generators’ locations randomly chosen while keepie t

DG = ;
(n-9) ieN\G
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same structure and fixing the percentage of generators at 8f4j. J. Yan, H. He, and Y. Sun, “Integrated security analysiscascading

Then, we sort the results into five groups according to the failure in complex networks,JEEE Trans. Inf. Forensics Securjtyol. 9,
| f DG. T test It h . h no. 3, pp. 451-463, 2014.
values o - len test results are chosen In each gro ] J. W. Wang and L. L. Rong, “Cascade-based attack vulriggaon the

and we average their PNLs and DGs. Fig. 11 (a) shows the us power grid,"Safety Scj.vol. 47, no. 10, pp. 1332-1336, 2009.

PNLs with diferent PUN thresholds for the IEEE 118 Busl11l S. PahW?’(i C-SS?OQ.'][.O’ g”d A-isfia";‘éiﬁb'“pmess of aiesdailures in
. . L power grids,”Scientific Rep.vol. 4, .
It is obvious that the value of PNL drops significantly as D%z] A. E. Motter and Y.-C. Lai, “Cascade-based attacks ompiex net-

increases. We then apply the same test procedure to assessworks,” Phys. Rev. Evol. 66, no. 6, p. 065102, 2002.
the Northern European Grid, regular network and small-avorit3] P- Crucitti, V. Latora, and M. Marchiori, “A topologitanalysis of the

. Italian electric power grid,Physica Avol. 338, no. 1, pp. 92-97, 2004.
network. The reQU|ar network is the same network generatﬁg] P. Hines, E. Cotilla Sanchez, and S. Blumsack, “Do topwmlal models

in Section VI-A, and the small-world network is generated by  provide good information about electricity infrastrugurulnerability?,”
rewiring the links of the regular network with a probabiliy 5] JChJaOér‘é?r']-gi?'a?]‘é-V%; BP-S?;;?SZ&;%?-System Analysi€nglewood
0.3. Figs. 11(b), (c) and (d) show consistent results. Tthes, Cliff: McGraw Hill, 1994.

metric DG proposed here is aiffective design parameter for[16] M. Anghel, K. A. Werley, and A. E. Motter, “Stochastic mel for power
guiding the power engineers to choose appropriate location  9rid dynamics,” inProc. 44th HICSSpp. 113-113, 2007.

f . . K hi &17] D. J. Klein and M. Randi¢, “Resistance distancd,” Math. Chem.
or generators in a given network structure to achieve a more’ g "15 "o, 1, pp. 81-95, 1993.

robust power system. [18] M. Youssef, C. Scoglio, and S. Pahwa, “Robustness nnedsu power
It should be emphasized that our conclusion here has been 91ids with respect to cascading failures,” Rroc. Int. Workshop on
- L Modeling, Analysis, and Control of Complex Netwonis. 45-49, 2011.
drawn on the condition that the network structure is f'xe?'tg] A. Scala, S. Pahwa, and C. Scoglio, “Cascade failures fdistributed
If the network structure is varied, small-world connedjjvi generation in power gridsArXiv Preprint arXiv:1209.37332012.
may also make DG very small. In that case, a small D@ B. A Carreras, D. E. Newman, I. Dobson, and A. B. Pootyitience
. . . L for self-organized criticality in a time series of electpower system
does not necessarily describe a decentralized distrioudfo blackouts,” [EEE Trans. Circ. Syst. I: Reg. Papersol. 51, no. 9,
the generators. In Section VI-A we has observed that small- pp. 1733-1740, 2004.
world Connectivity can degrade a power system’s robustnddy R. Christie, “118 bus power flow test case.” httpgww.ee.washington.
. . edyresearcfpstcdpg tcaintro.htm.
even though the DG value is small. The reason for this ] P. J. Menck, J. Heitzig, J. Kurths, and H. J. Schellnnubidow dead
that small resistance distances among nodes make the loveral ends undermine power grid stabilityature Comm.vol. 5, 2014.

sensitivity of all components to a failure relatively high. ~ [23] L. Muchnik, “Complex networks package for matlab.” fyftwww.
levmuchnik.ngContentNetworkgComplexNetworksPackage.html.

[24] A. G. Phadke and J. S. Thorgomputer Relaying for Power Systems
VIl. CONCLUSION New York: John Wiley, 2009.
[25] S. Mei, X. Zhang, and M. CaoPower Grid Complexity Springer
We assess the robustness of power systems using a modelScience & Business Media, 2011.

that is derived from consideration of electrical laws an@6l W. Quattrociocchi, G. Caldarelli, and A. Scala, “Skéaling networks:
network connectivity. Taking into consideration the pndjes redundancy and structurePLoS ONE vol. 9, no. 2, p. e87986, 2014.
of the components and their mutudfexts, this model fbers

realistic assessment of the power grid compared to other pre

viously proposed complex-network based models. We define

effective robustness metrics to quantitatively describe a sys

tem’s robustness. Our key conclusion is that the robustoiess Xi Zhang received the BEng degree in electrical
a power system can be significantifected by (i) the average \ engineering from Beijing Jiaotong University, Bei-
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