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Abstract — With the emergence of the Internet of Things
(IoT), many devices organized into network, commumiate by
themselves on the Internet and send data, or privatinformation
on the web. It is essential to secure the transm@tl data and the
identities that may be disclosed to make these net@chnologies
accepted by the largest number of citizens. Howevethe security
mechanisms widely used on the Internet are too heawto be
integrated on small constrained objects. This papedescribes the
current protocols and security solutions that can b deployed in
constrained resources. It shows the benefits andeHimitations of
each scheme - the security extension of IEEE 802.48 in Time
Synchronization Channel Hopping (TSCH) mode , commssed
IPsec, DTLS - embedded at different levels of the & model into
the 6LOWPAN stack. It opens with the challenges ormmaust tackle
in the coming years. Several use cases are studiedenvisage the
security integration in Cyber Physical Systems forhost-to-host
and host-to-network communications. The privacy isse is also
addressed and different ways to hide the device idéty are
discussed.

Index Terms — 6LOWPAN, Security, Privacy, Protocol Stack,
OsSil layers, Internet of Things, Cyber Physical Systims, End-to-
End Security

|I. INTRODUCTION

interact via these objects. In a pervasive envimemmthe
communicating objects are able to recognize arddate by
themselves. The intelligence becomes ambient. Thtems
become ubiquitous [2]. In this context, the chajen of
miniaturization and deployment in the environment a
significant.

The convergence of the Internet with embedded systed
to the emergence of new systems deployed on a kEugle
and coupled to their physical environment. It is toncept of
the Cyber Physical Systems (CPS) which includesDRFI
technology, wireless sensor networks (WSN), takintp
account the mobility or the use of a smart phonentmitor
various data from sensors via the cellular netW8}k

The rise of the loT and the CPS is enabled by the
6LOWPAN technology which means Internet as support
infrastructure for the sensor networks [4].

The reference protocol for the Internet is IP (in&
Protocol). By extension, the CPSs are based oBUPIP is
not suitable for the sensor networks composed séuee
constrained devices. 6LOWPAN [5] provides an adapteof
the IP world to the constraints of the sensor nete/and
enables the connection of the sensor networks weithl the
Internet. However, 6LOWPAN has been designed more t

HE world has changed. Everything went very quicklygnsure the interoperability of both worlds - thensse

with the advent of the Internet of Things (IoT) aifck
emergence in our daily life of heterogeneous objedile to
connect to the Internet and communicate on the ®ilze the
“Nabaztag” launched in 2005 thus being consideretha first
communicating object, many other innovative objelcéwe
been designed, and today objects as common aste afra
vegetables, a coffee machine or running shoes,aexgghdata
on the Internet [1]. It is estimated that by thedl esf the
decade, the number of communicating objects onptaeet
will reach 50 billion and will be 7 times greatdran the
number of humans.

These autonomous objects are provided with memoaies

communication channel, a processor and sensorstoatars
conferring a form of intelligence. Thus, with theT| the
object becomes an actor of a process. It contribuwte
changing individual and collective behavior of pkopvho

Copyright © 2014 |EEE. Personal use of this makési@ermitted. However,

networks and the internet — so they meet the dpecif
constraints related to the lack of resource of Hemsor
networks [6]. In the OSI abstraction model, 6LoWPANan
adaptation layer located between the network |layet the
link layer (Fig. 1).

Application Application
UDP Transport
Network
6LoWPAN Adaptation
MAC 802.15.4 NS
PHY 802.15.4 Physical

Fig. 1: 6LOWPAN Protocol Stack

6LOWPAN achieves low overhead by applying crossiay
optimization and compression of the headers of I

permission to use this material for any other psggomust be obtained from protocol stack. This allows making available ab®utytes to
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transmit data on the Internet into an |IEEE 802.1f5adne.
However, it remains a key issue: ensuring secuoftydata
exchanged via 6LoWPAN [7].

WSN motes.

A. Integration of an IPv6 packet into an |EEE 802.15.4 frame

When IPsec and then TLS (Transport Layer security) 1€ length of an IEEE 802.15.4 frame at the physeeer

become mature technologies in the world of therhag their
adaptation in the LOWPAN world is still a challen@gg. 2).
These protocols need significant resources and rgene
substantial overhead. An attempt to compress |IRsdy, in
transport mode, is presented by Raza in [8], whiie
emergence of Datagram TLS to secure the applicatiaises
many questions about the implementation and théogent
in the real world.

HTTP, HTTPs, CoAP, CoAPs T
TCP, UDP | TLS, DTLS

CoAP, CoAPs
UDP | DTLS

HTTP, CoAP 4P CoAP
TLS, DTLS <P DTLS

IS 127 bytes. Including at most the 25 bytes headethe
Medium Access Contrbl sub-layer, 102 bytes remain
available for the IP payload. The overhead of thehéaders
following by optional extensions and the UDP heatddes
about 48 additional bytes. It remains only 54 bykes the
payload over UDP at application layer. It is obwahat an
adaptation must be introduced to support an IPv6UMT
(Maximum Transmission Unit) of 1280 bytes. At thtage, no
security mechanism is defined at any layer.

Network Layer  Transport Layer
IPv6 header ‘ UDP header ‘

Link Layer

IEEE 802.15.4 MAC header

Payload

IPv4, IPv6 | IPsec

Internet

IPv4, IPv6 4P 6LOWPAN IPv6 | Compressed IPsec

IPsec 4P compressed IPsec

Ethernet 4P IEEE 802.15.4

6LOWPAN
. IEEE 802.15.4

WSN

Border Router

Fig. 2: Protocol Stack of a WSN connected to Irgern

This article proposes a review of the security @ecots into
the 6LOWPAN protocol stack, and it addresses tlal@hges
and the limitations for a pragmatic deployment iphgsical
environment. The paper is
developers of the Internet of Things to provide tbehnical
and decision-making basis in order to integratausgcinto
the system upon its conception.

The paper is organized as follow: Section Il sunipesrthe
6LOWPAN communication
recommended by the IETF (Internet Engineering Tresice).
Section |l details how the security protocols athg adopted
in the traditional Internet can be compressed atapted to
6LOWPAN. It highlights the compromise done, theutésg
overhead and the remaining issues. But, by usiag#turity
tools which threats do we deal with and how? Sact\
provides answers to this question. In section \é phivacy
challenge is discussed. Before concluding, sedtiopresents
several network architectures implementing the igcu
protocols for the loT to ensure the security of -emeénd
communications.

II. 6LOWPAN OVERVIEW

intended for designersl an i

protocols standardized an

23 bytes 40 bytes 8 bytes 54 bytes 2 bytes

|EEE 802.15.4 frame = 127 bytes
Fig. 3: Integration of an IPv6 packet into an IEEE2.15.4 frame

The 6LOWPAN adaptation layer is located betweenlittie
layer and the network layer and should supply satstfor:
Fragmentation and reordering of IPv6 packets
- Compression of the protocol stack headers
- Enabling stateless addressing
Providing a basis for “mesh-under” routing
- Assuring consistency with the upper layers

When routing packets is performed by the netwoykedait
is called “route-over”, and when the routing is Ierpented at
H1e adaptation layer, it is called “mesh-under”.

The traditional compression technique of the IPdeea
consists in optimizing flow traffic while using $téul
addresses. But flow-based compression techniquepaorly
suited for LOWPAN, for which applications usuallgrsist in
singular exchanges instead of long-lived flows. $Be, basic
concept of 6LOWPAN is to use stateless addresstslzared-
context compression between the different layers thod
protocol stack. It allows routing protocols to dygmaally
choose paths without affecting compression efficyen

6LOWPAN uses header stacking to express its capedbil
in self-contained sub-headers: mesh addressimgmng&atation
and header compression. The fragmentation headaidisd
when the datagram fit in a single frame. The meshder is
elided when the frame is delivered over a single &od when

A LoWPAN (LOW Power Personal Area NetWOfk) is a Sefhe routing is performed at the network |ayer_

of small devices with scarce resources in energgmary,
throughput, power computing, that communicate tghowa
low-power wireless standard. It forms a networkwifeless
sensors (WSN) with an available throughput up
250kbits/second. To enable the connection of setharks to
Internet, the Internet Protocol (IP) should be aeidgo low-
power, low-bandwidth and low-cost network commutiiga

B. |EEE 802.15.4 frame

The total length of IEEE 802.15.4 frame is 127 byiteng,
tteaving in the best case a data payload of 102sbigte the
upper layers.

The physical header includes robust mechanisms
synchronize the received packet and decode the cdatied

to

over |IEEE 802.15.4 standard. The 6LOWPAN adaptation

layer, standardized by the IETF [5], achieves thitability of

IPv6 for IEEE 802.15.4 networks. 6LOWPAN is actyall

embedded into Contiki with pIPv6 and TinyOS with IBL
(Berkeley Low-Power IP stack), two operating systefor

1

The abbreviation MAC signifies two different notorthe Medium Access
Control layer and the Message Authentication Ctl¢his paper, we use this
abbreviation for Message Authentication Code. TrediMm Access Control
layer is written in plain text or called Link layer
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by the physical payload called PDSU (Physical C#¢avice
Unit) [10]. It comprises 6 bytes that are not imgdd in the
127 bytes of the IEEE 802.15.4 frame.

The data packet is one of the four following stuwes:
Data, Beacon, Acknowledgment or Medium Access @bntr
frames. The data frame handles the “Frame Confielt] that
specifies the network environment, the “Sequencebir’ to
verify by acknowledgment that all transmitted paskbave
been received, and the “Address” fields comprisheysource
and destination network identifier (0 or 2 bytesdalevice
identifier (0,2 or 8 bytes). In a given LOWPAN, tbeurce and
destination network identifier may be the same. Th@ame
Checksum” field is a CRC (Cyclic Redundancy Codel®
bits to verify the integrity of the received framd&he
acknowledging frame includes the same “Sequencelddm
than the corresponding request.

Wireless IEEE 802.15.4 standard enables data tiasgm
at 250kbps at 2.4GHz or 20kbps at 868MHz in Europat
40kbps at 915MHz in America. It is a low power dimited
range communication standard. As data transmisgiquires
more energy than computation, the compression @f tl
transmitted information to save energy and to avoaksage
fragmentation is an important issue.

N
©

Nb of bytes » 23 bytes (in the IEEE 802.15.4 frame)

Src Address: 05-2B-5D-41-11-22-33-44
Dst Address: 05-2B-5D-41-77-88-99-AA

.

IEEE
802.15.4

Header
Fields

Src Address
Dst Address

g
z
<
a

Physical header

Link Layer Payload

Start Frame Delimit | -

Length

£
2
2
S
]
=
(v}
o
=
o
fre

Preamble
Frame Control
Seq Number

Link Layer header
Fig. 4: IEEE 802.15.4 physical and link layer heade
C. IPv6 addressing

An IPv6 address is 128-bits long composed of a oktw
part following by an identifier, and is representéd
hexadecimal format. The network can be expresseateofirst
address of the network following by “::/” and thength of the
prefix. The common part of the address is the préfnere are
several types of IPv6 addresses according to thgeted
application and the routing scheme used:

interface. A packet sent to a unicast addressuted

its ambiguity and the fuzzy definition of a “site”.

The Global address is an address unique for all the
networks. It can be “stateful” (i.e. fixed manually
and begins by the prefix “001”".

Two particular addresses are also unicast:

4) The Unspecified address 0:0:0:0:0:0:0:0 (or :) is
used by an IPv6 host which has not yet an assigned
IPv6 address and launches for example a neighbor
discovery.

The Loopback address 0:0:0:0:0:0:0:1 (or ::1) is used
by a host to send a packet to itself.

Anycast addressit indicates a set of interfaces located
at different locations and sharing the same add#ess
packet sent to an anycast address is deliveredtonly
the first member of the group met.

Multicast address A multicast address concerns a set
of interfaces possibly at multiple locations. Thefix
used if “ff". A packet sent to a multicast addrdss
delivered to each member of the group.

3)

5)

Unicast Global Address

3 bits
001

13 bits
TLAID

8 bits
Res

24 bits
NLAID

16 bits
Subnet ID

64 bits
Interface ID

Unicast Link-Local Address

10 bits
1111 1110 10

54 bits
0000 ... 00000

64 bits
Interface ID

Multicast Address

8 bits
1111 1111

4 bits
Scope

4 bits
Flags

112 bits
Group ID

Fig. 5: IPv6 address types

The use of the Medium Access Control address to
automatically generate the IPv6 addresses hasdrpiseacy
concerns. Indeed, the Medium Access Control addneables
the host identification. To overcome this drawbaekyporary
random addresses or cryptographic addresses ceuldda. A
DHCPv6 server can also provide a service of address
assignment (see section V).

D. Compressed IPv6 over UDP with LOWPAN_[PHC

Unicast address A unicast address identifies a unique At the network layer, the IPv6 protocol supporte th

multicast mode. At the IEEE 802.15.4 link layere thackets

from one host to another host. These addresses are broadcast on a wireless channel. Hence, IPvicasi
composed of two parts, each of 64 bits. The 64-bifsackets will be carried by link-local broadcasties into the

prefix indicates hierarchically the localizatiortarthe
network or the sub-network. The next 64 bits cdasis
of the Interface Identifier (IID) that identifiebe host
into the network. The three main addressing types a
1) Thelink-Local addresses are used in a local networ:
and are “stateless” (i.e. automatically generated
Their prefix is “fe80::/10” or “fe80::/64” if the eros

LoWPAN. To achieve this matching, the network ifdee
identifier (IID) must match the PAN ID of the lin&yer.

The devices belonging to the same LOWPAN share some
characteristics that enable the header compredsltmwing
&everal assumptions:

)- - The version field is always elided and fixed to6Pv
- The lID part of the IPv6 address is elided wheaoaih

are included [11]. A packet sent to such an address
cannot be routed beyond the border router.

The Ste-Local addresses are identified by the prefix -
“fec0::/10”. A packet sent to such an address canno
be routed beyond the border router. [12] indicates
that this type of addresses is deprecated becduse o-

2)

be derived from the IEEE 802.15.4 Medium Access
Control address;

The packet length is derived from the “Payload
Length” field included in the physical layer header
the fragment header if the packet is fragmented;

Both IPv6 fields “Traffic Class” and “Label Flow'an

Copyright (c) 2014 IEEE. Personal use is permitted. For any other purposes, permission must be obtained from the IEEE by emailing pubs-permissions@ieee
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be elided and fixed to O;
- The “Hop Limit” is reduced to 8 bits.

Currently, the IETF in document RFC6282 recommehds
use of LOWPAN_IPHC for the IPv6 header compres§i&i.
IPHC provides an efficient compression of both
addresses link-local, multicast and global. It nsa#tee use of
shared-context to elide the prefix of the IPv6 addes. IPHC
enables to code a prefix often used by the LoWPANag}-
bits context field, both for the source and thetidaton. Up
to 16 contexts can be defined, also used to conmateiwith
devices located outside the LoOWPAN.

0/112|3)4|5]6|7]0]1]2]3|4]5|6]|7

0({1{0(0{0|0|1{0|0|1|1| TF |NHHLM

Dispatch IPHC header — 1t byte

111/0

NHC_UDP header

ol
G‘;ﬂ, SAM clp

1‘1

Q
M| & | DAM

IPHC header — 2" byte

Uncompressed Fields

Fig. 6: LOWPAN_IPHC & NHC_UDP headers

The first three bits of the header indicates the afsIPHC,
following by TF (Traffic Flow) and NH (Next Headefiglds.
When NH is fixed to 1, the next header is comprssith
NHC. HLIM defines if the “Hop Limit” is carried itine or is
elided and fixed to a predefined value. An addaiocontext
ID on 8 bits is inserted if CID=1. The SAC and DAield
indicates if the source and destination prefix @epressed
using a shared context. Additionally, the field Mefpresses

byte of IPHC assuming a link-local communicatiorut Bhe
improvement is significant thanks to the use of ghared-
context for multicast and global communications. the
“Group ID” of well-known multicast addresses is iied to
few bits, the header can be drastically reducedetouting

IPv®ver multiple hops outside the LoOWPAN, the IPHC dera

grows to 7 bytes because the “Hop Limit” must be
decremented at each hop and cannot be compresskdhea
destination address cannot be statelessly derieed the link-
layer address because it is not comprehensible ttier
intermediate hops. So, the prefix of both addresses be
compressed thanks to the use of context, and theesand
destination 11D take their compressed stateful eggion.

E. CoAP

Sensor networks will play in the near future ag@pnent
place in RESTful architecture. They will interadtmthe web
or via the cloud. In this perspective, the resowmestrained
nodes belonging to a sensor network need a ligitopol to
communicate. The new CoAP standard proposed biERE
(Internet Engineer Task Force) meets this expectafis].
The aim is to extend the web architecture to M2Ma¢kine to
Machine) applications. CoAP is a communication qcot,
application, generic and optimized for constraisggtems. It
provides communication between two "end points"WizP.

CoAP fits into the "Payload" field of a UDP datagralt

can also be used over DTLS (Datagram Transport rLaye

Security). It supports IPv6 at the network layed arses the
IEEE 802.15.4 communication protocol both at linkda

a multicast destination. SAM and DAM detailed thdhysical layers.

compression mode both for source and destinatidreades.

CoAP interaction model is similar to the clientissrmodel

A NHC_UDP byte is introduced to enable the compogss used by HTTP. It manages asynchronous messagegdretw

of the UDP header. The first five bits of the NHMDR® are
fixed to “11110". The field C allows the checksumelide in

the client and server via the UDP datagram.
CoAP is based on the URI commands "coap" or "coaps"

destination ports can be represented on 4-bits éadhe
interval 61616 to 61631.

location:coap: // Host: Port/ Path/ ?Query

The Host contains a literal address or an IPv6 address.

This field must not be empty, otherwise the URtasisidered

The IPHC encoding enabled with NHC allows thénvalid. The Port is the UDP port where the CoARveeis

compression of various extension headers. Thishiligawill
be useful to support security characteristics éfthure.

Nb of bytes | 1] 1

» 6 bytes Network header
UDP header

Link-Local - Link-Local (one hop)

Src: fe80 :: 052b : 5d41 : 1122 : 3344
Dst: fe80 :: 052b : 5d41 : 7788 : 99aa

Header
Fields

Dispatch

IPHC

NHC_UDP -
UDPports |~
Checksum |~

» 8 bytes

Communication outside the Link-Local scope
Link-Local = Multicast

Src: fe80::052b : 5d41 : 1122 : 3344

Dst: ff02 ::00XX (with “Dst Mult ID” = “XX”)

Nb of bytes |

,ﬂ
~
-
-
~

Header
Fields

Dispatch

IPHC

DstMultiD |~
NHC_UDP

UDP ports
Checksum

Nb of bytes b

,ﬂ
~
N

» 13 bytes

Communicationoutside the Link-Local scope

Global Address - Global Address

Src: 3ffe: 1a05 : d510 : :aa22 (with “Src Comp ID” = “aa22”)
Dst: 3ffe: 75¢1: 9d36 : : ee66 (with “Dst Comp ID” = “ee66”)

omp IID |
omp ID| >

Header
Fields

ext ID |

Checksum | ™

Dispatch
IPHC

Fig. 7: Compressed UDP over IPv6 headers with LOWPIRHC

located.

The use of "coaps" implies secure UDP datagramb wit
DTLS. Resources available via "coaps" are not shavith
"coap" even if their resource identifier indicatb®e same
Host : Port.

Ill.  SECURITY PROTOCOLS OVERSLOWPAN STACK

For many applications and services, the data exgthn
over the network need to be cryptographically sed¢uhe
aim is to ensure at least the authentication ofsérader, the
confidentiality of the data, the integrity of theafe and the
network availability [15]. Mutual authenticationdifreshness
are also additional security services often ensured

The security can be handled at the link layer, nbvork
layer and/or the application layer.

In the best case scenario, the IPHC header canresmfhe A. Security at the Link layer

IPv6 header down to two bytes, the “Dispatch” ahne first

Copyright (c) 2014 IEEE. Personal use is permitted. For any other purposes, permission must be obtained from the IEEE by emailing pubs-permissions@ieee
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encryption and authentication. However, the lagssioas of macKeyTable where the Key Descriptor is stored. TKey
the standard published in 2011 [9] and 2012 [10]rdd Identifier” is composed of 1-bit “Key Index” conestated
specify how the keys have to be managed or whal kin with a 0/4/8-bits “Key Source” field. When a givemitter
authentication policies should be applied. Theseids are holds several keys, the “Key Index” indicates wkay to
addressed in the upper layers. consider, as the “Key Source” defines the soureatitly. The

The following synthesis is based on the version HEE“Key Source” can be omitted when a key shared betwee
802.15.4-2011 [9] and its amendment [10] whichddtrced group of nodes is used. The MAC address of thetengan
Time-Slotted Channel Hopping (TSCH) supportingadiintly  be short for a “Key Source” field on 4 bytes oresxded when
multi-hop communications for industrial applicatioriThree the “Key Source” field is 8 bytes length.

fields in the frames are related to security issues The size of the macKeyTable is not defined and khba
- Frame Control (located at the Link Layer Header) adapted to the node capabilities. No indicatiogiven on how
- Auxiliary Security Header (at the Link Layer Header)  to build the initialization vectors. All the typed frames can
- Frame Payload (in the MTU) be cryptographically secured, even the “Acknowledgth

frame that provides security to the protocols.
When the “Security enabled” bit of the “Frame Colitr The “Frame Counter” field can be located eithertlie
field is set to 1, an Auxiliary Security Header (ASs added. header or in the payload leading to different siggur

It consists of three new fields (Fig. 8): considerations. When the "Frame Counter” fieldoisated in
- Security Control (SC) (1 byte) specifies which kind of the header, all the field enabling to build the AESM*
protection is used (security mode). Nonce are in “clear” text and could be eavesdroppeu
- Frame Counter (0/5 bytes) protects the message fronattacker can increment the Frame Counter, forgdsrgects a
replay attacks. fake packet with the next right Nonce. But, wheisitocated
Key Identifier (0/1/5/9 bytes) indicates the key used ton the encrypted payload, it must be decrypted feefieciding
secure the communication with a given node. if the frame is correct or not. This may waste gyef the
Ve e frame is finally rejected.
fbofbytespia 111211 12 » 29 to 49 bytes
. g - Authentication only
e MalE |52 Physical header B. Security at the Network layer
Fields E[EE| 22 2 Link Layer header .
E888|8 E| ESecurityfields 1) IPsec overview
Security inside the payload IPsec [16] is a protocol suite for securing Inteériny
Noof byiesp| 4 [1]1]2] 1 2| > 25/29/33 bytes (header) authenticating and encrypting each IP packet of a
s I HE 5 bytes (payload) communication session. IPsec includes the negmtiatf
I Z : 3 3 3 Encryption only cryptographic keys used for encryption. IPsec edus secure
ress | | 658 22 HE a flow of data between a host couple (host-to-h@stouple
e = of gateways (network-to-network) or between a hastl a
ysi_ wene gateway (host-to-network).
Nbof bytesp{ 4 [ 1|1 |2 |1 M P » 25/29/33 bytes (header) . . .
= 2| [.  9/13/21bytes (payload) IPsec provides end-to-end security at the netwaykrl It is
e q 8 |z, £ig[: DpataEncryption implemented in the operating system kernel. It quts
el | P HE & Authentication exchanges without the application includes secrityitives.
HEIERE In the absence of IPsec, TLS / SSL or DTLS showd b

included in the application to secure communication

Fig. 8: Security at Link Layer IEEE 802.15.4 IPsec includes three protocols:
Authentication Header (AH) provides integrity and
authenticity of the source of IP datagrams forwhele
header. AH also provides protection against replay
attacks (Fig. 9).
Encapsulating Security Payloads (ESP) ensures the
confidentiality, integrity or source authenticatiohthe
data payload and the default header. This protaisal
protects against replay attacks (Fig. 10).
- Security Association (SA) provides a set of algorithms

and data to perform operations AH and / or ESP.

Seven security modes are provisioned: The AES-CBC-
MAC cipher suite ensures the authentication of fizene
including a 32, 64 or 128 hits Message Integritd€gMIC)
behind the payload. The AES-CTR enables encryptiidh
cipher block of 128 bytes length to guarantee dafiiality.
The AES-CCM* combines authentication with AES-CBC-
MAC following by encryption with AES-CTR. For eachode
enabling encryption, a 13-bits AES-CCM* Nonce, casgd
of the 8-bits “Source Address” concatenated with Habits
“Frame Counter” ensures a replay protection. Thanter . ) , | ,
Counter is incremented for each outgoing frame. Whe o[1]2[3[4[s]6[7]o[1][2]s]4a]s]6[7[0]2]2]3]4]5]6[7]0][1][2]3]4]5]6]7
reaches its maximum, the keying material must beateul. Next Header paricacsrel Reserved
The standard allows moving the “Frame Counterdfigito e yBa e oo s Rl
the Payload. The Auxiliary Security Header includéso a Seauence fumber
“Security Control” field that includes the securjppgrameters
and a “Key ldentifier” field defining 4 ways to adds the Fig. 9: IPsec AH header

Integrity Check Value (ICV)
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IPsec can be implemented in transport mode or tunrend the ICV size can be derived from the SPI véleeause

mode. In transport mode, only the payload of th@deket is
encrypted and / or authenticated. The routing isaffected

because the packet header is not encrypted oredlter

the length of the checksum depends on the cryppbgra
algorithm used. Its smaller size is 12 bytes.
Integrated into the compressed IPv6 header frarhi€; for

However, when the AH is used, the IP address cabeot AH protocol adds a minimum overhead of 16 byteg.(EB).

translated because it would invalidate the hashatiiev
(checksum). In tunnel mode, the entire IP packenisrypted
and/or authenticated. It is then encapsulated antoew IP
packet with a new header. Tunnel mode is used d¢atera
VPN (Virtual Private Network).

0 | 1 | 2 | 3
o[1]2]s]4a]s[6]7]|o[1][2]3]4]s[6[7]|0][1][2]3]4]5]6][7]0]1]2]3]4]5]6]7

Security Parameters Index (SP1)

Sequence Number

Data Payload

| Padding

Padding | Pad Length | Next Header

Integrity Check Value (ICV)

Fig. 10: IPsec ESP header

A key management protocol is associated to IPsdaiaad
from the user interface. IKEv2 [17] is often uses key
management scheme.

2) Compressed |Psec for 6LOWPAN

Security capabilities can be added to IP using IFtd&der
compression and NHC for the next header compregsion
11). The NHC encoding consists in a NHC_EH bytéuidiag
three bits for Extension Header ID (EID), so eighiues. Two
free slots (“101” and “110") remains available awill be
used to indicate that a next header AH or ESP fsltow. In
this case, the “Next Header” field is set to 1.

0|12
1111

415|167
EID

EID: Extension Header ID

N NH: Next Header

Fig. 11: LOWPAN_NHC header for extension

Written by Shahid Raza, [19] describes how IPset lma
adapted to secure the communication between twe tiedes.
It does not address the tunneling mode. AH and jE8cols
are introduced as header extensions of the congurdssiC
header.

LOWPAN_NHC for AH: In the IPHC header, NH field
indicates the use of a next header. NHC headekHbdefines
the way to compress IPsec AH header (Fig. 12):

PL: Payload Length

SPI: Security Parameter Index
SN: Sequence Number

NH: Next Header

01112|3|4|5|6]7
1/1/0|1

PL [SPI{ SN|NH

Fig. 12: NHC header for AH

The first four bits are the NHC ID for AH, set t4101".
The SPI and SN fields defines respectively the aesgion

rate of the Security Parameter Index and the Segue

Number in the AH header. The field “Length” can ddaled
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Network header
: IPsec header
12 » 29bytes UDP header
2 g IPsecAH- Global Address > Global Address
2 € Src: 3ffe: 1a05: d510: : aa22 (with “Src Comp ID” = “aa22”)

5 2

5|5 Dst: 3ffe: 75¢1:9d36: : ee66 (with “Dst Comp ID” = “ee66”)

Nbofbytesp[1 2 21 1]2(12]2
2
Header = =1
Fields

H

Fig. 13: Compressed UDP over IPv6 headers secutbhd\M

LoWPAN_NHC for ESP: With NHC for ESP, only SPI
and SN fields can be compressed according to thanag
convention (Fig. 14):

0[1|2|3|4|5]6]|7
111|110

SPI: Security Parameter Index
SN: Sequence Number
NH: Next Header

SPI{SN| — |NH

Fig. 14: NHC header for ESP

The first four bits represent the NHC ID for ESR} 0
"1110". SPI and SN fields are the same as for AH.

The minimum length of ESP header without authetitioa
is 18 bytes with AES-CBC and perfect alignment bé t
blocks. After compression, the ESP header can thecesl to
12 bytes. When ESP provides authentication, 12shytest be
added for the ICV (Fig. 15).

As NHC_ESP performs encryption, the UDP header
compression is no longer available. Indeed, the NBIOP
would be encapsulated inside the encrypted conferd. the
receiver would imbricate decompression and deavypti
schemes.

Nb of bytes [ 1 2 12| P> 41 bytes (with Authentication)
IPsec ESP - Global Address —> Global Address
_| Src: 3ffe: 1a05 : d510: : aa22
2| Dst: 3ffe: 75¢1: 9d36 : : ee66

Header
Fields P

2
3
2
g g HE]
z 5 S

§ g K
3|2 g

[pispateh

Fig. 15: Compressed UDP over IPv6 headers secuthdE8P

The use of IPsec into a LOWPAN is possible but the
encryption takes many resources and leads to afisagrt
overhead. Furthermore, the simultaneous use of &®PAH
to perform confidentiality, integrity and authemtiion is very
heavy in a LOWPAN.

3) IPsec Security Association (SA)

The key negotiation scheme IKEv2 [17] is not ava#afor
the LOWPAN as it handles too much signaling. Thinaus of
[18] introduce a lightweight IKEv2 scheme for compressed
IPsec. A dedicated NHC header, recognized by thebitB
“1101", is defined. SPI=0 indicates that the defaelfined SA
is used, instead than a singular SA with SPI=1.

IKEv2 is a protocol for establishing a session keyween
two peers. While IKEv2 uses RSA asymmetric crypapdy,
lightweight IKEv2 is based on Elliptic Curve Crygraphy

rfECC). The Diffie-Hellmann protocol for key exchands

used in both cases.
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C. Security at the Application layer
1) Overview of DTLS

DTLS (Datagram Transport Layer Protocol) is a peoto
used to secure network traffic. It is based on Hn8 usable
with UDP datagram. So, DTLS manages the UDP pdokst
the packet reordering at reception and operatesnoaller
frames [21].

DTLS is a protocol in two layers: the bottom lajeicalled
"Record Protocol" and can provide a secure symmédey
encryption to ensure the confidentiality and/or thessage
integrity in the ciphered mode. The upper layetudes four
protocols (see Fig. 16):

communications.
of the current cipher suite.

"handshake" to report errors or "warnings".
Application Data: Using this protocol, application data

are fragmented, compressed and could be encrypted

with the security mode in progress.

The handshake protocol encapsulates 11 types cfages
used by the handshake mechanism (Fig. 16).

Record Layer Handshake — HelloRequest

ChangeCipherSpec ClientHello

ServerHello
Alert
HelloVerifyRequest

Application Data Certificate
ServerKeyExchange
CertifiateRequest
ServerHelloDone
CertificateVerify
ClientKeyExchange
Finished

Fig. 16: Structure of the DTLS messages

Fig. 17 details the structure of the ClientHello ssege
launched during the handshake.

byte 0
Content
Type
Sequence Number |
Handshake

Type Length
Fragment |

Offset

byte 5 | byte 6 | byte 7

Sequence Number

byte 1 | byte 2
Version

byte 3 | byted
Epoch ‘

Length ‘

| Message Sequence ‘ Fragment Offset

Fragment Length

Version ‘ Random

Random

Random

Random

Cookie
Length

Ciph
Random ‘E:r
Cipher Comp.

Suite Method

Session ID |

Cookie[variable]

Cookie[variable]

Record Layer
Handshake
ClientHello

Cookie[variable]

Fig. 17: DTLS ClientHello message
carried into “ClearText” or “Compresed” Record Laye

When key materials negotiation is achieved, tha dah be
carried securely inside a ciphered Record messagel8).
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Handshake: This protocol is used to negotiate securit;}nOdeS:
settings and generate a session key for secure

ChangeCipherSpec: This protocol enables the change

Alert: This protocol can be used at any time during the

byte 0 | byte 1 | byte 2
Content
Type

byte 3 | byted | byte5 | byte6 | byte 7

Sequence Number

Version

Epoch
Length

Sequence Number

Initialisation Vector[variable]

Initialisation Vector[variable]

Application Data[length]

Record Layer (ciphered)

Application
Data

Application Data[length]
Padding ‘ Padding
Pattern Length

| wacwariabe] |

Fig. 18: DTLS ApplicationData message
carried into a “Ciphered” Record Layer

During the deployment stage, a node is provided sgtcret
keys and access control lists according one oktHesecurity

NoSec: DTLS is not available.

PreSharedKey: DTLS is used. A list of pre-distributed
symmetric keys is established, and for each keyishe

of nodes with which it can communicate. If morentha
two nodes share the same key, this key allows
authenticating as part of the group. The entropthef
pre-distributed keys should be sufficient to make
difficult brute force attacks and dictionary attack
Communications in clear text on the client identitgy
compromise privacy.

RawPublicKey: DTLS is used and the node is provided
with a pair of asymmetric keys, but without a
certificate. The node gets an identity and a listades
with which it can communicate. In this mode, thel@o

is provided with an asymmetric key pair generatgd b
the manufacturer and installed on the node before
deployment. It must support the cipher suite
TLS_ECDHE_WITH_AES_128 CCM_8 (RFC5246),
the ECDSA signature scheme and secp256rl elliptic
curve cryptosystem based on prime fields.

Certificate: DTLS is used and the node is provided
with an asymmetric key pair and a X.509 certificate
known by a certification authority. The node gdsoa

list of trust anchors that can be used to verifg th
certificates. It is based on secp256rl elliptic veur
cryptosystem.

In “NoSec” mode, the system sends packets over UDP
using the protocol "coap”. The other three securibdes use
DTLS, which is indicated by "coaps".

DTLS has been designed for user end-point (computer
laptop, tablet, smartphone...) and is not optimal for
constrained resources. For example, large buffersneeded
to manage the loss of messages or to store ditagments of
a message. In addition, the use of X.509 certdicad perform
mutual authentication is not suitable for consedimesources
because their size can be very large. Multiplying humber
of fragments creates a high probability of packess! There
are still many challenges to overcome to make DTS
effective technique for securing a constrained petwThe
protocol must be simplified and a compromise betwee
security and a lightweight implementation must dwenid.

For constrained resources, all modes of DTLS are no
applicable. The initial "handshake" enabling thtéhaatication
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of two elements requires a lot of resources (F. 1

server

avoid
DoS
attack

authentication

cipher suite
negotiation
&
session key
establishment

POST /.well-known/dtls
ClientHello

1.xx Verify
HelloVerifyRequest

POST /.well-known/dtls
ClientHello

2.01 Created/session/4ad6bc29
ServerHello

Certificate
ServerKeyExchangek
CertificateRequest
ServerHelloDone

PATCH /session/4ad6bc29
Certificatek
ClientKeyExchange
CertificateVerify %
[ChangeCipherSpec]
Finished

2.04 Changed
[ChangeCipherSpec]

“Version” field elided into the frame. The “Epocltan be
reduced to 8 bits when EC=0. One bit is assignedh&
“Sequence Number” compression, originally 48-bésdth. If
SN=0, the 16 lower bits are retained. Bit F indésatvhereas
the message is fragmented (F=1) or not. When thesage is
carried in a single fragment (F=0), the “Fragmerifs&@” and
“Fragment_Length” fields are omitted. The “Lengtfigld is
always elided as it can be deduced from the loasgers. The
“Content_Type” is elided as the presence of this ONH
indicates  handshake content. At the  opposite,
“Message_Type” and “Message_Sequence” fields angeda
in line.

0/1121314|5]|6]| 7] V:Version
EC: Epoch

110/ 0| 0|V |EC|SN| F| SN:Sequence Number
F: Fragment

Fig. 20: LOWPAN_NHC for Record and Handshake

The handshake protocol (Fig. 19) encapsulates ¢édssary

Finished

or optional messages. When the “Message Type” field
indicates that a ClientHello message or a ServéoHis|
following, the respective NHC byte is inserted itite header
(Fig. 21):
The complexity of the "handshake" protocol is a big | 5112314567 S:Session D
problem for the nodes. Up to 15 messages distiibote 6 C: Cookie
flights are needed to establish a secure connedfiompared 0] 1|0]si|c|cs|cM] Cs: Cipher Suite
to TLS, DTLS introduced two new messages contairdang CM: Compression Method
cookie to prevent Denial of Service (DoS).
2) Compressed DTLS
Based on the necessity to achieve better enerwmy The ID field of the ClientHello NHC header is set‘1010”
by reducing the message size and to avoid as naupbssible (see Fig. 21). The “Session_ID” can often be omijttehich is
the message fragmentation, the authors in [22] qwepa indicated by SI=0. It is the case when no sessoavailable
technique to compress DTLS header in a standarclemmh Or when new security parameters are negotiated. The
way into a 6LoOWPAN network. ClientHello message is sent twice during the haakish
DTLS provides a handshake mechanism enabling ndwotocol: the first time to initiate the dialoguedarequest for a
nodes to authenticate to the “master” when theyhree cookie, and the second to request for cryptografeatures.
network, and to negotiate the cipher suite used data Bit C=0 indicates that both “Cookie_Length” and ‘&kie”
encryption and signature. For very resources cainsid fields are elided. The “Cipher_Suite” index can draitted
nodes, the handshake is not conceivable and thesnate Wwith CS=0 and set to a default cipher suite, fostdance
deployed with pre-shared keys and a pre-defindoecipuite. =~ DTLS_ECDHE_ECDSA_WITH_AES_128_CCM_8. No
[22] proposes two independent compression schemes:  “Compression Method” is used when CM=0. The “Rantiom
- For Handshake ClientHello and ServerHello message$gld is essential to ensure security and is alwegsied in
- For Application Data messages exchanged for tH#e, and the “Version” is the same as in the Redwader.
application purpose that can be encrypted and digne Using this NHC compression, 23 bytes are safe & th
using the cryptographic features of the cipheresuit ClientHello message (Fig. 22). When a Cookie isiedr one
The DTLS compression leans on the LOWPAN_NHC fobyte and its length must be added to the 43 byktélseobasic
UDP transport header. To indicate that compressedSDis compressed ClientHello message.
following — i.e. the UDP payload is compressed af as the
UDP header - , the ID bits are set to “11011” vailustead
than “11110” used only when the UDP header is cesged.

* Optional messages

Fig. 19: Handshake Protocol

Fig. 21: LOWPAN_NHC for ClientHello

Network header
UDP header
> 43 bytes DTLS header
ClientHello message
Global Address —> Global Address
S Src: 3ffe: 1a05:d510: : aa22

Compression of Handshake messages A new Dst: 3ffe: 75¢1: 9d36 : : ee66
LOWPAN_NHC is defined to handle the compressiobath ~ Fig. 22: Compressed DTLS Handshake ClientHello agssver
Record Layer and Handshake Headers (Fig. 20). Aslih compressed UDP / IPv6 headers
bits “1000” identify this new next header, V is $et0 when
the last DTLS version (currently v1.0) is used aie

Nbofbytespp/1 2 1

-

s
=
~
=
=
~
=
~
=
i

CompllID ™

Header
Fields >

ext D
Limit

Col
Hop Limif
Sre

Client Random

a

Dispatch
IPHC
nt

The ServerHello NHC header is identified by the110ID
value (Fig. 23). The Sever can re-negotiate the ®Vkrsion
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used and can achieve this re-negotiation whilengetv=1.

devices. Many challenges need to be solved to geptul

The status of the others fields are the same than feasily manage a secure network at a large-scale.dthe

ClientHello. The ServerHello message always carreed hard points is

Cookie.

V: Version

SI: Session ID

CS: Cipher Suite

CM: Compression Method

0|112|3|4|5|6]|7
1/0(1

1{v|sl|cs|cm

Fig. 23: LOWPAN_NHC for ServerHello

Compression of application Data messagedVhen the
DTLS Record Layer carried an Application Data mgss#&he
NHC compresses only the Record header. In this, thedD
bits are set to the value “1001” (Fig. 24). Thddéehave the

same significance than for NHC for Record & Handeha
The SN takes two bits which allow compressing th

“Sequence Number” field with a better granularity.

0|1|2|3|4]|5
1/0/0(1|vV

6|7
SN

V: Version
EC: Epoch
SN: Sequence Number

EC

Fig. 24: LOWPAN_NHC for Record only

As key negotiation append before exchange of datathe
network, the “Content_Type” field should be elidedd the
Ciphered Record Layer for Application Data messagesed
by default. The cipher suite features enables URKoad
encryption and signature. The required securityidssare
achieved: data confidentiality, frame integrity, iter
authentication, freshness thanks to the sequencdemand
availability improved with compression.

This compression scheme enables the saving ofes lmyter
25 of the original Ciphered Record Application Daader
(Fig. 25), that corresponds to 36% of the headwegtle

» 29 bytes

Ciphered Application Data message
Global Address —> Global Address
Src: 3ffe: 1a05: d510 : : aa22

Dst: 3ffe: 75c1: 9d36 : : ee66

Nbofbytes b1/ 2[1]1]2]2

1
&
5 u

Header
Fields P>

Fig. 25: Compressed DTLS Ciphered Application Datssage over
compressed UDP / IPv6 headers

the deployment and management of
cryptographic keys. That's why we devote a pardgemut
it. Non-cryptographic counter-measures are briefkposed

and a table summarizes the content of the disaussio

A. Security Requirements

The main security needs for 6LOWPAN networks are:

Data Confidentiality: makes the data content
understandable to unauthorized devices or users,

Data Authentication: verifies the identity of the data
source,

Data Integrity : ensures that the received data is correct,

Data Freshness guarantees that the received data is
8rigina| and has not been replayed,

Network Availability : ensures that the network services are
always available for the legitimate devices or siser

Network Robustness makes the network usable even
when an attack occurs,

Network Resiliency. maintains a given security level over
the network even when a node is compromised,

Network Resistance is the ability to avoid that an attacker
takes the control of the network via a compromisea;

Energy Efficiency. prevents battery drain in the network,

Assurance is the ability to dispatch information over the
network to ensure their security,

Device Authorization: checks the legitimacy of a device
and enables it to join the network.

B. Threat Analysisfor 6LOWPAN

Physical Attacks, such as node destruction, relmtabr
masking, can make the resource provided by the node
inaccessible. Moreover, the cryptographic secrietie snside
the node can be extracted allowing replay attaplsket
injection, making a clone or node reprogramming. th¢
physical layer, Deny-of-Service (DoS) attacks carnaunched
by jamming or tampering the radio signal.

At the link layer, an attack on network availalyilican
consist in flooding the network with large pack&isoccupy
the entire bandwidth. Packet injection can alsa f@abattery
exhaustion or to packet collision followed by padkss.

non

While the others messages of the handshake protocolttannd26] presents two fragmentation attacks on “mestierh

be compressed, the authors of [24] proposed toli$jnthe
protocol under certain assumptions. In [25], a cfida of the
certificate size is envisaged.

IV. SECURITY CONCERNS

Link layer security ensures the security of the elss
medium whereas upper layer security is designedctoeve
end-to-end security between two peers.

It is essential to understand the security requéres and
the threats to use against the right counter-measun the
field of LOWPANSs we currently have several toolsgluding
cryptographic, to counter many attacks.

Unfortunately, these tools cannot be deployed atséime
time because of the constraints of low-power netwand
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routing protocol handled by the 6LOWPAN adaptatiayer.
As the destination address is mentioned only in firgt
fragment, an attacker can easily flood the netwwitk next
fragments duplicated at the time of reception. Apotattack
consists in maliciously reserving space in the ssembly
buffer with incomplete packets until saturation.

Numerous attacks can be launched at the networdr.lay
Several attacks on routing, such as Selective fiatiwg,
Sinkhole attack, Sybil attack disrupt the netwagkvices from
a compromise node inside the network. The Wormhtick
is more dangerous as it does not need to compromigEle:
The attacker eavesdrops a packet and tunnels éntther
node of the network. This attack can be launcheitheatstart
during the neighbor discovery phase.
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At transport layer, a compromise node can injectsage
over the network to force the end-point to
retransmissions.

Application data may be peeked by an illegitimaseruor
impersonated. Attacks can also be launched toptishe data
aggregation.

C. Key Management

The secret key is the support of cryptography sscut
must be remained secret during the whole lifespfrthe

10

order to offer to the most constrained nodes thbdri security

requedevel possible.

Network Layer:

An efficient key establishment into the LOWPAN rensa
an open issue. Lightweight IKEv2 is based on priietls
ECC family, more secure but wider in memory thanCEC
based on binary fields. Lightweight IKEv2 is desdnto
establish a session key that will secure a sigmificdata flow
exchanged between two peers. In the area of lof,dtita
exchanged are more usually measures from sensamddhg

network, from deployment to revocation. So, the keyata streams. Moreover, the IPsec protocol doespruide

management is an important issue of the securite Key
management implies the concept of authorizatiorabse the
security credentials and keys are given only tdaesvable to
prove their legitimacy.

any acknowledgement mechanism.

Application Layer:
The full handshake can flexibly negotiate a sesdiew
between two peers, without pre-distribution. Howewie

Link Layer: All the IEEE 802.15.4 frames should besigna“ng and the size of the messages exchangfdhigln_

cryptographically protected to ensure the frameegrity,
authentication, freshness and optionally confiddityi But
the standard does not explain how to deploy a selitiEE
802.15.4 network, to securely add a new node tan#tevork
or to manage the cryptographic keys over time. 8h&SCH
working group, whose goal is enabling IPv6 over He@ode
of IEEE 802.15.4e standard, introduces in [27]security
framework in order to provide security servicestla link
layer. Three kinds of keys are defined: (1) thetevasey pre-
distributed initially in all the nodes of the netkp (2) the
network key shared by the legitimate nodes afténairation
and authentication services provided by the upagerk, and
(3) the link key established between neighbor iegite
nodes. At the start, a Setting-up phase consistarng in
software or hardware secured memory of the nodeirthaster
key and potentially any initial secrets. An outbafnd channel
may be set for this operation. The bootstrappirasphinitiates
a secure communication, thanks to the shared master
between the node and the network coordinator tfigune the
security attributes and the security level of teemote node.
Then, upper layers can provide authorization
authentication services to provide security creidés)t as
token, to the node and disclose the symmetric mitwey,
shared over the IEEE 802.15.4 network. A last plaied
key negotiation may consists of establishing paenink key
between neighbor nodes of the LOWPAN. The secleigl
of the local network depends on the capabilitytefriodes to
perform or not these four phases.

As requirements, the master key must be physisaityired
to avoid node tampering. An attacker who is ablgéo this
key can take the control of the whole IEEE 802.Ite#vork.
The lifespan of the master key expires when theartter
Counter” reaches its maximum value. Its upgradenas
defined. The network key disclosure implies key agament
at the upper layers. The link key establishmentolves
protocols based on asymmetric cryptography, theirogvaf a
certificate and a couple of public/private key. Times able
to execute such protocols are not so constrainigthtuweight
mechanisms for each deployment phase must be a@esign

The compression can only be applied for few messgues.
However, the certificate issue is addressed andligigs the
need of development of a shorter certificate fer¢bnstrained
nodes.

Both IPsec and compressed DTLS support manual pre-
shared key and automatic key exchange based omatyim
cryptography. Manual technique is tedious for higmsity
network and is not scalable. Automatic protocoksteavy for
constrained LoWPAN, but are flexible and scalaldte.the
future, 6LOWPAN needs to define its own keying
management methods that require low overhead ikepaize
and few signaling protocols.

D. Non Cryptographic security tools

The cryptographic security can be really efficiéghthe
cryptographic features (keys, seeds...) are phygipatitected
against stealing or disclosure. The constrainedcds\should
embed physical protection as secure element orreecu
firmware to avoid side channel attack and cloning.

and The version of standard IEEE 802.15.4e-2012 incude

security features for acknowledgement frames tadaumany
well-known attacks. The technology CSMA-CA (Cartier
Sense Multiple Access — Collision Detection) ietwsure that
the radio channel is available before transmittihgenables
channel hopping and prevents from physical DoSclkdtan
the radio channel.

IDS is a security approach that monitors the networ
activity to detect signs of intrusion or anomaliesaddition to
cryptography, the implementation of an IDS in a BLRAN
network should be useful to ensure the networkisesy

IPsec uses SeND protocol (RFC 3971) ("Secure Neighb
Discovery protocol") to discover its neighbors. Axrtension
of this protocol, called LSeND ("Lightweight Secudeighbor
Discovery protocol"), has been designed for 6LoWPAN
networks and is described in the patent [20]. la tuture,
6LOWPAN needs to define open source solutions far t
discovery service.
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This is the author's version of an article that has been published in this journal. Changes were made to this version by the publisher prior to publication.

The final version of record is available &ttp://dx.doi.org/10.1109/J10T.2014.2359538

11

Table 1: Security Elements

Layer Security mechanism Header Requirement achieved Foiled Attack
Overhead
Physique CSMA-CA None Availability Jamming / Collision / Fbaling
Secure firmware None Node Tampering
Secure element None Cloning
Link MIC 6 to 26 bytes Authentication & Integrity Pachefection
AES encryption only 7 to 15 bytes Confidentiality Eavesdropping
AES-CCM Nonce 11to 29 byted Authentication, IntegrityReplay Attack
Confidentiality & Freshness
Address Filtering None Energy Efficient DoS / Bayt Exhaustion
Adaptation | Hash Chain 8 bytes Integrity Fragmentation Attack
Split Buffer None Availability DoS / Buffer saturan
Network IPsec AH 16 bytes Authentication of the emittdPacket Injection
& Integrity Replay Attack
Network Resiliency,
Robustness, Resistance
IPsec ESP 28 bytes Confidentiality between fweavesdropping
peers Replay Attack
Secure Routing / Availability Routing Attacks
Secure Neighbor Discovery] [/ Protect Network S@wic | Intrusion
Application | Compressed DTLS 16 bytes Authorization through [aAggregation
Ciphered Layer token &Authentication off Data Peeking
the emitter & Integrity &| Packet Injection
Confidentiality between twg
peers using a given
application
Network Resiliency,
Robustness, Resistance
IDS / Network Services Every Intrusions

V. PRIVACY CONCERNS

Among the security services, the encryption enstihes
confidentiality of the data exchanged over the ekw The
integrity and the authentication of the whole fragen be
guaranteed, but the confidentiality of informatioeluded in
the header remains unprotected. This causes aepnofdr
privacy. The header carried information called “adstta” and
is used for “data mining”. They may enable trackiag well
geo-localization, identification as social linksfarence or
activity recognition.

In this section, we envision how the private infation
included in the header may be protected.

A. Temporary Sateless Addresses Auto-configuration
The use of a constant part in the address field

fundamental to route the packet over the networkis T

information cannot be easily hidden. Even whengtindoad is
ciphered, the addresses included in the headeyeatdn clear
text and can be eavesdropped. The private infoomatarried
in the packet header should be hidden to avoiditngcand
data mining.

IPv6 addresses are divided into two distinct patte

Copyright (c) 2014 IEEE. Personal use is permitted. For any other purposes, permission must be obtained from the IEEE by emailing pubs-permissions@ieee

interface identifier (1ID) and the topology. Theptdogy
changes for mobile devices and carries localization
information. The 1ID remain constant as it idem#fia given
device. “Data mining” techniques that correlate #wtivity
with the address are based on the 11D tracking.

A compatible approach with the auto-configuratioh o
stateless addresses consists in modifying the Wer dime.
Thus, it becomes more difficult to associate aivigtwith a
device (or a person) even if the routing prefixstoechange.

The document RFC2462 [28] details a methodology for
generating a temporary link-local address of a miVeEE
802.15.4 interface without the need of a DHCP gefvalso
tackles the extension of a temporary random stdedeldress
to global scope addressing for outgoing messageudes
random sequence of interface identifiers (IID) Bnerated
vgith a MD5 hash function from a random component tre
IEEE 802.15.4 identifier. A dedicated algorithm ifies that
the generated I[ID has not already been used. The
concatenation of the 64-bits random 1ID with the-tf4
prefix forms a temporary IPv6 address. When a ndavess is
created, the old one is deprecated to avoid ithduuse.

Each application should have the choice to prédferuse of
public IPv6 address or the use of temporary addtess
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communicate with a given node (RFC3041) [29]. A UDP There is another limitation to the use of CGA: No
based application could be unique to get the kndgdeabout mechanism is available to prove whether an addcesses
the addresses currently in use. In this case, astieicould be from a CGA or not. A attacker can intercept a CGllrass
useful to decide when the addresses expire. The ARdbuld and use it as a non-cryptographically signed addres
be developed in order to enable applications ticatd their Nevertheless, he will have difficulties to make fiirof this
“privacy” needs with an adequate granularity. hack because nodes give priority to signed addsesse

Hence, CGA brings the same level for pseudo-naramg

Auto-configuration through stateless addressingwadl a temporary random addresses described in [29].

host connecting to a network, configuring its addreand Two other minor limitations of the use of this CG#r
establishing a communication with the other nodéthout “privacy” can also be highlighted:

having registered nor authenticated into a lochl setwork. - The generation of a new address requires a high
Thanks to this technique, non-authorized userscoamect to computing power and consumes significant energys Th
the network and use it. Many Denial of Service (DaBacks is orthogonal with the need to frequently renew the
can be launched thanks to the use of statelessessidr addresses.
generated by auto-configuration (RFC4862) [30]. - The public key is disclosed in a “SeND” messagehéf
The final user must be able to voluntarily actividte use of transceiver wants to stay anonymous through theesod
temporary addresses that protect its private profihile used (multi-hop), they have to generate not onhew
avoiding the access to some services or application address but also a new public key. However, theesdd
(RFC4941) [31]. The network administrator must ddgoable is the unique identifier of the node at the linkda So
to deactivate the use of temporary addressesntarice in the node may keep the same public key as longes th
order to debug easily or for a chosen prefix. The of address does not change.

temporary addresses can perturb some applicatlmatsuse The CGA scheme described in [32] is based on a RSA
private information. Some servers deny communioatio cryptosystem. The RSA cryptography is heavy and not
coming from clients whose IP address doesn’t matith the adapted for a use into LOWPANs. To use such a gyiva
DNS name. If an address expires before the apjgitdtas protection over LOWPAN networks, a cryptographic@ds
ended, it can also create bugs and stop the afplica generation scheme based on Elliptic Curve Cryppugya
Furthermore, if an application opens several sassiit can (ECC) must be developed.

expect the client to have the same address fosea$ions.

This requirement cannot be fulfilled with the ugg¢emporary VI. ARCHITECTURE FOR ENBTO-END SECURITY

addresses. _ _ _ The main objective of these recent years has leendure

If & node uses the same prefix over a long peabenging  the interoperability of communication protocols ween the
the IID will not be enough to protect its privacho get an \yorild of LowPAN and the World Wide Web (WWW).
efficient temporary addressing, the prefix must Inetstatic or Nowadays, this work has reached a certain matanity is
the same for a large number of nodes. ~ used to route end-to-end communications in a Citgssical

Moreover, the addresses may be spoofed. On a it System. But what about the data security or the pseacy?
network where temporary addresses are frequengigted, it Security protocols such as IPsec or TLS deployedhis
can be difficult to distinguish between a legitimatldress and §omain of traditional Internet have won the trusthe society
a spoofed address composed of a correct prefix @ndang are now widely used by citizens. The standatidia
nonexistent IID. However, even when the addresp@fed, effort done on 6LOWPAN aims to ensure the interapiity
the identity of the owner remains protected. of these security protocols with the LoWPAN worlthis
B. Cryptographically Generated Address (CGA) Ieadc:i; tg hthe introduction of Iresources at “shc()jmhcnnd

- . andwidth consumer protocols into constrained, eve

CGA (Cryptographically Generated Address) aim is t{):)onstrained systems IOMan compromises are conrs:l/idere
prevent against stolen or spoofed IPv6 addresse€3R72) Lestionin theynotionl ofend)-/to-endpsecurit
[32]. It is based on the use of asymmetric cryppgy relying q 9 Y.
on couple of public key/secret key. It consistshimding the

7 i Application Application Application
IID of the address - generated with a cryptograpie-way A Any o
) ) . R Transport Transport Transport nd-to-End
hash function - with the public key of the nodeisTecheme Ay Ay security for an
can be applied without certificate or security astructure. " S v

two IPv6 peers Link client-server
architecture

The public key of the device is cryptographicallyked to _Ifﬁiﬁ.’ﬂe’!‘ﬁetwmk
its identity carried by its address. The addresaseswuses its
secret key to sign the message and prove its tgientassure Fig. 26: Security of the communication at differtmtel of the
the authentication from its address. protocol stack

Following this scheme, a attacker can create a aviivess
based on an arbitrary prefix and its own public kegking At the link layer, the frame can be protected (F2§)

profit thatthe CGA is not certified. But, the attacker cannofnSuring some security requirements for the LOWPAN.
steal the identity of a legitimate node. Implemented at the network or transport layerscauld

Copyright (c) 2014 IEEE. Personal use is permitted. For any other purposes, permission must be obtained from the IEEE by emailing pubs-permissions@ieee
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provide hop-by-hop security or end-to-end secuwiith many
restrictions.

In this section, we propose to analyze the seciggiyes in
three configurations:
- Internally to a LOWPAN;
- Between two hosts, the first one belonging to thé/\W

and the second one to the LoOWPAN world;

- Between a host and a LOWPAN network.

Each of these configurations supports differentesymf
applications or services.

A. End-to-end security inside a LOWPAN

Inside the LOWPAN (Fig. 27), the security can beisaged
either at the link layer with the security extemsiof IEEE
802.15.4e in TSCH mode, either at the network layéh
compressed IPsec or between transport and applicktyers
with DTLS. The stateless addressing allows botletuce the
address length and to pseudo-name devices withugbeof
temporary identities generated cryptographicallyasrdomly.
By this way, privacy can be ensured and maintaifoedhe
packets routed inside the LOWPAN.

BorderRouiér,,»"" e I II

World Wide Web é L
LoWPAN
----- B

‘!" ! ! N
"""" E

Fig. 27: Communications internal to the LOWPAN

1) Security at link layer

At the link layer, the security should be usedditypes of
frames. Each unsecured frame is a flaw that camsbd by an
attacker. The question is “what level of securibhodd be
chosen?”. The answer will depend on the criticatifythe
application supported. The node capabilities walldhosen in
function of the application needs and the cost.

13

The use of cryptography to secure the frame malés t
frame content. The routing algorithm should be “maader”
and based on the MAC address located in the framagldr.
When link keys are used, a “route-over” algorithaséd on
the IP address located in the network header canipoyed
because the frame content is decrypted and re{atiectyat
each hop.
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Fig. 28: Header of a secured packet over a LOWPAN

2) Security at network layer

IPsec offers several security modes integrated My t
operating system (OS) of the node in the kernale¢Rs based
on previously negotiated session keys and a cighiée using
symmetric cryptographic functions. A default SA ¢Bety
Association) common for all nodes of the LOWPAN damn
pre-defined.

IPv6 addressing is very powerful and offers many
possibilities to carry a packet over a LOWPAN. Fiitsallows
hiding the node identity by auto-configuration bétaddresses

The lowest security level consists in using a symime randomly or cryptographically and by frequent reakuf the

shared master key for the whole local network. Tiiplies

pseudonyms used. This functionality is a valualdel tto

that each node is able to physically secure thysbleeause if a protect privacy at a significant cost of energydctonstrained

node is compromise, the whole local network is broKThis
key must also be updated over time when the fraoumter
has reached its maximum value. The confidentialdy be
ensured against the outside but not inside the ar&tvwall the
nodes have access to the information exchangedtiogdocal
network.

The use of the network key supposes the presenam of

authorization server. The following question is ihaloes
each node prove its legitimacy to the server acd versa?”.
The network key is a session key which is easiemémage
over time than the master key as the authorizat@mer can
perform this task. Its generation involves the upagers.
Generation of link keys between a pair of nodeslsesore
resource notably embedded asymmetric cryptograpbytlae
capability for the nodes to launch a key exchangéopol.
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device. Secondly, the link-local and multicast @dding
requires an adequate key management scheme pedfame
the application level.

IPsec ESP is available with or without authentorati
Several security faults were highlighted when thessages
are not authenticated. The CRC is not cryptogragllyiduilt
and an attacker can forge a CRC to make the recabteepted
the packet at the link layer. Moreover, the usdRsfec ESP
requires to decrypt and to re-encrypt the UPD heatleach
hop. This is costly for the node in computing ofiera

With IPsec AH, IPv6 global addressing must be used
enabling the use of “route-over” routing protocads a
minimal cost of 6 bytes on the network header (E8).

The IPsec protocol ensures the freshness of thieepaait
does not provide support for acknowledgment. Cosgwe
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IPsec ESP and AH do not offer enough flexibilitylt® used checking the MAC of the incoming IP packet and gpting
over |EEE 802.15.4e. Research must focus on tlis content with the SA negotiated between theola@nd the
development of a new version of lightweight IPsedidated BR. The IEEE 802.15.4 header is added to the fraggde

to the LOWPAN. 6LOWPAN packets holding a compressed IP header. The

3) Security at transport layer
At the application layer,
solutions to establish and manage the session &éys a

MAC is re-computed on each fragment and the conteay
be ciphered according to the SA negotiated betwkerBR

DTLS attempts to provideand the LoOWPAN device. The Fig. 28 details the kead a

fragment in the LOWPAN world for a security achidwther

handshake mechanism and various compromises. The fwith IPsec ESP or IPsec AH.
handshake is very expensive for a LoOWPAN and variou The fragmentation performed by the 6LoWPAN adagptati

studies focus on its simplification [24]. DTLS islsa
compatible with a RESTful interface and fully implentable
into a WWW environment.

It provides confidentiality, authentication, intégr
freshness and acknowledgment over UDP frames with
overhead about 22 bytes. At the application latrex,security
is easier to manage but the application developed#s to be
aware about the security features and protocadséodd pitfall
at the development stage. The security providedDBy.S
does not protect the headers of the lower layedssaould be
used in concordance with link layer security.

B. End-to-end security beyond the Border Router

layer interrupts the end-to-end security. As conosege, the
BR must be a trusted element. Compressed to maxirthen
header takes 51 bytes for IPsec AH, letting 76dptr packet
for the application protocol and data flow conteie
gonfidentiality of the data can be ensured with 2ab§tes
additional cost. This configuration enables a secur
transportation of the data thanks to a trusted lBR,does not
ensure the privacy.

The tunneling mode is not available in the LoWPAN
domain, but it can be employed in the WWW domain tiids
way (Fig. 30), the privacy is guaranteed between l&ptop
and the BR. In the LOWPAN side, stateless addrgssiay be
employed to hide the device identity. As in theviizas case

The global addresses enable a hop-by-hop commionicat gy 59y the BR must be trusted as it performes skcurity

between two hosts of a Cyber Physical System. Vdinenend

point belongs to the WWW and the other to the LoWPA

world, a Border Router (BR) is in charge to tratesléthe
communication protocols to achieve the communicati®ut
the security protocols translation implies the gaalecryption
and the re-encryption into a 127-bytes fragmentichethe
term “hop-by-hop” instead of “end-to-end” security the
future, a real end-to-end security should be adueto
guarantee the data security between two end-p@ints to
facilitate the key management as the keys and otiedie
should be disclosed by the authorization servey tmlthese
two end-points. In this context, we will consideeveral
configurations.

1) End-to-end security achieved at network layer
IPsec has been designed to secure a data flow Getwe
hosts (Fig. 29) or a host and a network (Fig. 30).

Border Rdufle’r:.—""

World Wide Web é LoWPAN

Ethernet |EEE 802.15.4

Fig. 29: Communication between two peers

IPv6

The configuration shown on Fig. 29 can be envisafjgu
LoWPAN end point is an IPv6 device not too consigdi. The
BR translates the global address of the sourcedastination

expressed on 16 bytes in the WWW domain into a know
context in the LOWPAN domain. The 6LOWPAN adaptatio

layer will fragment the incoming packet of at lea280-bytes
long to form fragments of 127-bytes long. This rieeml
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protocols translation.

Global
Addresses

Auto-configuration
Stateless Addresses

Trusted
device

Border Route,lz.-"“

: y LoWPAN
B - gl

VPN

World Wide Web

Fig. 30: Private communication between a host ahdvePAN

2) End-to-end security achieved at application layer

DTLS is generally used with CoAP in a RESTful
environment based on URI addressing. DTLS is nianitied
to carry large amount of data over the network, toutecure
measures collected by the nodes and delivered €¢oBR,
either spontaneously or in response to a query. PTd
typically suitable for client-server architectufegd. 31).

Trusted
device

Border iji;a_[,—"/

-TCoh®S

World Wide Web

CoAPS K
Uniform | q‘fr ; LoWPAN
Ressource % MR- IEEE 802.15.4
Identifier s A 2

Fig. 31: Communication between a host and a LOWR#NCoAP
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Controlled at the application level, the laptop esses the
BR by a global addressing like URI that may alsatam a
request for a given node. The BR transmits the esigfrom
the WWW domain to the LOWPAN domain and delivers th
response. While the security keys are establisheg
independently in each domain between the BR andaiitep
and between the BR and the LoOWPAN devices, the BRtm 3]
remain a trusted element.

Many improvements may be envisaged to achieve end-t
end security from the laptop to the LOWPAN with aBR  [4]
(untrusted). First, the session key must be netgotibetween
the two end-points, with the important issue questig the
node authorization in the LoWPAN. Secondly, the kets [5]
must be formed at the application level in the WVeg/they (6]
will be inserted into a 6LOWPAN fragment using the
application protocol used in the LOWPAN. A tentatito
implement CoAP into a Web browser has been devdloyih
Cooper as a Firefox Add-on. DTLS could be impleredrihto
the Web browser for end-to-end security issues.rdii
compressed DTLS provides a lightweight version &iLB
reducing the packet size. The occupation of thedWaith
must also be reduced and a lightweight full hankistshould
be developed for constrained nodes. And, fourthlg,privacy
problem will remain as DTLS does not cover thiseasp

(1]

(71

(8]

(9]

VII.

This paper presents a synthesis of the differengswa
achieve the security of the communications in the. Ilt

CONCLUSION
[10]
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