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Guest Editorial
Special Issue on Security for IoT: The State of the Art

T HE INTERNET is becoming more and more ubiquitous.
One central element of this trend is the existence of a mas-

sive network of interconnected wired/wireless physical objects,
things, sensors, and devices, which can interact in a rich set of
manners through a worldwide communication and information
infrastructure to provide value added services. The vision of
such an Internet of Things (IoT) system, supported by indus-
trial companies and governments globally, has the potential to
mark an evolution that will surely have a great impact on our
environment and our lives.

Yet, the realization of a ubiquitous IoT also poses a number
of challenges where security is among the top concerns. The
globally interconnected physical objects inevitably result in a
potentially enormous attack surface that can be easily exploited
if not adequately protected. To enable strong security founda-
tions for the ubiquitous IoT, many factors need to be taken into
account. Examples are data security, privacy, access control,
information assurance, trust management, secure services inter-
operability, seamless integration, system heterogeneity, scala-
bility, and mobility. This Special Issue brings together the most
recent advances in IoT security. The accepted papers pertain to
the state-of-the-art security and privacy issues with respect to
various pervasive and ubiquitous scenarios.

Out of 30 submissions received in response to the Calls
for Papers of the Special Issue, seven papers have been
accepted. The list and a brief summary of these papers are
reported below.

We hope that readers will find the issue interesting and a
source of inspiration for their future research and practical
development work.

PAPERS

“Sybil Attacks and Their Defenses in the Internet of Things,”
by Kuan Zhang Xiaohui Liang, Rongxing Lu, and Sherman
Shen, studies different types Sybil attacks in IoT and presents a
suite of security solutions.

“Security Protocols and Privacy Issues into 6LoWPAN
Stack: A Synthesis,” by Christine Hennebert and Jessye Dos
Santos, presents the benefits and limitations of a number of
protocols and security solutions that can be deployed with
constrained resources in IoT.

“Characterizing the Performance of Security Functions
in Mobile Computing Systems,” by Abdulmonem Rashwan,
Abd-Elhamid Taha, and Hossam Hassanein, proposes a bench-
marking environment for evaluating cryptography-based secu-
rity functions from a communication perspective.
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“P3: Privacy Preservation Protocol for Automatic Appliance
Control Application in Smart Grid,” by Depeng Li, Zeyar Aung,
John Williams, and Abel Sanchez, investigates possible sensi-
tive information leakages and analyzes potential privacy threats
in the automatic appliance control application for IoT.

“Privacy Preserving Channel Access for Internet of Things,”
by Debasmit Banerjee, Bo Dong, Mahmoud Taghizadeh, and
Subir Biswas, presents a privacy-aware slotted channel access
mechanism for IoT in a multi-trust-domain environment.

“A Model-Based Validated Autonomic Approach to
Self-Protect Computing Systems,” by Qian Chen, Sherif
Abdelwahed, and Abdelkarim Erradi, introduces an autonomic
model-based cyber security management approach for the IoT
ecosystems.

“An Anti-Tracking Source-Location Privacy Protection
Protocol in WSNs Based on Path Extension,” by Wei Tan,
Ke Xu, and Dan Wang, proposes a new Path Extension Method
scheme that provides strong protection for source location
privacy in WSNs.
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He is an Associate Professor of electrical and computer engineering with Rutgers University, New Brunswick, NJ, USA. He is a
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ICDCS SPCC. He is a senior member of the ACM, and ACM SIGSAC. He was a recipient of the National Science Foundation
(NSF) CAREER Award in 2005.
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