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Security Access Protocols in IoT Capillary Networks
Romeo Giuliano, Franco Mazzenga, Alessandro Neri, Anna Maria Vegni

Abstract—Smart City services are enabled by a massive use
of Internet of Things (IoT) technologies. The huge amount of
sensors, and terminals with a great variety of typologies and
applications, requires a secure way to manage them. Capillary
networks can be seen as a short range extension of conventional
access network in order to efficiently capture the IoT traffic,
and are enablers for Smart City services. They can include
both IP and non-IP devices, and security can become an issue,
especially when simple unidirectional communication devices are
considered.
The main goal of this paper is to analyze security aspects in IoT
capillary networks including unidirectional and bidirectional IP
or non-IP devices. We propose an algorithm for secure access for
uni- and bi-directional devices. The security procedure is based on
a secure key renewal (without any exchange in air), considering
a local clock time and a time interval of key validity. Following
previous work in [2], in this paper we assess the duration of the
validity of the time window, and present extended simulation
results in terms of (average) transmission time in a realistic
scenario i.e., including the presence of disturber(s), then providing
indications for the setting of the duration of the key validity time
window. Finally, we present the benchmark analysis in order to
assess the effectiveness of our approach with respect to other
existing standards, as well as the security analysis in terms of
typical attacks.

I. INTRODUCTION

Smart Environment (SE) services exploit the massive data
collected by sensors, connected devices and mobile terminals,
and also social applications, in order to provide advanced
services to users [1]. In this scenario the environment will be
disseminated by millions of simple and sometime tiny devices
(i.e., smart things), with autonomous sensing, processing, and
communication capabilities. Devices as varied as soil moisture
sensors, street lights, diesel generators, video surveillance
systems, and many others will be connected with each others
anytime, and anywhere, in a seamless way.

As a vision towards 2020, we expect to reach the threshold
of 50 billion connected devices [4]. This number is so large that
devices cannot be individually managed, and then techniques
for self-addressing and self-classification will be mandatory.
In a more general setting, SE services will be enabled by a
massive use of the Internet of Things (IoT) technologies [5],
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[6], where the data traffic produced by IoT devices will be
very different by traditional human-machine oriented Internet
traffic. Many sensors are very simple, and due to their hard-
ware/software limitations they are unable to directly support
IP-based communications.

Typical radio access infrastructures are claimed for support-
ing IoT using existing Machine-to-Machine (M2M) services,
and are commonly seen as the integration of one or more
short/medium range radio technologies, such as WiFi, Blue-
tooth, Zigbee, 6LoWPAN etc. and cellular radio technologies
such as High Speed Packet Access (HSPA), Long Term
Evolution (LTE), and so on. However, this vision could be
limiting since IoT/M2M access networks should be able to
accommodate any kind of device. In addition, it is well known
the Internet will run out of IPv4 addresses in next few years. As
a consequence, new sensors requiring unique IP addresses will
need IPv6 addressing. Moreover, sensors will need to be self-
sustaining, in order to keep alive connections in IoT networks.

A lot of effort has been made in the area of standards,
especially in the areas of access IoT network architectures,
communications and security. All the aforementioned chal-
lenges rely on efficient data communications, being them
within a fixed infrastructure or with mobile devices and users.

Capillary networks are seen as the fundamental enabling
infrastructure(s) required for IoT, and more in general, for
Internet of Everything (IoE), and then for the realistic de-
velopment of the SE concept. The typical capillary network
is realized through gateways densely deployed in the serv-
ing area, and it can be seen as a short-range extension of
conventional wireless/wired access network(s). It allows to
collect traffic from any sensor device. As a result, the capillary
networks [3] represent a fundamental part within the IoT
framework, allowing local wireless sensor networks to connect
to and efficiently extend the own local connectivity through the
use of gateways.

The concept of capillary networks implicitly assumes the
coexistence of heterogeneous devices (i.e., unidirectional, bidi-
rectional, IP, and non-IP). Unidirectional devices cannot be
coordinated/commanded in any way by the gateway/mediator,
neither they can coordinate among them. Thus, they interfere
among them, as well as, unintentionally, with bidirectional
devices. This largely justifies the performance analysis of
bidirectional devices in the presence of interference due to
unidirectional terminals that need to coexist in the same
capillary network, thus complicating the operating scenario.
On the other side, IP and non-IP devices distinguish among
the hardware and software capabilities of capillary terminals.
It is obvious that unidirectional terminals are non-IP devices,
and have very reduced functionalities (maybe only sensing
and simple transmission capabilities over non-standard signal
formats).
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The access security of heterogeneous devices in IoT capil-
lary networks is analyzed in this paper. This topic has been
addressed in part in [2]. In particular, in this paper we extend
previous work [2], where we consider an architecture for the
IoT non-IP terminal access, based on the usage of a mediator
in the network. The mediator entity is not simply a gateway,
but it represents all the non-IP terminals inside the network,
in order to allow the applications running on the service
application platform to address and communicate with them,
as if they were IP devices. The mediator is at one hop with
non-IP devices and communicates with them by using a secure
connection.

Leveraging on the previous work [2], in this paper we aim
to extend the discussion on security issues in IoT platforms,
and we present further simulation results in realistic scenarios
specific for IoT paradigm, even including intentional disturbers
aiming of disrupting the correct operations of the proposed
security algorithm.

The proposed secure access algorithm is based on the
extension of the concepts in [10], [11], where a common time
reference is used to generate/renew the session keys i.e., no
secure server for keys generation/exchange is required. The
procedure is then extended to bi-directional communications
between a non-IP device and its mediator. Our proposed ap-
proach belongs to the class of pre-distribution key management
schemes [26], with specific features that distinguish from
existing related works. Indeed, the main advantages of our
technique is the use of locally generated secure keys, based
on a time approach, that can be renewed if the time window
elapses.

The considered time-based security technique correctly op-
erates assuming a specific duration for the time window
used to assess the validity of the secure key. The setting
of this parameter can be related to the transmission time
required by sensors to correctly deliver the message to the
gateway/mediator. Since terminals operate in an interfered
environment characterized by many terminals that access the
channel in accordance with different protocols, many delays
can occur i.e., delays due to access the channel, and delays due
to retransmissions caused by packet collision at the receiver.
Such delays can strongly affect the transmission time. In
particular, events where the transmission time can be larger
than the key validity time window can seriously impair the
considered security procedure.

In fact, the packet arrival outside the time window is
interpreted as a typical reply attack, and then discarded even
though the key is correct and the packet owns the timestamp
indicating the emission time (inserted at security/application
level) is in the correct time window. In addition, the presence of
an intelligent disturber that can lead to a reduce availability of
the idle channel, can cause a significant increase of the channel
access time. Then, the time window shall be set accounting for
the typical overall transmission time achievable in a realistic
scenario including several and different types of terminals and
even intentional disturbers (if any).

In order to analyze this important aspect, we adopt a
simulation-based approach and some results are presented
and discussed in this paper. It is observed that the overall

transmission time increases above one second in the presence
of the disturber even for low/medium network load.

The paper is organized as follows. In Section II we provide
a background on security and privacy issues in IoT scenarios,
and present the main technologies used to face with these
issues. Section III illustrates the considered scenarios, as well
as the list of the mediator’s functionalities. In Section IV we
discuss the proposed algorithm for providing secure connec-
tions for both uni-directional and bi-directional (non-IP)–to–
mediator communications. In order to assess our proposed
technique with respect to other existing standards, in Section V
we present the benchmark analysis and compare our approach
to ZigBee and 6LoWPAN. In Section VI, simulation results
carried out to evaluate the performance of the secured network
are reported. Then, in Section VII we provide the security
analysis of our technique. Finally, conclusions are drawn at
the end of the paper.

II. SECURITY, AND PRIVACY ISSUES IN IOT

Providing security in IoT scenarios is a challenge, mainly
due to a huge amount of heterogeneous devices globally
accessible via insecure connections.

Security issues are extended from confidentiality, authen-
ticity and integrity of end-to-end communications to network
aspects, such as authenticity and integrity of devices, and
networks. By fact, hackers may use IoT devices as attack
platforms to perform distributed denial-of-service (DDoS) at-
tacks. For instance, in 2014 Proofpoint researchers discovered
an IoT cyber-attack, where home appliances like TVs, and a
refrigerator, sent malicious email spam. Thingbots were created
in order to compromise things. Finally, privacy issues emerge
as more complicated to be fixed, since devices in IoT networks
may be associated with persons.

Security issues in the framework of IoT have been largely
investigated. A recent review on the security aspects of IoT is
deeply investigated in [12]. Traditional security countermea-
sures cannot be applied to IoT framework, due to specific
features of the different standards and communication stacks
employed. Several works have addressed the topic of security
issues in IoT [26]–[29]. In [28] Sicari et al. survey the main
research challenges and the existing solutions in the field
of IoT security, as well as in [29] Granjal et al. present
a survey on existing protocols and mechanisms to secure
communications in the IoT. Finally, in [26] Simplcio et al.
present a review of different key management solutions applied
to wireless sensor networks, compared in terms of security,
efficiency, and flexibility. Finally, in [27] Chang et al. present
a survey on main key management protocols applied to Body
Sensor Networks (BSN), a dedicated area within the IoT
framework.

In IoT scenarios, a number of technologies have been
developed in order to achieve information privacy and security
goals [13], such as the Transport Layer Security (TLS), which
could also improve confidentiality and integrity of the IoT, and
the Onion Routing, which encrypts and mixes Internet traffic
from different sources, and encrypts data into multiple layers,
by using public keys on the transmission path.
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IoT platforms will become a reality due to two main pillars
i.e., (i) 6LoWPAN [14], and (ii) Constrained Application
Protocol (CoAP) [15]. 6LoWPAN enables embedded nodes
to use a restricted subset of IPv6 addresses, while CoAP –a
software protocol targeted for small low power sensors– allows
these devices to offer services to other machines, enabling
resource-efficient implementations. More in details, the idea of
6LoWPAN is a combination of IPv6 and IEEE 802.15.4. The
most important difference is the size of the IPv6 packet, so that
the IETF 6LoWPAN working group proposed an adaptation
layer that optimizes IPv6 packets through fragmentation, and
assemblies to be supported by the IEEE 802.15.4 link layer.
This new layer is located at the Edge Routers (called also
Border Router) that controls flows incoming and outgoing
from the LoWPAN that represents the collection of 6LoWPAN
nodes sharing the same address prefix IPv6.

A 6LoWPAN network consists of one or more LoWPAN
networks connected to the Internet through the Edge Router
that controls flows incoming and outgoing from the LoWPAN.
LoWPAN devices are characterized by their short radio range,
low data rate, low power and low cost. In a LoWPAN, there are
two types of devices i.e., (i) the FFD (Full Function Devices),
and (ii) RFD (Reduced Function Devices) connected to the
Edge Router, responsible for communications with the Internet.
Moreover, the LoWPAN supports two types of topologies
i.e., (i) star topology, where nodes communicate with one
coordinator responsible for managing communications within
the network, and (ii) mesh topology, where nodes can commu-
nicate with each other directly. Within LoWPAN, devices do
not use the IPv6 address or UDP full header to communicate,
but it remains at the Edge Router to communicate with the
outside. Finally, routing issues in 6LoWPAN are addressed by
IETF-ROLL (Routing over Low-power and Lossy Network)
working group, in order to seek a proper routing solution to
this kind of networks. IETF-ROLL proposed RPL (Routing
Protocol for Low-power and Lossy-networks) [16], which has
opened a new area of research and development.

Security issues in 6LoWPAN are analyzed by Rghioui et al.
in [17]. 6LoWPAN networks can suffer from several attacks
aimed to cause a direct damage to the network, or just to
spy the network confidential information. These attacks can
be classified into two types i.e., (i) internal attacks provided
by malicious nodes, and (ii) external attacks by unauthorized
devices. Moreover, these attacks are i.e., (i) passive, when the
attacker has as main purpose to spy the network, and catch
secret information, and (ii) active when interfering directly
on the network performance and then causing its malfunction
as Denial-of-Service (DoS) attacks. In [18] Kasinathan et al.
present a DoS detection architecture for 6LoWPAN, where
they integrate an Intrusion Detection System (IDS). Finally,
threats are several, and each layer in the 6LoWPAN stack
can undergo specific attacks, occurring at different layers [17].
Surveys on main protocol stacks for IoT are presented by
Palattella et al. in [19], and by Tan and Koo in [21].

Traditional robust static security can result not sufficient,
especially for wireless communications (lack of fixed infras-
tructure), meaning constant surveillance, and required privacy.
Moreover, cooperative wireless protocols are more vulnerable,

Fig. 1. Schematic of the considered access network architecture for IoT
devices.

and dynamic network conditions do not allow distinguishing
normalcy and anomaly.

With the huge deployment of wireless technologies, and the
rapid evolution of mobile devices and applications, and then
fully distributed control loose security management, mobile
devices are subject to security tradeoff. Today, we need a new
approach to providing security, because even adaptive security
is insufficient. This new approach is termed as cognitive
security [22]. As well known, cognitive involves conscious
intellectual activity as knowing and perceiving, and is based on
the capable of being reduced to empirical factual knowledge.
It follows that cognitive security is to add cognition by
exploiting technologies such as machine learning, knowledge
representation, network control and management, etc., while
solving security problems. Cognitive security authenticates a
user through the properties, patterns or knowledge peculiar to
the user that have been continuously learned and updated. A
more detailed description of cognitive security concept, and its
applicability to IoT capillary networks is given in the following
sections.

III. IOT SCENARIOS

We consider the access network architecture for IoT devices
as depicted in Fig. 1. We have assumed that IP/non-IP devices
can connect via short range radio links, as well as via wired
links to the network by the gateways, as indicated in Fig. 1.
Gateways are densely deployed over the area and realize a
capillary access network, which can be seen as a short range
extension of conventional access network in order to efficiently
capture the IoT traffic. Gateways are equipped with additional
functions to act as mediators for anyone of the non-IP devices
connected to them. Moreover, gateways/mediators can connect
to the rest of the network by using several alternative wireless
(i.e., cellular, WiFi, etc.) and wired (i.e., xDSL) technologies.
The link selection is based on the available technologies and on
energy-optimization strategies [23]. Notice that the mediator
platform described in this article is very similar to the gateways
defined for IoT platforms, such as Moebious [9].

Data collected by gateways/mediators are then sent through
the IP-backbone to the service platform running vertical ap-
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plications. Devices supporting bidirectional communications
can receive commands issued by those remote applications. In
principle, the service platform can communicate with both IP
and non-IP devices in the area by using IPv6 addressing. Non-
IP devices communicate with gateways in accordance with
standardized protocols that, in general, could not adopt IP stack
for communication with the gateway. In this case, we assume
non-IP devices are represented over the network by a mediator.

The considered protocol stack architecture of the IP/non-
IP IoT to service platform link including the mediator is
depicted in Fig. 3. The mediator interfaces the non-IP devices
by implementing (instances) of their specific communication
protocol stacks, including PHY and DLC/MAC sub-layers, at
least. The Mediator Application (MA) is at the top of the
stack, and includes the security sub-layer, as detailed in the
following Section IV. The MA interfaces with Internet by
means of the TCP/IPv6 stack, and adopts L2/L1 technologies
for transferring/receiving data packets over the IP backbone
to/from the service platform. The main function of MA is to
represent each non-IP device as an IP addressable entity over
the network.

Since the number of non-IP devices in the area could be
very high, it could be convenient the MA to act like a sort
of Network Address Translation (NAT). In this case only the
gateway/mediator is identified by a static/dynamic IP address
assigned by the network, and non-IP devices are connected
to the local network managed by the gateway/mediator. As
an alternative, the gateway/mediator can internally assign a
(static) IP address to a non-IP device. This IP address is used
by the gateway to “represent” the device over Internet. It can be
extracted by a list of IP addresses that have been assigned by
the service platform (or any other entity) to the gateway. On the
other side, for non-IP unidirectional devices data received by
the gateway/mediator are directly re-transmitted to the service
application platform by using the IP address of the gateway as
source address, and specifying the origin of packet payload,
the destination IP address, and the application(s) to which
data are directed to. When necessary, the service platform can
command the gateway/mediator to change the destination of
unidirectional packet data.

As previously outlined, the MA manages the access of
IP/non-IP IoT devices to the gateway. It is out of the scope
of this paper to start an in-depth discussion on the (best)
multiple access protocols to be selected for unidirectional and
bidirectional terminals. In general, we can assume that access
protocols can be different for different kinds of devices. In
particular, as indicated in the performance assessment, we
assume (i) ALOHA, and (ii) non-persistent Carrier Sense
Multiple Access (CSMA) for unidirectional and bidirectional
devices, respectively. Furthermore, for simplicity it is assumed
that IoT devices cannot directly communicate among them, so
that no-cooperative strategies are considered.

Data originated by IoT devices are first received by the gate-
way/mediator and then sent to the service platform over secure
connections based on typical protocols, such as IPsec, HTTPs,
WS-Security, etc. For bidirectional devices, the application
running on the service platform can address the IoT devices
served by the gateway/mediator layer to issue commands and

then wait for (possible) answers.

IV. PROTOCOL FOR SECURITY NETWORK ACCESS

Our approach belongs to the class of pre-distribution key
management schemes, with specific features that distinguish
from existing related works [26]. The algorithm supposes to
pre-distribute a long set of keys in each node. The transmitter
(e.g. the sensor node) selects one secure key over this set based
on the current time, and sends the message encrypted by this
key. Thanks to the attached timestamp to the received message,
the receiver (e.g. the mediator) uses the corresponding key to
decrypt the message. The mediator and the generic node should
just agree on the sequence of hopping/changing between one
secure key and the next one after an agreed time interval. The
sequence can be obtained by any pseudo-random number gen-
erator. The security parameters that need to be agreed between
the node and the mediator, in charge the communication for
that node, are the following:

1) The same random number generator;
2) The seed from which the random number generator

creates the sequence 1;
3) The time interval over which the key is changed;
4) The overall set of pre-distributed and stored keys in the

sensor node.
During the bootstrap, the node and the mediator need to

agree on these security parameters. This procedure can be
different for uni-directional and bi-directional nodes due to
different communication capabilities. For the uni-directional
nodes, the procedure needs an initial phase to register the
node in the network. The (human) installer assistant reads the
code on the novel node label and communicates to the security
server by using the mediator or any other technology (e.g. the
available cellular system) all the security parameters assigned
to that node.

When the mediator receives an encrypted message by the
novel node (i.e. not stored yet in its local database), it has
to search out the security parameters. Then, it interrogates
the security server, which provides it with the requested
parameters. At the end of the bootstrap procedure, the mediator
has all the security parameters to correctly decrypt the message
received by the novel node. In fact, it is able to generate the
same key sequence as for the novel node, since both have the
same number generator, the same seed and the same security
key pool, and it has received also the timestamp attached to
the message. This procedure is briefly described in Fig. 2.

Bi-directional devices can use the same bootstrap proce-
dure used by uni-directional devices, or eventually they can
exchange data with the mediator due to duplex channel. In the
second case, the novel bi-directional node starts the bootstrap
procedure by sending a REQUEST PARAMETERS message
and its identity. When the mediator receives this message,
it recovers the enclosed information by the security server
or generates it locally and sends to the security server for
further accesses. Then, the mediator provides the parameters

1Of course, the same random number generator will generate the same
sequence if the seed is the same
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Fig. 2. Bootstrap procedure for uni-directional devices.

Fig. 3. General end-to-end protocol stack architecture of the link connecting
the generic IP/non-IP IoT device to the service platform; the gateway/mediator
is included.

through the RESPONSE PARAMETERS message. After re-
ceiving that, the novel node is able to produce the hopping
sequence and encrypts the messages based on its time and the
pre-stored secure keys.

Thanks to the duplex channel, the bi-directional node and
its mediator can agree on changing periodically some security
parameters (e.g. the seed and the periodicity of the key pool).
This information can be exchanged in plain without affecting
the system security. In fact, the attacker is not able to know the
specific secure key pool pre-loaded into each device. Moreover,
through the sniffing of the seed, the attacker is just able to
generate the same pseudo-random sequence without knowing
anything on the pre-loaded secure keys on devices, neither the
length of the hopping sequence, nor the amount of the key
pool. Also, by hacking one device, the key pool is different
and the hopping sequence generation is specifically set for the
single device.

In our selected scenario, in order to guarantee secure
connections of non-IP terminals with the gateway/mediator,
several assumptions need to be taken. First, we assume that
security layer is available below the application level. The
considered protocol stack of a non-IP device should be as
depicted in Fig. 3. We also consider that the identities of
the IP and non-IP devices have been trusted with the server
application during the installation of the device in the area,
although this can be of scarce relevance for bi-directional
devices, since an authentication procedure based on common
and well established protocols can be set up. Notice that

existing protocols for non-IP devices, like WirelessHART and
ISA 100.11a [20], can be easily integrated with the capillary
network, so that the security is managed on the application
layer by the proposed protocol.

On the contrary, the terminal trustiness is very important
for uni-directional devices that are assumed to be unable to
receive any message, and then to perform any authentication
procedure. The problem of authentication of unidirectional
terminals could be solved in many ways. One of them could
assume that during first setup the installer uses its private
key to communicate the gateway the identity of the devices.
The gateway/mediator uses the installer public key to decipher
the message and, given the identity of the device it securely
accesses the server of the device manufacturer to download
any (reserved) information on the device that will be used
for subsequent (secure) communications as, for instance, the
device public key.

Finally, we assume that the security access protocol is pro-
vided on the mediator-to-sensors link, as shown in Fig. 3. This
avoids a (centralized) service platform to manage security for
a huge number of devices i.e., we implicitly have considered
a hierarchical security architecture where the secure channel
from gateway/mediator to the service platform is achieved by
standard security protocols (e.g., IPsec or HTTPs).

In the following Subsection IV-A, we first recall the aspects
concerning the key generation and renewal based on time.
Then, in Subsections IV-B, and IV-C, we propose an approach
to secure the IoT terminals’ access, and distinguish the case
for uni- and bi-directional terminals, respectively.

A. Time-based Secure Key Generation and Renewal
The time-based secure key generation approach has the aim

to efficiently manage, and renew, the keys to provide the secure
connection, while guaranteeing the integrity of data transmitted
over an insecure channel. As a main characteristic, the local
key synchronization and generation occur by means of the
generation of symmetric encryption keys at both sides of the
communication channel (i.e., at the transmitter and receiver
sides). The transmitter (receiver) will encrypt (decrypt) data
by means of an encryption (decryption) key extracted from a
shared sequence of keys. Moreover, in order to enhance the
security level of the data transmission, the selected key will
be changed during transmission.

The key change can be planned on time or event basis, and
obviously, must be synchronized between the two communica-
tion parties. The principle of time-based secure key generation
is schematically depicted in Fig. 4. In this approach, the key
generation process is an operation performed independently
by each communication party. Differently by any other key
management algorithms, no additional message is required to
be exchanged in order to agree about a key, and the only
requirement is that the key generation function should create
the same keys for both two communications parties. The
validity of the secure keys is restricted to a time interval, and
then reply attacks based on valid messages sent using keys
generated in past time intervals are discarded.

Following such features, we derive that, as a main advantage
of the time-based secure key generation approach, there is no
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Fig. 4. Principle of time-based secure keys generation.

need of a server that manages secure keys. Moreover, the keys
are generated locally on both sides of the communication link
(i.e., at the transmitter and at the receiver), and then are not
shared along the connectivity link. Notice that in Fig. 4 the
clocks are synchronized through the Network Time Protocol
(NTP). This is a viable assumption since in our algorithm high
accuracy synchronization is not necessary since decryption is
performed by using more than one key (i.e., all those indicated
in the key validity time window).

Another protocol that uses a time-based key renewal is
µ-TESLA [8], for secure authentication in wireless sensor
networks. Differently from our approach, it applies symmetric
cryptosystem to broadcasting authentication, through the dis-
closure of keys that are broadcasted once per epoch. Thus, µ-
TESLA cannot be applied to our scenario due to the presence
of unidirectional terminals.

B. Security Access Algorithms for Uni-directional Data Trans-
missions

Due to their simplicity, unidirectional devices cannot per-
form any secure procedure for secure keys exchange with
the mediator. Indeed, the transmitter just sends a message
without any feedback i.e. it fails to receive any signal, and
is equipped with an internal clock, assumed as not accurate.
A typical example of applications of unidirection devices is
the smart metering [32]. A smart meter is a new kind of
gas/electricity/water meter that can transmit meter readings to
the energy supplier. In this way, a more accurate energy bill
is guarantee.

A generic non-IP unidirectional terminal executes the fol-
lowing steps in order to send a data to the gateway/mediator
in a secure way:

1. The terminal generates locally the encryption key, based
on the time measured by a local clock;

2. It creates the message and encrypts it with the generated
key; the message includes the payload and (possibly)
any other data to be used to enhance security.

3. It computes the hash values using the message text and
the generated key and attaches it to the message;

4. It sends the message to the gateway/mediator.
The message includes fields that can be grouped in (i) plain
part, and (ii) encrypted part, as reported in Fig. 5:

1. Plain part: it comprises the timestamp (obtained by
the local clock), the plain part identity (allowing the

Fig. 5. Format of the message sent by a non-IP terminal to the mediator.

gateway/mediator to locally identify it for security
procedure such as the key generation), the hash (for
assessing message integrity; if the hash is calculated
using the message texts (see Fig. 5) and the generated
encryption key, then the hash can also be used to verify
the identity of the transmitter), a security level parame-
ter, which is present when several security degrees are
allowed at the application level for different types of
messages (e.g. simple state data and setting sensor data
can be secured differently);

2. Encrypted part: it comprises the encrypted part iden-
tity (optional field), which could be used to enhance
authentication, the frame counter that is increased by
one at each sent frame, and the payload (i.e. used to
convey information to the related application running
on the remote server).

When the mediator receives the ciphered message, it can
decipher it by generating the correct decryption key starting
from the attached timestamp. The key generation is tied to
the clocks, such that the gateway checks the timestamp of the
received packet and calculates the key according to that par-
ticular timestamp. In fact, based on the information provided
by the timestamp, the mediator can calculate/select the key to
decrypt the given message; if the temporal difference between
the current time and the timestamp exceeds a predefined
threshold, the message is discarded.

Consecutive values of the timestamps could also be used by
the gateway/mediator to estimate the behavior of the clocks
of the unidirectional devices in terms of phase and drift.
This could allow the gateway/mediator to follow the evolution
of the device’s clock and then to easily adapt the temporal
window in which the timestamp is considered to be valid. We
note that verifying that the received timestamp time series is
monotonically increasing allows to avoid replay attacks.

The gateway/mediator can organize message reception with
all connected terminals in a receiving table. Each table entry
is indexed by the tri-ple field i.e., <plain identity,
timestamp, security level parameter>. The Se-
curity Level Parameter can indicate the security algorithm to
be used for decryption (e.g. AES for confidentiality or SHA
for integrity) obviously pre-defined in the installation phase.
The other fields of each entry contain the key to decrypt the
received message. The entry is deleted from the table when
the validity related to the timestamp expires. The organization
allows having different parallel communications with a simple
IoT terminal related for example to a periodic sensor detection,
a setting parameter or a critical detected datum. In TABLE I,
we report an example of the receiving table.
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TABLE I. EXAMPLE OF THE RECEIVING TABLE.

Plain ID Timestamp SLP Key
ID 51 dd mm yy, 17:35:45 1 a0a1 . . . an−1

ID 27 dd mm yy, 18:10:11 1 b0b1 . . . bn−1

ID 74 dd mm yy, 17:44:57 2 c0c1 . . . cn−1

. . . . . . . . . . . .

Fig. 6. Principle scheme of cognitive security work in the capillary network.

C. Security Access Algorithms for Bi-directional Data Trans-
missions

For bidirectional terminals (i.e., each device can send and
receive packets), the mediator can periodically broadcast its
clock timing in a dedicated message [11], and its identity in
the plain part of the message. Terminals can align their local
clocks to the gateway/mediator terminal, and then generate the
security keys in accordance with the algorithm described in the
previous Subsection IV-B.

Since devices are close to the gateway/mediator, propagation
delays can be neglected. Furthermore, as for the unidirectional
case, the security keys have a validity time interval sufficiently
longer to transmit one or more packets, and to absorb possible
retransmissions or any other unwanted delay. In this case, even
the key renewal can be performed with a time-based generation
algorithm.

Note that each terminal can be served (i.e., being in the
coverage area) by more than one mediator gateway. Thus, the
mediator gateway identity is fundamental for bi-directional
transmissions, in order to distinguish several mediator gate-
ways, which could also have clocks running at (slightly)
different time. Thus, the terminal should insert the mediator
gateway identity in the sent message, otherwise the message
cannot be correctly decrypted due to possible gateway de-
synchronization causing the encryption with a wrong key.

Notice that the analysis of possible solutions based on
public-key cryptography is out of the scope of this paper.
As an example, for gateway-to-IoT devices transmissions, the
gateway/mediator could broadcast the public-key in the area.
IoT devices use this key to encrypt their identity and data, and
also to communicate with the gateway/mediator. In this case
the only problem to be solved to guarantee secure reception is
to preserve the integrity of the transmitted packet. This can be
solved by adding a hash to the packet transmitted by the IoT
device.

D. Cognitive Security
The concept of cognitive security [22] arises from the need

of applying a more sophisticated security level w.r.t well-
known adaptive security approaches. The basic idea behind

cognitive security is that the user authentication occurs through
the properties, patterns or knowledge peculiar to the user that
have been continuously learned and updated.

In this paper, we exploit this concept and apply it to the
capillary networks, as shown in Fig. 6. The cognitive engine
collects all the received data from the terminals in the capillary
network at the mediator. Possible parameters to be collected
are the transmission-reception time difference of frames for
each terminal, the transmission frequencies, the packet lengths,
the queue lengths, and so on. In the case of unidirectional
terminals, the timestamp difference related to received frames
provides information about the emission rate of the source,
which should be compared with their target emission rate. For
bidirectional terminals, their timestamp difference measured at
the mediator should be compared with the set value.

Based on these parameters and on the comparison with
historical data, a cognitive security based algorithm should
be able to adapt security thresholds to counteract possible
intruders/disturbers or terminals that are not correctly working.
As an instance, the cognitive security engine can modify the
backoff time (i.e., BO) of the same terminals in order to
increase their possibility to access shared channel and trans-
mitted frames. When a traffic anomaly at a certain terminal is
detected, the mediator analyzes the identity i.e., ID parameter,
of this terminal, which is considered as a potential disturber.
If the disturber is declared non-trustworthy (i.e. secure), the
mediator modifies the transmission parameters of terminals of
the capillary network, in order to increase the bidirectional
sent frames, and also notifies the ID disturber about the
management entity of the capillary network. On the contrary,
if the anomalous terminal is trustworthy, the mediator notifies
the terminal ID to management entity that the terminal has
been compromised.

Thus, possible countermeasures are:
• The mediator modifies access parameters to a set of ter-

minals, based on the information of the application level.
Possible access parameters that can be modified are: (i)
the generation rate of the frames; (ii) the reduction of the
back off time to repeat a new access to the channel; (iii)
the reduction the measured time to detect the presence
of the transmission of another terminal (e.g. acting on
the Short InterFrame Space);

• The terminal can perform packet aggregation in order to
improve its performance;

• The mediator modifies the time validity of the se-
curity keys to avoid replays attacks or clock de-
synchronization.

Thanks to a collection of data in the capillary network, the
mediator is able to toughen the security in the network by
properly modifying some parameters related to (i) the channel
access, (ii) the security techniques or (iii) the transmission
characteristics of the traffic. In one term, by applying the
cognitive security paradigm.

V. BENCHMARK ANALYSIS

To evaluate the incidence of the header overhead, we com-
pare the performance of the proposed security algorithm with
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Fig. 7. Transmitted bytes by capillary nodes for ZigBee, 6LoWPAN and our
technique when one packet is transmitted every 60 s and 100 s.

the two standards typically used for capillary networks i.e.,
ZigBee [24] and 6LoWPAN [25]. In particular we compare the
amount of transmitted bytes, assuming the same security level.
The payload of a single packet is 100 bytes, and the overheads
introduced by ZigBee, 6LoWPAN, and our technique’s security
are 35, 34, and 39 byte/packet, respectively. Nevertheless,
ZigBee and 6LoWPAN have to transmit further bytes to
perform the key exchange required to guarantee the same
security level.

We consider 168 byte for ZigBee and 128 byte for 6LoW-
PAN, as detailed in [11]. However, for supporting and im-
proving the synchronization of the capillary nodes imple-
menting our security algorithm, we assume the gateway has
to periodically transmit a 41 bytes packet containing the
time information. In Fig. 7 the transmitted bytes are reported
considering a packet rate of (i) 1/60 pkt/s, and (ii) 1/100
pkt/s, in the case the security is applied according to ZigBee,
6LoWPAN or our approach.

Note that to guarantee the same security level all security
algorithms must exchange the secret key with the same fre-
quency and for each packet. Finally, we assume that the time
info packet is sent twice with respect to the data packet, in
order to obtain a strict time synchronization among nodes.
From Fig. 7, we notice that the data transmitted by nodes
implementing the proposed approach are reduced respect to the
data transmitted by ZigBee and 6LoWPAN nodes. The extra
fields in the header do not cause any degradation in capillary
network. The difference of transmitted data (i.e., overhead gap)
between our approach and the other two standards significantly
increases with the packet transmission rates.

VI. PERFORMANCE EVALUATION

In this Section, we evaluate the overall transmission time
in a mixed traffic scenario including uni-directional terminals
(adopting ALOHA protocol for accessing the wireless channel)
and bi-directional terminals (adopting CSMA protocol), which
coexist over the same area. An intentional disturber with vari-
able traffic characteristics has been included in the scenario. A

Monte Carlo simulation-based approach has been considered
and details are provided in the following.

A. Assumption and simulation description
We assume that uni-directional and bi-directional terminals

transmit on the same band, and are connected to the same
gateway/mediator.

Performance of the considered security access protocols
are closely related to the (i) collision probability among uni-
directional and bi-directional terminals, and (ii) the latency
required for a CSMA terminal to correctly deliver the packet.
Both parameters depend on the overall number N of uni- and
bi-directional devices attached to the gateway/mediator. A non-
persistent CSMA scheme is considered, thus allowing to save
batteries, but other access schemes can be adopted as well.

For the case of ALOHA terminals, one terminal just broad-
cast encrypted data messages in accordance with the packet
format depicted in Fig. 5.

In the CSMA case, we assume the terminal first listens
to the channel, and if the channel is busy (i.e., due to the
transmission of another uni-directional or other active bi-
directional terminals), it is not enabled to transmit. Then, a BO
interval is randomly generated in accordance with an uniform
distribution, and packet transmission is re-scheduled after the
backoff time. When the BO elapses, the terminal listens to the
channel and, if free, transmits, otherwise it backoffs again and
so on, until the packet will be transmitted. After the correct
packet reception, another packet is scheduled for transmission
at a new randomly generated time instant.

We assume that CSMA transmissions can only be interfered
at the receiver side by ALOHA packets i.e., we assume that
no hidden or exposed CSMA nodes are present in the area. In
this case, only ALOHA traffic acts like a background noise,
thus disturbing the normal operations of the considered non-
persistent CSMA access protocol. However, the ACK message
sent by the receiver is a short message, and we assume it is
not interfered by ALOHA or other CSMA transmissions. If
no ACK has been received, we consider that the transmitted
packet has been interfered at the receiver and then lost. In this
case, the CSMA protocol re-schedules the packet transmission
by generating a new BO value.

In both two cases, we do not assume any capture effect nor at
the receiver terminal, neither at the gateway/mediator receiver
i.e., two simultaneous messages (even partially superimposed)
always generate a collision causing the loss of both messages.
Moreover, we consider the inter-arrival times between packet

transmission events in ALOHA and CSMA are exponentially
distributed, and the backoff time interval is generated in
accordance with an uniform distribution with average µB [s].
Finally, we assume the traffic originated by gateway/mediator
is (NCSMA × λb × p), where NCSMA is the number of bidi-
rectional devices served by the gateway/mediator, λb [pkt/s]
is the packet generation frequency, and 0 ≤ p ≤ 1 is a sort
of activity factor of the gateway/mediator, which reduces the
overall gateway CSMA transmission activity. Notice that we
assume that a percentage (e.g., 1−p) of the messages generated
by the CSMA devices are directed to the server and do not need
reply.
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TABLE II. PARAMETERS USED FOR SIMULATIONS, FOR UNI- AND
BI-DIRECTIONAL DEVICES.

Description Value

Msg Length - Unidir. 784 bit
Msg Length - Bidir. 736 bit
Channel Coding Rate (Rc) 1/2
TX Bit Rate - Unidir. 2.4 kbit/s
TX Bit Rate - Bidir. 4.8 kbit/s
Pkt gen. freq. (λu) - Unidir. 0.0017 pkt/s
Pkt gen. freq. (λb) - Bidir. 0.0033 pkt/s
Avg. BO 5 s
Gateway activity (P) 25%

TABLE III. PARAMETERS OF THE MESSAGE FORMAT USED IN THE
SIMULATIONS, FOR UNI- AND BI-DIRECTIONAL DEVICES.

Description Unidirectional [bit] Bidirectional [bit]

Timestamp 32 32

Destination Identity 64 64

Plain identity 32 16

Security level + frame counter 16 16

Hash value 64 32

Encrypted identity 64 64

Payload 512 512

To summarize, the overall simulation parameters are listed
in TABLE II, where the message lengths are computed in
accordance with the values in TABLE III.

To characterize the intelligent disturber we have modeled
it as an extra terminal emitting packets similarly to a uni-
directional device. The packet length TD [bit] and the corre-
sponding emission frequency λD [pkt/s] have been related to
the uni-directional terminal parameters (i.e., the index u) as
follows:

λD · TD = Jλu ·mTu = K · λuTu, (1)

where J = λD/λu is the multiplicative factor of the dis-
turber emission frequency respect to uni-directional emission
frequency, m = TD/Tu is ratio between the disturber packet
length and the uni-directional packet length, while K = J ·m.
During simulations, we set J and K, and then we determined
m.

B. Simulation Results
Simulation results are presented in terms of mean transmis-

sion time and collision probability for those terminals served
by one gateway/mediator.

In Fig. 8 the collision probability for ALOHA terminals
PALOHAcoll is reported as a function of the total number of
active terminals N in the area. We report the case of 25%
of ALOHA terminals, and 75% of CSMA terminals. Fig. 8
depict the case without the disturber (i.e., no Jammer), which
is considered to be the reference case. In the same picture
we plot performance when the jammer interferes ALOHA
terminals. As expected, performance degrades when jammer
increases its emission frequency λD from 50 to 200, and its

Fig. 8. Collision probability of ALOHA terminals vs. total number of
terminals.

Fig. 9. Collision probability of CSMA terminals vs. total number of terminals.

packet duration TD for which we varied K from 50 to 300.
Fig. 9 depicts the collision probability of CSMA terminals
PCSMA
coll as a function of the total number of terminals N in

the area served by the gateway/mediator. We have considered
three groups of cases reporting the percentage of CSMA vs.
ALOHA terminals, respect to the total number of terminals
served by the gateway/mediator i.e., (i) ALOHA = 25% and
CSMA = 75%, (ii) ALOHA = 50% and CSMA = 50%, and
(iii) ALOHA = 75% and CSMA = 25%.

The PCSMA
coll increases with the number of active terminals

in the area, so leading to a reduction of the overall throughput.
Since no hidden or exposed CSMA terminals exist in the area,
CSMA can collide at the receiver with ALOHA transmissions
only. On the other hand, ALOHA is affected only by other
ALOHA transmissions, due to the carrier sense procedure of
CSMA terminals.

Both the CSMA, and the ALOHA, collision probabilities
increase with the number of ALOHA terminals, and this leads
to a significant increase in the transmission time required to
correctly deliver the message. In Fig. 9 we report both the
case with and without the presence of a jammer, assuming
several traffic configurations for the jammer, in terms of
transmission frequency (i.e., J = 50, and J = 200), and
packet duration (i.e., K = 50, and K = 300). It can be
observed that thanks to the adoption of CSMA non-persistent
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Fig. 10. Mean transmission time vs. K.

Fig. 11. Mean transmission time vs. BO.

protocol, in all cases the PCSMA
coll is not dependent by the

jammer characteristics. However this desirable behavior is paid
in terms of the achievable transmission time as shown in the
following results.

In Fig. 10 the mean transmission delay for CSMA terminals
is reported as a function of the K parameter for 25% of
ALOHA terminals respect to a total of N = [10, 100, 200], and
a BO set to 5 s. On one hand, the mean delay increases with
the number of total numbers in the area, since more collisions
are probable to occur. On the other hand, fixing the packet
generation i.e. J , the mean delay increases with the packet
duration i.e. K. Of course, increasing the BO parameter causes
an increase in the mean delay.

Finally, in Fig. 11 the mean transmission delay for CSMA
terminals is reported as a function of BO for 25% of ALOHA
terminals respect to a total of N = [10, 100, 200]. The case of
no jammer is indicated with solid line. The other cases refer
to J = 50 (dashed lines), and J = 200 (dotted lines).

From information about monitoring of traffic load parame-
ters (e.g., the status of the transmission queues of the autho-
rized transmitter, the BO time, the average frame length, etc.),
which can be collected by capillary nodes, cognitive security
algorithms can be applied. In this paper, it is possible to infer
the proper setting for the BO time parameter based on the
assumed (a priori) type of disturber, and on the number of

terminals served by the gateway/mediator. For example, if a
mean transmission delay of 2 s is required, and N = 100, we
should select BO equal to 5.3 s when the disturber is J = 200,
and BO equal to 13.2 s for a disturber with J = 50. In general,
the reduction of BO duration allows CSMA terminals to better
cope with the presence of disturbers. This could be achieved
in practice by allowing the gateway/mediator to assess for the
presence of the disturber and then to broadcast the optimal
BO value to the CSMA terminals in the area to counteract
the disturber action. The same information can be used by
the gateway/mediator to properly set the duration of the key
validity time windows cognitive security algorithm.

Curves shown in Fig. 8 and 9 can be used in the design
stage to assess the maximum number of terminals that can be
connected to a gateway/mediator for a given level of collision
probability, and/or a maximum tolerable packet delay for
CSMA. Since secure access procedures are implemented inside
the gateway, this number provides an indication on the physical
processing resources to be added in the gateway to support
security functionalities. Usually, processing associated to secu-
rity algorithms (i.e., including encryption/decryption, authen-
tication, etc.) could be very intensive, and this is an important
aspect to be accounted for the design of the gateway/mediator
terminals. As an instance, if a maximum CSMA/ALOHA
collision probability level of about 4 · 10−2 is required, the
overall number of terminals connected to the gateway/mediator
shall be restricted to N = 100. In this case, from Fig. 8 it
can be observed that to preserve the CSMA/ALOHA collision
probability requirement, the maximum number of ALOHA
terminals is 75. Furthermore, from Fig. 9 the average delay
is 0.4 s, while the standard deviation is slightly higher than
1 s.

Similar considerations apply if CSMA requirement is spec-
ified in terms of the overall transmission time of a CSMA
packet. In general, design requirements should always focus
on the desired CSMA performance since ALOHA traffic acts
like a background noise, and CSMA has to coexist with it.

Finally, a consideration about synchronization issue in such
scenario needs to be taken. In principle, for CSMA terminals
it is not necessary to insert the timestamp in each packet. This
allows to reduce the overhead and the packet transmission
time, and also permits to greatly simplify the transmitter
sub-system since it would be not necessary to add clock
information to the packets at some protocol layer. In fact, for
CSMA, it is not difficult to setup a synchronization procedure
between the gateway and the terminal; the simplest way is to
assume that the gateway sends its time information to terminals
in the area so that they can align their clocks. In this case,
depending on the number of active terminals in the area, the
time required for successful packet reception could be not
negligible (see Fig. 9) and, as shown from simulation, this
depends on the entity of ALOHA background traffic.

Leveraging on such results, it follows that the information on
the average (and even on the standard deviation) time, required
for a correct reception, should be accounted for, in order to
determine the extension of the secure key validity time interval,
for the selected performance target.
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TABLE IV. SECURITY ANALYSIS AGAINST THE MOST POPULAR
ATTACKS.

VII. SECURITY ANALYSIS

In TABLE IV, we report the security analysis for the
proposed algorithm, with respect to specific adopted counter-
measures. We considered the following most popular attacks,
and related countermeasures available in the literature [30],
[31] i.e.,

1) Release of message content: it is a passive attack where
the opponent attempts to break the system based on
observed messages. As a typical countermeasure, this
attack can be prevented by encryption of payload, as
occurs in our proposed technique.

2) Traffic analysis: it is another passive attack where an
eavesdropper analyzes the traffic pattern, so to predict
the nature of communication. Typical countermeasures
are padding- and distribution-based approaches. This
attack is partially effective against our technique. In
fact, due to the random access to the medium, the
eavesdropper is unable to observe the traffic patterns
generated by sensors, and then to associate patterns to
specific sensors. Anyway, this attack is not critical for
the capillary networks applications.

3) Masquerade: it is a type of attack in which the attacker
impersonates a user. Whereas in replay attack, the
attacker just sends the same data packet to some user
assuming to have the same effect. Masquerade attack is
traditionally solved through authentication mechanisms.
This attack is ineffective against our technique. In fact,
the attacker cannot decode the key, generated accord-

ing to the renewal algorithm, which is specifically
assigned to each user/sensor in the network. Moreover,
any authentication mechanism can be implemented at
application layer to further improve the security.

4) Replay: it is a specific type of masquerade attack.
Sometimes, replay attack may not relate to imperson-
ation (e.g., the attacker captures a password, or a cookie,
in order to obtain unauthorized access with false iden-
tity). Traditional countermeasures exploit timestamps,
One Time Password (OTP), and Secure Sockets Layer
(SSL). The replay attack is ineffective against our
technique, due to the present of a frame counter and
the timestamp in the header of the proposed protocol.

5) Intentional Denial of Service (DoS): this attack aims
to affect user’s resources (e.g., a resource is unavail-
able to its intended users). It acts in different levels,
mainly at MAC, and physical level. Above MAC level,
typical countermeasures are implemented in Intrusion
Detection Systems (IDSs); in our approach, the coun-
termeasures are left to the application running on the
server that should implement proper security algorithm
to counteract against DoS. At MAC level, typical
countermeasures are the Wireless Intrusion Prevention
System (WIPS), including DoS detection, and location
tracking. However, DoS at MAC level is ineffective or
limited with respect to the proposed algorithm. Indeed,
the cognitive security against malicious nodes tries to
properly set transmission parameters to avoid DoS (see
Subsection IV-D). On the other hand, at physical level,
spread spectrum techniques can be adopted. As a result,
DoS attack is limited with respect to the proposed tech-
nique, since when the opponent behaves as a jammer,
it can be detected and removed by authorities.

6) Modification of messages: this attack results in ac-
cessing messages and modifying the content. Typical
countermeasures exploit hashing techniques. This attack
is ineffective with respect to our technique, due to the
presence of an integrity field (i.e., hash value) in the
header.

7) Man-in-the-Middle (MITD): this attack allows the
attacker coming in between two hosts, so that all
the communication between them passes through the
attacker. Typical countermeasures exploit the HMAC
(Hashed Message Authentication Code), SSL proto-
col, and mutual authentication. MITD attack results
partially effective or ineffective with respect to our
technique. Indeed, if the code of the protocol is cracked,
no countermeasure exists (difficult to be performed).
Nevertheless, the mutual authentication and hashing
adopted in our protocol strongly reduce the possibility
of this attack.

VIII. CONCLUSIONS

In this paper the problem of security access to a gate-
way/mediator for non-IP uni- and bi-directional IoT terminals
has been addressed, by exploiting the cognitive security con-
cept.
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A time-based solution to generate the keys for secure
connections has been proposed, and adapted to the case of uni-
directional terminals that cannot receive any message from the
gateway. The selected time-based technique does not require
the presence of a (centralized) server for secure keys manage-
ment for a huge number of terminals. Performance of the con-
sidered secure protocols are closely related to the (i) collision
probability among uni- and bi-directional terminals, and (ii) the
latency required for bidirectional terminals to correctly deliver
packets. Thus, the problem of coexistence between ALOHA
and non-persistent CSMA terminals transmitting in the same
area, and in the same band, has been analyzed by simulations.
The obtained results be used to assess the maximum number of
ALOHA-, and CSMA-based terminals that can be served in the
area for the specified performance target. Finally, the security
analysis has shown the effectiveness of our countermeasures
to main security attacks.
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