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Guest Editorial
Special Issue on Intrinsic Hardware Security for

Internet of Things Infrastructure

INTERNET of Things (IoT) is an emerging technology in
the modern era of big data. It concerns a variety of applica-

tions ranging from smart homes, connected vehicles to smart
factories, and more. IoT infrastructure typically comprises mil-
lions of connected objects and devices that store and exchange
sensitive and confidential information. Theft and fraud scenar-
ios, such as hacking and identity forgery, are serious threats
to such IoT devices. Embedded hardware security techniques
could be a potential solution to preserve the highest level of
security within this infrastructure. Physically unclonable func-
tions (PUFs) are among the potential solution to data security
and counterfeiting problems. Many more intrinsic hardware
security techniques are underway for a highly secure IoT
infrastructure as strongly demanded by the IoT community.
The focus of this Special Issue is to provide readers with the
latest advances in securing IoT infrastructure from the physical
layer point-of-view.

The response to our Calls for Papers (CFP) for this Special
Issue was great. There were 30 papers submitted from many
recognized research groups all over the world. During the
review process, each paper was assigned to and reviewed by
multiple experts in the field, with a rigorous two-round (and
sometimes three!) review process. Thanks to the courtesy of
the Editor-in-Chief of this JOURNAL, Prof. Sherman Shen,
we were able to accept 12 excellent papers covering various
aspects of security challenges in IoT infrastructure. In the fol-
lowing, we will introduce these papers and highlight their main
contributions.

In the paper “Multigated Carbon Nanotube Field Effect
Transistors-Based Physically Unclonable Functions as
Security Keys,” the authors proposed the design of multigate
CNT-FET-based PUF. A CNT network was selected with
specific channel density and dimensions for the devices
enabled to generate random bit arrays. They also introduced
multigate devices, which can have multiple challenges and
generate multiple types of outputs. In conclusion of this
proposed work, multigate CNT-FETs with networks of density
close to percolation threshold density can be promising in
producing low-cost and high-quality cryptographic primitives.

In the paper “Two-Factor Fuzzy Commitment for
Unmanned IoT Devices Security,” the authors proposed
a novel concept of the two factor fuzzy commitment scheme
that uses both an intrinsic factor of an IoT device and an
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environmental factor outside of the IoT device. In order
to demonstrate the feasibility of the two-factor fuzzy com-
mitment, they also presented the prototype IoT surveillance
camera. There they utilized the image data as an external noisy
source and PUF data as an internal noisy source. Finally, they
conducted experiments by considering various situations and
evaluated the key recovery rate for each experiment case.

In the paper “Design of a Hybrid RF Fingerprint Extraction
and Device Classification Scheme,” the authors introduced
and utilized the principle of RF fingerprinting for wireless
devices within the IoT network. They proposed a hybrid clas-
sification method by integrating novel RF fingerprint features
in a smart manner and carried out extensive experiments to
evaluate the performance. Their contribution and novelty are
threefold. First, four novel modulation-based features, namely,
DCTF, frequency offset, modulation offset, and I/Q offset fea-
ture from CTF, were adopted and found effective in classifying
ZigBee nodes. Second, a smart hybrid classifier was designed
to adaptively integrating features with the weights tuned to the
channel conditions. Finally, they constructed a testbed consist-
ing of a low cost USRP SDR as the receiver platform and
54 ZigBee target devices.

Moreover, the paper “An Efficient OFDM-Based Encryption
Scheme Using a Dynamic Key Approach” introduced two
different encryption schemes. Either Pre-IFFT or Post-IFFT,
and employed either a key-less approach or a secret key
statically derived from the physical channel parameters. Pre-
IFFT schemes have been shown to mitigate the effects of
channel fading and to improve bit-error-rate performance,
while Post-IFFT encryption was shown to be more secure.
Furthermore, a dynamic key generation scheme that improves
the performance of existing OFDM encryption techniques was
proposed.

In the paper “Analytical Model for Sybil Attack Phases in
Internet of Things,” the authors presented a comprehensive
analysis of Sybil attack in depth. The proposed model may
be used to devise an effective countermeasure against Sybil
attack. A trained attacker is considered for every phase of
launching Sybil attack to analyze the worst case impact of its
action on the network. An algorithm using K-means cluster-
ing is proposed to visualize the deployment location selection
procedure of an attacker.

The paper “RF-PUF: Enhancing IoT Security Through
Authentication of Wireless Nodes Using In-Situ Machine
Learning” discussed a conceptual development of RF-PUF and
is presented along with a feasibility study showing that the
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inherent RF properties arising from the manufacturing process
in a wireless node can be exploited as a strong PUF for device
authentication in asymmetric IoT networks without any addi-
tional hardware at the transmitters. Using an in-situ machine
learning-based framework, up to 10 000 transmitters can be
detected with about 99% accuracy. The proposed method also
eliminates the need for preamble-based or key-based iden-
tification of modern IoT nodes and enables low-cost secure
authentication using the intrinsic properties embedded in the
RF signal that does not have any extra hardware cost at the
transmitter.

In the paper “Ultrasound Proximity Networking on Smart
Mobile Devices for IoT Applications,” the authors presented
a software modem called “Hush.” It utilizes very high
frequency sound to transmit data between commodity smart
mobile devices. Such software modulates ultrasound in a way,
that is, fast, low error, and practically unnoticeable by users.
It incorporates a fingerprinting scheme that makes it more dif-
ficult for attackers to masquerade by allowing the receiver to
learn and recognize packets sent from the intended transmit-
ter. It could achieve a relatively high transmission rate up to
4.99 kb/s.

Another interesting paper “Secured Data Collection With
Hardware-Based Ciphers for IoT-Based Healthcare” studied
the potential data security threats regarding IoT within the
healthcare scenarios. They proposed a new data collection
scheme called “SecureData” to provide data security and pre-
serve the privacy of the patients’ personal data. A secret
cipher algorithm was implemented on the field-programmable
gate array (FPGA) hardware platform for such purpose. They
also applied secret cipher sharing and share repairing. The
performance analysis shows that the SecureData scheme can
be efficient in terms of frequency, cost of energy, and overall
computation cost of when to apply against attacks.

Furthermore, the paper “Energy Efficient and Side-Channel
Secure Cryptographic Hardware for IoT-Edge Nodes” demon-
strated an optimized unrolled datapath architecture for
“SIMON128” cipher to secure an image-sensor node for
IoT-edge devices. This ensured minimal latency, throughput,
energy, and area overheads. Different hardware architectures
of SIMON128 targeted for low area compact design to high-
performance application are explored. While applied to an
image sensor node, the authors demonstrated that unrolled
datapath with a sufficiently high degree of unrolling can pro-
vide at least 83× higher power side channel analysis attack
resistance at equivalent performance and energy efficiency
with respect to a traditional 128b AES engine.

The paper “Secret Key Generation Over Biased Physical
Unclonable Functions With Polar Codes” investigated the
problem of secret key generation over noisy and biased
PUFs. It also investigated secrecy and reliability issues, which
are often the major challenge in designing optimal secret-
key generation schemes. The proposed scheme offered many
advantages, such as less required PUF bits, lower error rate,
and flexible construction. The PUF size for a PUF-based key
generator was decreased by approximately 60% compared to

previous work. In addition, the required PUF size can be
predicted based on the error rate and bias level according to
the approximation of achievable secret-key rate.

In the paper “FPGA-Based Symmetric Re-Encryption
Scheme to Secure Data Processing for Cloud-Integrated
Internet of Things,” the authors introduced a new FPGA-
based scheme for securing IoT data in public clouds. This
typically includes a protocol for establishing a secure session
between a client and an on-the-cloud FPGA to process IoT
data. Utilizing a symmetric proxy re-encryption, data owners
can give temporary access to IoT data in the cloud without
divulging the keys used by the IoT devices to encrypt the
data. This technique can provide a strong protection against
various attacks in the IoT cloud.

Finally, the paper “HCIC: Hardware-Assisted Control-Flow
Integrity Checking” proposed a hardware-assisted control-flow
integrity (CFI) checking technique to resolve the vulnerabili-
ties that current software-based CFI incurs high performance
overhead and hardware-based may require extending the exist-
ing processors’ instruction-set architectures or suffer some
security vulnerabilities. The key technique involves two con-
trol flow verification mechanisms.

The experimental results show that the proposed new tech-
nique incurs extremely low performance overhead (average
0.95%) and binary size overhead (average 0.78%), which are
much lower than traditional CFI approaches.

In conclusion, we wish to express our appreciation to all the
authors who responded very positively to our CFP. Thanks to
those who got their work accepted to this Special Issue and
also to those who did not have the chance this time. We were
restricted by a tight time frame so that it was not possible to
accept more submissions. Thanks to the voluntary reviewers
and experts who have done their best during all the rounds
of the review process, which resulted in improving the overall
quality of the submissions.

Finally, we appreciate the support of the Editor-in-Chief
of this JOURNAL, Prof. Sherman Shen throughout the entire
publication process and, of course, the editorial staff.
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