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Guest Editorial
Special Issue on Emerging Trends and Challenges

in Fog Computing for IoT

W ITH the emergence of the Internet of Things (IoT), bil-
lions of heterogeneous physical objects are connected

through a network for collecting and sharing information,
which can improve various aspects of daily lives, including
smart living and transportation, and smart ambient environ-
ment, including smart city, smart home, smart agriculture,
smart water, waste management, etc. The main objective of the
IoT devices is to provide seamless services to the users without
their intervention. The all-connected paradigm (i.e., connect-
ing people, things, processes, and data in the network) is based
on near Internet ubiquity and includes three types of commu-
nication: 1) machine-to-machine; 2) person-to-machine; and
3) person-to-person, and consists as the base for reliable
services provision to the end devices at the edge. Fog paradigm
implements effectively and efficiently the all-data requests to
be shared in a reliable manner as fog implementations comple-
ment the cloud computing paradigm by extending computing
and caching capabilities to the edges of the network, and it
facilitates smart localization decisions and rapid responses.
The wide range of IoT services calls for a disruptive, highly
efficient, scalable, and flexible communication network able
to cope with the increasing demands and the number of con-
nected devices, as well as the diverse and stringent application
requirements.

To this end, the current Special Issue on Emerging Trends
and Challenges in Fog Computing for IoT aims at discovering:
1) novel management procedures for fog-computing-engaged
approaches in the device-to-device and M2M communication
facilitated to the use of Internet big data analysis; 2) new man-
agement approaches in the fog and cloud paradigm for the
edge devices for improving the communication of the IoT and
the cloud, including new APIs and web services; and 3) novel
mechanisms for managing big data into IoT and fog environ-
ments using microservices and including all the contexts of
confidentiality/privacy, integrity, authenticity, nonrepudiation,
availability, and authorization for providing security related to
IoT. Finally, a parallel aim of this special issue is to under-
stand the potential technical limitations for a full integration
of different applicability scenarios into IoT and fog-related
paradigms.

To tackle all the above challenges, a careful consideration
and assessment of all submissions were exercised, resulting in
15 accepted articles.
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Abdel-Basset et al., in “A novel intelligent medical deci-
sion support model based on soft computing and IoT,” suggest
a novel IoT system-based decision-making model for detect-
ing and monitoring patients with type-2 diabetes. The authors
use the WBAN and mobile application interface for captur-
ing the social exchanges and changes in symptoms of the
user’s body. After gathering personal data and symptoms,
the authors categorize users into diseased by type-2 diabetes
or uninfected people by using a fog-oriented configuration.
Yousafzai et al., in “Process migration-based computational
offloading framework for IoT-supported mobile edge/cloud
computing,” propose a process migration-based computational
offloading framework for IoT supported mobile-edge/cloud
computing by implementing a lightweight process migration-
based computational offloading framework. The proposed
framework does not require application binaries at edge
servers, and thus seamlessly migrates native applications. The
VNF lifecycle management challenges that arise from het-
erogeneous architectures are discussed by Sarrigiannis et al.,
in “Online VNF lifecycle management in an MEC-enabled
5G IoT architecture,” in terms of VNF onboarding and
scheduling, providing one latency-based embedding and one
online scheduling algorithm, respectively, enhancing the intel-
ligence of the NFV orchestrator (NFVO). The authors pro-
vide a generic MEC-enabled 5G testbed composition and
executed IoT-based experiments to further demonstrate our
algorithms’ benefits that maximize the number of served
users in the system by taking advantage of the online allo-
cation of edge and core resources, without violating their
SLAs.

Due to the continued rise of IoT and microservice-based
architectures, the decision on which microservice to scale in
order to increase performance becomes a challenging task. The
article titled “Adaptive microservice scaling for elastic applica-
tions” by Cruz Coulson et al. propose a prototype autoscaling
system for microservice-based web applications that demon-
strate how a supervised model identifies which microservices
should be scaled up more. The next article titled “ICedge:
When edge computing meets information-centric networking”
by Mastorakis et al. designs and prototypes information-
centric edge (ICedge), a general-purpose networking frame-
work that streamlines service invocation and improves reuse
of redundant computation at the edge. The testbed deploy-
ment results demonstrate that ICedge can achieve better task
completion times leveraging its network-based compute reuse
mechanism compared to cases, where reuse is not available.
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Furthermore, a trustworthy data collection on the basis of
edge computing in IoT is proposed in “Edge-computing-based
trustworthy data collection model in the Internet of Things”
by Wang et al. with mapping the trust value of a node onto
a force for the mobile data collector.

Kaur et al., in “KEIDS: Kubernetes-based energy and
interference driven scheduler for Industrial IoT in edge-cloud
ecosystem,” present a competent controller, named KEIDS,
for container management on edge-cloud nodes taking into
account the emission of carbon footprints, interference, and
energy consumption. An extensive evaluation of the proposed
KEIDS scheduler in comparison to the existing state-of-the-
art schemes is presented on the Google computer cluster
data set. The Ocean-of-Things (OoT) framework is designed
by Yang et al. for marine environment monitoring based
on the IoT technology in “Fog-based marine environmen-
tal information monitoring toward Ocean of Things.” The
designed fog layer is evaluated based on marine multisensor
information. The results demonstrate that fog-based multisen-
sor data processing shows low time consumption and high
reliability. The article “A reconfigurable method for intelligent
manufacturing based on industrial cloud and edge intelligence”
by Tang et al. introduces a cloud-assisted and edge-decision-
making manufacturing architecture that contains a cloud and
production edges. Basically, the authors model a multiagent
system with the edge intelligence support, describing the
agent-based reconfiguration mechanism from the three aspects,
namely, agent interaction, agent behavior, and negotiation
mechanism.

Liao et al. consider the optimization of channel selec-
tion that is critical for efficient and reliable task delivery
in their article titled “Learning-based context-aware resource
allocation for edge-computing-empowered Industrial IoT.” The
authors aim at maximizing the long-term throughput subject to
long-term constraints of energy budget and service reliability.
They propose a learning-based channel selection framework
with service reliability awareness, energy awareness, backlog
awareness, and conflict awareness, by leveraging the com-
bined power of machine learning, Lyapunov optimization,
and matching theory. The authors provide rigorous theoretical
analysis and prove that the proposed framework can achieve
guaranteed performance with a bounded deviation from the
optimal performance with global state information (GSI) based
on only local and causal information. Gao et al. analyze the
combination of blockchain and SDN for the effective opera-
tion of VANET systems in 5G and fog-computing paradigms
by presenting their work titled “A blockchain-SDN-enabled
Internet of Vehicles environment for fog computing and 5G
networks.” With managerial responsibilities shared between
the blockchain and the SDN, it helps to relieve the pres-
sure off the controller due to the ubiquitous processing that
occurs. A trust-based model that curbs malicious activities
in the network is also presented. Simulation results sub-
stantially guarantee an efficient network performance, while
also ensuring there is trust among the entities. Baek et al.
consider three dynamic pricing mechanisms for resource
allocation of edge computing for IoT environment with
a comparative analysis: 1) the BID-proportional allocation

mechanism (BID-PRAM); 2) the uniform pricing mechanism
(UNI-PRIM); and 2) the fairness-seeking differentiated pricing
mechanism (FAIDPRIM). Their work is titled “Three dynamic
pricing schemes for resource allocation of edge computing
for IoT environment.” In this context, BID-PRAM is newly
proposed to overcome the limitation of the auction-based pric-
ing scheme; UNI-PRIM is a basic uniform pricing scheme; and
FAID-PRIM is newly proposed to tackle the fairness issues of
the differentiated pricing scheme. BIDPRAM is formulated
as a noncooperative game. UNI-PIM and FAID-PRIM are
formulated as a single-leader–multiple-followers Stackelberg
game. In each mechanism, the Nash equilibrium (NE) or
Stackelberg equilibrium (SE) solution is given with the proof
of existence and uniqueness. Numerical results validate the
proposed theorems and present a comparative analysis of three
mechanisms.

Li et al. in their article titled “Fog-computing-based approx-
imate spatial keyword queries with numeric attributes in IoV”
present a novel methodology for a fog-based network struc-
ture FCV to improve query processing efficiency and reduce
query feedback time. To deal with multiple and complex
queries, a two-level hybrid index STAG-tree is proposed,
whose first level is a G-tree which accelerates the calcula-
tion of the network distance between objects and the query,
and whose second level is the textual and numeric component
which efficiently organizes the information of objects in the
edges and the subgraphs of the traffic network in IoV. The
authors demonstrate through several lemmas an efficient Top-
k A2SKIV query processing algorithm which is proved to be
robust and highly scalable under heavy conditions.

In “Application offloading strategy for hierarchical fog envi-
ronment through swarm optimization,” Adhikari et al. design
an optimal application offloading strategy in the hierarchi-
cal fog environment using the accelerated particle swarm
optimization (APSO) technique. Toward this novel technique
the APSO technique finds the best-fit computation device for
each application using multiple objectives of IoT, i.e., the
latency and cost, whereas the performance of the proposed
algorithm is evaluated using four different real-time data sets
with different performance metrics.

Liang et al. in their work “Toward edge-based deep learn-
ing in Industrial Internet of Things” tackle the problem of
the enormous data volume collected by IoT devices that
must be transmitted to the cloud affecting the IoT network
performance as well as the supported applications. To address
this aggravation, their work leverages the fog/edge-computing
paradigm and proposes an edge computing-based deep learn-
ing model, which utilizes edge computing to migrate the deep
learning process from cloud servers to edge nodes, reducing
data transmission demands in the Industrial IoT network and
mitigating network congestion. The authors thoroughly evalu-
ate their proposed solution by designing a testbed implemented
in the Google cloud and deploy the proposed convolutional
neural network (CNN) model, utilizing a real-world I-IoT
data set, conducting extensive experimental foundations that
demonstrate the effectiveness of their approach.

As guest editors, we would like to express our gratitude
to the authors for their excellent contributions to this special
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issue. In addition, we would like to thank all the review-
ers who dedicated their efforts in reviewing the articles, and
for their valuable comments and constructive suggestions that
significantly improved the quality of the articles. Finally,
special thanks are due to the Editor-in-Chief of the IEEE
INTERNET OF THINGS JOURNAL, for his help in the publi-
cation process. We hope that the carefully selected articles of
this special issue can serve as a good reference for scientists,
engineers, and academicians in the area of fog computing in
the IoT era.

Finally, the would like to acknowledge support in part by
the Research and Innovation Foundation in Cyprus and the
Ambient Assisted Living (AAL) project vINCI: “Clinically-
Validated INtegrated Support for Assistive Care and Lifestyle
Improvement: The Human Link” under the AAL framework
with Grant vINCI /P2P/AAL/0217/0016.
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