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Directional Modulation Design under a Given
Symbol-Independent Magnitude Constraint for
Secure IoT Networks

Bo Zhang, Member, IEEE, Wei Liu, Senior Member, IEEE, Qiang Li, Yang Li, Xiaonan Zhao, Cuiping Zhang
and Cheng Wang

Abstract—Directional modulation (DM) is an important tech-
nology for physical layer security in wireless communications.
Recently, a symbol-independent magnitude constraint for all
antennas was proposed in DM design to reduce the design
complexity of its analogue implementation. However, a limitation
of the method is that it can only set the magnitude to a certain
value, and all the antenna coefficients have the same magnitude.
In this paper, a more flexible solution is provided and the
challenge of the design is the non-convex constraint enforcing an
arbitrary symbol-independent magnitude for all coefficients. To
solve the problem, a convex iterative method is proposed, based
on which the magnitudes of weight coefficients for all antennas
can be chosen by designers in advance according to the specific
requirements, allowing more freedom in the design process,
which is the major difference between the previously proposed
design and the newly proposed one. Two design examples are
provided to demonstrate the effectiveness of the proposed design.
One is is a general example, where coefficient magnitudes for
different symbols are the same for the same antenna, but different
for different antennas; the other one is a special case where
magnitudes for all antennas are the same.

Keywords: Directional modulation, symbol-independent
magnitude, non-convex optimisation, antenna arrays.

I. INTRODUCTION

With the fast evolution of wireless communication sys-
tems, 6G enabled IoT (Internet of Things) has attracted
extensive attention in both academia and industry. The IoT
is expected to give massive connectivity and exchange of
information through wireless communication among different
things, such as sensors, mobile phones and vehicles [1-4]. Due
to its broadcasting characteristics, undesired receivers may be
able to receive the useful information with high sensitivity
eavesdroppers. Therefore, high reliability and stability of the
communication link is necessary [5]. Beamforming has been
used to amplify signal power while avoding eavesdroppers
and widely studied for 10T sensor networks [6—8]. Recently,
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directional modulation (DM) as a beamforming based tech-
nology has received significant attention with its ability to
keep a known modulation scheme to the desired direction or
directions but scramble the pattern in other directions [9-23].
In [24], with the same transmitting power, static and dynamic
jamming signals were both added to the transmitter for better
security performance. In [25], particle swarm optimization was
introduced to a phased antenna array to optimize the values of
weight coefficients for reducing the beam width of directional
modulation transmitted signal. In [26], directional modulation
was extended from additive white Gaussian noise channel
to multipath fading channel, further expanding the scope of
application. In [27, 28], based on the retrodirective antenna
array, a spatial technique was proposed to make the transmitted
signal directional for improved physical layer security.

In the current DM design, for a transmitting antenna array,
because the weight coefficient corresponding to each antenna
is a complex number, when implemented by analogue circuits,
both magnitude and phase responses of the feed circuits
will be different for different antennas and different symbols,
which will increase the implementation complexity of the
whole system. To solve the problem, a symbol-independent
magnitude constraint for all antennas was proposed in DM
design recently [29]. However, a limitation with the method
is that it can only set the magnitude to be a certain value, and
the change of magnitude will result in the change of beam
responses. In this paper, a constant magnitude constraint is
proposed, which allows an effective phase-only control of the
directional modulation system, while the amplification ratio of
the radio frequency circuits can be fixed. Moreover, different
from a previously proposed design, the magnitudes of weight
coefficients for all antennas can be chosen by designers in
advance according to the specific requirements, allowing more
freedom in the design process.

The remaining part of this paper is structured as follows. A
review of DM design based on a linear antenna array is given
in Sec. II. A convex iterative solution to the given symbol-
independent magnitude constraint for all antennas is proposed
in Sec. III. Design examples are provided in Sec. IV, followed
by conclusions in Sec. V.

II. REVIEW OF DM DESIGN BASED ON A LINEAR
ANTENNA ARRAY

As shown in Fig. 1, the transmitter includes N antennas
and the distance between the zeroth and the n-th antenna is
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Fig. 1. DM design based on a linear antenna array.

represented by d,, (n = 1,2,..., N —1), with the transmission
angle 6§ € [0°,180°]. The weight coefficient for the n-th
antenna is represented by w, (n = 0,1,...,N — 1). The
steering vector of the array is given by [30]

s(w,0) =[1,e (D

where the su]S)erscrlpt T indicates the transpose operation, and
7, = dncos( the time advance between the zeroth and n-th
antennas. Welght coefficients for all antennas can be gathered

together to form a vector

jwdi cosf/c ejde,l cos@/c]T
s

;-1 2)
Then, the beam response is given by

p(w,0) = wls(w,0), 3

= [wp, w1, . ..

where the superscript H represents Hermitian transpose.

For M-ary signaling, p,,(w,6) represents the desired array
response for the m-th symbol (m = 0,..., M — 1), with the
corresponding weight vector

Win = [Win,0s s Wi N—1]" - 4

Assume r directions are included in desired directions and

R —r directions are in un-desired directions. Then, the desired

responses for the m-th symbol can be divided into two parts

:[Pm(W7 90)7pm(wu 91)7 s 7pm(W7 9377‘71)]7

=[pm (W, 0r—+), P (W, OR—r11)5 - - -,
Pm(w,0r-1)] .
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Pm(w,0rr)
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Similarly, we can construct S(w,f0sr) and S(w,0p1) as
steering matrices in the un-desired directions and the desired
directions, respectively. Then, for the DM design, the weight
coefficient for the m-th symbol can be calculated by

[Pm(w, Os2) — Wi S(w, OsL)|]2

min
W (6)
subject to WgS(w, Orr) = pm(w,00mrL).

III. A CONSTANT SYMBOL-INDEPENDENT MAGNITUDE

CONSTRAINT FOR ALL ANTENNAS

However, the magnitudes of weight coefficients calculated
by (6) for all antennas and M symbols are not the same; in

other words, for the DM design in wireless communications,
an individual tailor-made feed circuit is needed for each
antenna and symbol for analogue implementation, increasing
the complexity of the design. In this section, we propose
a new method to realize the constant symbol-independent
magnitude constraint to ensure that each antenna’s coefficient
has the same magnitude for different symbols, and compared
with the method proposed in [29], the new solution can help
set the amplitude values of weight coefficients arbitrarily in
advance according to designers’ requirements. Mathematically,
the above description can be expressed as

|wm| =T, )

where |- | represents element-wise absolute value operation, T’
is a 1 x N vector, given by

YN-1], ®)

with v,,n = 0,1,..., N — 1 being the required coefficient
magnitude for corresponding antennas.
Then, the DM design with the proposed magnitude con-
straint for the m-th symbol can be formulated as
min {|py(w, 0s2) — Wy S(w, Os1)||2 o

subject to - W S(w,0rr) = P (w, Oarr), [Win| =T

F:[PYO»’Yla"'v

However, (9) is nonconvex due to the magnitude equality
constraint. In previous design [29], through setting I' as the
vector of the minimum values of weight coefficients, the
nonconvex problem can be transformed into a convex problem
and it is easy to be solved by existing optimisation toolboxes.
However, all elements in I have to be set to the same
value, and it is not suitable for practical applications where
different factors may affect the performances of different radio
frequency circuits. To solve the problem, in this paper, we
introduce a set of auxiliary parameters k,,, (a 1 x N vector)
where k,, = Zw,, (the angle of w,,). Then, |w,,| can be
broken down into

(Win| = Wy, - e /5m =T, (10)

where - represents element-wise multiplication. Based on (10),
formulation (9) can be changed to

min [Pm(w, Os2) — Wi S(w, Os5L)||2

subject to WA S(w,0n1) = P (w, OarL) (11)

W, - e Ikm = T.

Now we have two sets of un-known variables w,, and k,, in
the design. To find weight coefficients in (11), we need to find
the exact value of k,,,; however, k,, will not be available if
w,, is not obtained first. To solve the dilemma, we consider
the following alternating process [31]

1) We first set an initial set of k,, randomly.

2) With the provided k,,, we can calculate w,,, in (11).

3) The new k,, = £w,, (w,, is calculated in step 2) is

then used in (11) to update w,,.

4) Repeat step 3) until the cost function in (11) converges.

However, a problem to the above solution is that with the
initial random set of k,,, the angle of w,, will be fixed by



the equality constraint in (11) and will not be able to change
during the iterative process. That is, the final set of values
of k,,, will be the same as the initial set of k,,. Since the
magnitude has been fixed already, the overall result is, the
initial value of w,, calculated in step 2) will also be its final
value and no iterative update can be achieved.

To solve the problem so that the angle of w,, and therefore
w,, itself can converge to the optimal value, we relax the
magnitude equality constraint in (10) as follows [32]

Re{w, -e /&) =T, (12)

where Re{-} represents the real part operator. The above
constraint allows w,, to rotate its angle to meet the other
optimisation criteria. As the above iteration is performed step
by step, the change of w,, between adjacent steps will be
minimal and therefore w,, - e /%™ is very close to being real-
valued and taking their real parts and setting them to fixed
real values I" will only allow a small change of its magnitude.
As a result, we can imagine that the magnitude of w,, will
oscillate around the set magnitude values defined by I' and
gradually when it converges, w,,.e 7%= will be real-valued
and the final magnitude of w,, will be the same as set by T,
i.e. all w,, will have the same magnitude for different m (i.e.
different symbols).
Then, DM design in (11) is changed to

min [[py, (w,05) — wyS(w, Os1)l[

subject to W1 S(w, Oarz) = Pim(w, Oarz) (a3)

Re{w,, -e Jkm} =T.
Based on (13), the iteration process is described as follows:

1) Calculate the values of weight coefficients w,,, in (6).

2) @ = 0; with w,,, obtained in step 1), calculate k,, =
LW,

3) i =i+ 1; at the i-th iteration, with k,, calculated at the
i — 1 iteration, we obtain w,, using (13).

4) Repeat step 3) until the cost function converges.

The above problem (13) can be solved by the CVX toolbox
in MATLAB [33, 34].

Note that when g = 7y1.... = YN —1, as derived in [29], v,
(n=20,1,...,N—1)in I has a valid range, and its minimum
value is W, where |p,,(w,0))| represents the desired
response in the desired direction 6.

IV. DESIGN EXAMPLES

A 40-element uniform linear antenna array (ULA) is em-
ployed for directional modulation design. Without loss of gen-
erality, we assume there is one mainlobe direction 6,7, = 60°
and 163 sidelobe directions with s, € [0°,55°]U[65°,180°],
sampled every 1°. The desired response in the mainlobe
direction is v/2/2++/2/2i, —/2/2+/2/2i, —/2/2—/2/2i
and v/2/2 — v/2/2i for symbols ‘00’, ‘01°, ‘11°, 10, while
the magnitude is fixed to 0.1 with random phase over sidelobe
directions. The signal to noise ratio (SNR) is set at 12dB
at the desired direction, with the same level of noise for
the rest of directions. For the magnitudes of weight coeffi-
cients, two design examples are considered. One is a special
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Fig. 2. Resultant beam and phase patterns without magnitude constraint using

(6).

case where magnitudes for all antennas are the same, i.e.
Y = 1/38 & 0.0263 (n = 0,1,...,39). The other one is
a general example, where coefficient magnitudes for different
symbols are the same for the same antenna, but different for
different antennas. Here, we assume the symbol-independent
random magnitudes for all antennas are between plus or
minus 0.01 of 1/30 ([0.0233, 0.0433]). However, we are
not changing the formulation for this design to 0.0233 <
Re{w,, - e77km} < 0.0433, as we set I as the vector of
random values with one specific realization, i.e., the right part
of the equality constraint Re{w,, - e 7=} = T are a set
of specific values randomly generated within the range. In
practice, after calibrating the power amplifiers of the radio
frequency circuits to the desired value, the real amplification
ratio of the circuits could deviate a little bit from that set
value due to environmental changes or other factors of the
circuits. As a result, it is difficult to keep the RF circuits
to always have exactly the same amplification ratio during
their practical operations. So the random magnitudes example
helps demonstrate the performance of the proposed design
in a practical scenario. Note that all the parameters can be
determined by designers in advance according to the specific
requirements. Design examples with and without the proposed
magnitude constraint are provided to show their difference on
magnitude values.

The beam and phase patterns without the proposed magni-
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tude constraint in (6) are shown in Figs. 2(a) and 2(b), where
all main beams are pointed to 6 = 60° (the desired direction)
with a low sidelobe level, and the phase in the mainlobe direc-
tion are 45°, 135°, —135° and —45° for symbols ‘00°, ‘01°,
‘117, “10°, respectively, as required. However, the magnitudes
of weight coefficients for all symbols are ranged from 0 to
0.06, as shown in Fig. 3, not meeting the requirement of same
magnitude or random magnitude within the range.

For the special case design with both symbol and antenna
independent coefficient magnitude, the resultant beam and
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Fig. 5. Resultant magnitudes of antenna coefficients under the same magni-
tude requirement for all antennas using (13).
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TABLE I
WEIGHT COEFFICIENTS UNDER THE SAME MAGNITUDE REQUIREMENT
FOR ALL ANTENNAS USING (13).

n wo,n Wi,n w2, n w3,n

0 0.0208 - 0.0162i -0.0155 - 0.0212i -0.0206 + 0.0163i 0.0054 + 0.0258i
1 0.0214 + 0.0153i 0.0166 - 0.0204i -0.0096 - 0.0245i -0.0138 + 0.0224i
2 -0.0168 + 0.0202i 0.0254 + 0.0068i 0.0211 - 0.01571 -0.0148 - 0.0218i
3 -0.0262 - 0.0029i -0.0025 + 0.0262i 0.0029 + 0.0262i 0.0262 + 0.0019i
4 0.0225 - 0.0137i -0.0147 - 0.0219i -0.0259 + 0.0049i 0.0198 + 0.01731
5 0.0221 + 0.0143i 0.0070 - 0.0254i -0.0173 - 0.0198i -0.0154 + 0.0213i
6 -0.0174 + 0.0198i 0.0117 + 0.0236i 0.0191 - 0.0181i -0.0209 - 0.0159i
7 -0.0177 - 0.0195i -0.0135 + 0.0226i 0.0193 + 0.0179i 0.0135 - 0.0226i
8 0.0190 - 0.0182i -0.0197 - 0.0174i -0.0218 + 0.0147i 0.0231 + 0.0125i
9 0.0236 + 0.0117i 0.0128 - 0.0230i -0.0151 - 0.0216i -0.0171 + 0.0200i
10 -0.0151 + 0.0216i 0.0147 + 0.0218i 0.0214 - 0.0154i -0.0207 - 0.0163i
11 -0.0239 - 0.0111i -0.0156 + 0.0212i 0.0138 + 0.0224i 0.0141 - 0.0222i
12 0.0090 - 0.0247i -0.0219 - 0.0146i -0.0243 + 0.0100i 0.0181 + 0.0191i
13 0.0238 + 0.0111i 0.0160 - 0.0209i -0.0198 - 0.0173i -0.0098 + 0.0244i
14 -0.0161 + 0.0208i 0.0184 + 0.0188i 0.0154 - 0.0214i -0.0219 - 0.0146i
15 -0.0185 - 0.01871 -0.0142 + 0.0222i 0.0153 + 0.0214i 0.0092 - 0.02471
16 0.0161 - 0.0208i -0.0141 - 0.0222i -0.0198 + 0.0174i 0.0194 + 0.0178i
17 0.0236 + 0.0117i 0.0186 - 0.0186i -0.0168 - 0.0203i -0.0233 + 0.0122i
18 -0.0228 + 0.0132i 0.0178 + 0.0194i 0.0217 - 0.0149i -0.0234 - 0.0120i
19 -0.0199 - 0.0172i -0.0240 + 0.0109i 0.0143 + 0.0221i 0.0105 - 0.0241i
20 0.0192 - 0.0180i -0.0227 - 0.0133i -0.0224 + 0.0138i 0.0202 + 0.0169i
21 0.0183 + 0.0189i 0.0230 - 0.0129i -0.0115 - 0.0236i -0.0106 + 0.0241i
22 -0.0176 + 0.0196i 0.0225 + 0.0137i 0.0166 - 0.0205i -0.0152 - 0.0215i
23 -0.0219 - 0.0146i -0.0191 + 0.0181i 0.0182 + 0.0190i 0.0165 - 0.02051
23 0.0168 - 0.0202i -0.0160 - 0.0209i -0.0125 + 0.0232i 0.0186 + 0.01861
25 0.0217 + 0.0149i 0.0180 - 0.0192i -0.0143 - 0.0221i -0.0105 + 0.0241i
26 -0.0203 + 0.0168i 0.0222 + 0.0141i 0.0196 - 0.0176i -0.0109 - 0.0239i
27 -0.0178 - 0.0194i -0.0226 + 0.0134i 0.0191 + 0.0181i 0.0149 - 0.02171
28 0.0197 - 0.0175i -0.0211 - 0.0158i -0.0062 + 0.0256i 0.0197 + 0.0174i
29 0.0103 + 0.0242i 0.0193 - 0.0178i -0.0238 - 0.0112i -0.0232 + 0.0124i
30 -0.0239 + 0.0109i 0.0129 + 0.0229i 0.0128 - 0.0230i -0.0044 - 0.0260i
31 -0.0186 - 0.0186i -0.0194 + 0.0177i 0.0226 + 0.0134i 0.0210 - 0.0159i
32 0.0214 - 0.0154i -0.0162 - 0.0208i -0.0150 + 0.0216i 0.0092 + 0.0247i
33 0.0172 + 0.0200i 0.0204 - 0.0166i -0.0201 - 0.0170i -0.0189 + 0.0183i
34 -0.0164 + 0.02061 0.0060 + 0.0256i 0.0131 - 0.0228i -0.0219 - 0.0146i
35 -0.0031 - 0.0261i -0.0250 + 0.0082i 0.0251 + 0.0079i 0.0169 - 0.0202i
36 0.0219 - 0.0145i 0.0023 - 0.0262i -0.0114 + 0.0237i 0.0240 + 0.0107i
37 -0.0051 + 0.0258i 0.0208 - 0.0162i -0.0177 - 0.0195i -0.0244 + 0.0099
38 -0.0261 - 0.0033i 0.0181 + 0.0191i 0.0083 - 0.0250i -0.0094 - 0.0246i
39 -0.0232 - 0.0124i 0.0013 + 0.0263i 0.0253 - 0.0072i 0.0254 - 0.0068i
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Fig. 7. Real and imaginary parts of w,, - e~7¥m under the same magnitude
requirement for all antennas at the (a) 1-st, (b) 50-th, (c) 200-th iterations.

phase patterns using (13) are shown in Figs. 4(a) and 4(b),
demonstrating a satisfied DM design. As shown in Fig. 5, the
magnitudes of weight coefficients at the n-th antenna for all M
symbols are the same as vy, = 1/38, with the corresponding
weight coefficients for all antennas shown in Table I, indicating
that the requirement for the same magnitude for all has been
achieved. The bit error rates (BERs) at all directions are shown
in Fig. 6(a). Here we can see that in un-desired directions
the corresponding BER fluctuates around 0.5, while in the
desired direction the value is down to 1075, illustrating the
effectiveness of the proposed design. The difference value of
cost function has converged, as shown in Fig. 6(b). Fig. 7
shows the convergence process of w,, - e~/%» using Eq. (13)

at the (a) 1-st, (b) 50-th, (c) 200-th iterations. Here we can see
that at the first iteration, w,,,-e /¥ is a complex number with
the imaginary part ranging from [-0.03, 0.03]; while at the 50-
th iteration, the real part of w,, e~ Ikm jg 3—18, with the value of
the imaginary part down to 10~%; and further down to 10! at
the 200-th iteration, demonstrating that with increasing number
of iterations, w,, - e 7%m = Re{w,, - e 7km} =T,

For the general case design with the requirement of the
symbol-independent random magnitude for all antennas in the
range [0.0233, 0.0433], the resultant corresponding beam and
phase patterns in (13) are shown in Figs. 8(a) and 8(b), demon-
strating a satisfied DM design. As shown in Fig. 9(a), the
magnitudes of weight coefficients at the n-th antenna for all M
symbols are within the range, indicating that the requirement
of a symbol-independent random magnitude for all antennas
has been met. The corresponding weight coefficients for all
antennas are shown in Table II. The BERs at all directions
are similar to Fig. 6(a), demonstrating the effectiveness of
the proposed design. The difference value of cost function
in Eq. (13) is shown in Fig. 9(b), where the convergence of
cost function can be observed clearly, representing an optimal
solution is found. Fig. 10 shows the convergence process of
w,, - e~7%»_ Similar to the design under the both symbol and
antenna independent magnitude requirement for all antennas,
at the first iteration, w,, - e 7¥m is a complex number, with
the imaginary part ranging from [-0.03, 0.03]; while at the
50-th iteration, w,, - e Jkm is becoming a real number, as
the value of the imaginary part of w,, - e~7%m is down to
10~4; finally, at the 200-th iteration, the value of the imaginary
part of w,, - e /¥ is further down to 1078, with the real
part of w,, - e~ 7%m constrained between 0.0233 and 0.0433,
demonstrating again that with increasing number of iterations,
W, - € 7%m =T can be treated as Re{w,, -e 7%=} =T, as
the imaginary part of w,, - e~7%m decreases to zero.

V. CONCLUSIONS

With different magnitudes of weight coefficients for differ-
ent antennas and for different signal symbols, circuits design in
analogue implementation would be a challenge. To reduce the
implementation complexity, a constant magnitude constraint
has been proposed, allowing an effective phase-only control
of the directional modulation system, while the amplification
ratio of the RF circuits can be fixed. Moreover, different
from a previously proposed design, the magnitudes of weight
coefficients for all antennas can be chosen by designers in
advance according to the specific requirements, allowing more
freedom in the design process. The formulation is non-convex
and it is transformed into a convex form through iterative
optimisation. The proposed physical layer security design has
a low implementation complexity and its power consumption
can be controlled effectively for low-power applications. All
these features make it suitable for 6G enabled IoT, which often
requires low complexity and low power and high security. As
demonstrated by design examples, with the proposed solution,
a symbol independent coefficient magnitude for each antenna
can be achieved, while the magnitude for different antennas
can be set either the same or not.
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Fig. 9. a) Resultant magnitudes of antenna coefficients under the random
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ing (13); b) Cost function difference under the random magnitude requirement
for all antennas in the range [0.2333, 0.4333] in (13).
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