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Abstract—Vehicular Ad-Hoc Networks (VANETS) play an ever-
increasing important role in improving traffic management and
enhancing driving safety. However, vehicular communication us-
ing a wireless channel faces security and privacy challenges. The
Conditional Privacy-Preserving Authentication (CPPA) scheme
is suitable for solving the above challenges, but the existing
identity-based CPPA schemes suffer from inborn key escrow
issues. Motivated by this, we propose a lightweight CPPA scheme
based on elliptic curve cryptography to solve the above issues,
in which the pseudonym and public/private key pair of the
vehicle is generated by itself, so that the proposed scheme
avoids the key escrow issue. Furthermore, to achieve efficient
vehicular communication, a CPPA scheme is proposed using a fog
computing model that supports mobility, low latency, and location
awareness. The pseudonym of the vehicle is generated by two
hash chains in the proposed scheme, so that the storage overhead
can be reduced efficiently under the condition that backward
security is guaranteed. Security analysis shows that the scheme
is secure under the random oracle and satisfies the security
requirements of VANETSs. Performance evaluation demonstrates
that the proposed scheme outperforms related schemes in terms
of computational and communication overhead.

Index Terms—VANETs, authentication, conditional privacy-
preserving, fog computing.

I. INTRODUCTION

EHICULAR Ad-Hoc Networks (VANETS) are the core

components of the intelligent transportation, which is
vital for improving traffic management and ensuring driving
safety. In VANETS, a vehicle equipped with an on-board unit
(OBU) can communicate with neighboring vehicles or infras-
tructures. The two main communication types of VANETS are
vehicle-to-vehicle and vehicle-to-infrastructure [1], which can
be implemented with IEEE 802.11p or cellular networks (such
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as C-V2X) [2]. According to the dedicated short-range com-
munications standard [3], the OBU regularly broadcasts safety-
related information such as position, speed, steering angle, and
rate of acceleration every 100-300 ms [4], which can be used
to improve traffic management efficiency and reduce traffic
accidents. Additionally, VANETs can provide drivers with
value-added services, such as entertainment, games, uploading
or downloading data through the Internet [5].

Although VANETSs have a wide range of applications and
provide great benefits, they also present many challenges that
must be overcome. The importance of secure and private
communications cannot be ignored because they can affect
personal and property security [6]. Without a secure protec-
tion mechanism, messages transmitted in VANETs over the
channel, which is open and insecure, can be tampered with,
replayed, intercepted, or deleted by an attacker [7]. Therefore,
the message authentication mechanism needs to be designed
to ensure message integrity [8], [9]. Many identity-based
and certificateless-based message authentication schemes have
been proposed. However, the transmission delays associated
with these schemes can be long and may fail to balance
efficiency and safety, making it difficult to deploy these
schemes in real scenarios.

Fog computing, as a new potential solution to improve
the latency issue in cloud computing-based architectures [10],
can be integrated into VANETS to decrease the transmission
delay, provide reliable location awareness, and support access
for more vehicles [11]. However, existing fog-based schemes
do not provide for the protection of the privacy of vehicles.
[12], [13]. For example, if a vehicle communicates with
other vehicles or infrastructures using its real identity, the
attacker can trace the vehicle information by monitoring the
communication channel over the air. Once the driving route of
the vehicle is leaked, the personal privacy of the driver will be
compromised, and life safety may be threatened in the worst
case [14]. Therefore, vehicular communication that uses an
anonymous identity is needed. It should be emphasized that
anonymity should be conditional, no one except for the trusted
authority (TA) can trace an abnormally behaving vehicle [15].
The characteristic that hides the identity of a vehicle from
everyone except for the TA is called conditional privacy-
preserving.

A. Our Contributions

In this paper, we propose a lightweight Conditional Privacy-
Preserving Authentication (CPPA) scheme based on fog com-
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puting, which retains the advantages of identity-based public
key cryptography. In the proposed scheme, the vehicle can
generate pseudonyms and public/private key pairs by itself.
The vehicle passes requests to the TA or fog nodes (FNs)
for a token that can prove the legality of their identity. The
token is a short signature of the TA or FNs to the vehicle’s
pseudonym and public key, and can be implicitly used as the
signature. During the signature sending process, the vehicle
no longer needs the assistance of the server or infrastructure,
so that efficient communication can be achieved. The main
contributions of this study are summarized as follows.

o The vehicle can generate pseudonyms and public/private
key pairs by itself, so the scheme can function without a
key escrow issue. With the help of tokens supplemented
by FNs for vehicles, efficient authentication between
vehicles can be achieved. In addition, the workload of
the TA is effectively reduced because it does not need to
participate in the authentication process online.

o The hash seeds are allocated by the TA during the vehicle
registration stage. The vehicle can generate pseudonyms
by using two hash chains. The scheme therefore enables
the anonymity of vehicles to be preserved and avoids the
problem that vehicles need to pre-store a large number
of pseudonyms. In addition, the scheme achieves a fast
revocation of malicious vehicles because the TA only
needs to release two hash seeds of the vehicle to revoke
all its unexpired pseudonyms.

e We provide a formal security model to demonstrate
that our scheme is provably secure. Security analysis
shows that the scheme satisfies the security and privacy
requirements of VANETSs and resists common attacks.
Performance evaluation shows that it outperforms related
schemes in terms of overhead.

B. Structure of the Rest Paper

In section II, we introduce the related works of this study.
The system model and security goals of fog-based VANETS
is introduced in Section III. Section IV introduces prelimi-
nary knowledge related to this paper. Section V shows the
authentication process in detail. Section VI and VII gives the
formal security proof and analysis on the aspects of security
and performance respectively. In section VIII, we provide a
conclusion.

II. RELATED WORK

Researchers have proposed the public key infrastructure-
based (PKI-based) cryptography [16-18], and identity-based
public key cryptography (ID-based PKC) [19-22] and
certificateless-based (CL-based PKC) conditional privacy-
preserving authentication (CPPA) schemes [23-26] to protect
the vehicle’s privacy while ensuring secure communications
in VANETs [27].

Raya et al. [16] proposed a PKI-based scheme that uses
anonymous certificates to meet conditional privacy-preserving.
In their scheme, the key pairs and the corresponding anony-
mous certificate of vehicles are generated by the TA. The

vehicle chooses a key pair to sign message for each com-
munication. Then the verifier uses an anonymous certificate
to implement message authentication. The scheme has the
following weaknesses: the TA and vehicles both need to
have enough storage space for storing the key pairs and
corresponding anonymous certificates of all vehicles; And a
malicious vehicle is revoked by the TA needs to take 1,025,430
bytes of communication overhead [28].

In 1984, Shamir et al. [29] first proposed the scheme of ID-
based PKC, which can avoid the above certificate management
problem. The vehicle’s public key is composed of its public
identity information, so the vehicle’s identity and public key
can be bound together without any certificate. However, the
private key generator (PKG) can impersonate any user or
decrypt any ciphertext [20]. Because all vehicles’ private
keys are generated by the PKG, it implies the so-called key
escrow issue [30]. He et al. [21] uses the Schnorr signature
technology [31] to propose an ID-based CPPA scheme. And
the computational and communication overhead is extremely
low than pairing-based bilinear schemes. However, He et al.’s
[21] scheme depends on an ideal tamper-proof device (TPD)
equipped in vehicles [9]. The scheme is hard to guarantee
the security of the whole system [32], because the attacker
may launch the side-channel attack (e.g., power analysis, laser
scanning and so on.) to get the system private key stored in
the vehicle’s TPD [33], [34].

Al-Riyami et al. [23] proposed a CL-based PKC scheme
that can solve the key escrow issue above. In their scheme,
the vehicle’s private key including two parts, one part is
generated by the PKG and the other is generated by itself.
Even if there is an attacker in collusion with PKG, the
complete vehicle’s private key cannot be obtained, so the
key escrow issue is solved. Gong et al. [24] proposed a
pairing-based certificateless scheme. Later, Zhang et al. [35]
demonstrated the flaws of the security model in Gong et
al. [24], and proposed a new CL-based PKC scheme that
was proven secure. However, the scheme is not efficient
because it involves many computationally complex pairing
operations. Gayathri et al. [36] proposed a CL-based PKC
scheme without pairing-based bilinear. They claimed that their
scheme improves the efficiency of authentication and decreases
computational overhead. However, Liu et al.’s [37] showed
that the scheme [36] has a serious safety problem and proved
it is hard against two kinds of attacks. And they claimed that
they proposed a new scheme to avoid security issues in the
scheme [36]. Unfortunately, Zhan et al. [38] claimed that Liu
et al.’s [37] scheme fails to resist forgery attacks initiated by
attackers. However, due to the lack of authentication of public
keys, the CL-based PKC schemes are vulnerable to public key
replacement attacks [39].

III. BACKGROUND

The fog-based VANETSs system model and the detailed
security goals are introduced in this section.

A. System Model

Fig. 1 illustrates the system model of this paper, it mainly
includes three entities, i.e., the trust authority (TA), the fog
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Fig. 1. The system model of the fog-based VANETs.

node (FN), and mobile vehicles.

o TA: It has sufficient computational and communication
capabilities, and is responsible for initializing the whole
system and providing registration services for vehicles.
The TA divides its domain into several fog areas, and
sends secure parameters to the FN in the fog area through
a secure and private channel. No one except for the TA
can trace an abnormally behaving vehicle. The TA is
completely trusted worthy and will not be compromised
by the attacker.

o FN: It consists of local data storage servers and wire-
less communication facilities, such as roadside units.
To reduce the storage overhead at the vehicle side, the
FN provides real-time generation of tokens services for
vehicles. FNs are managed by the TA, and the TA will
check all FNs periodically.

e Vehicle: The TPD equipped with each vehicle is respon-
sible for storing the secret information and generating
pseudonyms and key pairs. Each vehicle can obtain
accurate time information and has reliable positioning.

B. Security Goal

The following security goals should be met for a message

authentication scheme.

e Anonymity: To protect the vehicle’s privacy, no entity
except for the TA knows the real identity by analyzing
the intercepted messages.

o Message Authentication: Message authentication guaran-
tees the receiver can check the legitimacy of the message.
Besides, it ensures the receiver can detect a message
modified by attackers.

o Traceability and Identity Revocation: When a malicious
vehicle uses an anonymous identity sending messages,
the TA can extract its real identity from messages and
revoke it.

o Unlinkability: No entity can successfully link the mes-
sages sent by the same vehicle.

o Backward Security: Ensure that the leakage of the current
key will not affect the subsequent keys, that is, it is not
necessary to revoke the current key system and rebuild
a new key system every time a key leakage is detected.
The malicious vehicle has been revoked, and it should
not disclose any relevant information that will reduce the
conditional anonymity of the vehicle for a while before
the revoking takes effect.

e Key Escrow Resilience: The vehicle’s complete private
key is only known to itself. No one else can fake the
vehicle.

o Common Attacks: A basic scheme needs to resist the
following types of attacks.

1) Modification attack: The attacker modifies a mes-
sage and sends it to other entities in VANETs.

2) Forgery attack: The attacker forges the legitimate
vehicle’s signature and sends it to other entities in
VANETs.

3) Man-in-the-middle attack: The adversary cannot
intercept the messages over the air to perform the
active attack.

4) Replay attack: Replay attack is a passive network
attack, in which the attacker eavesdrops and in-
tercepts the interactive information in the network,
and resends the deliberately delayed message, thus
interfering with the network communication.

IV. PRELIMINARIES

The secure hash chains [40] and elliptic curve cryptography
(ECC) [31] are introduced first, which are used in the proposed
scheme. Then, we formally define the scheme, which is used
in Section VI

A. Hash Chain

The one-way hash function h(-) has the following proper-
ties.

1) h(.) takes the message of any length as input and
produces a fixed-length message digests as output;

2) Known z, it is easy to compute y = h(x). In contrast,
known y, it is difficult to compute x = h~*(y);

3) Known x1, it is computationally hard to compute z; #
x9 such that h(zy) = h(za).

The hash chain of length L is shown in Fig. 2, assuming
that the initial seed value is SD and S; = h'(SD),i € [1, L],
h (hi=Y(z)) = h'(z). Known S, it is easy to compute S;41 =
h(S;) but hard to get S;_;.

h(. h(. h(. h(.
SD ()> S, & Sy ———» e Si—2 O Si1 ﬂ» S;

Fig. 2. Hash chain.
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B. Elliptic Curve Cryptography

ECC construction encryption requires only a short key, so
it has been widely used. Let IF, be a finite and p > 3 be a
large prime number. In F), E,p : y* = 23 + ax + b (mod p),
where a,b € FF,, are constant numbers and 4a® + 276 # 0.

Elliptic Curve Discrete Logarithm Problem (ECDLP): The
generator of the group G is P, given Y = s- P € G, it is hard
to know s from Y in a polynomial time.

C. The Key Escrow

The Key Escrow: The trusted authority knows the private
key of each user, and it can sign documents on behalf of any
user. This is called the key escrow issue.

D. The Formal Definition

In the proposed scheme, mainly four entities are engaged:
the TA, FNs, vehicle, and verifier. And the formal definitions
are described below.

Definition 1. The proposed scheme includes five algorithms,
i.e, system initialization algorithm Setup(-) executed by the
TA, user key generation algorithm V KeyGen(-) executed by
the vehicle, token generation algorithm Token(-) executed by
the TA or FNs, signature algorithm Sign(-) executed by the
vehicle, and verification algorithm Verify(-) that executed by
the verifier.

o Setup(-): Tt is a probabilistic algorithm that takes a
security parameter A as input, and generates the TA’s
master key s and public parameters Para as output.

o VKeyGen(-): It is a probabilistic algorithm that takes
public parameters Para as input, and generates the
vehicle’s PKy, ; and a secret key v, ; as output.

o Token(-): Tt is a probabilistic algorithm that takes
(Para, s, Pyuy, PIDy, ;, PKy, , T'S;) as input, where
PIDy, ; is pseudonym of the vehicle, and generates
token for (PIDy, ;, PKy, ;) as output.

o Sign(-): It is a probabilistic algorithm that takes (Para,
Ppub’ PID\/M, PKVL]" TSj, tokenvi'j, J’.Vz}j’ mz) as
input, and generates a signature o; as output.

e Verify(:): It is a deterministic algorithm that takes
(04,m;) as input, and generates either “pass” which
denotes a valid message, or the special symbol L which
denotes invalid message as output.

V. THE PROPOSED SCHEME

The scheme is divided into the following several phases,
i.e., system setup, registration, pseudonym generation and key
pairs generation, token generation, signature and verification.
The TA initializes the system during the system setup phase.
In the registration phase, each vehicle registers with at the
TA. In the pseudonym and private key generation phase, each
vehicle generates pseudonyms and key pairs by itself. In the
token generation phase, the vehicle requests multiple tokens
from the TA or FNs to be used for communications. In the
signature and verification phase, each message needs to be
signed before being broadcast to neighboring infrastructure or
vehicles, then the receiver verifies the receiving messages. The

TABLE I
EXECUTION TIME
Notations Definitions
ho,h1,ho one-way secure hash functions
Ppub The system’s public key
PIDy, ; The pseudonym of V; at T'S;
PKy, ; The public key of V; at T'S;
RID; The real identity of vehicle
s The system’s private key
Seed; The seed of pseudonym generation
tt; The latest timestamp
AT The pseudonym’s validity period
TS; The j-th time slot
TA Trusted authority

Vi The i-th vehicle

Il The concatenation operation

proposed scheme has the following advantages: 1) Different
from the traditional authentication scheme, each vehicle will
generate pseudonyms and public/private key pairs by itself, so
the scheme will not have the key escrow issue; 2) It provides
the service of the token supplement by FNs for vehicles, which
reduces the storage pressure on the vehicle; 3) It achieves
fast revocation of malicious vehicles, because it just releases
two hash seeds of the vehicle to revoke all its unexpired
pseudonyms. Table I lists the notations.

A. System Setup

Let IF, represent the finite field, and p is a large prime
number that represents the size of the finite field. The TA
chooses an elliptic curve E which is defined by y? = z3+az+
b (mod p), where a,b € F,,. G is the additive elliptic curve
group with prime order ¢ and generator P. O denotes infinity
and P # O. Based on the public parameters (p,q,G, E, P),
the TA initializes the system by the following steps.

1) It randomly chooses a number s € Z; as the system’s
private key, and computers P, = s - P as public key.

2) It chooses three one-way hash functions, hg
{0,1y — Zy, G x G x {0,1}* — Zz,
he :{0,1}* x G x G x {0,1}* — Z7.

3) It divides its domain into different fog areas. Then, the
TA chooses the appropriate FN for each fog area, and
transmits system’s private key to the FN through secure
channels.

The TA keeps the system’s private key s secret, and broad-
casts system parameters Para = (p, q, P, G, Pyup, b1, ha).

B. Registration

In this subsection, the TA is responsible for the registration
of vehicles. Each vehicle submits its information to the TA,
and stores the hash seeds allocated by the TA in the TPD. Last,
the TA stores (RID;, Seedy, Seeds) into its database (DB),
and stores (Para, Seed, Seedsy) into the vehicle’s TPD.
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@ User Login

Seedy,, Seedy,,

PID,,,

PID,

b | =

PID,

Pseudonyms PID,

Vi

P privatekey xy, Xy, Xy Xy,

K
G bublickey PKy, ~ PK,, - PKy,; PKy;

® {(PIDy,,,PKy,,), s (PIDy, Py, ), (PIDy, P, )}

. Seedy,, Seedy,,

RID,, Seedy,, Seed,,,

Tokens Token; Token, - Token; - Token,

Fig. 3. The process by which the vehicle obtains the token from the TA.

C. Pseudonyms and Private Key Generation

Vehicles will generate pseudonyms and corresponding pub-
lic and private key pairs by their TPD. To further improve the
safety of vehicles, the system supports it to apply for a new
hash seed to the TA when one of the following two conditions
is met, that is, the annual inspection time is coming or the hash
seed is no longer secure.

o Pseudonyms Generation: The time has been divided

into w time slots, so T'S; denotes the time interval
[j * AT, (j + 1) * AT], PIDy,, is V;’s pseudonym at
the time slot 7'S;(j € [1, w]), which is generated by two
hash chains with random seeds SD;,1 and SD;, 2.

S1.j = h)(SDi1)
Sa,w—j+1 = hy TT(SD; ) (1
PIDVW, = hO(Sl,j D SQ,w—j+1)-

The proposed scheme uses the one-way hash chain tech-
nology to generate pseudonyms. Once the vehicle behaves
abnormally, the TA just release two hash seeds to revoke
all unexpired pseudonyms, while revoking illegal vehicles
without leaking backward security [28].

o Keys Generation: The vehicle V;; generates a corre-
sponding key pair based on the pseudonym. The vehicle
chooses xv, ; € Z; as the private key, and calculates
PKy, , = zvy,, - P as the public key.

(2%

D. Token Generation

In the proposed scheme, the vehicle can gain multiple tokens

from the TA or FNs. The details are described below.

o Tokens from the TA: The interaction process by which
the vehicle obtains the token from the TA during the
registration phase is shown in Fig. 3. The TA will do
the following to generate multiple tokens for the vehicle
using the system’s private key s.

1) It chooses r; € Z;, calculates C; = r; + s -
hi(PIDy, ,||PKy, ) and sets A; = r; - P.

2) It sends tokeny, , = (A;, C;) to the vehicle.

3) The token’s validity can be verified by C; - P =
A; + hl(PID%]HPKV”) . Ppub~

® {(Token; , Token,, ..., Token;, ..., Token, )}

RID, Seed;  Seed,
RID,, Seedy,, Seedy,,

RID,, Seed,,, Seed,,,

- Pseudonyms  PID,,, PID,,, - PID,, - PID,,
~ P privatekey Xy, Xy, v Xy v Xy,

¢ publickey PK,,

Tokens ~ Token, Token, - Token; - Token,

Fig. 4. The process by which the vehicle obtains the token from the FNs.

o Tokens from the FN: The interaction process between
the vehicle and the FN in the fog area are shown in Fig.
4. When the FN receives a request from a vehicle, it will
first check whether there is a vehicle in the revocation
list (RL). If it is, the FN will reject the request from the
vehicle. Otherwise, the FN uses the system’s private key
s distributed to it by the TA to perform the following
steps to generate tokens for the vehicles.

1) It chooses d; € Z;, calculates C; = d; + s -
hl(PIDVi,]-HPKVi,j) and sets A; = d; - P.

2) It sends tokeny, , = (A;, C;) to the vehicle.

3) The token’s validity can be verified by C; - P =
A; + hl(PIDV;J ||PKV”) . Ppub-

E. Message Signature

The vehicle V; ; generates the signature for message m;
before broadcasting it to nearby infrastructures or vehicles in
VANETs.

o Message Signature: The vehicle V; ; signs m; € {0,1}*
and outputs signature o; = (Q;, Z;) by performing the
following steps.

1) It needs to choose b; € Zj, computes Q; = A; +
b; - P.
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2) It computes f; = ho(m;||PIDy, ||PKy,||tt;),
where tt; € [T'S;_1 - At,T'S; - At] is the latest
timestamp, 7'S; is j-th time slot.

3) Last, it computes Z; = b; + C; + zv; |
xvy, ; is the vehicle’s private key. ‘

- f;, where

F. Message Verification

The legality of messages can be verified in this phase. When
receiving the message msg; = (m;, PIDvy, ;, PKy, ,,tt;, 0;),
where o0, = (Q;, Z;), the vehicle or infrastructure verifies a
signature o; as below.

o Single Verification of One Message.

1) The verifier first checks the validity of t¢;, if not,
drops the message.

2) The verifier finds whether PI Dvm. is in the RL, if
not, the verifier continues the following steps.

3) The verifier computes h; ; = hy(PIDy;, ;||PKy; ;)

4) Last, the verifier checks Z; - P = Q; + hs j - Ppup +
hi ;- PKy, ;.

e Batch Verification: For n distinct message-signature tu-
ples, the verifier needs to perform the following steps
to verify multiple messages, to achieve the purpose of
improving the authentication efficiency [18]. The small
exponent test technology is used to resist man-in-the-
middle attacks in batch verification. [41]. Specifically, the
verifier randomly selects 0 = (01, 02, ..., 0,,), 0; € [1,2%],
and L is a small integer. If equation (2) holds, it will
accept the message; otherwise, it will reject the message.

(Xie0i - Zi)- P

= (¥ 0i- Qi) +
+ (Xf2,0i - by

(Xie10i - hij) - Poup 2
-PKy, ;).

i,5
Next, correctness of the batch verification is presented
by the following step.

(X2 j0i- Z;)- P
= (ZiL0i- (bi + Ci iy fi) - P
= (3100 - bi) - P+ (S0 - (ai;+
s-hij)) - P+ (810 w5 fi) - P
(E?:Nz Qz) (2100 - hijj) - Ppub
+(Z0 ~PKVM).

3)

VI. SECURITY ANALYSIS

We introduce the security model and conduct formal secu-
rity proof. Through the detailed security analysis, it indicates
that the proposed scheme can satisfy the required security
goals.

A. Security Model
According to the capability of the adversary, we consider
two adversaries.
e Aj: The adversary plays the role of dishonest signer.
Therefore, it can replace the target user’s public key, but
the system’s private key cannot be obtained.

o Ajr: The adversary plays the role of a malicious FNs,
but it cannot replace the public key of the target user.

The game between the challenger C and the adversary A is
under the existential unforgeability against adaptively chosen
message attack model. The adversary A can query by the
following oracles.

o Setup(-)-Oracle: This oracle is executed by C taking
security parameters A as input and the system master
private key as well as public parameters Para as output.
C keeps the private key of the system s secret and
forwards the public parameters to .A.

o VKeyExtract(-)-Oracle: This oracle is executed by C
taking PID as input and forwarding the output to .A.

o PublicKeyReplace(-)-Oracle: This oracle is executed
by A to replace the public key of the target user without
knowing the corresponding private key.

o Corruption(-)-Oracle: This oracle is executed by C to
obtain the private key of the target user. After it checks
the output of V KeyFExtract(-)-Oracle, and forwards the
user’s private key to A.

o Token(-)-Oracle: This oracle is executed by C to re-
sponse a request from .A. C runs this oracle, and outputs
the tokenp][)’pKPID to A.

e Sign(-)-Oracle: This oracle is executed by C to get
the message signature. C forwards the signature to A,
meanwhile records.

Based on the types of the adversary, some or all of the or-
acles described above maybe are queried. Therefore, different
games are defined for different types of adversary Ay and Aj;.

Gamey: Ay outputs a forged signature o on the message
(m;, PIDy, J) If the following requirements are met, we say
that A; wins the game.

1) o} is a valid signature of the message m;.

2) PIDV* is not queried during Corruptwn( )-Oracle.

3) (PID* ,+PKy, ) is not queried during Token(-)-

Oracle "

4) (m7.PIDy, ) is not queried during Sign(-)-Oracle.

Definition 2: A signature scheme is (¢, ¢, €) secure in the
existential unforgeability against adaptively chosen message
attack security model if there exists no .4; who can win the
above game in time ¢ with advantage e after it has made g,
signature queries.

Games: Ajy outputs a forged signature o} on the message
(m;, PIDy, ) Meanwhile, if the following requirements are
met, we say that Ajr wins the game.

1) of is a valid signature of the message m;.

2) PID* V., is not queried during Corruption(-)-Oracle.

3) (m], PIDV ,) is not queried during Sign(-)-Oracle.

Definition 3: A 51gnature scheme is (t, g, €) secure in the
existential unforgeability against adaptively chosen message
attack security model if there exists no .A;; who can win the
above game in time ¢ with advantage e after it has made g,
signature queries.

B. Security Proof

Lemma 1: Only the ECDLP assumption holds in G, the
scheme is existentially unforgeable in Game;. We assume
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SUCCESS 4, denotes the probability of the success of
Game;. The probability to solve ECDLP is SUCCESS 4, >
=(1 — =)%e, where ¢ denotes the probability to break
the proposed scheme, and ¢, denotes the max number of all
queries.

Proof: A; wins the Game; with probability €. C; is a
challenger, aims to solve the ECDLP (Pyu, = s- P, P, Pyup €
G, s € Z) with a non-negligible probability. C; tries to find
s with the help of A; and maintains all queries’ output in
various lists. Cy first initializes a key pair list Listy.,, a token
list Listroken, a sign list List g;4y,, two secure hash value lists
Listy, and Listy, as empty. Below are the queries and their
output.

1) Setup(-): C; runs this oracle by taking a secure parame-
ter A as input, then it chooses a private key s € Zg, and
sets the public key P,,; = s- P. The public parameters
(P, Ppub, g, h1, ha) are sent to A;. C; chooses an index
L satisfying 1 < L < my,,, where my,, is the number
of ha(.)-Oracle requests.

2) VKeyExtract(-)-query: Upon  receiving Aj’s
VKeyExtract(-) query with the user’s PIDy,
(1 < j < Mpey), Miey is the number of queries. Cr
first finds the tuple (PIDv, ;, PKy, v, ;) exists in

Listyey, and if it exists, C; returns PKy, ; to Aj.

Otherwise, it responds as follows.

o If j # L, C; chooses a private key zv; ; € Z;, and
sets the public key PKy, . = P - zy, ;.
o If j =1L, Cs sets PKy, ; = Ppup-

Last, C; adds the tuple (PIDy, , PKy, ,xv, ;) into
Listye, and returns PKy;, ; to Aj.

3) hi(-)-query: Upon receiving A;’s hi(-) query with
the tuple (PIDvy,,,PKy, ), C; finds whether the
tuple (PIDy,,,PKy,,, L}) exists in List;,, where
Lj = h(PIDy, ,||PKy,,). If so, C; returns L} to
Aj. Otherwise, C; chooses L,lC S Zj; and computes
Lj = hy(PIDy, ||PKy,,). Last, C; adds the tuple
(PIDy,,,PKy, ,,L;) into Listy, and returns L} to
Aj.

4) ho(-)-query: Upon receiving Aj’s ha(-) query with the
tuple (m;, PIDy, ;, PKy, ;,tt;), Cr finds whether the
tuple ( m;, PIDy, ., PKy, ,tt;, L}) exists in List,,
where L7 = hy(my||PIDy,,||PKy,||tt;). If so, C;
returns L7 to A;. Otherwise, C; chooses L? € Z; and
computes L7 = ha(m;||PIDy, ||PKy, ||tt;). Last,
Cr adds the tuple (m;, PIDy, ,PKy, ,tt;,L?) into
Listy, and returns L7 to Aj.

5) PublicKeyReplace(-)-query: Upon receiving
Ar’s  PublicKeyReplace(-)  query  with  the
tuple (PIDy,;,PKy, ), C; finds whether the
tuple (PIDy,,,PKy, , zv,,) exists in Listyey,
and if it exists, C; will replace the tuple with
(PIDy, ,, PK3, 1),

6) Corruption(-)-query: Upon receiving query form Aj,
C; first finds whether the tuple (PIDv, ;, PKvy, ;,zv, ;)
exists in Listye,. If so, Cp returns Ty, ,; 1o Ajr. Other-
wise, Cy chooses the private key xv, ; € Z; and sets
PKy,, = wy,, - P. Last, Cr returns zv, ; to A; and

(¥

updates Listyey.

7) Token(-)-query: Upon receiving a query from Ay, Cy
takes the following steps.

o If j # L, Cr first finds whether tokeny, , =
(A4;,C;) exists in Listpoken. If so, Cp returns
tokeny, ; to A;. Otherwise, C; chooses C;, L} €
Z and computes Q; = C;- P — L} - Pyyp. Then, C;
finds Listy, to check whether (PIDy, , PKy, )
has already been defined. If found, C; again chooses
C’i,L,lC € Zy until there is no collision. Last, C;
updates the Listp, and LiStroken, and outputs
tokenvi,j = (A“ Cl)

o If j = L, C; aborts the game.

8) Sign(-)-query: Upon receiving a query from A;, C;
runs above oracles to get (PIDy, ,PKy, zvy, ;). If
xy,; = L1, Ay is required returning wy,; to Cj.
Otherwise, C; will perform the following steps.

o If j # L, C; runs Token(-) as input to get token.
Then, C; computes signature on (m;, PIDy; ;) by
using tokeny, ; and zv;, ;.

o If j = L, C; chooses L}C,L%Qj,Zj € Zg,
Q = Z — Lt - Py — Li - PKy..
LL = W(PIDy |PKy). I3 =
ha(mi||PIDy, ||PKv, ||tt;). If the hash values
collide, it will rechoose the parameters and
performs again. It is responsible for updating the
Listy, and Listy,. Last, Cr returns (Q;, Z;) as a
signature to Aj.

Analysis: Through using the Forking lemma [42], Aj

generates two signatures o0 = (Q;,Z;) and o* =

(Qi, Z]) on the message with the same PKy, ;, but
/

hij # I ;.

ZiP=Qi+hij Ppub+hi; Ppup. )
Z;k P:Qz+h;] Ppub+h2:] 'Ppub- (5)

According to the above equations (4) and (5), C; outputs
s = (Zi = ZF) - (hij — hj ;)" as a solution for the
ECDLP. With the above game, the success probability
of Cr solves the ECDLP based on the following events.

a) Event E;: C; does not quit.

b) Event Fs: A; can forge a valid signature.

¢) Event F5: A; can forge the identity of the target

user.

Therefore, Pr[E;] > (1—1/qmm)%, Pr[Es|E1] = € and
Pr{Es|E3AE ] = (1/gm), we obtain SUCCESS 4, >
(1 — .=)%e. The scheme is secure against forgery
under the adaptive chosen message attack in the random
oracle model, because the ECDLP is hard to solve in

polynomial time.

Lemma 2: The scheme is existentially unforgeable in
Gamey. We assume SUCCESS 4,, denotes the probability
of the success of Games. If the ECDLP assumption holds
in G, the probability to solve ECDLP is SUCCESS4,, >
(1 = ;-)%me, where ¢ denotes the probability to break
the proposed scheme, and ¢, denotes the max number of all

queries.




JOURNAL OF KX CLASS FILES

Proof: Aj; wins the Games with probability €. Cry is
challenger, aims to solve ECDLP (P, P,,, = s- P, P, Py, €
G, s € Z;) with a non-negligible probability. C;; maintains all
queries’ output in various lists. Cyy first initializes a key pair
list Listyey, a token list Listrogen, a sign list Listgign, two
secure hash value lists Listy, and Listy, as empty. Below are
the queries and their output.

Y

2)

3)

4)

5)

6)

Setup(-): Cyy runs this oracle by taking a secure param-
eter A as input, then it randomly selects s € Z; as the
system’s private key and sets P, = s- P as the public
key. Next, (P, Ppup,q,h1,h2) as the system’s public
parameters. Cry chooses an index L satisfying 1 < L <
Mp,, where my, is the number of hy(.) — Oracle query.
V KeyExtract(-)-query: Upon receiving
Arr’s VKeyExtract(-) query with the wuser’s
PIDy, (1 < j < Mgey), and mype, denotes the
number of the key queries. Cy; first finds whether the
tuple (PIDv, ,, PKy, ,xv, ;) exists in Listge,, and
if it exists, Cy; returns PKVM to Ajs. Otherwise, it
responses as follows.

o If j # L,Cyy chooses zy, ; € Z, and sets PKy, ; =
P- Z‘VM.

. Ifj =L, Cys sets PKVL]' = Ppub~

Last, Cyy adds the tuple (PIDy, ;, PKy, ;,rvy,
the Listye, and returns PKy, ; to Ajy.
hi(-)-query: Upon receiving Ajr’s hi(-) query with
the tuple (PIDy, , PKy, ), Crr checks whether the
tuple (PIDvy, ,,PKy, L) exists in Listy,, where
L} = h(PIDy, ||PKy,,). If so, C;; returns Lj to
Arr. Otherwise, C;r chooses Li S ZZ and com-
putes Ly = hy(PIDy,,||PKy,,). Last, C;; adds
(PIDy,,, PKy, ,,L}) into List,, and returns L} to
Arr.

ha(-)-query: Upon receiving Ajrr’s ha(-) query
with the tuple (m;, PIDy, ,, PKy, ,tt;), Ci; checks
whether the tuple (m;, PIDy, ,PKy,  tt;, L) exists
in Listy,, where L? = ho(m;||PIDy, ||PKy,,||tt;). If
so, Cy returns L? to Ayr. Otherwise, Cry chooses L} €
Z; and computes Lj = ho(m;||PIDvy, ||PKy, ||tt;).
Last, C;; adds (m;, PIDy, ,PKy, . tt;, L7) into
Listy, and returns L? to Aj.

Corruption(-)-query: Upon receiving a query from
Ajr, Cyy takes the following steps.

o If j # L, Crr checks whether the tuple
(PIDy, ,,PKy, xv,,) exists in Listye,. If so,
Crr returns xy, ; to Ajy. Otherwise, Cr; chooses
zv, ; € Zy and sets PKy, ; =z, ; - P. Then, Cyy
returns zy; ; to A and updates Listyey.

o If j =L, Cyy returns L.

Sign(-)-query: Upon receiving a query from Aj;, Cry
takes the following steps.

o If 7 # L, Cip runs Token(-) with
(PIDy, ;,PKy, ), executes Sign(-), and returns
the signature to Aj;.

e If j = L, Ciy chooses Li,L7,Q,, Z; €
Zy, Qj Zj — L - Py — L} - PKy,,,
where L; = hi(PIDvy,,||PKy,;), and L} =

) into

ha(mi||PIDy, ,||PKy, ,||tt;). If hash values col-
lide, it rechooses the values and performs it again.
It updates the Listy, and Listy,. Last, Cy returns
(Q:,Z;) as a signature to Ajj.
Analysis: Through applying the Forking lemma [42],
Ajr can generate two signatures o = (Q;,Z;) and
0% = (Qs, Z7) on the message with the same PKy, ,,
but A} ; and (h} ;)" are not equal.

Zi P:Qz+hz] 'Ppub+h;j 'Ppub~ (6)
ZF-P=Q;+hi; Py + (h;j)/ “Ppup. (7)

According to the above equations (6) and (7), Cjs
outputs xy, ; = (Z;—Z;)-(hij—(h};))~" as a solution
for the ECDLP. With the above game, C;; can solve the
ECDLP based on the following events.

a) Event Ey: C;; does not quit.

b) Event Fy: Aj; can forge a valid signature.

¢) Event E3: Ay can forge the identity of the target

user.

Therefore, Pr[Ei] > (1 — 1/gn)% . Pr[Esx|E] =
e and Pr[E3|EsAE] = (1/gm), we obtain
SUCCESSa;; > ;—(1 — --)%me. The scheme is se-
cure against forgery under the adaptive chosen message
attack in the random oracle model because the ECDLP
is hard to solve in polynomial time.

C. Security Analysis

o Anonymity: The vehicle’s real identity is hidden in a

pseudonym PI Dy, ., therefore, the proposed scheme can
achieve identity’s anonymity.

o Message Authentication: According to security proof in

the previous section, it is generally known that as long as
the ECDLP is computation hard, attackers can not forge
a valid signature. Therefore, the receiver can verify the
message’s integrity by verifying whether the equation Z; -
P = Qi+hi j-Ppuy+hy ;- PKy,  holds. Thus, the scheme
can meet the requirements of message authentication.
Traceability and Identity Revocation: In the proposed
scheme, the TA releases two hash seeds of the malicious
vehicle to revoke all its unexpired pseudonyms.
Unlinkability: The vehicle frequently updates its
pseudonym to ensure security, and only the TA knows the
vehicle’s true identity and the relationship between the
two pseudonyms PIDy, . = ho(S1,; ® S2.w—j+1) and
PIDy, .., = ho(S1;11® Sz.—;) with the knowledge
of hash seeds. If the attacker aims to check their relation-
ship, it has to compute o = hl_1 (S1,; ® S2,w—j+1) and
b= ho_l(a@SLj)’ hO(hO(Sl,j @ﬂ)) = PID‘/i/,jJrl' For
a [-bit one-way hash function, the overhead of solving
hi' is O(2%~1). If both pseudonyms PIDy,, and
PIDy, ., come from the same user, the relationship
of hy needs 2!~ times to verify. Thus, all overhead is
o) (221—1).

e Backward Security: In our scheme, the attacker cannot

obtain the following key from the leaked password. It
is impossible for any entity to obtain the pseudonym
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used by the revoked vehicle. If hash seeds 57 ; and
S2,w—j+1 are used to revoke the vehicle V; at the time
slot tt;, the adversary needs to know Sp ;1 = ho ™t
to compute V; pseudonyms in the slot 7'S;_,, ie.,
}DIDVL?._1 = ho (Slyjfl D Sg’w,]arg). Assuming a 224-
bit oneiway hash function, such as SHA-2, it is difficult
to search S; ;1 from Sy ;.

o Common Attacks: A basic scheme needs to resist the
following types of attacks.

1) Modification attack: The message authentication is
ensured by the proposed signature scheme. Once the
message is modified, it cannot pass the verification.

2) Forgery attack: The attacker cannot obtain a
tokeny, , = (Aj;, C;) for its pseudonym and public
key, the signature generated by the attacker will not
pass the equation Z;-P = Qi—&—hi’ijub—&—h;ijub

3) Man-in-the-Middle attack: The message is secure
by the proposed signature scheme, which cannot be
broken in a polynomial time.

4) Replay attack: The latest timestamp tt; is used
to calculate Z; = b; + C; + zy,, - fi and f; =
hi(mi||PIDy, ||PKv,||tt;). By checking the va-
lidity of the timestamp, replay attacks can be avoid-
ed.

VII. PERFORMANCE ANALYSIS

The contributions and deficiencies of related schemes [21],
[43], [44] are demonstrated first in this section.

The scheme of He et al. [21] proposed the first ID-based
CPPA scheme in VANETSs. Their scheme abandons the use
of bilinear pairing of traditional encryption techniques. Batch
verification is used, which greatly decreases the computational
and communication overhead. In their scheme, the TA needs
to distribute the private key of the system to the vehicle’s TPD
through a secure channel. Thus, the pseudonyms and private
keys of the vehicle are generated by its TPD. It avoids pre-
storing a lot of certificates and pseudonyms in the vehicle, and
greatly reduces storage costs. However, their proposed scheme
relies heavily on TPD. It is dangerous to store the master
private key in the TPD [45], because many studies [34] [46]
have shown that the adversary can obtain sensitive data from
the vehicle’s TPD by launching a side-channel attack. Once
the private key of the system is leaked, the entire system will
be compromised [32].

The scheme of Shen et al. [43] used the data recovery
feature method to propose a vehicle cloud security data
aggregation scheme for VANETS, which can meet the security
properties of data confidentiality, privacy-preserving, and resis-
tance to replay attacks. However, Shen et al.’s scheme [43] has
following some deficiencies, i.e., first, vehicles use their own
real identity for communication, so it does not satisfy the prop-
erties of conditional privacy-preserving in VANETS; second,
the scheme using the bilinear pairing cryptographic algorith-
m caused high computational and communication overhead;
third, the public/private key pair generated by the roadside
unit (RSU) for the vehicle needs to provide a secure channel
for transmission. It requires a certain transmission overhead

and communication resources, which limits the availability of
practical usage.

The scheme of Sutrala et al. [44] proposed a new CPPA au-
thentication mechanism for VANETS, in which vehicles can be
authenticated by neighboring vehicles, and RSUs can perform
batch verification of vehicles within their range. However, in
Sutrala et al.’s scheme, the RSU generates pseudonyms for the
vehicles in its area. When there are many vehicles requesting
service in the area, it is prone to increase latency and channel
congesting.

In the proposed scheme, vehicles generate key pairs, and
the TA or FNs can provide a token of the vehicle’s identity
(pseudonym, public key), which avoids the key escrow issue
in ID-based PKC. The token can implicitly be used as the
signature, and transmitted to vehicles over the open channels,
which greatly reduces transmission overhead. During the sig-
nature sending process, the vehicle no longer depends on the
help of the server or roadside infrastructure to achieve efficient
communication. More details are described below.

A. Computational Overhead Analysis and Comparison

He et al. [21] and Sutrala et al. [44] both used the ECC
encryption algorithm, and Shen et al. [43] used the bilinear
pairing encryption algorithm. To more clearly analyze the
computational and communication overhead of basic cryptog-
raphy operations, the cryptographic operations related to the
scheme are designed as follows. Gy is an additive group, and
a symmetric bilinear pairing E : G; x G; — Gp. Similarly,
we construct the ECC algorithm: G is an additive group and a
non-singular elliptic curve E. We utilize C/C++ cryptography
called Miracl [47] to evaluate all the cryptographic operation’s
execution times. Under the ubuntu 18.04 environment with
Intel i7-6700 processor, and 8GB memory. The execution time
is as shown in the Table.

Next, we first introduce He et al.’s [21] scheme, generating
a pseudonym of each vehicle is required to execute one one-
way hash operation and two scalar multiplication operations
about the ECC. Therefore, the time of generating a pseudonym
is 2T%cc,,, + 21}, ~ 0.7092ms. The signature of each vehicle
needs to execute two one-way hash function operations and
one scalar multiplication operation about the ECC. Thus, the
execution time of the signature is Tecc,,, + T} ~ 0.3546ms.
Then, to verify one single message, the vehicle executes three
scalar multiplication and two point addition operations about
the ECC, and two one-way hash operations. So, the time of
verification is 37¢cc,,, + 2Tcce, + 27 ~ 1.0670ms. Batch
verification is required to perform (2n) one-way hash function,
and (n + 2) scalar multiplication, (3n — 1) point addition and
(2n) small scalar multiplication operations about the ECC. The
execute time of BVMM is (n + 2)Tecc.,, + (3n — 1)Tece, +
(2n)Tece,,, . + (2n)T}, =~ (0.4346n + 0.7026)ms.

Shen et al.’s scheme [43] did not hide the anonymity of the
vehicle, so the time of generating a pseudonym is Oms. The
signature of each vehicle is required to execute three hash
operations, one pairing and a scalar multiplication operation
about the bilinear pairing. Thus, the signature’s all time is
Top + Tp,,, + Te + 3T, ~ 6.1640ms. Then, to verify one
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TABLE
EXECUTION TIME OF CRYPTOGRAPHIC OPERATIONS

Symbol Description Time(ms)
Top The execution time of a bilinear pairing operation e(P, Q),where P, Q € G1(G is 4.8923
additive group).
Topym The execution time of a scale multiplication operation 7 - P related to the bilinear 1.0052
pairing, where = € Zj and P € G1.
Tope The execution time of a point addition operation (P + Q) related to the bilinear 0.0079
pairing, where P 4+ Q € G;.
Te The execution time of Power in Gq. 0.2605
Tmtp The execution time of a hash-to-point operation related to the bilinear pairing. 2.4853
Tecegm The execution time of a scale multiplication operation x - P related to the ECC, 0.3526
where P € G and z € z.
Teccsm.s The execution time of a small scale multiplication operation o; ; - P used in the small 0.0351
exponent test technology, where P € G, o;,; is a small random integer in [1,2*] and
t is a small integer.
Teceq The execution time of a point addition operation P + @ related to the ECC, where 0.0026
P,QeG.
Th The execution time of a general hash function operation. 0.002

single message, the vehicle is required to execute three hash
operations and two pairing operations. The verification needs
time 273, + Typ,,, + T ~ 11.0503ms. Batch verification
is required to execute (2n) bilinear pairing and n scalar
multiplication operations, n power and (2n — 1) point addition
operations. The BVMM’s execution time is (2n)Ty, + nT. +
nTyp.,. +2(n — 1)1y, ~ (11.0661n — 0.0158)ms.

Sutrala et al.’s scheme [44], generating a pseudonym of
each vehicle executes four scalar multiplication operations
about the ECC, two hash operations. Thus, generating a
pseudonym needs 47¢.... + 27, ~ 1.4144ms. Next, the
signature of each vehicle is required to execute one one-
way hash function operation, and one scalar multiplication
operation about the ECC. So, the time of the signature needs
Tecec,,, +Tn ~ 0.3546ms. Then, to verify one single message,
each vehicle executes two hash function operations, and three
scalar multiplication operations, two point addition operations
about the ECC. Therefore, the time of the verification needs
3 ece,,, +2Tecc, +2Th ~ 1.0670ms. Batch verification of mul-
tiple messages executes (2n) hash function, (3n) scalar mul-
tiplication and (4n — 2) point addition and (2n) small scalar
multiplication operations about the ECC. The time of BVMM
is (3n)Tece,,, + (An —2)Teee, + (2n)Tece,,, . + 2n)T}, =~
(1.1424n — 0.0052)ms.

In the proposed scheme, generating a pseudonym of each
vehicle is required to execute three hash operations and one
scalar multiplication operation on ECC. Thus, the time of
generating a pseudonym needs 37}, + Tecc,,, =~ 0.3586ms.
Then, the signature is required to execute one scalar multipli-
cation operation and two point addition operations on ECC,
and one hash function operation. Thus, the time required to
signature is Tecc,,, +Tece, +1h ~ 0.3572ms. For verifying one
single message is required to perform one scalar multiplication
and one point addition operation about the ECC, and one
hash function operation, so the time is 3T,cc,,, + 2T¢cc, +
2T}, =~ 1.0670ms. Batch verification of multiple messages

executes (2n) hash function operations, and (n + 2) scalar
multiplication, (3n — 1) point addition and (2n) small scalar
multiplication operations about the ECC. The time of BVMM
needs (n + 2)Tece.,, + (2n)Tece, + (2n)Tece.,, . + (2n)T), ~
(0.432n + 0.7052)ms.

The vehicle can generate pseudonyms by using two hash
chains, and each token generation essentially amounts to one
elliptic curve point multiplication, which reduces much time-
consuming operations and improves the security of vehicle
users and the efficiency of message authentication. As shown
in Fig. 5, we can see that the proposed scheme has a relatively
lower computational overhead compared with several related
schemes [21], [43], [44]. And Table III shows the computa-
tional overhead of each step for several related schemes.

12 11.0503

6.16

Time(ms)
S

14144 1 967

2 07002 1067 3546 03586 1067
0354 0 i 0357

, R m L.

Heetal [21] Shenetal [43]  Sutrala et al [44] Our scheme

B Generate a pseudonym ™ Sign a single message W Verify a single message

Fig. 5. Comparison Of Computational Overhead.

B. Communication Overhead Analysis

In this subsection, we have evaluated the communication
overhead of the above scheme in detail. Let the sizes of the
element in G, the element in G; and the element in Z; be
40 bytes, 128 bytes, and 20 bytes, respectively. At the same
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TABLE 11
COMPARISON OF COMPUTATIONAL OVERHEAD

GOP SOSM VOSM BVMM
s 2T, ; 2)T. — 1T,
He et al.’s 26%:7’1+ Tecegm + Th = 3Tecesm + 2Tecc, +2Th = (TL +(27)l)§_i¢scm + (_‘3_7’7(12”)7)1]153:@ +
~ 2CCsm.s ~
scheme [21] 0.7092ms 0.3546ms 1.0670ms (0.4346m + 0.7026)ms
Shen et ~
al ,S scheme Oms pr + prsm + TE + 2pr + Tstm + Te ~ (27’L)pr + TLTe + ’I’Lprsm + 2(TL —
’ [43] 3T}, ~ 6.1640ms 11.0503ms 1)Typ, ~ 11.0661n — 0.0158ms
Sutrala et ATecey,, + - - (Bn)Tecesm, + (4n — 2)Tece, +
al.’s scheme 2T}, ~ TSCSS%;H:?: ~ 3Tecesm Jlrgg;&cg;r 2Th = (2n)Teoces,, . + (20)Th ~
[44] 1.4144ms ’ i (1.1424n — 0.0052)ms
Tecoom T Lo+ Tecea +Th ™ 3Tecorry + 2Mece, +2Th ~ (n + DTecer, + @) Teces +
Our scheme 3Ty ~ 0.3572ms 1.0670ms (2n)Tecegm.s + (2n)Th =
0.3586ms ' : : ‘ (0.432n + 0.7052)ms

GOP: generation of one pseudonym.

SOSM: signing of one single message.

VOSM: verification of one single message.
BVMM: Batch verification of multiple messages.

TABLE III
COMMUNICATION OVERHEAD

Schemes Broadcasting a Broadcasting n
message (bytes) messages (bytes)
[21] 144 144n
(43] 428 428n
[44] 244 244n
Our 124 124n

time, we set the output of the hash function to 20 bytes,
and the pseudonym and time stamp to 20 bytes and 4 bytes,
respectively.

In He et al.’s scheme [21], the vehicle broadcasts the
message {PID;,T;, R;,0;} to nearby vehicles or infrastruc-
tures with an anonymous identity, where PID; is composed
of PIDi,l and PIDZ'72, PIDZ'J,PIDLQ,RZ' S G,O’i S Z:;
, T; denotes the timestamp. Therefore, the communication
overhead is (40 * 3 + 20 + 4) = 144 bytes. In Shen et al.’s
scheme [43], the vehicle broadcasts {ID;, T;, o; is composed
of (e(g,9)™,7r2,m)} to nearby vehicles or infrastructures,
where ID;,ry € Z3,e(g,9)™ € Gr,n € G;. Thus, the com-
munication overhead needs (128 + 20 % 2 + 256 + 4 ) = 428
bytes. In Sutrala et al.’s scheme [44], the vehicle broadcasts
{AID; = (AID;,AID;3), 0; = (fi,9i), Bi, Ki, Ri, T1 } to
nearby vehicles or infrastructures, where AID; o, fi, gi € Z;,
and AID; 1, B;, K;, R; € G. So, the communication overhead
is (40 = 4 + 20 x 3 + 4) = 224 bytes. In the proposed scheme,
the vehicle broadcasts {PIDy;, ;, PKy, ;,tt;,0;} to nearby
vehicles or infrastructures, where o; = (Q4, Z;), PKy, ,,Q; €
G, Z; € Z; and tt; denotes the current timestamp. Therefore,
the communication overhead needs (20 + 40 + 20 + 40 +
4) = 124 bytes. From Table III, we can see that the proposed
scheme compared with several related schemes [21], [43], [44]
has lower communication overhead.

VIII. CONCLUSION

In this paper, we proposed a lightweight CPPA scheme
for fog-based VANETs. Specifically, the pseudonym and key
pair of the vehicle is generated by itself, so the key escrow
issue is avoided. In VANETS, the vehicle sends requests to
the TA or FNs for a token that can be used to verify the
legality of the identity. The token can be transmitted over open
channels without relying on private channels. For malicious
vehicles, the unexpired pseudonyms of an errant user can be
easily withdrawn by releasing just two hash seeds. Given the
importance of vehicular communication security, we proved
the security of the scheme in the random oracle model. Finally,
a detailed security analysis demonstrated that the proposed
scheme satisfies the security and privacy requirements required
by VANETS. And the performance analysis of the computation
and communication overhead verified that our scheme is more
secure and efficient.
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