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Guest Editorial
Special Issue on AI and Blockchain-Powered

IoT Sustainable Computing

DUE TO advancements in semiconductor technologies,
Internet of Things (IoT) applications have penetrated into

a wide spectrum of aspects of human lives. This widespread
penetration is also thanks to significant contributions from
many emerging technologies, e.g., artificial intelligence (AI)
and blockchain [1], [2]. The fast development of AI technolo-
gies like deep learning is a promising approach for extracting
accurate information from massive raw sensor data in IoT
applications [3]. In addition, due to its tamper-proof character-
istic and distributed nature, blockchain has received increasing
attentions in emerging IoT applications to tackle security
and privacy issues [4], [5]. AI and blockchain have become
killer technologies to advance the fast development of IoT
ecosystems with incredible growth, impact, and potential.

Sustainable computing, providing the environment for the
reduction of energy requirement, is a key factor for energy-
constrained IoT devices [6]. However, the AI and blockchain
paradigms were not originally developed for this kind of IoT
environment. Both technologies are computationally expen-
sive and can introduce high bandwidth overhead and delays.
These demanding performance and power requirements are not
suitable for most IoT devices [7]. Although emerging com-
puting paradigms like edge computing have been introduced
to offload computation-intensive tasks from low-power IoT
devices [8], many deep learning models still require to be
executed in IoT devices due to security and privacy concerns
(i.e., keep data locally) [9], [10]. The research on new com-
puting architecture, lightweight deep learning, and blockchain
technologies has received increasing attention in recent years.

The Special Issue on AI and Blockchain-Powered IoT
Sustainable Computing focuses on the state-of-the-art AI
and/or blockchain-based solutions for sustainable computing.
After a rigorous review process, we were able to accept 21
contributed articles (out of 65 articles submitted) covering sev-
eral important topics grouped as follows. In what follows, we
briefly review these accepted articles.

SUSTAINABLE DATA COLLECTION AND PROCESSING

Wang et al. [A1] propose a digital twin management archi-
tecture for IoT services that utilizes blockchain technology to
regulate IoT devices and ensure the accuracy and timely reveal
of digital twin information. To encourage efficient and share-
able data collection, the authors introduce a blockchain system
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to incentivize contributors. The results of their simulation
performance demonstrate the superiority of the decentralized
blockchain system, not only in terms of shared information
but also in terms of shared lower costs.

Wang et al. [A2] propose a novel blockchain-supported
hierarchical digital twin IoT framework, which combines the
digital twin to edge network and adopts blockchain technology
to achieve secure and reliable real-time computation.

Federated learning (FL) is one popular AI trend, and the
article by Xu et al. [A3] demonstrates how blockchain can
be leveraged to support a fully decentralized FL system,
by developing 1) an accuracy-based malicious node detec-
tion mechanism to facilitate the identification and removal of
malicious nodes upon detection of their dishonest/malicious
effects on model accuracy during the training process; 2) a
contribution-based incentive mechanism with a token-based
reward scheme to motivate nodes to participate in FL and
contribute to model training; and 3) an algorithm to coor-
dinate both malicious node detection and contributing node
incentive/selection.

Zhang et al. [A4] propose a model migration-based FL train-
ing acceleration approach for resource-limited IoT devices.
By transferring feature extractors from fast to slow devices,
the approach reduces training costs and enables sustainable
computing. Blockchain is also being introduced to solve the
security issues of migrating models between IoT devices. A
blockchain-based incentive mechanism and a clustering-based
malicious device identification method are used to encourage
fast devices to actively share models and exclude malicious
devices.

Wang et al. [A5] present a novel deep-learning-based
method for predicting influence parameters for critical node
detection in Social IoT (SIoT). The proposed method learns
dual-task network embeddings to jointly predict influence
probabilities and cascade sizes, thus improving the efficiency
of critical node detection in SIoT. This AI-powered archi-
tecture can be further applied to link prediction, community
detection, and many other applications in real-world SIoT,
providing a sustainable computing architecture for SIoT.

COMPUTATION OFFLOADING AND LIGHTWEIGHT

AI MODELS

Existing blockchain-based computation offloading schemes
usually focus on network performance improvements and
neglect the gas fee for computation offloading. Liu et al.
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[A6] present a gas-oriented computation offloading scheme
that guarantees a low degree of dissatisfaction of sensors while
reducing energy consumption.

Panda et al. [A7] propose an application-deadline-aware
data offloading scheme using deep reinforcement learning and
dynamic voltage and frequency scaling in an edge computing
environment to reduce the energy consumption of IoT devices.

Zhou et al. [A8] investigate a UAV-aided mobile-edge com-
puting network for computation offloading. To maximize the
utility of all participants, the interaction among them is mod-
eled by using the Stackelberg game, and the approximate
optimal solution is obtained. This article proposes a new
approach to solve the computation offloading problem of the
mobile edge network, which promotes the development of IoT
sustainable computing. In addition, the application of smart
contract technology to ensure the reliability of transactions
and the application of deep reinforcement learning method to
solve the offloading problem in the dynamic event environ-
ment show that the combination of AI and blockchain with
the proposed model is effective and can be easily expanded.

Akter et al. [A9] propose a blockchain-integrated
lightweight convolution neural-network-based intelligent
framework for the identification and tracking illegal UAV in
the Internet-of-Military-Things (IoMT) system.

Deebak et al. [A10] propose a lightweight blockchain-
based remote mutual authentication (B-RMA) method for
AI-empowered IoT computing systems. The proposed work
integrates blockchain and attribute-based signature technique
to perform authentication for the gateways while using smart
contracts to authorize a service request within an IoT ecosys-
tem. The methods are integrated in a way that the execution
time for authorization is reduced, which in turn, improves the
throughput and by extension, the scalability of the system.
The computational efficiency and improved security provide a
long-term sustainable solution for AI-enabled IoT devices.

EFFICIENT CONSENSUS ALGORITHMS

The leader election procedure in a consortium blockchain
becomes important for the transaction prioritization process to
take place honestly. Sanghami et al. [A11] propose a machine
learning algorithm to achieve efficient leader election, based on
which a novel dynamic block creation algorithm is designed.

Anagnostakis et al. [A12] investigate the process of build-
ing and sustaining scalable consensus policies over the trivial
atomic capacities of the IoT ecosystems. They deploy the IoT
micro-blockchain framework as an atomic-consistency tier and
define a primary set of validity rules that every node can easily
carry out.

Wei et al. [A13] present a new scheme on integrating the
heavy matrix computing tasks in AI training into the process
of blockchain mining, and thus provide an efficient comput-
ing pattern for AI and blockchain-enabled IoT applications.
Detailed techniques are designed to realize the computing
integration, and experiments corroborate the proposed scheme
yield. Possible directions for future work include the fur-
ther optimization of the latency, the security, and the energy
consumption of the whole system, and realizing the logical
coordination node in a distributed way.

PRIVACY PRESERVING

Wu et al. [A14] propose an innovative smart home and
cross-cloud-and-edge computing-based nursing system in IoT
to provide activities of daily life to the people who need
care in smart home. The authors introduce the blockchain to
verify data identities and differential privacy to protect the
healthcare takers’ data privacy. They design a patient context-
aware online learning system which is a typical sustainable
computing paradigm. The proposed framework with a top-
down infinitely expanding cover tree can support big data
analytics with a recommendation accuracy improvement from
30% to 70%.

Yin et al. [A15] propose a novel blockchain-based dis-
tributed identity aimed at establishing a self-sovereign identity
and providing strong privacy preservation.

Zhang et al. [A16] propose a numerical splitting and adap-
tive privacy budget allocation-based local differential privacy
(LDP) mechanism to conduct data perturbation for blockchain.
It aims to address the issues of small sample volume, unfixed
input range, and diverse privacy demands in IoT usage sce-
narios.

Zhang et al. [A17] develop a mobile intelligent application
that can collect a large amount of real-time data while protect-
ing the privacy and conducted a feasibility study by defining
a new COVID-19 mathematical model.

Spectrum has become a precious resource due to the mas-
sive access requests of IoT systems. Data-driven dynamic
spectrum-sharing schemes can significantly improve the spec-
trum utilization although conventional centralized spectrum-
sharing schemes are less-transparent, costly, and vulnerable to
both malicious attacks and single-point failures. To address
these challenges, Zhu et al. [A18] propose a blockchain-
based dynamic spectrum-sharing scheme with consideration
of the privacy and transaction dynamics. Moreover, a privacy-
preserving double auction mechanism based on differential
privacy is developed to incentivize spectrum sharing. Both the-
oretical analysis and simulation results verify the effectiveness
of the proposed scheme for supporting future IoT sustainable
computing.

SECURITY ISSUES

Rahman et al. [A19] propose efficient AI-powered advanced
persistent threats detection at the edge and transparent record-
ing of the detection history in an immutable blockchain
ledger.

Masuduzzaman et al. [A20] propose a deep learning model
integrated automated and secure garbage management scheme
using unmanned any vehicle (UxV) to minimize the human
effort in terms of the traditional garbage management system.

Ravi et al. [A21] propose a thorough investigation for
using machine learning (ML) algorithms to analyze and
detect anomaly communications based on real-world datasets
of wangiri frauds. Benefiting from different ML algorithms,
the proposed methods in this article can effectively detect
anomaly communications which can automatically mitigate
the potential malicious communications and support the sus-
tainable computing and communication requirements for var-
ious networks.
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