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Efficient and Flexible Multi-Authority
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Abstract—The correctness and reliability of data sources are
the keys to the practicality of data collected by IoT devices.
Attribute-based signature(ABS) is a cryptographic primitive for
users to sign with their own attributes, which can be applied
to the authentication process in IoT scenarios. The attribute
authority is responsible for issuing the attribute key to the user
in ABS. Multiple authorities can complete attribute management
tasks to avoid the threat of a single authority. However, attribute
authorities need to execute multiple interactions to collaborate
to generate attribute keys for users, which brings a large
transmission burden. In addition, a lot of resource-constrained
terminals in the IoT mostly play the role of signer or verifier
in authentication protocols. The signature generation and veri-
fication algorithms often have heavy pairing and exponentiation
operations. Currently, no ABS scheme takes into account the
efficiency of all participating entities simultaneously. In this
paper, we present an aggregated anonymous key issue (AAKI)
protocol to reduce the transmission burden between multiple
authorities. Meanwhile, the non-interactive zero-knowledge proof
aggregate exponentiation (NI-ZKPoKAE) protocol is designed to
aggregate the transmitted secret values in AAKI. To reduce the
computational burden of signers and verifiers, Blakley secret
sharing, where the Hadamard matrix is used more efficiently
to handle the (n,n)-threshold, is used to construct an efficient
and fine-grained multi-authority ABS (EFMA-ABS) scheme. This
brings high efficiency to all three types of parties involved in IoT
authentication. Our above-mentioned protocols have been proven
to be feasible and effective.

Index Terms—attribute-based signature, multi-authority, IoT
authentication, proof of knowledge, aggregated anonymous key
issue, Blakley secret sharing.

I. INTRODUCTION

HE Internet of Things (IoT) is a growing global Internet

object network. Objects in the network can collect data,
transmit data, process data and communicate with each other.
It allows people to reach out to anywhere with sensors
connected to the network. Anywhere. Thanks to the current
5G network with lower latency and large bandwidth, industries
related to the Internet of things, such as automatic driving and
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smart wear have achieved rapid development. The number of
devices and data in the Internet of Things will also increase
exponentially. However, the control and management of each
device still need to be achieved through the transmission and
connection of information. The data generated by these smart
devices releases numerous business opportunities. Considering
the complex demands and high fragmentation of the Internet
of Things, in order to provide stable and high-quality network
connection services for IoT terminal customers, many service
vendors, such as Alibaba Cloud [1], have launched the Internet
of Things wireless connection service. Such services are char-
acterized by wide variety, intelligence and ecological connec-
tivity. With the help of cloud platform technology, it provides
flexibility, safety and stability for many scenarios such as the
Internet of Vehicles, smart wearable devices, mobile payments,
digital media economic solutions, environmental monitoring,
and smart agriculture.

However, currently hindering people’s widespread accep-
tance of Internet of Things services are concerns about the
related security issues that follow. Smart devices that have
traditionally been isolated or disconnected are now fully
exposed to the external environment and the Internet, which
makes them vulnerable to attacks from the Internet. In 2021,
Zscaler ThreatLabz [2], as a threat research team, gave an
annual report on IoT security. It pointed out that during
the Covid-19 epidemic, as more people work from home,
they needed to connect with corporate networks through IoT
devices. Resulting in a 700% increase in malicious attacks
on IoT devices in the enterprise in 2020 compared to the
previous year. The range of IoT devices connected to corporate
networks continues to expand, including from smartwatches
and IP cameras to cars and music devices. The communication
of these IoT devices can be easily accessed by attackers.
Worse, the communication is easily intercepted and modified,
allowing attackers to exploit [oT devices for malicious attacks.
Therefore, people call for stronger security in the IoT network,
which includes the security of the protocols, communication
transmission process, and the privacy of data and identity.

Attribute-based signature [3] is proposed as a cryptographic
primitive to protect the identity privacy of the signer. The
signer uses a set of attributes he owns to sign the message.
As a signature protocol, it can not only provide identity
authentication but also protect the identity of the signer. In
the process of signature verification, the verifier can only get
the attributes that the signer satisfies, but cannot locate the
specific identity. Previous attribute signature protocols [4]—[6]
designed for (¢, n) threshold attributes, and later protocols [7]-
[10] designed for fine-grained AND gate, OR gate and tree
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access structure. Attribute signature protocols can be used to
solve the problem of fine-grained identity authentication that
protects user identity privacy in IoT.

The two main participants to the authentication algorithm
in IoT systems, the signer and the verifier, are usually low-
performing entities that are sensitive to the amount of compu-
tation and transmission. However, the current attribute signa-
ture protocol requires a lot of computationally heavy bilinear
pairing and modular exponential operations, which appear in
signature algorithm and verify algorithm in which the signer
and verifier are mainly involved. They are not suitable for
current application scenarios based on 5G networks, such
as vehicle-mounted Internet scenarios [11]. In the vehicle-
mounted Internet scenario, multiple message transmission and
authentication tasks need to be completed quickly and accu-
rately in a short period of time, which brings great challenges
to sensor devices with low performance in intelligent vehicles
and edge terminals in base stations. Therefore, designing an
attribute signature protocol with both efficient signature and
verification algorithms is the key to the practical application
of IoT system.

A large number of devices will be connected to an IoT net-
work system, and there will be many subdivided attributes. If
only one attribute authority is used to manage the distribution
of attribute keys, it will impose a huge computational burden
on this single authority. At the same time, if the attribute
authority is corrupted by an adversary, the security of the entire
system will no longer exist. Based on this consideration, the
attribute cryptosystem of multi-attribute authorities is proposed
[12]-[16]. In these efforts, they decentralized a single attribute
management center and used multiple attribute authorities
to collaborate to complete the key distribution. Although
the multi-attribute authority improves the robustness of the
attribute cryptosystem, more computation and communication
overhead will be incurred. On the one hand, the increased
overhead comes from the interaction between the user and
multiple attribute authorities to generate a set of attribute keys.
On the other hand, it comes from the interaction between
multiple attribute authorities when generating attribute keys
for the same set of attributes. Current multi-attribute authority
cryptographic schemes use an anonymous key distribution
protocol constructed with the help of zero-knowledge proof
technology proposed by Chow et al. [17] in the process
of generating attribute keys by multiple attribute authorities
interactively. The number of interactions and throughput of
anonymous key distribution will increase obviously, when
the number of attribute authorities participating in protocol
execution increases. How to reduce the communication burden
of the attribute authorities in this process has also become
an urgent need for the smooth implementation of the multi-
attribute authority cryptosystem.

In the existing multi-attribute authority cryptosystem, mul-
tiple attribute authorities are in equal status, and they are all
at the top of the defined access structure. In other words, the
multiple attribute authorities form the first level child nodes
of the root node of the tree access structure. However, in
real scenes, there are more possibilities for the relationship
between attribute authorities. One situation is that in the access

. © 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.o
Authorized licensed use limited to: University of Greenwich. Downloaded on April 01,2023 at 09:44:36 UTC from |IEE

structure, there may still be a threshold gate between the
attribute authorities up to the root. At this point, the attribute
authorities is no longer at the first level child of the root
node of the tree access structure. For example, there are
three attribute authorities A, B and C in an IoT system.
When the user needs to apply for the attribute key from these
three attribute authorities, the defined access structure meets
the requirements from the attribute authorities to the root:
authority A and authority B need to meet the OR gate, and
their result needs to meet the AND gate with authority C.
This scenario, which requires richer attribute access structures
to express, was not considered in previous work. Designing
a more flexible multi-attribute authority cryptographic scheme
will make the attribute cryptosystem more suitable for the real
scenario.

A. Our Contribution

In view of the above discussion, we design an efficient,
flexible and fine-grained multi-attribute authority signature
scheme for the authentication process in IoT. Our proposal
takes into account the efficiency of all parties involved in IoT
authentication, including signers, verifiers, and multi-attribute
authorities. The main contributions are as follows:

o Firstly, to reduce the transmission burden between
multiple authorities, we present a non-interactive
zero-knowledge proof aggregate exponentiation (NI-
ZKPoKAE) protocol, which can help aggregate multiple
secret values into one value in a secret transfer. Then, we
use it to construct an aggregated anonymous key issue
(AAKI) protocol to complete the interaction between
multiple attribute authorities to generate a set of attribute
keys for users.

o Secondly, to reduce the computational burden of signers
and verifiers, we construct an efficient and fine-grained
multi-authority attribute-based signature (EFMA-ABS)
scheme based on the co-CDH assumption. The Blakely’s
secret sharing is used to construct the signature scheme,
and the Hadamard matrix is used to characterize (n,n)
gate to reduce computation cost in both signature and
verification phase.

« Thirdly, we analyze the computing and storage efficiency
of the scheme in theory and experimental simulation. An
IoT authentication system based on our proposed multi-
authority attribute-based signature scheme is presented.

B. Related Works

The Internet of Things (IoT) is a communication paradigm
hosting a growing number of devices that can sense, col-
lect, connect, and exchange data. The IoT model has been
increasingly used worldwide to enhance the quality of daily
life. A relatively new case is that during the COVID-19
pandemic, medical IoT improved the service level in the
healthcare field by simplifying accessibility and increasing
efficiency, enabling doctors to connect on-demand with pa-
tients in hospitals and isolated at home. These situations
are forcing scientists and researchers to increase the use of
IoT systems. However, the widespread deployment of IoT
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systems has brought new security challenges, one of which
is how IoT devices achieve authentication. In recent years, the
methods used by researchers to construct IoT authentication
mechanisms mainly include blockchain-based methods, multi-
factor authentication, physically unclonable functions (PUFs)
and public key infrastructure (PKI) [18].

Using the public key infrastructure, Almalki et al. [19]
proposed an efficient and privacy-preserving authenticated data
aggregation scheme based on additive homomorphic encryp-
tion in the healthcare IoT system. In order to design and
build an access control and access detection model in a dis-
tributed IoT environment, Zhang et al. [20] proposed an IND-
CCA secure multi-authority ciphertext-policy ABE scheme
with outsourced decryption and progressive mode attribute-
based authentication. Sun et al. [16] designed an outsourcing
decentralized multi-authority Attribute-based signature scheme
(ODMA-ABS) and used it to construct the IoT authentication
protocol. Our proposal continues the research of the work
[16] and focuses on developing the application of PKI in IoT
authentication.

In order to maintain the privacy of the signer’s identity,
the attribute signature scheme (ABS) was first proposed by
Maji et al. [3] in 2008. In the attribute signature scheme, the
user can use a set of attributes to replace his own identity
to generate a signature. During signature verification, the
verifier can only know the attributes that the signer satisfies,
but not the identity of the signer. In [3], they proposed a
scheme to support the predicate described by the monotone
span program. Later, Shahandashti et al. [4] and Li et al.
[5] respectively proposed attribute signature schemes that
support (k, n) threshold predicates. The schemes [7]-[9] were
designed for more fine-grained attribute signature protocols
for AND gates, OR gates and tree access structures. However,
the above schemes are all constructed for the case of a single-
authority setting. On the one hand, the single-authority setting
will cause the attribute authority to face greater computational
pressure; on the other hand, if the authority is corrupted or
damaged, the whole system will be paralyzed.

Therefore, some early works [12], [13], [15] proposed
attribute signature schemes for multi-authority. In order to
prevent multiple users from combining their attributes to forge
a set of attributes to sign, some attribute signature schemes
[16], [21] adopt the method of Chow et al. [17], which
increases the interaction among multiple attribute authorities
to negotiate the secret value, and hides the secret value in the
attribute key of the user. The above schemes are based on CDH
assumption. However, these schemes only take into account
the efficiency of one of the signature algorithm and the verify
algorithm at most, and do not reduce the computation for both
low-performance signers and verifiers in the IoT authentication
process.

In order to relieve the computational pressure of low-
performance signers, Sun et al. [16] outsourced a large amount
of the signer’s calculations to cloud servers, and constructed
an outsourced multi-authority attribute signature scheme. And
their scheme is based on the co-CDH assumption, which
makes the scheme obtain higher security. Li et al. [22]
outsourced a large amount of computation in the signature
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and verification phase to the server and constructed a server-
assisted multi-authority ABS scheme. However, the method of
outsourcing computing requires [oT terminals to interact with
cloud server, which is a burden for IoT devices with limited
transmission capacity. It can be seen that attribute signature
schemes not only needs to take security and robustness into
account, but also needs to pursue higher computing and storage
efficiency in both signature and verification phase, and needs
to have richer access structure expression.

Chase and Chow [23] constructed a generic anonymous key
issuing (AKI) protocol, then the AKI protocol is widely used
in the construction of multi-authority attribute cryptosystems
[16], [17], [24], [25]. This protocol provides a way for users
and attribute authorities to interact with each other for trusted
secret computing. The AKI protocol is one of the important
components of the multi-authority attribute signature scheme.
In this protocol, proof of knowledge (PoK) is utilized in the
interactive transmission of secret values. In the existing AKI
protocol, each transmission of a secret value has to execute a
PoK protocol, which makes the amount of transmission and
the number of interactions proportional to the total number of
attribute authorities. When the number of attribute authorities
is large, the transmission amount between attribute authorities
will bring a great burden to each authority during execut-
ing the AKI protocol. Boneh et al. [26] discussed the PoK
protocol that supports aggregated transport when improving
transmission efficiency in the blockchain. In order to relieve
the transmission pressure of attribute authorities, how to design
an aggregate PoK protocol suitable for the AKI protocol, so
as to obtain a more efficient AKI protocol under the multi-
authority setting has become an urgent problem to be solved.

From the above description, the IoT authentication solutions
constructed based on the existing ABS schemes have some
degree of deficiencies in bandwidth performance, security as-
surance and practical deployment possibilities, they cannot be
deployed effectively yet. IoT systems call for an authentication
scheme that can take into account security, robustness, fine-
grained access structure, computational efficiency and rapid
response in both signing and verification phases, and efficient
transmission by attribute authorities. In particular, schemes
[3]-[9] only consider the single-attribute authority scenario.
Although schemes [12], [13], [15], [21] use multi-attribute
authorities to provide robustness for authentication protocols,
none of them consider reducing the computation cost of
both the signer and verifier simultaneously. Schemes [16],
[22] consider improving the efficiency of both signature and
verification phases, but introduce a third party to share the
computational pressure. This increases the transmission burden
on IoT low-performance terminals, which is unsuitable for
IoT scenarios requiring a fast response. In addition, the above
multi-authority attribute-based signature schemes all use the
traditional AKI protocol in [17] to generate the signature key
interactively, so the transmission burden is heavy. To the best
of our knowledge, there is not yet a complete scheme that can
satisfy all the above requirements. In this paper, we aim to
propose a new scheme to solve the above issues thoroughly.
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Fig. 1. System Architecture: “AA;, AAs, AA3” refer to different attribute authori-
ties, “IoT Devices” refer to the entities that collect and transfer data and sign the data with
attribute keys, “Data Center” refers to a high-performance entity that collects, analyzes
and sends authenticated commands.

C. IoT Authentication System Model

In the Internet of Things environment, the authenticity of
the collected data and the reliability of the commands issued
by the data analysis are crucial to the robust operation of the
IoT system. Therefore, our IoT identity authentication system
model focuses on the authenticity of the data and the reliability
of the data source, as well as improving the flexibility of the
access structure, and reducing the computation and commu-
nication costs. Figure 1 shows our IoT identity authentication
system model, which contains three types of entities, namely
multiple attribute authorities, data centers and IoT devices.

o Multiple attribute authorities: Multiple attribute author-
ities jointly generate system parameters for data centers
and IoT devices. Each attribute authority is responsible
for maintaining a subset of attributes. When an entity in
the system wants to generate a set of attribute keys for
its own attribute set, multiple attribute authorities will
generate them together through interaction.

« Data center: This entity generally has powerful comput-
ing, storage, and transmission capabilities. It is mainly
responsible for collecting and storing data from IoT
devices, deriving new commands by analyzing these data,
and returning the new commands to the IoT devices. In
this process, the data center first uses its own attribute set
to apply for system parameters and attribute keys from
multiple attribute authorities, then stores them locally.
Second, the data center verifies the data and its signature
sent by the IoT device to ensure the authenticity of the
data. Third, the data center uses its own attribute key to
sign the commands generated after analyzing the data and
sends them to the IoT devices.

o IoT devices: Sensor-equipped entities have limited com-
puting and storage capabilities. IoT devices use their own
attribute set to apply for system parameters and attribute
private keys from multiple attribute authorities, and store
them locally. When the device collects data, it signs the
data with its own attribute key and sends them to the data
center. Whenever the data center sends a new command to
the IoT device, the IoT device verifies that the signature
of the command is correct before executing it.
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D. Design Idea

In the existing multi-authority attribute cryptosystem,
whether it is a threshold attribute structure or a more fine-
grained access structure, multiple attribute authorities are in
equal status, and they are all at the top of the defined access
structure. This means that multiple attribute authorities can
only be located at the first level child of the root node of the
access structure. However, in the real world, there are more
possibilities for the relationship between attribute authorities.
Our multi-attribute authority scheme considers a tree-based
access structure in which each node can be an AND gate,
an OR gate, or a (t,n) gate. Compared with the previous
multi-attribute authority signature schemes, our scheme also
considers that there can be some gates between the attribute
authority and the root of the access structure, which makes the
authentication method more flexible. We illustrate it in figure
1. “AA;, AAs, AA3” respectively represent three attribute
authorities. In the previous works on the tree access structure
of multi-authority attribute cryptosystem, the three attribute
authorities can only be at the top of the tree, and they constitute
an AND gate together. Our proposal considers that there can
be some AND gates, OR gates or (¢,n) gates between each
attribute authority and the root node of the tree. For example,
an OR gate can be run between attribute authority AA; and
AAs, and their result will be an AND gate run with attribute
authority AAs.

Although schemes such as ePass [8] satisfy the attribute
privacy security model defined by Li et al. [5]. However, in
the signature verification phase, just a part of the verification
is performed using the public key, and the attribute value that
is actually used to recover the secret will be found. Compared
with the attribute privacy achieved by the threshold attribute
cryptography schemes such as Li’s [5] or Sun’s [16], the
attribute privacy satisfied by these more fine-grained attribute
signature schemes becomes less meaningful. The main reason
for this problem is the more fine-grained access structure that
the scheme is intended to implement. The verifier must know
which real attributes the signer used to sign, and then know
the real path to recover the secret in the tree structure. It
seems inevitable. Therefore, our scheme abandoned this weak
attribute privacy in exchange for a more efficient signature
verification algorithm.

Blakely’s secret sharing [27] was proposed at the same time
as Shamir’s secret sharing [28], which is a more general case
of Shamir’s protocol. Just as the Shamir secret sharing is
initialized by a polynomial, Blakely’s protocol is initialized
by a matrix. Xia et al. [29] pointed out that when Blakely’s
secret sharing is initialized by a special matrix, the Hadamard
matrix, it makes the secret recovery process much easier.
Define matrix multiplication for matrices A = (a; ;)mxp and
B = (b; j)pxn a8 Ax B =3""_, ajxby;. Let the Hadamard
matrix of order ¢ be H = (b; j)gxq. Any two rows in H
are perpendicular, and H is made up of the elements 1 and
—1. The Hadamard matrix satisfies H x HT = n - I,,, where
HT represents H’s transpose and I, represents the n x n
identity matrix. Since the largest amount of computation in the
secret recovery phase of Blakely’s secret sharing comes from
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inverting the matrix, the use of the Hadamard matrix makes
this process require only a small amount of computation.
Because we can get the inverse matrix by dividing Hadamard’s
transpose H” by n. This greatly improves the efficiency of
secret sharing protocols. The only problem, however, is that
the Hadamard matrix is a square matrix and therefore only
applies to the (n,n) threshold case. To take full advantage
of this good property, we set all nodes in the access tree in
our scheme as (n,n) gates to obtain more efficient signature
verification phase.

E. Organization

The remainder of the paper is organized as follows. In
Section II, we introduce the preparatory knowledge needed
for subsequent schemes. We construct a new aggregated
anonymous key issue protocol in Section III. In this section,
we also present a new non-interactive zero-knowledge proof
aggregate exponentiation protocol as one component of the
new AAKI protocol, and give the security proof of these
protocols. In Section IV, we present our efficient and flexible
multi-authority attribute signature (EFMA-ABS) scheme, as
well as security proof, theoretical analysis and experimental
performance. We use our EFMA-ABS scheme to construct an
authentication protocol for IoT system in Section V. We sum
up our paper in Section VI.

II. PRELIMINARIES

We present the definitions of bilinear map and access
structure. After that, we introduce the co-CDH assumption
and adaptive root assumption that our schemes are based on.
Finally, the definitions of Blakely secret sharing and Hadamard
matrix are given.

A. Bilinear Pairing

Bilinear map, as the main tool of our protocol, are an
important tool in many cryptographic-based non-interactive
authentication protocols.

Definition 1 (Bilinear pairing). Let G1, Gy and G be three
multiplicative cyclic groups with the prime order p. Let g1 be
a generator of group G and go be a generator of group Go.
A map e : Gy X Gy — G is a bilinear pairing if the following
conditions hold:
e Bilinearity. e(g{,g5) = é(g1,92)% for all a,b € Z,.
o Non-degeneracy. For any generators G, € G1,G4 € Go,
€(G1,G2) 7é 1GT'
o Computability. It is efficient to compute e(G1,G2) for
any G € G1,Gs € Go.

Our scheme is constructed based on asymmetric group, that
is, there is either no computable isomorphism ¢ from G; to
G4 or there is no computable isomorphism ¢’ from Gz to Gy.

B. Access Structure

Our construct is suitable for the access tree scenario. Let I/
be the universe attribute set. AA denotes the set of all attribute
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authorities. Let Uycyi,... vy C U be the attribute universe of
each attribute authority Ageqy,... Ny € AA.

Definition 2 (Access Structure). Let P ={Py, P, ---,P,}
be a set of parties. A collection Y C 2F\{(0} satisfies
monotone property, if for any XY C P such that X € T
and X C Y, then Y € Y holds. A collection Y is called
the monotone access structure, where the sets in Y are the
authorized sets and the sets not in Y are the unauthorized
sets.

Definition 3 (Access Tree). An access tree Y is an access
structure represented by a tree structure. The leaves are
associated with attributes and each non-leaf node of the tree
defines a threshold gate, which is represented by its child nodes
and threshold value. Let num, be the number of children
of node x and k, € [0,numy] is its threshold value. The
threshold gate is an AND gate when k, = num,, and OR
gate when k, = 1. Let R be the root of the access tree Y. T,
is the subtree of X rooted at the node x. If the set of attributes
v satisfies Y., denote it as Y, () = 1.

In our multi-attribute authority signature scheme, define the
access tree as T = T, Uke{1,~--,N} Y. Yop is the access
tree between the attribute authorities, which takes the attribute
authorities as the leaves. Y, is the internal access tree of
attribute authority k, where authority k as the root node and
the attributes are associated with the leaves. To facilitate our
description of the access tree, we define the following two
notations. Let the function p(-) be a mapping from the child
node x to its parent node in Y. The function /(-) maps the
child node to its location in its parent node.

C. Computational Assumption

Our construction is based on the co-CDH assumption and
adaptive root assumption. The co-CDH assumption was first
proposed by boneh et al. [30] to deal with the CDH assumption
when G; # Gy in the bilinear mapping e : G; X Gy —
Gr. The adaptive root assumption was first proposed by
Wesolowski [31] from the root finding problem. The adaptive
root assumption implies that the adversary can’t compute the
order of any non-trivial element.

Definition 4 (co-CDH assumption). Let G1, Gy and Gp be
three multiplicative cyclic groups with the prime order p. Let
g1 be a generator of group G and g, be a generator of group
Go. Amap e : Gy X Go — G is a bilinear map. We say that
the co-CDH assumption is (t,€)-hold if for any probabilistic
polynomial t-time algorithm A there are

|Pr[aa b R Zp : A(pa 9179279(11793) = ggb” S €.
Definition 5 (Adaptive Root Assumption). Let A € N be
the security parameter and GGen(-) be a randomized group
generation algorithm. Let the group G & GGen(\) and a

random prime number | & Hppime(N). There are efficient

polynomial time adversaries (Ao, A1), where x & Aicio13(+)
denotes the random variable that is the output of a randomized
algorithm A;co.1y. They run (w, state) & Ao, where w is an
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element of G. Run u & A (1, state), where u € G satisfies
u' = w # 1. We say that the adaptive root assumption
holds for GGen(-) if for all pairs of adversaries (Agy, A1),
the probability Pr|(w,state) & Ag; v Aj(l, state)
u=w't # 1] < negl(\).

D. Blakely’s Secret Sharing and Hadamard Matrix

The basic idea of Blakely et al.’s work [27] is that, in a
(t,n) secret sharing protocol, each of the n parties owns a
t-dimensional hyperplane different from others’. The secret
that the parties need to recover is a point in the ¢-dimensional
space. When ¢ or more parties come together to recover the
secret, they can get the secret by solving a system of equations.
When there are fewer than ¢ parties, they cannot get any
information about the secret.

Definition 6 ((t,n) Blakely’s Secret Sharing). A (¢,n)
Blakely’s secret sharing has two phases which is sharing phase
and reconstruction phase, defined as follows:

o Share: In order to share a secret ag, a dealer D se-
lects t — 1 random values a;, where i € {1,--- ,t — 1}.
Next, D generates a n X t matrix M whose any two
rows are independent and (i,j)-th element is defined
as b;j. Then, the dealer broadcasts M. D generates
the shares s; = aob;1 +aibj2 + ...+ ay_1b; s, where
ie{l,---,n}

e Reconstruct: The secret can be recovered if any t parties
holding the secret share work together. Suppose the secret
share vector is 3 = [s1, 89, , S¢], and the correspond-
ing rows in M forms a t x t matrix Mg. Then, the
vector @ = [ag,a1,--- ,at—1] can be reconstructed as
al = M§1 -3T. Note that only the first element ag which
is the secret need to be recovered.

When the Blakely’s secret sharing is initialized by a special
matrix, i.e., the Hadamard matrix, it makes the secret recovery
process requires very little computation. Define matrix multi-
plication for matrices A = (a; j)mxp and B = (b; ;)pxn a8
AxB = ZZ=1 a;xby;. Let the Hadamard matrix of order ¢ be
H = (b;,j)qxq. Any two rows in H are perpendicular, and H
is made up of the elements 1 and —1. The Hadamard matrix
satisfies H x HT =n - I,,, where HT = (b;,;)4xq represents
the matrix H’s transpose and [,, represents the n X n identity
matrix. The inverse matrix can be obtained by dividing the
Hadamard’s transpose H” by n.

III. AGGREGATED ANONYMOUS KEY ISSUE PROTOCOL

The anonymous key issue (AKI) protocol was proposed in
[17], which provides a way for users and attribute authorities
to perform trusted secret computation through interaction. The
AKI protocol is one of the important building block for multi-
attribute authority signature protocol.

In the attribute key generation algorithm of the previous
scheme, the user needs to execute N — 1 AKI protocol with
N attribute authorities respectively, which leads to too much
interaction. In order to reduce the interaction, we propose an
aggregated anonymous key issue (AAKI) protocol. It reduces
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the number of AKI executions between the user and each
attribute authority from N — 1 to 1.

In previous AKI protocols, each time the user and server
transmitted a secret parameter, the proof of knowledge (PoK)
protocol need to be executed once. It means that the original
PoK protocol cannot be applied directly to our new AAKI
protocol when parameters are transferred as the form of
aggregation. Therefore, in this section, we first construct a
non-interactive zero-knowledge proof aggregate exponentia-
tion (NI-ZKPoKAE) protocol. Compared with previous PoK
protocols, our protocol has the advantages of zero knowledge,
non-interaction and fewer parameters. Then, we present the
construction of our AAKI protocol with NI-ZKPoKAE proto-
col as a component.

A. NI-ZKPoKAE Protocol

Algorithm 1 NI — ZKPoK AFE
Params:

G & GGen(N), (90,91, -, gn) € "1, B>22(G].
Prove(w = [}, u{’,u € G",x € Z"):

k... k. 0y, 0, & [-B, B,

2 =gy [limy 97 Ay = 90" TTimy 9 Au =TT, )
[+ HPrime(“,'LU, Z7Ag7Au), C < H(l)
Fort=1,...,n, let

g «— [(ki+c-x;)/l],ri < (ki+c-x;) mod L.

Let go < [(0r +¢-02)/1],70 < (O + ¢+ 0;) mod I.
Let Q1 =[i_o9{" Q2 = [[;=; ui".

Set 7 < (r9,71,...,7,) € [IJ"TL.

Let 7 = (l,z, Q1, Q27r).

Verify(w € G,u € G™, 7):

Parse (I,2,Q1,Q2,7) + m,c + H(I),

Ay QU T g9 2% Au = Qb [T uf* - w ™™
Check: 7 € [[|"",1 = Hpyime(u, w, 2, Ay, Ay).

Algorithm 1 shows our NI-ZKPoKAE protocol, which sat-
isfies zero knowledge and non-interaction.

Theorem 1. Protocol NI — ZK PoK AF is a statistical zero-
knowledge argument of knowledge for the relation {(u €
G",xe€Z"):w=1][,ul" € G} in random oracle model.

The proof of Theorem 1 is in Appendix A available in the
online supplemental material.

B. AAKI Protocol

In order for user u to get the attribute key, we construct
an aggregated anonymous key issue protocol. User u needs
to execute the AAKI protocol with each attribute authority &
in N attribute authorities. (G, g, ¢) is a multiplicative group
and {g; }ier, , h are generated by the group generator g, where
set I, = {1,--- , N}\{k}. The user takes u € Z, as private
input and the attribute authority & takes {«;, Bi,7Vi}icr, as
private input to jointly compute 7>~ [Tics, 9" Pitw),
This protocol ensures that only the user knows the secret
calculated value, while all other information remains hidden.

plore. Restrictions apply.
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User u Attribute Authority &
2PC .
{pi €R Zp}iefk A4 Vi € {la T 7N}\{k}’xl = (BZ + U)pi, T €ER Zp
{X1,i}ier, ,PoK({ai}icr, ,T) . ) .
' €rZ : k k Xy, = .WT/w"i , X1 =11, Xi,X:hZ’iEIka’T
P Er Ly o X2 PoK (il er irhsera? {X1i =g, Vieno X1 = [ler, X1, X2
; , Y,PoK (p')
Y = (Hielk le’i - Xo)P I
D= z1/¢ FPoK() 7.yt

Fig. 2. Aggregated Anonymous Key Issue Protocol

Figure 2 shows our AAKI protocol. The 2PC protocol
represents a secure computing protocol in which a user inputs
u, {pi}ticr, and an attribute authority inputs {S3;}icr,. The
two parties secretly compute {z; := (8; + w)p; }icr1,, Which
are obtained by the attribute authority. The PoK protocol
in each interaction represents the proof of knowledge about
the secret values in the computation. Call our NI-ZKPoKAE
protocol for these PoK protocols to ensure that the aggrega-
tion exponentiation is correct. PoK ({; }ier, , T) executes the
protocol twice as NI — ZKPoKAE(Xa,h™, {a;}ier,) and
NI—ZKPoKAE(X,, h>n® 7). Although in the AAKI
protocol, {X1 ;}icr, are not sent to the user aggregatively,
their proof of knowledge PoK ({z;}ier,,{Vi}ticr,,T) can
still be completed by running the NI-ZKPoKAE protocol
three times in the same way. Compared with performing a
knowledge proof once for each X ;, it reduces the number of
executing the NI-ZKPoKAE protocol and the number of data
transfers required to implement PoK ({z;}ier,, {Viticr., )
from O(n) to O(1). Respectively, PoK (p') and PoK (7) run
the NI-ZKPoKAE protocol once at n = 1.

Theorem 2. Based on Diffie-Hellman assumption and the
assumption that the general 2-party computation protocol and
knowledge proofs are secure, the proposed AAKI protocol
for computing h2ien, i [Licr, g Bitw) s g secure 2PC
protocol.

The proof of Theorem 2 is in Appendix B available in the
online supplemental material.

C. Performance

To evaluate the performance of our proposed NI-ZKPoKAE
protocol and AAKI protocol, we compare our protocols with
Boneh’s protocol [26] and Chow’s protocol [17]. Through
theoretical analysis and experimental simulation, the storage,
communication, and computation complexity of these proto-
cols are presented.

1) Theoretical Analysis: We contrast the NI-ZKPoKAE
protocol with the non-interactive zero-knowledge exponenti-
ation proof protocol proposed by Boneh et al. [26] in 2019.
Boneh’s protocol [26] and our NI-ZKPoKAE protocol both
are non-interactive and zero-knowledge. The difference is that
Boneh’s protocol [26] is designed for the exponentiation of
a single element, while ours is designed for the aggregating
exponentiation of multiple elements. Boneh’s protocol [26] is
a special case of our protocol when n = 1.

In a non-interactive knowledge proof protocol, the compu-
tation overhead of the prover and the verifier comes from the
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prove algorithm and the verify algorithm, respectively, and
only the prover generates the communication overhead. We
show these comparisons between our NI-ZKPoKAE protocol
and Boneh’s protocol [26] in Table I. |G| represents the size
of the group element in the group G and Z represents the
element size in the field Z, n represents the total number
of exponentiations the protocol needs to prove, E stands for
exponential operation in the group G, H stands for hash
operation in the group G, and M stands for multiplication
operation in the group G.

TABLE I
COMPARISON WITH RESPECT TO COMPUTATION AND COMMUNICATION OF
NON-INTERACTIVE ZERO-KNOWLEDGE PROOF PROTOCOL

Protocol | Boneh’s protocol [26] Our NI-ZKPoKAE
(bn —2)M + 2H
Comp. Prove 8nkE + 3nM + 2nH +(5n 4 3)E
. (2n+3)M +2H
Verify ™mE +5nM + 2nH +(2n+5)E
Comm. Prover 3n|G| + 3n|Z] 3IG] + (n+ 1)[Z]

As shown in Table I, in terms of computation overhead,
our aggregated protocol requires a constant number of hash
operations per transfer. In both prove algorithm and verify
algorithm, our NI-ZKPoKAE protocol needs to perform much
less than the protocol [26] for the computationally expensive
exponential operations in the group. In terms of communica-
tion overhead, the protocol [26] needs to transfer the number
of group G elements related to n. Our protocol is better than
protocol [26] to aggregate the elements of the group G into
constant elements for communication. Meanwhile, the number
of group Z element transfers in our NI-ZKPoKAE protocol is
n+ 1, which is less than the 3n in protocol [26]. Overall, our
NI-ZKPoKAE protocol outperforms the protocol [26] in both
computation and communication.

We compare our AAKI protocol with Chow et al. ’s [17]
anonymous key issuing protocol, which is used by almost
all existing multi-authority attribute-based cryptosystems. To
facilitate the presentation of the efficiency of the protocols, we
show in Table II the amount of computation and communica-
tion in addition to the 2PC protocol in the first step of both
protocols and the PoK protocol used in the interaction. This
is due to the following considerations: the two anonymous
key issuing protocols can execute the same 2PC protocol to
complete the first step, and the same PoK protocol can be
implemented in the interaction, which makes the two protocols
perform the same in the two processes respectively.

According to Table II, in terms of computation, after ex-

plore. Restrictions apply.
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TABLE I
COMPARISON WITH RESPECT TO COMPUTATION AND COMMUNICATION OF
ANONYMOUS KEY ISSUING PROTOCOL

Protocol | Chow’s Protocol [17] | Our AAKI Protocol
comp User 3(N-1)E+ NM (N+1)E+NM
) AA 3(N-1)F NE + (N —-2)M
comm User (N — 1G] |G|
’ AA 3(N = 1D]G] (N +2)|G]

cluding PoK protocol and 2PC protocol, no matter the user
or authorities, the exponential operation of protocol [17] is
nearly two times more than our AAKI protocol. In terms of
communication, in our AAKI protocol, the user transmission
amount is only a single group Gelement, and the authority
transmission amount is N + 2 group G elements. This is due
to the fact that our AAKI protocol aggregates all elements in
the group G into constant elements for transmission. However,
the communication overhead in protocol [17] is all related
to N, and the transmission amount of authority is about 3
times of our AAKI protocol. In general, our AAKI protocol is
superior to protocol [17] in terms of both user and authority
computation and communication.

2) Experimental Simulation: The experimental simulations
of NI-ZKPoKAE protocol and AAKI protocol are in Appendix
C available in the online supplemental material.

IV. EFMA-ABS SCHEME

In this section, we present the system model, algorithm con-
struction, security proof and performance analysis of our effi-
cient and flexible multi-authority attribute signature (EFMA-
ABS) scheme.

A. EFMA-ABS System Model

The EFMA-ABS scheme contains two types of entities:
some attribute authorities {Ay}rcf1,2,... v} and user u. AA
denotes the set of all attribute authorities. Let I/ be the universe
attribute set and each attribute authority Ajcqi... vy € AA
owns the attributes in universe Uj. The attributes in different
attribute authorities are mutually disjoint. GZD stands for
the set of all users’ global identities. The user uw owns
attributes from these attribute authorities and can obtain the
corresponding attribute key from them. A'ZD is denoted as
the node identities of access tree.

The EFMA-ABS scheme consists of four probabilistic poly-
nomial time algorithms (Setup, AkeyGen, Sign, Verify).

e (PP,MSK) + Setup()\, N): Given the system security
parameter A, the number of attribute authorities NV, the
setup algorithm outputs system public parameter PP and
all attribute authority master secret key M SK.

e SK < AKeyGen(PP, MSK,w,,Y): Given the system
public parameter P P, the attribute authority master secret
key MSK, the attribute set w, owned by user u and
access tree structure Y, the probabilistic attribute key
generation algorithm outputs signature secret key SK.
Here we have w, = Uke{lﬁ,”’N} W >, Where wy,, is
the attribute set owned by user u and distributed by the
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attribute authority Ag, and any two sets do not intersect
each other.

e 0 « Sign(SK, wu,m,T{(dw,Cm)}zer): A signer with
the signature secret key SK owns a attribute set w,
to generate a signature on message m with a specific
access tree predicate Yy(a, c,)}.cnsp> Where Cp is the
candidate attribute set and d, is the threshold value for
node z in the predicate. The signature algorithm outputs
the signature o of message m.

o 1/0 « Verify(PP,o,m, Y, c.)}oenin): Using the
signature o, the message m, the access structure
T {(de,C)}eenip and the system parameter PP as input,
the verify algorithm outputs the signature verification
result 1/0. If the signature is valid, the algorithm outputs
1; otherwise, it outputs 0.

B. EFMA-ABS Construction

The pseudorandom function (PRF) is applied in our protocol
construction. A pseudorandom function family is a collection
of functions which are computational indistinguishable from
the really random functions. Our AAKI protocol can be used to
implement the AKI protocol in the attribute signature scheme
we will construct below to reduce the transmission amount.
We use Blakely secret sharing to construct our scheme, where
the Hadamard matrix is used to reduce the computing cost
of our EFMA-ABS scheme. We give our new multi-authority
attribute-based signature scheme as follow.

o Setup(), N):

1) The algorithm input security parameter A and a
public random string (€P°Y(M), the N attribute
authorities generate the same admissible asymmetric
bilinear group parameters respectively, which is
denoted by e = (p, 91,92, G1,Go, G, é(, '), ¢())
Among them, the bilinear map is € : G; X G —
Gr, where G1, Gy and G are three multiplicative
cyclic groups of prime order p. g; and g are the
generators of groups G; and Go.

2) The N attribute authorities generate from the ran-
dom string (. Define some collision resistant hash
function as follow. H : {0,1}* — Z, maps user’s
global identity gid € GZID to an element in Z,,
which is denoted by v = H(gid). H' : {0,1}* —
G2 maps the message to be signed to an element
in Go. Hy : {0,1}* — G2 maps each attribute
to a unique element in Go, where k € {1,--- ,N}.
Deifine v(+) is a mapping that maps the node uni-
formly to an unique attribute-based on its position in
the access tree. The image space of ¢ (-) is disjoint
with the attribute space U/ that the user can own.

3) Select admissible h€e gG1, Go€rGy and a value
n among the attribute authorities. Then, for each
attribute authority Ay, define a value ny. Select
VLERZy as Ay’s master key msky, compute Y, =
91", and obtain its public key Zy = é(Yy, G2).

4) A two-party key exchange protocol is carried out be-
tween every two attribute authorities. The attribute
authority Ay, secretly shares a pseudo-random seed

plore. Restrictions apply.
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sg; € Zp, with another attribute authority A;.
Specially, define s;; = s;i. Ay shares a pseudo-
random seed x,E€RrZ, and sends y, = G5* to all
the other authorities. For user u, the pseudo-random
function between authority k and j is defined as

PRF,;(u) = Go3/ (it o e 7,

5) The system public parameter is

secret values ag,0 = Gyp(s) O-bf(f))l—i—ap(m) 1~bf((f))2—|—
A ()1 - bf((f))n Third, A generates the
leaf node key for all leaf nodes x of Y. Each
T, randomly selected from Z,, A, computes the
default attribute keys of all leaf nodes in Y as
np=1 & p()
dy,z0 = ngb:o ap(m)'s.bl(z)'”lHk(w(x))m’m7
dk,ml = gIkT

P = ({yr, Yi, Zs, Hi, v bren,. Ny, Hy H 0, e, h, G, m), where 1 (-) maps the node ( its position in the tree)

and the master secret key is

MSK = ({xk, vk, {sk}je 1, NPk} FRe(1, N})-

o AKeyGen(PP,MSK,w,,Y): To obtain the attribute
private key of attribute set w, = Uke{1,~~-,N} Wi,y ON
access structure Y, where T = Y, Uke{l’_, N} T, the
user u sets a injection between his own attribute set and
leaf node set of Y. The set of all nodes in Y is defined
as NID C NZD. When the node belongs to the internal
access tree Y, the number of children of node x is
n, = ni. When it belongs to the external access tree
Yez, ne = n. Then, the user u sends the key generation
request consisting of the access structure Y., |J Ty to
each attribute authority Ay. The interaction between the
attribute authorities and the user is as follows.

1) For each Ajcqy ... ny\{k} the user u independently
runs the anonymous key issuing protocol with each
authority by using the tuple (g;,h,a;,5;,7;) =
(yfk,Gz,éijkj,skjﬁkj), where Ry; is selected
randomly from Z, by Ay, dp; = 1 if & > j
and 5kj = —1 otherwise. Finally, the user gets

;= G2 " PRFy; (u ), if k> j. Otherwise, the
user obtains Dy; = G " /PRFy; (u).

2) Build the external access tree T, between multiple
attribute authorities Ay, where k € {1,--- ,N}. N
attribute authorities as the leaves of access tree
T, randomly select and share all Hadamard matrix
M, = (b; j)nxn for all non-leaf nodes = of Y.,.
Each rj, , randomly selected from Z,,, authority Ay,
computes V, = ”kfzje{l,m NPk} Ry,;. For each
node = of Y., except the root node R and the
leaf node A, Ay sets each external node’s secret
value is Vi /[ cq, p(])(l 1(5)), where Q, is a
collection that contains all nodes on the path from
the node z to the root node. Hence, A; has the
secret share

Xk—Vk/H p(w 1,1(z)).

zEQy

3) Attribute authority Ay build the internal access
tree Ty in a top-down manner. First, Ay randomly
selects ny — 1 values (ay 1,042, , Gz n,—1) and
a Hadamard matrix My, = (b m)n,xn, for each
non-leaf node x of Y. Second, A; sets the root
node Rj’s secret value ag, o = Xj. For the other
nodes x of Tj except the root node Ry, use the
information of their parent nodes to define their

© 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

to an attribute value. We define this default attribute
set generated by authority Ay consisting of all the
leaf node keys as F.
4) For all the attribute ¢ € (wy,, Ai sets
a,, = 0 and randomly selects n; — 1 values
(agyha’mg, -+, al ,, 1) for each first level parent
node. Then, Aj, randomly selects 7, ; from Z,, and
computes
di,io = sz 0 (@500, B
di,in = QIk

Authority Ay outputs the user’s secret key

SKy = ({Dri}ieq1,. .N}\{k}>
{dk 0, dr,i1 Ficwy s
{dk,20, die 21 }oe Ry )-

The user reconstructs the leaf node keys of Y., as

follows:
dyo = H dk,20,dz1 = H di,z1,

k€wy kEwy

S (8) R

where w,, is the collection of attribute authorities con-
tained in a subtree Y.
Finally, the user’s signature key is

SK = {SKi}req1, N}

Sign(SK, wu, m, T(4, co)beenin): A signer owns a at-
tribute set w,, to generate a signature on message m with
a specific access tree predicate Y (4, c,)}.cnip> Where
C, is the candidate attribute set and d, is the threshold
value for node x in the predicate.
1) Select the attribute set. The signer selects a subset
w], C w, that satisfies T{(q, c)}1oenin (@h) = 1.
2) Select the complement set. For leaf nodes in the
access structure that do not have corresponding
attributes in set w),, select attributes from the default
attribute set Ugeyq ... vy F to form the complement
set Sy, so that each leaf node in the access structure
has one corresponding attribute. It makes each node
xin T satisfy [Sy . Uw], | = da.
3) Sign the message with the access tree. The signer
chooses a random value s, for each i € w),
and a random value s, for each z € S,.
Let Q, be the set of all nodes on the path
from node x to the root node. First compute
Du = ik jyegn - Nyxgr npy gy Dij and & =
H'(m||Y {(4,,C.)}senip)- Then, randomly choose
5 <R Z, and computes
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T M, Li=)

oo=Du ] [T] (i

1<k<N icw!,

H [T M, ;(11G))
11«

JEQ
k,z0
€S,
[T M, ;(Li(x))
ey '
Ok,i = dk,il

H(0)™)

H ()] @

Sk,i

- /
g1 ,zEwu

g1 " w €S,

Finally, the signer outputs the signature

0 = (O-Oa Os, {{Jk,i}iew;; {O—k,m}xesu}ke{l,m 7N})

. Verify(PP, O—’m’T{(dm;Cm)}IENID): the
signature o, the message m and access
structure  Yy(4, c.)boenin @S input.  Compute
o H'(m[| Y {(d,,Co)}oenip) Verify the following

equation

Using
the

< é(os, D) -

IT 2 ] é(oni, He(i))

1<k<N

é(g1,00) ,
| AT

€S,

If the equation outputs 1, the signature is accepted;
otherwise 0 and the signature is rejected.

Remark 1. Note that the orders of the Hadamard matrices
are all multiples of 2 or 4. When the number of a node’s child
nodes in the access tree is less than the pre-defined order of the
Hadamard matrix, that is n or ng, our scheme is equivalent
to adding dummy nodes to the node by the attribute authority.
When the dummy node is an internal node of Ay, it is gener-
ated by the attribute authority Ay. When the dummy node is
an external node, it can be generated by randomly appointing
an attribute authority through negotiation of multiple attribute
authorities. The key generation method of the newly added
dummy node is the same as that of the original node, which
is defined in the AKeyGen algorithm.

Remark 2. The inverse matrix in our construction uses
the simple computing method of Hadamard matrix inversion
H~' = HT /n, which greatly reduces the computing cost.

Theorem 3. The proposed EFMA-ABS scheme is correct.

Theorem 4. The proposed EFMA-ABS scheme is existentially
unforgeable under co-CDH assumption.

The relevant security definitions and proofs in Appendix D
available in the online supplemental material.

C. Performance

To illustrate the performance of our fine-grained multi-
authority attribute signature scheme, we compare our scheme
with ePass scheme [8], Li’s ABS scheme [21], ODMA-ABS
[16] and DABSAS scheme [22]. The ePass scheme [8] is
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a representative scheme of fine-grained attribute signature
schemes. Li’s ABS scheme [21] is a representative scheme
of multi-authority attribute signature schemes. ODMA-ABS
scheme [16] is an outsourced multi-authority attribute sig-
nature. DABSAS scheme [22] is a server-assisted distributed
attribute signature. The storage and computational complexity
comparisons of these five schemes are given through theoret-
ical analysis and experimental simulation respectively.

1) Theoretical Analysis: We show the storage complexity
and computational complexity comparison of the five schemes
in Table L. |G1|, |Ga|, |G| represent the size of group
elements in groups G1, G2, and G respectively, N represents
the number of attribute authorities, w represents the number
of user’s attributes, [ represents the number of attributes (or
leaf nodes) contained in the access structure of all attribute
authorities, 7 represents the number of minimum internal
nodes that all attribute authorities should satisfy the attribute
tree, and d represents the sum of the threshold values of
all attribute authorities in the threshold attribute structure. e
stands for bilinear pairing operation, F stands for exponential
operation in the group, H stands for hash operation in the
group, and M stands for multiplication operation in the group.

We first focus on the theoretical analysis of storage cost.
Since the ePass scheme is an attribute signature scheme for a
single attribute authority, it has a constant number of system
public parameters. Due to schemes [21], [16], [22] and our
scheme are multi-attribute authorities signature schemes, the
system parameters are related to the number of attribute
authorities N. Since schemes [16], [22] and our scheme are
constructed based on the co-CDH assumption and achieves
higher security, the number of public parameters related to N
is generated in the three groups. This makes schemes [16],
[22] and our scheme more system parameters than the other
two schemes based on CDH assumption. The master secret
key is generated by the attribute authority and kept by it, or
deleted directly after the attribute secret key is generated. The
number of our master keys is the same as schemes [21], [16],
[22] which are also multi-authority scenarios. In the ePass
scheme and DABASAS scheme, the attribute secret keys used
to generate the signature and the verification keys used to
verify the signature are essentially the user’s keys. The size of
the user key generated by our scheme is the same as that of the
ePass scheme, which is also a fine-grained attribute signature
scheme. Schemes [16], [22] also have outsourcing keys that
need to be given to the server, the size of which is related to
w. The length of the signature in our scheme is the same as
that in schemes [21], [16], [22], while the signature length of
the ePass scheme is about twice that of our scheme. Schemes
[16], [22] also have outsourcing signatures associated with [.

Then, we focus on the theoretical analysis of the compu-
tation cost. The above five attribute signature schemes are all
based on amortized model, that is, after performing system
initialization once to generate system parameters, the scheme
can be run multiple times. In addition, user can apply to the
attribute authority to generate an attribute key once, and the
key can be used to generate signatures for different messages
multiple times. Therefore, in the practical application of the
attribute signature scheme, the computational efficiency of
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TABLE III
COMPARISON WITH RESPECT TO KEY SIZE AND SIGNATURE SIZE AND THE COMPUTATION OF THE ALGORITHM

Scheme ePass Scheme [8] Li’s ABS [21] Our Scheme DABSAS [16] ODMA-ABS [22]
; (NTF2IGi + NIGr[ | NIGil + NGz | NIGi + (N + DIGa]
PP size 3|G1| + |G2| (N 4+ 1)|G1] + N|G2| +(N +2)[Go +(N + 1)|Go FN|Gr|
ME size Z,] N N)[Z,] N EN)IZ, N N2, N+ N)[Z,]
OK size - — - w|G1| + w|Ga| w|G1| + w|Ga]
. (I+w+ |G| _ _
SK size (2w + 1)|G1| (2w + 1)|G1| (1 + w)|Go| (N —1)|Ga| (N —1)|G2]
. I+ 1)[G1] +]G2]
V K size 21|G1| - - G| _
Cout Size = = - T+ 1[G +1G2 IG1] + [Go] + 2|GT]
o size 2(1+ 1)]G1] I+ 2)|G1] I+ DIG1] + [G2] I+ D]G1] + |Gz I+ D|G1] + |G2]

Signout Gen

(20+ N +2d — )M
- At DB+ U+ DH | o1 g)E + 201

+(+42d-2)M LU
Sian G 20+ DE+(+1D)H [ 20+d+DE+(+1DH | 20+ D)E+(+1)H (N?—N+2)M (N?=N+2)M
tgnen +(Bl+1)M +(+2d—1)M +(31+ 1)M +2E + H +e+2E+H
: T+ De+IH
Verifyout - - - (_i_—é_l —261\};M -
Vori 20+ e+ 7E (+2e+(+DH (+2e+(+DH e+ (+2)E (+2e+IH
erify +H+ (1+2)M +(l+1)M +(+N)M +(1+1)H +(+N)M

the signature generation and verification phase is worth more
attention. The main computation of the user comes from
the signature generation phase, while the computation of
the verifier comes from the verification signature phase. The
computation cost in the signature phase mainly comes from
the exponential operation in the group. The calculation amount
of our scheme and ePass scheme in the signature phase is
the same, which is only related to the number [ of attributes
contained in the access structure, and lower than that of Li’s
ABS scheme. The signature phase of Li’s scheme is also
affected by threshold value d. Schemes [16] and [22] outsource
most of the computation of signature generation to the server,
so the user’s computation amount in the signature phase is
small. The verification cost mainly comes from the bilinear
pairing operation. The calculation amount of our scheme is
almost the same as that of schemes [21], [16], and is about
half of the ePass scheme. The ePass scheme also performs
group exponential calculation in the verification phase, which
is not in schemes [21], [16] and our scheme. Schemes [22]
outsources part of the verification calculation to the server,
and the user performs a small number of calculations in
the final verification phase. To this end, user needs to pre-
process the original data before outsourcing, which brings new
computation overload.

2) Experimental Simulation: We simulate the above five
attribute signature schemes to compare their performance.
Notice that there are four entities involved in the experiment,
the attribute authorities, the signer, the verifier and the server.
The attribute authorities are simulated on a Linux machine
equipped with an Intel Core 178550U CPU 2.00 GHz processor
and 16GB RAM. The signer and verifier are simulated on a
virtual machine with Intel (R) Core (TM) i7- 8550U CPU
processor running at 1.80 GHz and 512 MB RAM. The
server is simulated on the HPC Cloud Platform of Shandong
University with Intel(R) Xeon(R) Gold 6132 CPU at 2.60 GHz
and 20.0G RAM. When implementing each algorithm in above
five schemes, C programming language with the Pairing Based
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Cryptography Library (PBC) and GNU Multiple Precision
Arithmetic Library (GMP) are used. We set the basic field
size as 512 bits, and the element size in Z,, is 160 bits. Type-
A pairing constructed on the elliptic curve 32 = 2% + x over
the field F;, where ¢ is a large prime. The hash functions in
signature are instantiated with the full-domain hash proposed
by Bellare et al [32]. In the experiment, we assume that
the number of attributes, access structure and threshold value
owned by each attribute authority are the same.

In Figure 3 (a), we simulated the computational overhead
of the setup phase, taking the number of attributes contained
in the access structure as the independent variable. It can be
seen that the computational overhead in the setup phase of the
five schemes is constant, and the amount of calculation is very
small and almost the same, about 41ms.

Figure 3 (b) shows the efficiency of attribute key generation
phase, taking the number wy, of attributes that the user applies
to a single attribute authority as the independent variable,
and wy, varies from 5 to 50. Since the key generation phase
involves interactions between attribute authorities, the compu-
tation overhead in this phase of the multi-authority attribute
signature scheme is related to the number N of attribute
authorities. We simulated the computation time required for
a single attribute authority to generate an attribute key when
the number of attribute authorities is N = 4 and N = 8 for
schemes [21], [16], [22] and our scheme respectively. Since the
ePass scheme is a single-authority attribute signature scheme,
we have performed the following two simulations on it. One is
to simulate and generate the same number of attribute keys as
an attribute authority in the multi-authority attribute signature
scheme. The second is the total number of attribute keys that a
single attribute authority should generate when running a real
scheme. In the second case, we assume N = 4. That is, in
this scenario, the number of attributes that the ePass scheme
needs to generate varies from 20 to 200.

The attribute key generation time of the five schemes all
have a linear growth relationship with wg. When N = 4

plore. Restrictions apply.
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Fig. 3.

and w, = 50, the ePass, Li’s ABS, our scheme, DABSAS
and ODMA-ABS scheme require 244.393ms, 205.066ms,
365.204ms, 201.198ms and 190.524ms respectively in this
phase. The ePass scheme and our scheme are less efficient
than schemes [21], [16], [22], because ours need to perform
calculations related to [. When generating the key for each
attribute, our scheme performs one more exponential operation
in the group than ePass scheme, which results in slightly lower
efficiency of our scheme than the ePass scheme. And because
of our multi-authority setting, the key generation process also
increases the time required to implement the AAKI protocol.
But our key generation time is still within an acceptable range.
When N = 8 and wy = 50, schemes [21], [22], [16] and
our scheme require 216.598ms, 373.001ms, 211.021ms and
212.519ms respectively. It can be seen that adding attribute
authorities has little effect on running the AAKI protocol,
and adding four attribute authorities only needs to increase
the running time of about 10ms. The ePass scheme is a
single authority attribute signature scheme, which requires
919.713ms to generate all 200 attribute keys. At the same
time, each attribute authority in the multi-authority scheme
only needs to generate 50 attribute keys, that is, our scheme
needs 365.204ms and other three schemes take less time.
Therefore, it can be seen that apportioning the attribute key
generation process to multiple attribute authorities is a good
choice to relieve the calculation pressure of attribute authority
and improve the robustness of the system.
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The user signature generation time is shown in Figure 3
(c). Without loss of generality, we assume that N = 4,
the threshold d in the threshold structure is half of the
number [ of attributes contained in the access structure, and
let [ vary from 20 to 200. We can see that the signature
generation time of the ePass, Li’s ABS, our scheme and the
outsourcing signature calculation of the DABSAS and ODMA-
ABS scheme increase with the increase of {. When [ = 200,
the ePass scheme and our scheme take almost the same time,
which are 465.571ms and 469.778ms, respectively. Because of
the additional calculations associated with the threshold value
d, Li’s ABS scheme and outsourcing signature calculation of
schemes [22], [16] respectively take 711.96 ms, 583.103ms
and 686.645ms. In outsourcing schemes [16], [22], the user
signature requires only a small amount of computation, about
20ms. In the signing phase, our scheme is about 34% faster
than Li’s ABS scheme.

Figure 3 (d) shows the time required by the verifier during
the verification phase. The verification process of the five
schemes all increase with the increase of [. The calculation
amount of the ePass scheme is also affected by 7. Let [ in
our experiment vary from 20 to 200. When | = 20, 7 = 8§,
and for every 20 increase in [, 7 increases by 2. From this
we can see that when [ = 200, the verification time of
Li’s ABS, our scheme, ODMA-ABS scheme and server in
DABSAS scheme are almost the same, taking 124.882ms,
124.351ms, 129.295ms and 149.516ms respectively, while the
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ePass scheme takes 261.903ms. The verification time of our
scheme is about 52.5% faster than the ePass scheme. The
computation of the verifier in DABSAS scheme comes from
two phases, one is the generation of the outsourced verify key,
the other is the signature verification phase. Therefore, the
verifier calculation of DABSAS scheme is not small, which is
233.07ms.

In summary, it can be seen from the above experimental
simulation that our scheme has the optimal efficiency in the
setup phase, user’s signature phase and verifier’s verification
phase. Although the attribute key generation phase run by
the attribute authority is slightly slower than the other two
schemes, the efficiency is still acceptable.

V. ATTRIBUTE-BASED IOT AUTHENTICATION SYSTEM

There are five types of entities in attribute-based IoT au-
thentication systems, namely, user who initiate authentication
requests, the authentication verifier, and the attribute authority
that issue attribute permissions to users. As shown in Figure 1,
both the IoT devices and the data center need to act as both the
authentication request initiator and the authentication verifier.
Therefore, in our IoT system model, we need an authentication
protocol that makes both of them computationally efficient.

There are five algorithms in the IoT authentication system,
namely, System Setup algorithm, User Grant algorithm and
Authentication algorithm. In the System Setup algorithm,
system public parameters and master secret keys will be
generated. When there are multiple attribute authorities, the
System Setup algorithm may require interaction between
them. In the User Grant algorithm, the user and the attribute
authority obtain the attribute key through interaction. When a
user needs to send data to other entities, the Authentication
algorithm is used to send proof that the data satisfies a
specific access tree to the receiver for verification to prove the
reliability of the transmitted data, which is guaranteed by our
signature technique. We design the following attribute-based
authentication protocol in a multi-authority setting.

o System Setup. This setup algorithm is same as
the Setup algorithm for our ABS scheme in sec-
tion IV-B. The system public key contains e =
(P, 91,92, G1,Ga, G, é(+,-),¢(-)), and several hash
functions H, H', {H}y}pepi,n) and ¢(-). Select he Gy,
G2€ Gy and the value n for multiple attribute authori-
ties. Each attribute authority Ay defines the value n; and
randomly selects vy to calculate Y, = gy*. Obtain the
public key Z; = é(Yy,Gz). The attribute authority Ay
shares the random seed sj; with each attribute authority
A;. Ay shares the random seed xj, and sends y, = G5" to
other attribute authorities. For user u, define the pseudo-
random function PRF};(u) G';kmj/(skﬁ").

User Grant. Suppose the user u has the property
set w,. Run AKeyGen algorithm in our ABS
scheme in section IV-B, and each attribute authority
Ay generates user attribute private key SKj
({Dri e, Np\{k}s 198,005 Ak i1 Yicws, o> 1dk,205 Ai 21 F2e R, )
Authentication. Suppose one have a attribute private
key for the property set w,. To prove that his identity

. © 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See hnps://www.ieee.oE/g(u
Authorized licensed use limited to: University of Greenwich. Downloaded on April 01,2023 at 09:44:36 UTC from |IEE

satisfies the access tree Y, the user performs the Sign
algorithm in section IV-B. The user outputs the sig-
nature o (00,05, {{Uk-,z'}iew'u, {O'k,z}resu}ke[l,N]),
and sends the message and signature to the message
receiver. The receiver decides whether to accept the data
by performing the Verify algorithm in section IV-B.

The security of the attribute-based authentication protocol
is guaranteed by the security of our multi-authority attribute
signature scheme.

VI. CONCLUSION

In this work, we have attempted to construct a fine-grained
multi-attribute authority IoT authentication system that is
efficient for all the participants in this system, including
multiple attribute authorities, signers, and verifiers. To reduce
the transmission burden between multiple authorities, we have
presented an aggregated anonymous key issue protocol. In
order to aggregate transfer secret values in AAKI protocol,
we have designed a non-interactive zero-knowledge proof
aggregate exponentiation. To reduce the computational burden
of signers and verifiers, we have used Blakley secret shar-
ing to construct a fine-grained multi-authority attribute-based
signature scheme. We have carried out theoretical analysis
and comparative experiments to demonstrate the security and
efficiency of our protocol. Based on our proposed multi-
authority attribute signature scheme, we have presented an IoT
authentication system.
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