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Anti-jamming Transmission in NOMA-based
Satellite-enabled IoT: A Game-theoretic Framework

in Hostile Environments
Chen Han, Aijun Liu, Zhixiang Gao, Kang An, Gan Zheng, Fellow, IEEE, and Symeon Chatzinotas, Fellow, IEEE

Abstract—Satellite-enabled internet of things (IoT) (SatIoT)
has drawn increasing attentions due to the ubiquitous coverage,
high capacity and massive connectivity. The inherent openness
and broadcast nature of the SatIoT are vulnerable to secu-
rity threats, particularly the jamming attacks for interrupting
transmissions. Non-orthogonal multiple access (NOMA) scheme
has the potential to be applied in anti-jamming communication
for SatIoT due to the characteristic of resource sharing. The
severely jammed users can get more allocated power by forming
NOMA groups with other users, and both parties can improve
the spectrum efficiency by frequency sharing. In this paper,
we aim to improve the performance of sum rate for SatIoT
under the jamming environments. An anti-jamming transmission
scheme is developed by jointly considering the NOMA-based
user grouping and the power allocation for each NOMA group.
Specifically, the users can enhance anti-jamming performance
and improve the sum rate by NOMA-based users grouping, which
is formulated as an anti-jamming coalition formation game,
and the equilibrium solution is proved by the exact potential
game theory. Moreover, in order to further improve NOMA
performance, we derive the power allocation solution for multi-
user NOMA by considering the imperfect successive interference
cancellation. Finally, simulation results briefly highlight some
details of the proposed approaches.

Index Terms—NOMA, Satellite-enabled IoT, User grouping,
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I. INTRODUCTION

A. Motivations

Internet of things (IoT) integrates various kinds of con-
trollers, sensors, intelligent terminals into all aspects of life
and production [1], [2]. IoT performs wireless transmission
task mainly depending on terrestrial networks, such as cellular
networks, Wi-Fi, and Zigbee [3]. However, in some special
scenarios, the terrestrial network is difficult to provide effective
support, such as marine monitoring, emergency rescue and
communication countermeasure. Moreover, over 80% of the
world’s land and 95% of the world’s oceans are not covered
by the terrestrial networks [4]. In these cases, satellites are
important parts of 5G heterogeneous networks [5] and satel-
lites communication system has played significant roles [6].
How to allocate the limited resources is an important part in
satellite-terrestrial networks [7], [8]. There are various satellite
communication systems can provide service for the satellite-
enabled IoT (SatIoT), such as Inmarsat, Iridium, Orbcomm,
and Starlinks [9]. Due to the ubiquitous coverage, high ca-
pacity and massive connectivity, SatIoT has attracted growing
attention in various scenarios such as marine monitoring and
emergency rescue [10]–[12]. However, the functionability of
SatIoT may be severely degraded due to the jamming threat
such as military electronic countermeasures. As a promising
technology to break the bottleneck of the orthogonal multiple
access (OMA) scheme, the non-orthogonal multiple access
(NOMA) can improve the communication performance with
limited resource through resource sharing [13]. According
to the principle of NOMA, multiple users transmit in the
same time-frequency block. How to group different users
together is worth studying. Due to its inherent cooperative
characteristics, the NOMA scheme can be applied in the anti-
jamming communication for SatIoT, specifically, the severely
jammed users can get more allocated power by forming
NOMA groups with other users, and both parties can improve
the spectrum efficiency by frequency sharing. Therefore, this
paper investigates the anti-jamming transmission scheme for
NOMA-based SatIoT in the hostile environment.

B. Contributions and Organizations

In this paper, we investigate the anti-jamming transmission
scheme in the NOMA-based SatIoT. The main contributions
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are summarized as follows:
• A NOMA-based anti-jamming transmission scheme is

proposed to improve sum rate of the SatIoT by jointly
considering multi-user power allocation and NOMA users
grouping.

• The power allocation (PA) approach for multi-user
NOMA is first transformed into a convex optimization
problem with considering the influence of imperfect SIC.
Second, based on the PA approach, a NOMA-based
anti-jamming coalition formation game is formulated to
improve the sum rate of all users.

• The stability, optimality and complexity anlysis of the
proposed scheme are given in detail. Simulation results
validate the superiority of the proposed scheme compared
with conventional algorithms, and the impact of key
system parameters is analyzed in this paper.

The remaining of this paper is organized as follows. The
related works is introduced in Section II. Section III elucidates
the system model and problem formulation. The proposed
NOMA-based anti-jamming transmission approach is pre-
sented in Section IV. Simulation results and discussions are
shown in Section V. Finally, Section VI draws the conclusions.

II. RELATED WORKS

SatIoT is vulnerable to jamming attacks due to the inherent
openness and broadcast nature. The regular and exposed
satellite location increase the jamming risk as well. Thus,
anti-jamming capability and adaptive communication strategy
are important requirements of SatIoT users. Nowadays, anti-
jamming is an important research direction in communication
security, which aims to improve the reliability of communica-
tion system, so as to avoid communication interruption in the
hostile environments. Based on deep reinforcement learning
and Stackelberg game, the authors in [14] proposed an anti-
jamming routing approach for internet of satellites to minimize
routing cost under the threat of smart jammer. In [15], the
authors investigated the intelligent reflecting surface assisted
anti-jamming communication via reinforcement learning. In
[16], an anti-jamming dynamic sub-networks formation ap-
proach was proposed to decrease the total energy consumption
of all SatIoT users in the jamming environment. The authors
in [17] formulated a coordination game based dynamic anti-
jamming scheme to improve spectrum efficiency. In [18],
the authors proposed a distributed scheme for anti-jamming
resource management for internet of satellites. The authors in
[19] investigated the trajectory control problem of unmanned
aerial vehicles (UAV) for satellite-UAV collaborative system
in the hostile environments. In [20], UAV power allocation and
satellite beam-forming were joint optimized in UAV assisted
satellite-enabled vehicle networks to maximize security rate.
In [21], Cybertwin was introduced into integrated satellite-
terrestrial vehicle networks, and the secrecy rates of satellite-
to-vehicle link and the terrestrial BS-to-vehicle link were
achieved. The authors of [22] investigated symbiotic security
and achieved sum secrecy rate of satellite users maximization.

In OMA scheme, different users occupy different time-
frequency resources. There is no interference between dif-

ferent users. Different from the OMA scheme, in power-
domain NOMA, the signals of multiple users are superposed
at the same time-frequency resource at transmitter and send
to the receivers, then the successive interference cancellation
(SIC) is applied to decode its signal at the receivers [23],
[24], which improves spectral efficiency compared with OMA
scheme. A cooperative NOMA was proposed in [25], where
the user near the source served as a relaying node to help
far NOMA users. In [26], a survey of NOMA technology
from a grant-free connectivity perspective was provided to deal
with the challenges in massive machine-type communications.
In [1], the authors studied the problem to maximize the
energy efficiency in an NOMA-enabled cloud network. The
authors in [27] propose a spectrum-efficient approach in the
NOMA-based scenario for relay transmission. In [28], the
authors studied the joint allocation of time and power resource
for hybrid NOMA systems. In [9], the authors integrated
multi-beam satellite with NOMA in the industrial internet of
things, and a QoS-guarantee power optimization was proposed
to improve transmission rate. In [29], the authors analyzed
the performance of down-link NOMA for low earth orbit
(LEO) satellite communication system. The authors in [30]
investigated the problem of user pairing and power control
in the NOMA-based integrated terrestrial-satellite networks.
The authors in [31]–[33] investigated the capacity, outage
and error performance of NOMA scheme. Various works
had integrated NOMA with other technologies such as multi-
antenna transmission [34], millimeter wave communication
[35], unmanned aerial vehicle communication [36]–[38], vis-
ible light communication [39], and mobile edge caching [40]
for further performance improvement [41]. For instance, the
authors in [36] studied the problem to improve the efficiency of
UAV-assistant data collection in the NOMA-based uplink sce-
nario. In [40], the authors investigated an uplink NOMA-based
mobile-edge computing network. As for the research methods,
convex optimization and game theory are widely used to
exploit the potential performance for NOMA system, such as
Lagrangian duality theory [42], monotonic optimization [43],
and matching game [44]. In [45], the author formulated a
constrained optimization problem to maximize the sum rate
for a NOMA-based integrated terrestrial-satellite networks by
joint beam-forming and power allocation. The authors in [46]
investigated the imperfect SIC factor and decoding error of
the NOMA approach, and proposed a game based algorithm
for NOMA pairing. In [47], the authors exploited NOMA’s
specific potential in video multicast transmission by maximiz-
ing average quality of experience over all users with the basic
services constraint and statistical channels considered. In [48],
NOMA was applied to assisted wireless caching networks.
The authors of [49] proposed a two beamforming scheme for
robust NOMA transmission in SatIoT. The power optimization
of age of information was investigated in [50] for NOMA-
based SatIoT. In [51], the combine of NOMA and orthogonal
time frequency space (OTFS) modulation was investigated in
SatIoT.

A lot of interesting researches have been done on NOMA
technology, but the application of NOMA technology in the
field of anti-jamming is still an open topic. Due to the resource
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TABLE I: Summation of Notations.

Notations Explanation
P Initial allocated power for each user
B Initial allocated bandwidth for each user
PJ Jamming power
dJ,i The distance from the jammer’s location

XJ to user’s location Xi

σ2
0 Channel noise
RFc,i The transmission rate of the i-th user in

group Coc with OFDMA scheme
Rc,i The transmission rate of the i-th user in

group Coc with NOMA scheme
Rµc,i The transmission rate of the i-th user

in group Coc with NOMA scheme and
imperfect SIC

Nc The number of users in group Coc
hc,i The channel quality of the i-th user in

group Coc
ac,i The power allocation coefficient for the i-

th user in the NOMA-based group Coc
N User number
Nz Group number
C Maximum number within one group
{Coc} The coalition scheme
µ imperfect SIC factor

sharing between NOMA users, the severely jammed users can
get more allocated power, and both users can improve the
spectrum efficiency by frequency sharing, thus improving the
overall communication performance. This feature fits nicely
with the need of anti-jamming defense for SatIoT. However,
the relevant works on combining NOMA into anti-jamming
design are rare in the state-of-the-art research.

III. SYSTEM MODEL AND PROBLEM FORMULATION

A. System Model

A SatIoT model is considered in this paper, which includes a
multi-beam LEO satellite and numerous ground stations [16].
This paper mainly studies the downlink transmission process
from satellite to the ground stations for IoT. The satellites
transmit the data to the ground stations, which then transmit
the information to the serving IoT terminals. The satellite
can form some spot beams to serve ground stations which
is referred to as users below. The total power and bandwidth
used by the satellite are fixed, but the power and bandwidth
used for each users can be adjusted dynamically. In the initial
phase, each user is allocated the same power and frequency
resources. Each user’s power is P , and the allocated bandwidth
is B. There is a jammer located in the target region served by
the satellite. Inspired by [14], the jammer uses reinforcement
learning to select the position with the best jamming benefit.
Then, the jamming location can be observed by the direction
finding and positioning equipment from the communication
side. This process is not the key problem of this paper, which
can be discussed in the future our work. We assumed the power

Jammer

Jammed 

User

Normal 

User

NOMA 

Group

Fig. 1: System model. The satellite serves the target region, where
the severely jammed users are grouped with others, and the NOMA
scheme is adopted to improve the transmission rate.

suppression jammer is located the key attacking location and
the jamming power σ2

J,i(t) on the i-th user is given as:

σ2
J,i(t) = PJg

J
i (t)d−2J,i , dJ,i = ‖XJ −Xi‖, (1)

where d−2J,i is the path loss from the jammer’s location XJ

to user’s location Xi. PJ is the jamming power. gJi (t) is the
channel gain of the jamming link, which follows Nakagami-
m fading model [52], [53]. The probability density function
(PDF) of

∣∣gJi (t)
∣∣2 is expressed as:

f|gJi (t)|2(x) =
xθ−1 exp(−xη )

Γ(θ)ηθ
, (2)

where Γ(•) is the Gamma function.
As shown in Fig. 1, users form different groups for satellite

spot beam transmission and the interference between different
beams is assumed eliminated. If users in Coc adopt orthogonal
frequency division multiple access (OFDMA) scheme, the
received signal fo the i-th user with jamming interference is
expressed as:

yFc,i(t) =
√
GsLiGiPgc,i(t)si(t)e

j2πfd(t)t + σ2
0 + σ2

J,i(t),
(3)

where si(t) is the transmission signal for the i-th user,
E[|si(t)|2] = 1. Gs is the antenna gain at satellite, Gi
is the antenna gain at the i-th user, L = (c/4πfcd)

−2 is
the free space loss, and c, fc, d are the speed of light,
carrier frequency and distance from the satellite to the user,
respectively. Moreover, Gs, Li, Gi are all constants, and thus,
without loss of generality, we set GsLiGi = 1 [19]. fd is
the Doppler shift caused by the satellite movement which is
assumed to be fully compensated by carrier frequency offset
and correction [54]. σ2

0 is the channel noise. gc,i(t) is the
channel gain of the satellite-to-ground links which follows
the shadowed-Rician fading model [55], [56] and the PDF
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of |gc,i(t)|2 is given as:

f|gc,i(t)|2(x) = α exp(−βx)1F1(m, 1, ξx), (4)

where 1F1(·, ·, ·) is the confluent hypergeometric function,
α = (2bm/(2bm + Ω))m/2b, β = 1/2b, ξ = Ω/2b/(2bm +
Ω), and b, m, Ω are shadowing-Rician fading parameters.
Hence, the transmission rate of the i-th user in group Coc
with OFDMA scheme is given by:

RFc,i = B log2(1 +
P‖gc,i(t)‖2

σ2
0 + σ2

J,i(t)
) = B log2

(
1 +

hc,i
Nc

)
,

(5)

where hc,i = NcP‖gc,i(t)‖2/(σ2
0 + σ2

J,i(t)), i ∈ [1, Nc] is
defined as the channel quality of the i-th user, which differs
from the signal to jamming plus noise ratio (SJNR) by a power
allocation coefficient, Nc = |Coc| is the number of users in
group Coc.

The channel gain of users may decrease sharply due to the
channel fading and malicious jamming. Thus, as shown in
Fig. 1, users with different channel state attempt to improve
transmission performance by user grouping. Specifically, users
in the same group utilize NOMA scheme to increase the sum
rate effectively. Thus, the severely jammed users can get more
allocated power, and both users can improve the spectrum
efficiency by frequency sharing.

In group Coc, when NOMA scheme is adopted, the Nc users
in the same group share the total frequency resource Nc ×B
together and redistribute the whole power Nc×P . Therefore,
the received signal of the i-th user in group Coc with NOMA
scheme is expressed as:

yNc,i(t) = gc,i(t)

Nc∑
i=1

√
ac,iNcPsi(t) + σ2

0 + σ2
J,i(t), (6)

where ac,i is the power allocation coefficient for the i-th user
in the NOMA-based group Coc, 0 < ac,i < 1,

∑Nc

i=1 ac,i = 1.

For the sake of simplicity, the group Coc with Nc users is
defined as:

Coc = {hc,1, hc,2, . . . , hc,Nc
}, (7)

If users in Coc adopt NOMA scheme, the members in Coc
are arranged as:

hc,1 ≤ hc,2 ≤ · · · ≤ hc,Nc
, (8)

ac,1 ≥ ac,2 ≥ · · · ≥ ac,Nc
,
∑Nc

i=1
ac,i = 1. (9)

According to the SIC technology, the transmission rate of the
i-th user is in group Coc given by [57]:

Rc,i = NcBlog2

1 +
hc,iac,i

1 + hc,i
Nc∑

v=i+1

ac,v

, (10)

The sum rate of all users (N ≥ 2) in Coc is :

CSNc
=NcB

Nc∑
i=1

log2

1 +
hc,iac,i

1 + hc,i
Nc∑

v=i+1

ac,v

 . (11)

As remarked in [57], two-user NOMA is the optimal NOMA
pairing. It is true only if a user with lower channel quality is
added into the NOMA group without bring more resource. On
the contrary, the sum rate increases, if the new added user has
better channel quality, which is shown in the conclusion in
Appendix A.

Furthermore, by further considering the imperfect SIC, the
signals that are not fully decoded become interference to the
later signals. Hence, the i-th user’s transmission rate in group
Coc is given by:

Rµc,i = NcBlog2

1 +
hc,iac,i

1 + hc,i(
i−1∑
v=1

µvac,v +
Nc∑

v=i+1

ac,v)

,
(12)

where µv ∈ [0, 1] characterizes the error propagation caused
by imperfect SIC [58]. As the number of users increases, the
SIC process increases the receiver’s complexity dramatically.
As indicated in Eq. (12), due to the imperfect SIC, the
intra-user interference can gradually become intolerable, and
damage the system performance. Therefore, in this paper,
there is a maximum number of users within one group, i.e.,
|Coc| ≤ C.

B. Problem Formulation

The problem investigated in this paper is to maximize
the sum rate of all users by NOMA-based grouping and
corresponding power allocation under the threat of jamming
attacks:

P1 : max
{Coc}Nz

c=1

{Nz∑
c=1

max
{ac,i}Nc

i=1

{
Nc∑
i=1

Rµc,i

}}
, (13)

s.t. Eq. (8), (9), (12), (13a)

Rµc,i ≥ R
F
c,i,∀i,∀c, (13b)

|Coc| ≤ C,∀c, (13c)

∪
c∈[1,Nz ]

Coc =
[
h1,1, h1,2, . . . , hc,i . . . , hNz,NNz

]
.

(13d)

where where Nz is the group number. Eq. (13b) ensures the
minimal QoS requirement of each user, which is set according
to OFDMA scheme based on Eq. (5). Eq. (13d) ensures that
the groups cover all users. Note that the channel quality of the
users can be influenced by the distance between the satellite
and the users or the distance between the users and the jammer,
the final result of problem P1 may accordingly change with
the motion of the satellite and the jammer.
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Fig. 2: NOMA-based anti-jamming transmission framework.

IV. NOMA-BASED ANTI-JAMMING TRANSMISSION
SCHEME

As shown in Fig. 2, the problem P1 is divided into two
parts to solve: power allocation for a multi-user NOMA group
and NOMA-based anti-jamming user grouping. Firstly, in
order to break the two-user limit and further improve the
NOMA performance, the power allocation problem for multi-
user NOMA group is solved through convex optimization
for maximizing the sum rate of all users in one group,
while considering the influence of imperfect decoding and
ensuring the QoS requirement of each user; Secondly, NOMA-
based users grouping problem is addressed to maximize all
users’ sum rate via the anti-jamming coalition formation game
(ACFG) with consideration of the anti-jamming requirements
of each user.

A. Power allocation for a multi-user NOMA group

To maximize the sum rate of all users, the power allocation
problem for multi-user NOMA group needs to be solved firstly.
The maximal sum rate of all users in Coc is defined as Rc,

Rc = arg max
{ac,i}Nc

i=1

Nc∑
i=1

Rµc,i, (14)

s.t. Eq. (13a), (13b), (13c).

According to [59], Eq. (13b) is non-convex, and (14) is a non-
convex problem. Next, we can take an iteration-based method
to convert it into a convex optimization problem. For the sake
of simplicity, the subscript c of the channel quality hc,i and
the power allocation coefficient ac.i are omitted in the rest
paper.

According to Eq. (12), the transmission rate of the i-th user

(2 ≤ i ≤ Nc − 1) is,

Rµc,i = NcBlog2

1 +
hiai

1 + hi

(
i−1∑
v=1

µvav +
Nc∑

v=i+1

av

)

(15)

= NcBlog2

(
1 + hi

(
i−1∑
v=1

µvav +

Nc∑
v=i

av

))
− (15a)

NcBlog2

(
1 + hi

(
i−1∑
v=1

µvav +

Nc∑
v=i+1

av

))
. (15b)

Then, by the first-order Taylor expansion for multivariate
function at the points of [ar1, a

r
2, . . . a

r
Nc

], the Eq. (15b) is
rewritten as [60]:

R̂i =NcBlog2

(
1 + hi

(
i−1∑
v=1

µvav +

Nc∑
v=i+1

av

))
(16)

=NcBlog2

(
1 + hi

Nc∑
v=1

µvηvav

)

≤NcB
Nc∑
v=1

Xr
i,v (av − arv) +Qri , R̃i (17)

s.t. ηv = 1, v ∈ [1, i− 1], ηv = 1/µv, v ∈ [i+ 1, Nc], ηi = 0,

where ar is the power allocation coefficient in the r-th
iteration, and Xr

i and Qri are given as follows,

Xr
i,v =

hiµvηvlog2(e)

1 + hi
Nc∑
x=1

µvηvarx

, (18)

Qri = NcBlog2

(
1 + hi

Nc∑
v=1

µvηva
r
v

)
, (19)

s.t. ηv = 1, v ∈ [1, i− 1], ηv = 1/µv, v ∈ [i+ 1, Nc], ηi = 0.
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Then, Eq. (15) becomes convex as 1:

R̃µc,i = NcBlog2

(
1 + hi

(
i−1∑
v=1

µvav +

Nc∑
v=i

av

))
− R̃i.

(20)

Thus, the power allocation problem in (14) is newly formu-
lated as:

R
′

c = arg max
{ai}Nc

i=1

Nc∑
i=1

R̃µc,i, (21)

s.t. Eq.(13a), (13c), (21a)

R̃µc,i ≥ R
F
c,i,∀i,∀c. (21b)

where RFc,i is a constant. Thus, (21) is convex and it can be
solved by CVX. According to Eq. (16) and (17), the result R′

c

is the lower-bound of the result Rc in each iteration. Therefore,
the optimal R∗c of the original non-convex problem (14) can be
obtained by solving convex problem (21) with finite iterations.

B. NOMA-based anti-jamming user grouping

Based on the convex optimization and iterative solution in
III.A, we can get the maximal sum rate of all users in Coc,
i.e., R∗c , and P1 is simplified as:

P1′ : max
{Coc}Nz

c=1

Nz∑
c=1

R∗c , (22)

s.t. Eq. (13c).

Next, we investigate the NOMA-based user grouping strategy
to solve (22). This paper formulates the user grouping problem
in the jamming environment as an ACFG, and proposes a
distributed NOMA-based anti-jamming coalition formation
algorithm to divide users into several coalitions. In this case,
the NOMA approach can effectively improve the transmission
rate of the jammed users under the premise of guaranteeing
the QoS of other users in the same coalition, thus further
improving the sum rate of all users. Firstly, we define the
ACFG as follows.

Definition 1: (ACFG): All users can be divided into
several non-overlapping NOMA-based coalitions {Coc}Nz

c=1,⋃Nz

c=1 Coc=
[
h1,1, h1,2, . . . , hc,i . . . , hNz,NNz

]
. Each user has

its own coalition preference order and coalition change prin-
ciple. Then the grouping strategy {Coc}Nz

c=1 constitutes the
ACFG.

For notation simplification, i is used to represent the i-th
member in Coc, and define the game utility of each user as
follows:

ui = R(Coc)−R(Coc\i), (23)
∀i ∈ Coc,∀c,

whereR(Coc) = R∗c = arg max
{ai}Nc

i=1

∑Nc

i=1R
µ
c,i is the maximum

sum rate of all users in Coc, and R(Coc\i) is the maximum
sum rate of {Coc\i}, i.e., the maximum sum rate except the i-
th user in Coc. Note that {Coc} and {Coc\i} are the different

1For the case of i = 1 and i = Nc, we can obtain the similar results.

coalitions with different NOMA pairing. Then, ui is defined
to depict the contribution of the i-th user for coalition Coc,
which represents a mapping relationship from the individual
to the whole.

The coalition preference order determines whether users are
caning to deviate from or join in this coalition, and affects the
convergence and stability of the ACFG. This paper proposes
a partial order to increase the sum rate of all coalitions and
attempt to obtain a better solution towards optimal solution
via a distributed way.

Definition 2: (Partial Order): If the user i ∈ Coc′ and the
coalition {Coc, Coc′}, c, c′ ∈ [1,Nz] satisfy Eq. (24), the
partial order in ACFG is performed:

Coc �i Coc′ ⇔ ui (Coc ∪ i) > ui (Coc′) (24)
⇔ R(Coc ∪ i)−R(Coc) > R(Coc′)−R(Coc′\i)
⇔ R(Coc ∪ i) +R (Coc′\i) > R(Coc) +R(Coc′).

The coalition change principle is the way to change the
current coalition. In this paper, we propose a capped split-
merge principle. Users can maximize their game utilities by
splitting or merging to leave the old coalition or join a new
one.

Definition 3: (Capped Split-Merge Principle): If user i can
get a higher game utility, i can deviate from the current
coalition Coc′ and join in the new coalition Coc,

i→ Coc ⇒{Coc ∪ i} ∧ {Coc′\i} (25)
⇔ui (Coc ∪ i) > ui (Coc′) .

In addition, there is a special case: user i can leave Coc′ and
form a new one that includes only itself, i.e., Coc = {i},

i→ {i} ⇒{i} ∧ {Coc′\i} ⇔ ui(i) > ui (Coc′) (26)
⇔R(i) +R (Coc′\i) > R(Coc′).

According to the partial order and capped split-merge prin-
ciple, each user’s coalition altering can further increase the
sum rate of both the old coalition Coc′ and new coalition
Coc. It can simultaneously increase the sum rate of all
the coalitions. Then, based on ACFG, a NOMA-based anti-
jamming coalition formation algorithm (NACF) is proposed to
improve sum rate of all users by anti-jamming user grouping,
which is elaborated in Algorithm 1.

C. Algorithm Analysis

The stability, optimality and complexity of the proposed
scheme are discussed as follows.

1) Stability analysis:
Definition 4: (Stable Coalition Formation): If no user can

unilaterally increase the game utility by adjusting its own
policy, the current coalition formation {Coc}Nz

c=1 is stable.

ui (Coc, Co−c) ≥ ui (Coc′ , Co−c′) (27)
∀i ∈ Coc, Coc 6= Coc′ , ∀c.

Theorem 1: If partial order is performed, the proposed
ACFG can converge to a stable coalition formation.

Proof: According to Definition 2, if all users choose
coalitions according to the partial order, each user’s coalition
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Algorithm 1: The NOMA-based anti-jamming coali-
tion formation algorithm (NACF)

Input: All the users, i ∈ [1,N ], and the sets of
adjacent users for each i that meet the distance
requirement Lth, i.e.,
Ai = {j | di,j < Lth, i, j ∈ [1,N ]}

Output: The coalition formation scheme {Coc}Nz

c=1.
1 Initialize the coalitions, and each user individually

forms a coalition, i.e., i→ Coc′ , Coc′ = {i}. For
each user i, record its current coalition Coc′ and the
corresponding game utility uic′ .

2 for slot t=1 to T do
3 Each user i chooses a user j from Ai in turn, and

tries to join in the new coalition Coc which j
belongs to, i.e., i→ Coc ⇒ {Coc∪ i}∧{Coc′\i}.

4 According to Eq. (25), i steps into the coalition
Coc, and measures the new utility uic.

5 According to Eq. (24), i determines the final
coalition, i.e., if uic > uic′ , i finally deviates from
the old coalition Coc′ and joins in the new
coalition Con.

6 t← t+ 1.
7 end

change only increases the sum rate of the old and new
coalitions. Thus, the sum rate of all coalitions can continu-
ally increase with user’s selection. Meanwhile, the available
coalition selection and achieved sum rate are limited. Thus, the
total sum rate can increase to the maximum, and the coalition
formation result is finally steady.

If users finally obtain an unstable coalition formation result
{Coc}∗, there must be users changing coalition according to
Definition 3. The sum rate of the whole system can further
increase, which is contrary to the finite utility limited by the
available resource and user number. Therefore, the coalition
formation can finally be stable.

2) Optimality analysis:
The exact potential game (EPG) is developed to demon-

strate the optimality of the obtained stable coalition formation.

Definition 5: (EPG): If there exists a potential function φ,
which meets Eq. (28), this game model is an EPG:

φi (Coc)− φi (Coc′) = ui (Coc)− ui (Coc′) ,∀c. (28)

Theorem 2: If Eq. (23) is set as the utility function, the
proposed ACFG is an EPG. Then, there exists one Nash
equilibrium (NE) point at least, which is a sub-optimal solution
as well.

Proof: Define the potential function as φ =
∑Nz

c=1 R∗c ,
which is the total sum rate of all the users. When the user i

leaves Coc′ and steps into Coc, the increment of φ is:

φi (Coc)− φi (Coc′) (29)
=R [Coc ∪ i] +R [Coc′\i]

+R
[
{Coc}Nz

c=1\{Coc ∪ i}\ {Coc′\i}
]

−R [Coc]−R [Coc′ ]−R
[
{Coc}Nz

c=1\Coc\Coc′
]

=R [Coc ∪ i]−R [Coc]− (R [Coc′ ]−R [Coc′\i]) .

Since user’s coalition change only affects the sum rate of
the previous coalition Coc′ and the current new coalition
Coc. The sum rate of other coalitions can not be af-
fected. Thus, R

[
{Coc}Nz

c=1\{Coc ∪ i}\ {Coc′\i}
]

is equal to

R
[
{Coc}Nz

c=1\Coc\Coc′
]
.

Meanwhile, the increment of utility function is:

ui (Coc)− ui (Coc′) = (30)
R [Coc ∪ i]−R [Coc]− (R [Coc′ ]−R [Coc′\i]) .

Therefore, the proposed ACFG satisfies Eq. (28) and it is an
EPG.

Based on [16], EPG has one NE point at least, and the
globally optimal solution is also an NE point. Thus, if Eq.
(23) is set as the game utility function, users can achieve a
stable coalition formation, and the corresponding sum rate of
all users approximately converges to the sub-optimal solution.

3) Complexity analysis:

Since the proposed NACF algorithm is a distributed algo-
rithm based on ACFG, each user is able to optimize their own
strategy of coalition selection independently. Therefore, in the
proposed NACF algorithm, the computational complexity of
each user is mainly reflected in the coalition change when
the user interacts with the limited adjacent users at every slot.
Each user interacts with a maximum of |Ai| users at a time,
so the scalar multiplication cost is O (T |Ai|) during T slots,
where |Ai| is the number of adjacent users of user i. Compared
with the centralized matching approach [61] and Hungarian
algorithm-based user grouping approach [62], whose scalar
multiplication cost are O

(
M2
)

and O
(
M3
)
, where M is the

total number of users, M � |Ai|. Thus, the proposed NACF
scheme has significantly lower computational complexity, es-
pecially as the number of users increases dramatically.

V. SIMULATION RESULTS

In this section, simulation results are provided to validate
the superiority of the proposed scheme. Specifically, the sim-
ulation parameters are given in TABLE II and III [56].

The users’ location is shown in Fig. 3(a), and the user’s
channel quality is shown in Fig. 3(b). It is indicated that
the location and jamming have significant impact on user’s
channel quality. Users that are closed to the jammer have
worse channel qualities. The influence of the jamming signal
reduces as the distance increases.

The coalition formulation result obtained by the proposed
NACF algorithm is shown in Fig. 4(a). Obviously, heavily
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TABLE II: The parameters of Shadowed-Rician model and Nakagami-m model

Shadowed-Rician model b m Ω Nakagami-m model θ η
Heavy shadowing 0.063 0.739 8.97× 10−4 Heavy jamming 4 2

Average shadowing 0.126 10.1 0.835 Average jamming 3 1
Light shadowing 0.79 97 6.45 Light jamming 1 1

TABLE III: Simulation parameters.

Parameters Value
Initial allocated power for each user P = 1W

Initial allocated bandwidth for each user B = 2MHz
Jamming power PJ = 1W
Channel noise σ2 = 0.01
User number N = 16

Maximum number within one group C = 3
imperfect SIC factor µ = 0.05

jammed users need to form coalition with users farther away
from the jammer for better anti-jamming defense. When the
attack location of jammer changes from Fig. 4(a) to Fig. 4(b),
the coalition formation results adjusted by the users is shown
in Fig. 4(b). Compared with Fig. 4(a), more users change their
coalition selection due to the closer jamming location. The
comparison results demonstrate the dynamic adaptability of
the proposed scheme to jamming attacks.

The coalition formation process is shown in Fig. 5. As the
iteration increases, the sum rate of all the users increases, and
finally converges to a stable point. It is consistent with the
Theorem 1.

As shown in Fig. 6, the sum rate of all users gradually de-
creases as the increasing of jamming power. But the proposed
NOMA based transmission scheme has better performance
than the OMA scheme (OFDMA) in [38], the matching based
scheme [61] and the Hungarian algorithm scheme in [62].

The comparison of coalition formation order is indicated in
Fig. 7. Based on the proposed partial order, users can obtained
a higher sum rate compared with the selfish order or strict
Pareto order which are used in [63]. As proved theoretically
in Theorem 2, the proposed coalition order enables users
to improve their utilities by changing coalition choices, thus
further increasing the overall sum rate of all users.

As shown in Fig. 8, when the coalition member limitation
is C = 2, the proposed scheme has similar performance to
the matching game based approach and Hungarian algorithm.
While the proposed NACF scheme has better performance than
the OMA scheme, the matching game based scheme and the
Hungarian algorithm scheme with C > 2. In addition, as C
increases, the new added users bring more resources to be
allocated, thus the sum rate gradually increases. However,
limited by the influence of incomplete decoding and the
restriction of each user’s utility, there is limited performance
improvement as C increases.

The influence of the imperfect SIC factor µ is indicated
in Fig. 9. The performance of the proposed NACF algorithm
decreases as the increasing of µ. However, the performance

0 1 2 3 4 5 6 7 8 9 10

X

0

1

2

3

4

5

6

7

8

9

10

Y

U1

U2

U3

U4

U5

U6

U7

U8

U9

U10

U11

U12

U13

U14

U15

U16

Jammer

(a)

(b)

Fig. 3: (a) The location of 16 users and jammer, where the red star
is the jammer’s location and the blue points are the users’ location;
(b) The users’ channel qualities.

of NACF algorithm is still better than that of the benchmark
algorithms. The increasing of the imperfect SIC factor can
reduce the desire to form a coalition among users, and can
gradually change to a single-user coalition which eventually
degenerates a full OFDMA solution. However, if users in-
sist on using the NOMA scheme in this case, the system
performance can be greatly reduced due to the intolerable
imperfect SIC factor. Overall, Fig. 9 indicates the superiority
on flexibility and adaptability of the proposed algorithm.
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Fig. 4: (a) The coalition result, µ = 0.05, C = 3, Lth = Lz/4,
where Lz is the side length of the target region. These users form
6 coalitions, and there is a coalition within only one user (the 1-th
user); (b) The adjusted coalition results as jammer changing its attack
location.

VI. CONCLUSION

In this paper, we investigated the problem of NOMA-based
anti-jamming transmission scheme in SatIoT by jointly consid-
ering multi-user power allocation and NOMA users grouping
in the jamming environments. Specifically, we analyzed the
power allocation problem of multi-user NOMA considering
the imperfect decoding at first. Secondly, an ACFG based anti-
jamming user grouping algorithm was proposed to improve the
sum rate of all users under the jamming threat. Finally, the
stability, optimality and complexity analysis of the proposed
scheme were given in detail. Simulation results were shown to
validate the superior performance of the proposed approaches
over conventional algorithms. Based on the proposed scheme,
the severely jammed users can get more allocated power by
forming NOMA groups with other users farther away from the
jammer, and both parties can improve the spectrum efficiency
by frequency sharing. In addition, the proposed scheme has
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Fig. 5: The changing of sum rate during the coalition forming process
in Fig. 4(a).
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Fig. 6: The influence of jamming power, with C = 3, Lth = Lz .
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Fig. 7: The comparison between the proposed partial order and
Pareto order and selfish order, with µ = 0.05, C = 3, Lth = Lz/4.
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better adaptability and flexibility towards imperfect SIC and
jamming attacks.

APPENDIX A

Assuming that there are M users in group Co, h1 ≤
h2 ≤ . . . ≤ hM , accordingly, power allocation coefficients
are defined as a1 ≥ a2 ≥ . . . ≥ aM , and the bandwidth
is set as B = 1/M . Then, a new user with better channel
quality is admitted hM ≤ hM+1. The corresponding adjusted
power coefficient is b1 ≥ b2 ≥ . . . ≥ bM ≥ bM+1, where
bi ≤ ai, i ∈ [1,M ]. The sum rate of the NOMA system with

the first M users are given by:

CSM = log2

 1 + h1

1 + h1
M∑
i=2

ai

+ log2 (1 + aMhM )

+

M−1∑
m=2

log2


1 + hm

M∑
i=m

ai

1 + hm
M∑

i=m+1

ai

. (31)

The sum rate with M + 1 users is given by:

CSM+1 =
M + 1

M
log2

 1 + h1

1 + h1
M+1∑
i=2

bi


+
M + 1

M
log2 (1 + bM+1hM+1)

+
M + 1

M

M−1∑
m=2

log2


1 + hm

M+1∑
i=m

bi

1 + hm
M+1∑
i=m+1

bi



+
M + 1

M
log2


1 + hM

M+1∑
i=M

bi

1 + hMbM+1

 . (32)

The difference between Eq. (32) and (31) is given in
Eq. (33), which is on the top of the next page. Due to(
M∑
i=2

ai −
M+1∑
i=2

bi

)
(h1 − h2) = (b1 − a1)(h1 − h2) ≥ 0,

thus, I1 ≥ 1. Similarly, I2 ≥ 1 and I3 ≥ 1, finally,
CSM+1−CSM > 0. With the same resources, if new users with
better channel qualities are added, the sum rate can increase.
However, due to the restrictions of each user’s QoS, as well as
the constraints of imperfect SIC factor and the complexity of
the receiver, the number of users cannot increase continuously.
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