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Abstract—Non-orthogonal multiple access (NOMA) has been
viewed as a potential candidate for the upcoming generation
of wireless communication systems. Comparing to traditional
orthogonal multiple access (OMA), multiplexing users in the
same time-frequency resource block can increase the number
of served users and improve the efficiency of the systems in
terms of spectral efficiency. Nevertheless, from a security view-
point, when multiple users are utilizing the same time-frequency
resource, there may be concerns regarding keeping information
confidential. In this context, physical layer security (PLS) has
been introduced as a supplement of protection to conventional
encryption techniques by making use of the random nature of
wireless transmission media for ensuring communication secrecy.
The recent years have seen significant interests in PLS being
applied to NOMA networks. Numerous scenarios have been
investigated to assess the security of NOMA systems, including
when active and passive eavesdroppers are present, as well as
when these systems are combined with relay and reconfigurable
intelligent surfaces (RIS). Additionally, the security of the ambi-
ent backscatter (AmB)-NOMA systems are other issues that have
lately drawn a lot of attention. In this paper, a thorough analysis
of the PLS-assisted NOMA systems research state-of-the-art is
presented. In this regard, we begin by outlining the foundations of
NOMA and PLS, respectively. Following that, we discuss the PLS
performances for NOMA systems in four categories depending on
the type of the eavesdropper, the existence of relay, RIS, and AmB
systems in different conditions. Finally, a thorough explanation
of the most recent PLS-assisted NOMA systems is given.

Index Terms—Ambient backscatter systems, Non-orthogonal
multiple access, Physical layer security, Reconfigurable intelligent
surfaces, Relay, Security properties.

I. INTRODUCTION

Non-orthogonal multiple access (NOMA) has been widely
regarded as a promising candidate for the upcoming

generation of wireless communication networks [1]-[3]. The
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primary purpose of NOMA is to support simultaneous infor-
mation transfer of multiple users over the same radio resources
at the same time [4]. However, this introduces severe inter-
user interference, which is reduced with the aid of successive
interference cancellation (SIC) technique at the receiver [5].
Owing to the channel disparity among different users, it has
been theoretically demonstrated that NOMA for single-input
single-output (SISO) systems achieves a larger capacity region
than traditional orthogonal multiple access (OMA) [6]. In [7-
9], the effectiveness of these systems in the multiple-input
multiple-output (MIMO) scenario has been studied. Results
from both theoretical and numerical analyses have shown that
MIMO-NOMA can achieve a higher sum rate than MIMO-
OMA. Besides spectral efficiency, it has been illustrated that
NOMA can lead to increased energy-efficiency, less delay,
improved coverage region, and massive connectivity compared
to OMA under different system settings [10-12]. However,
from a security point of view, when multiple users are utilizing
the same time-frequency resource, there may be concerns
regarding keeping information confidential.

In order to address the security challenges, physical layer
security (PLS) strategies have been identified as a reliable and
effective approach that can supplement cryptographic-based
approaches [13]. Through utilizing the dynamic aspects of
wireless communication, like random channel, fading, noise,
and interference, PLS can protect the information from being
decoded by eavesdropper while guaranteeing that the legit-
imate user can decode the data without an issue. The future
generation of wireless communication systems can also benefit
from flexible and scenario-specific security due to PLS’s abil-
ity to design channel-dependent resource allocation and link
adaptability [13]. Considering the potential application of PLS
in future networks, designing PLS techniques for NOMA and
investigating the related security issues represent an interesting
subject of study. While the primary objective of NOMA is
to enable simultaneous information transfer of multiple users
over the same radio resources, its unique characteristics can
also be harnessed to mitigate security threats and bolster the
confidentiality and integrity of wireless communications. By
leveraging NOMA’s capabilities, such as user grouping, power
allocation (PA), and SIC, we can devise novel security mech-
anisms to counteract eavesdropping and strengthen the overall
security performance of wireless networks [14]. The inherent
inter-user interference in NOMA transmissions can serve as a
deterrent to eavesdroppers, as the non-orthogonal signals make
it challenging for them to distinguish the intended user’s signal
from others. The deliberate introduction of this interference
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can confuse potential eavesdroppers, thereby enhancing the
physical layer security [14-18]. Additionally, the unequal
PA in NOMA can deliberately weaken the signals received
by unintended users, reducing the likelihood of successful
eavesdropping. By allocating higher power levels to users with
sensitive information and lower power levels to other users, the
security of confidential data can be enhanced. Furthermore,
the SIC technique employed at NOMA receivers not only
enhances system capacity but also contributes to PLS [14-
18]. By successively decoding and subtracting the signals of
stronger users, the NOMA receiver can extract the informa-
tion intended for each user, while simultaneously rejecting
interference. This inherent interference management technique
strengthens the security of individual user transmissions, as it
becomes more challenging for eavesdroppers to decode the
desired information.

The most recent research studies mainly focus on analyzing
the impacts of relay and reconfigurable intelligent surfaces
(RIS) on the performances of the PLS metrics for NOMA
systems [19-40]. The secrecy performance of these systems
is often analyzed under passive eavesdropper and has been
focused less on active eavesdropper. In recent years, cases
with active eavesdropping have attracted increased attention,
and related studies can be found in [41-43]. Reliability and
security analysis of ambient backscatter (AmB)-NOMA sys-
tems is another hot topic [44-50]. Additionally, PLS has been
considered for systems in which NOMA is integrated with
other cutting-edge transmission techniques, like visible light
communications [51-53] and mmWave networks [54-56].

The security design specifications for NOMA in the down-
link domain and the PLS solutions satisfying these specifica-
tions have been described in [57]. Several advantages of using
NOMA in comparison to OMA in specific situations with
regard to PLS have been addressed in this study. In [58], the
authors categorized the present PLS-aided NOMA frameworks
into three distinct groups depending on the number of antennas
at the base station (BS): SISO-, MIMO- and massive MIMO
systems. Then, for each category, an overview of the research
developments were provided. Most of the studies in this
field focus mostly on data privacy and confidentiality and
not on other security features such as message integrity, key
generation, and device and source authentication. Various ap-
proaches to deal with the remaining security features have been
suggested in [59], which also explored the data confidentiality
of PLS for NOMA systems and their limits, difficulties, and
solutions for it. In Table 1, a summary of the recent reviews
on PLS for NOMA systems is provided.

The three previous reviews tackle important problems in
NOMA systems with PLS, but they also carry certain limi-
tations. Indeed, none of them has systematically looked into
the works when NOMA is combined with other state-of-the-
art transmission technologies, e.g., RIS, full-duplex, and AmB
communication. Given that the research on PLS-NOMA with
these novel technologies has gained popularity in recent years,
there is a need for a comprehensive survey to discuss the recent
development of PLS-NOMA in the context of other advanced
transmission technologies. In this regard, we carry out this
study and attempt to shed insight into this topic. Hence, we

Fig. 1. Organization of this paper (RIS is a technology that can control
the transmission of electromagnetic waves by modifying its electrical and
magnetic attributes.).

thoroughly discuss and describe the PLS for NOMA systems
in four scenarios: active and passive eavesdropper, the pres-
ence of a relay, RIS, and AmB communication systems. The
corresponding security levels of these scenarios are evaluated
and analysed. A summary of the different aspects of each
scheme is provided as well. Furthermore, a thorough overview
of the most current research problems and unsolved PLS
concerns in NOMA are presented. Suggestions for future
research in this area are made as well.

The organization of this survey is illustrated in Fig. 1. In the
beginning, we provide a detailed explanation of the concepts
and principles of NOMA in Section II, and PLS in Section
III. Following that, in Section IV, we thoroughly describe the
current PLS-aided NOMA systems that have been proposed in
the literature. The challenges of the PLS in NOMA, potential
solutions and directions for future works are discusses in
Section V. Finally, in Section VI, the conclusions of this survey
are presented.

Notation: [x]
+
= max(x, 0). f(X,Y ) represents the joint

probability density function (PDF) of two random variables
X and Y . Additionally, the abbreviations are listed in Table
II. The summary Tables V and VII employs a standardized
notation, whereby a ’+’ symbol signifies that a particular factor
was incorporated in the analysis, whereas a ’-’ symbol signifies
its exclusion from the analytical framework.

II. FUNDAMENTALS OF NOMA
The concept of NOMA and its various types are described

in this section, representing the foundation for understanding
the security strategies presented in the paper.

The existing NOMA structures can be classified in two main
categories: power-domain NOMA (PD-NOMA) and code-
domain NOMA (CD-NOMA). By employing different power
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TABLE I
A SUMMARY OF EXISTING SURVEYS ON PLS FOR NOMA SYSTEMS.

Ref Theme Limitations Main Contribution
[57] Security design ob-

jective
A specific focus on the classification
of users as trusted or untrusted in
analysing of security design of vari-
ous scenarios.

- Surveys the objectives for security design and the solutions offered by PLS.
- Presents the advantages of using NOMA in comparison OMA.

[58] The application of
PLS to NOMA
systems

It does not discuss the trade-off be-
tween security and other important
system parameters, such as through-
put, latency, and energy efficiency.

- Classified the PLS-aided NOMA framework into three distinct groups depending
on the number of antennas at the BS.

[59] Robustness of NOMA
systems / PLS authen-
tication and availabil-
ity solutions

Mainly focused on data confidential-
ity and privacy and not on other se-
curity properties such as device and
source authentication.

- Reviews various PLS-based security approaches that aim to protect the confi-
dentiality of NOMA systems.
- Utilizes the dynamic nature of the physical layer to safeguard information using
a single iteration and with the least amount of operations necessary.
- Presents the potential PLS-based key deployment methods for users of NOMA
that are secure and robust.

TABLE II
A LIST OF ABBREVIATIONS IN ALPHABETICAL ORDER.

Item Description
AF Amplify-and-Forward.
AmB Ambient Backscatter.
AN Artificial Noise.
AWGN Additive White Gaussian Noise.
BS Base Station.
CD-NOMA Code-Domain Non Orthogonal Multiple Access.
CSI Channel State Information.
DF Decode-and-Forward.
ESC Ergodic Secrecy Capacity.
FDR Full Duplex Relay.
FU Farthest User.
HDR Half Duplex Relay.
IoV Internet-of-Vehicle.
IQI In-phase and Quadrature-phase Imbalance.
MIMO Multiple-Input Multiple-Output.
MISO Multiple-Input Single-Output.
MTS Maritime Transportation Systems.
NOMA Non Orthogonal Multiple Access.
NU Nearest User.
OMA Orthogonal Multiple Access.
PA Power Allocation.
PLS Physical Layer Security.
PD-NOMA Power-Domain Non Orthogonal Multiple Access.
QoS Quality-of-Service.
RIS Reconfigurable Intelligent Surface.
SCA Successive Convex Approximation.
SC Secrecy Capacity.
SCR Secrecy Coverage Region.
SIC Successive Interference Cancellation.
SIS0 Single-Input Single-Output.
SNR Signal-to-Noise Ratio.
SOP Secrecy Outage Probability.
STAR Simultaneous Transmitting and Reflecting.

levels, PD-NOMA provides services to multiple users simul-
taneously in the same time-frequency resource [1-4]. In order
to reduce the interference between users, the receiver employs
SIC technique. CD-NOMA assigns non-orthogonal resources
to the users, like codebooks, scrambled patterns, broadcast
sequences, and scrambled sequences [5]. Besides to the two
main types of NOMA, exists several NOMA approaches which
are not as widely known, like bit division multiplexing and
pattern division multiple access [60]. Generally speaking, PD-
NOMA has received more attention than CD-NOMA because
of its convenience, effectiveness, and compatibility to existing

systems. Indeed, most PLS solutions largely concentrate on
PD-NOMA instead of CD-NOMA. As a result, the emphasis
of this study is on PD-domain NOMA. For the simplicity
of the notation, it will be referred to as NOMA in the rest
of the paper. Interested readers can refer to [61], as well as
any references therein for more information on CD-domain
NOMA.

A. Downlink NOMA

The BS superimposes the user signals into a signal wave-
form on the transmitter side using different power coefficients.
The amount of power assigned to each user is based on the
quality of its relative channel. Generally, users with worse
channel conditions are allocated with a higher power and vice
versa. In other words, the user equipment that is farthest away
from the BS receives the highest PA, while the user equipment
that is closest to the BS receives the lowest allocation. We will
refer to them as the farthest user (FU) and the nearest user
(NU), respectively. The downlink signal to be transmitted can
be represented as follows:

xD(t) =
K∑

k=1

√
αkPxD,k(t), (1)

where K is the number of users in the network; xD,k(t) is the
individual information of user equipment k; t represents the
time here; P denotes the total power transmitted by the BS,
and αk for k = {1, ...,K} represents the power coefficient
for the signal of user k where

∑K
k=1 αk = 1. Then, the signal

that user k has received is specified as follows:

yk(t) = hkxD(t) + nk(t), (2)

where hk represents the channel gain between user k and the
BS, and nk(t) is the additive white Gaussian noise (AWGN)
at user equipment k, with zero-mean and variance σ2. It is
supposed that users are hypothetically indexed based on the
order of their channel gains for decoding, i.e., |h1|2 ≥ ... ≥
|hK |2.

Each user equipment executes SIC to subtract the inter-
ference signals with higher power levels. This procedure is
carried out sequentially until the user equipment locates its
signal. Note that the user with the worst channel condition,
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User 1

User 2

Subtract User 2's 
signal

SIC

User 1's signal 
decoding

Power

Time/Frequency

User 1

User 2

Base Station

User 2's signal 
decoding

(a)

User 1User 2

SIC

User 1's signal 
decoding

User 2's signal 
decoding

Subtract User 1's 
signal

Base Station

(b)
Fig. 2. Two scenarios for NOMA system models: a) Downlink NOMA system models with two users, b) Uplink NOMA system models with two users.

namely, the maximum power coefficient can recover the
desired signal without performing SIC, wherein additional
signals are regarded as noise [5]. As previously stated, SIC
is carried out at user k, k = {1, ...,K − 1} to eliminate the
interference from the users with lesser channel gains at the
receiver. Therefore, the downlink rate that can be achieved by
user k is determined as follows:

RDL
k = log2

(
1 +

αkP |hk|2∑k−1
i=1 αiP |hk|2 + σ2

)
, (3)

where
∑k−1

i=1 αi is assumed to be zero for k = 1. Fig. 2 (a)
illustrates the detailed downlink network for a scenario with
two users.

Theoretically, there is no limit to the number of users that
can be served via downlink NOMA. Nevertheless, in practice,
downlink NOMA is normally only used for a few users,
usually K = 2 or 3. The reason is that as K increases, the
bit error rate performance suffers greatly as a result of error
propagation from an imperfect SIC. In the meantime, decoding
the signal of other users requires more computing power
and energy, making it less appealing for user devices with
limited resources. User scheduling is required when the system
consists of many users. First, users are separated into various
clusters. Afterwards, NOMA is used to provide services to
users who are inside the same cluster, whereas OMA is used
to serve users within different clusters as time division multiple
access or frequency division multiple access.

B. Uplink NOMA

In the NOMA network for uplink transmissions, each user
sends its signal to the BS. Then, these signals are combined
into one signal using multiplexing. To distinguish and charac-
terize each user’s signal at the BS, SIC is employed [5]. The
signal that is received at the BS, which consists of the signals
from each user, can be written as:

y(t) =

K∑
k=1

PkxU,k(t)hk + n(t), (4)

where xU,k(t) represents the individual uplink information
of user k, Pk indicates the transmitted power of user k; hk

indicates the channel gain between user k and the BS, and
n(t) is the AWGN; zero-mean and variance σ2. It is supposed
that the signals received are indexed in decreasing order, i.e.,
P1 |h1|2 ≥ ... ≥ PK |hK |2. Consequently, the uplink rate that
can be achieved by user k is determined as follows:

RUL
k = log2

(
1 +

Pk |hk|2∑K
i=k+1 Pi |hi|2 + σ2

)
. (5)

It is assumed that
∑K

i=k+1 Pi |hi|2 is zero for i = K. Fig.
2 (b) illustrates the uplink network for a scenario with two
users.

The above-mentioned system models are studied for SISO
systems where scalars have been used to represent the chan-
nels. Similarly, MIMO-NOMA systems can be found in [7-9].

III. FUNDAMENTAL OF PLS

Wireless networks are subjected to eavesdropping attacks
because of the broadcast nature of wireless channels. How
to ensure that the private messages are not accessed by
eavesdroppers is a fundamental security requirement. Tradi-
tionally, cryptographic algorithms have been used to achieve
this [13]. PLS is an alternate strategy that makes use of
the randomness property of wireless channels at the physical
layer. The idea of using random characteristics of fading
wireless channels to prevent eavesdropping has been proposed
using an information-theoretic perspective [61]. In matter
of confidentiality, if the eavesdroppers entirely disregard the
transmitted information and only randomly guess the original
information bit by bit, perfect secrecy can be obtained. The
early PLS research was directly affected by the entropy and
equivocation concepts developed for communication issues
since this definition of security is closely associated to com-
munications when there is noise. The most efficient way to
send a confidential message would be to use wiretap channel
coding to reach the highest possible data transmission rate,
which Wyner referred to as the secrecy capacity (SC) in
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[62]. Wyner only demonstrated that secure communications
are feasible in degraded broadcast channels. The ideas of PLS
have gained further popularity as a result of the development
of non-degraded channels [63], Gaussian channels [64], fading
channels [65] and [64], multi-antenna channels [67], and relay
channels [68].

Researchers in this field have introduced several metrics for
evaluating and assessing PLS systems, and we outline some
of them below.

Ergodic Secrecy Capacity (ESC): The ESC defines a
limit on the capacity, based on the principles of information-
theoretic secrecy, for a system where the coded message is
sent over a large enough number of channel realizations to take
advantage of the ergodic properties of the fading channel. The
maximum achievable transmission rate, subject to the limits of
reliability and information-theoretic secrecy, can be assessed
through the SC [63]. This value can be used to measure the
secrecy performance of an AWGN wiretap channel [61]. The
SC of a single wiretap fading channel is determined as follows

Cs = [Cm − Ce]
+

, (6)

where Cm and Ce respectively represent the instantaneous
capacity of the legitimate receiver and eavesdropper, and are
given by

Cm = log2(1 + γm), (7)

and
Ce = log2(1 + γe), (8)

where the instantaneous received signal-to-noise ratio (SNR)
at the legitimate receiver and the eavesdropper, respectively
are γm = P |hm|2

σ2
m

and γe = P |he|2
σ2
e

. Here, P is the average
power of the transmitted signal. The fading coefficients of the
channels between the transmitter and a legitimate receiver and
the transmitter and an eavesdropper are denoted by hm and he,
respectively, and σ2

m and σ2
e are the receiver noise variances.

Two possibilities of channel state information (CSI) avail-
able at the transmitter, namely full CSI and legitimate CSI,
are taken into consideration in order to determine the ESC. In
the first case, the sender is aware of the CSI at the legitimate
and the eavesdropper channels. As a result, the transmitter
only sends the information when the SNR of the legitimate
channel is higher than the SNR of the eavesdropper channel,
i.e., γm > γe. The average SC over all fading realizations is
used to calculate the ESC, which is represented as follows:

Cavg
s−f =

∫ ∞

0

∫ ∞

γe

log2

(
1 + γm
1 + γe

)
f(γm, γe)dγmdγe. (9)

Likewise, the ESC when only legitimate CSI is available at
the transmitter is given as follows:

Cavg
s−l =

∫ ∞

0

∫ ∞

0

(
log2

(
1 + γm
1 + γe

))+

f(γm, γe)dγmdγe.

(10)
Secrecy Outage Probability (SOP): This metric is defined

as the probability that the SC is less than the already specified
secure transmission rate Rs > 0. Based on this definition, the
SOP is characterized as follows

PSOP = Pr(Cs ≤ Rs). (11)

Secrecy Coverage Region (SCR): In information theory,
achieving the maximum rate is one of the most important
issues that we deal with. However, one of the key issues in this
subject is how to improve the coverage region at a specified
and desired rate. For this purpose, [69] and [70] provide in-
depth analysis of the concepts of coverage region. The concept
of coverage region, which is often thought of as an area outside
of which the target transmission rate cannot be achieved, is
closely associated with the definition of outage capacity [71].
The path-loss impact is added to the SNRs by taking into
consideration the fixed distance between the transmitter and
receiver (as well as the eavesdropper). Thus, the coverage
region is obtained by calculating the ergodic rates, which
are dependent on the distances. As a result, the geographic
region, which ensures the secrecy rate to be at least Rs > 0
is considered as the coverage region for the fading wiretap
channel, i.e.,

ζ(dm, de) := {dm, de : Cs(dm, de) > Rs} , (12)

where Cs(dm, de) indicates the average channel capacity when
legitimate receiver and eavesdropper are located at distances
dm and de, respectively. We can characterize SCR as the
smallest distance de between legitimate transmitter and eaves-
dropper for which secure communication is ensured by dm.

Effective secrecy throughput: This measure has been
recently presented to evaluate dependability and safety [59],
[72]. The channel throughput with regards to the reliability
and security requirements is known as the effective secrecy
throughput. This ensures that the average network latency is
within acceptable limits and that the data being transmitted is
safe and secure [59], [72].

Low probability of detection: A cutting-edge transmission
method called low probability of detection communication
concentrates on the confidentiality and security of wireless
networks. Some studies in recent years have investigated the
basic constraints of low-probability detection communication
by assessing the amount of information bits transmitted be-
tween two users while placing restrictions on the probability
of a warden making a detection error [73].

IV. PLS FOR NOMA SYSTEMS

Most recently, the PLS for NOMA systems has received
a great deal of interest from the community. In order to
comprehensively address the topic of PLS in NOMA, we
will first discuss the technical difference between the PLS in
uplink NOMA and the PLS in the downlink NOMA. Following
that, in the following sub-sections, we classify and evaluate
the current works into four scenarios based on the type of
eavesdropper, the presence of a relay, RIS, and analyzing the
PLS concept for AmB-NOMA systems.

A. Technical Difference between PLS in Uplink NOMA and
Downlink NOMA

The PLS in uplink NOMA and downlink NOMA trans-
missions exhibits technical differences that stem from the
distinct characteristics of each communication direction. Un-
derstanding these differences is crucial for designing robust
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TABLE III
A COMPARISON OF THE TECHNICAL DISPARITIES BETWEEN UPLINK AND DOWNLINK NOMA.

Technical Disparities Uplink NOMA Downlink NOMA
Access Direction User to Base Station Base Station to Users
Channel Allocation Power domain Power and/or code domain
User Multiplexing Multiple users share the same resources simultaneously Single user per resource block
Interference Management SIC Multiuser Detection or SIC
Complexity Moderate complexity due to SIC High complexity due to Multiuser Detection or SIC
User Grouping Based on channel conditions and power levels Based on user characteristics and quality requirements
User Fairness Challenging to achieve fairness Easier to achieve fairness
Power Efficiency Higher power efficiency due to simultaneous access Lower power efficiency due to single-user access
Application Suitability IoT devices, low-latency applications High data rate applications, diverse user requirements
Performance Trade-offs Spectral efficiency vs. user fairness Spectral efficiency vs. complexity

and efficient PLS mechanisms in NOMA systems. In this
sub-section, we analyze and compare the technical disparities
between uplink NOMA and downlink NOMA in terms of PLS.

In uplink NOMA, the primary focus of PLS lies in safe-
guarding user privacy against potential eavesdroppers and
ensuring the secure transmission of sensitive information.
Various techniques have been proposed to enhance PLS in
uplink NOMA, such as PA schemes that distribute power
levels among users based on their channel conditions [74].
Cooperative jamming techniques have also been suggested,
whereby selected users deliberately generate interference to
confuse eavesdroppers [75]. On the other hand, the focus of
PLS in downlink NOMA revolves around ensuring confidential
and reliable transmission to the intended users while minimiz-
ing the impact of potential eavesdroppers. Researchers have
explored different approaches to enhance PLS in downlink
NOMA, including transmit beamforming techniques that di-
rect the signal towards the intended user while minimizing
leakage to unintended recipients [76]. Moreover, AN injection
techniques have been proposed, involving the intentional intro-
duction of additional noise by the BS to confuse eavesdroppers
[77].

A comparative analysis of the technical disparities between
PLS in uplink NOMA and downlink NOMA unveils unique
characteristics and design considerations for each transmis-
sion direction. Uplink NOMA places a strong emphasis on
protecting user privacy against eavesdropping attacks, while
downlink NOMA focuses on ensuring secure transmission
to intended users while mitigating the impact of potential
eavesdroppers. These dissimilarities arise due to fundamental
variances in signal propagation, receiver architectures, and
user roles within NOMA systems. By comprehending and
addressing these technical distinctions, it becomes feasible to
develop tailored solutions for PLS that effectively tackle the
specific challenges and requirements of uplink NOMA and
downlink NOMA transmissions.

Table III provides a comprehensive analysis of the technical
differences between uplink and downlink NOMA.

B. Types of Eavesdroppers in NOMA Systems

Generally, the reliability, throughput, security, and other
requirements that different NOMA users can have should be
considered while designing PLS approaches. The basic system
model for NOMA-based networks for PLS is demonstrated

Fig. 3. The PLS scenario for NOMA.

in Fig. 3. Furthermore, there are two types of eavesdroppers:
internal and external. An internal eavesdropper is a legitimate
user who also eavesdrops other users’ information, whereas an
external eavesdropper does not belong to any legitimate user.
Another factor to consider when designing PLS methods is
whether or not an eavesdropper is active (disrupting wireless
communication by initiating jamming or channel estimation
attacks) or passive (just observes the communication without
interfering) [78-80].

This study focuses on internal eavesdropping and passive
external eavesdropping. In the beginning, we classify eaves-
droppers into the two categories described below:

Internal eavesdroppers: Internal eavesdroppers are legit-
imate users who share the same time-frequency resources as
other network users and try to intercept other users’ informa-
tion.

External eavesdroppers: In contrast, external eavesdrop-
pers are illegitimate users who are using the same bandwidth.

The objectives for security design in NOMA can be clas-
sified into three main distinct groups, as illustrated in Fig 4,
depending on its requirements, which we will discuss below.

1) Security Designs against Internal Eavesdroppers: In this
scenario, it is presumed that the internal users (NUs and
FUs) are untrusted while creating security protocols to combat
internal eavesdroppers. Here, the design objective is to secure
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Fig. 4. A classification of NOMA systems with K legitimate users under eavesdropping conditions: a) Internal eavesdroppers, b) External eavesdroppers, c)
Both internal and external eavesdroppers.

user information from one another while ensuring that the SIC
operates normally. The following explanations will cover the
two types of internal eavesdropping.

Eavesdropping of FU by NU: The primary security con-
cern for FU under the NOMA principle is caused by the fact
that the NU must decode the FU’s signal in order to use
SIC. The signal from the FU is given additional strength,
which is another important factor that facilitates the NU’s
ability to detect it. Here, maintaining SIC functionality while
preventing information from FU to be obtained by NU is
the design objective. In order to further clarify this matter,
it is important to note that there exist two different types of
SIC receivers: the first is a symbol-level SIC receiver, which
demodulates the FU signal without decoding it in order to
use SIC, and the second is a codeword-level SIC receiver,
which demodulates and decodes the FU signal simultaneously
in order to use SIC. The messages can only be secured by
encryption methods in the codeword-level-SIC case. However,
PLS approaches can be used in the situation of symbol-level-
SIC. By converting FU’s messages into a different domain
and applying a special sequence, security can be provided to
FU’s messages in symbol-level based SIC so that NU can
use SIC but cannot decode FU’s messages [78]. The use of
channel-dependent characteristics is another method for doing
this transformation.

Eavesdropping of NU by FU: According to the funda-
mentals of NOMA, the FU can directly decode its signal
while treating NU’s information as noise. Nevertheless, it may
detect the NU signal after acquiring its own signal. Here,
the objective of this design is to secure NU’s messages from
FU while ensuring that SIC functions normally. As compared
to the security issue with FU’s messages, designing security
techniques in this case is easier. In order to meet the security
necessities of NU and ensure that the fundamental data rate
requirement of FU is satisfied, the BS can use PLS approaches
based on PA, beamforming, or any other method that relies
on adaptability. For instance, during beamforming, the design
must consider a compromise among providing security at the
NU and dependability at the FU [78].

2) Security Designs against External Eavesdroppers: In
this case, NU and FU are trusted. Therefore, the objective of
the design is to secure NU and FU messages from an external

eavesdropper. It is essential to consider eavesdropper’s location
while designing security algorithms since it can impact the
NOMA system’s security performance. The legitimate users
are given different levels of power, which results in an
uneven level of security for them relative to Eve’s location.
Accordingly, Eve has a set of abilities to eavesdrop on their
signals in various dimensions. The following are two main
conditions that must be considered while designing algorithms
for this situation: first, the fundamental SIC process should
be performed regularly with the security algorithms, which
implies that the suggested algorithms should not interfere with
how the usual NOMA operates; secondly, it is anticipated that
the methods will function even when there is a significant
spatial similarity among channels belonging to legitimate and
illegitimate parties. A number of PLS techniques have been
proposed to combat external eavesdropping, such as channel-
based PA optimization for each user, assigning subcarriers
to users, channel ordering of NOMA users together with the
decoding order, adding interfere signal, optimize beamforming
policies, transmit antenna selection approaches, phase manip-
ulation, key generation, and exploiting user interference [79].

3) Security Designs against both Internal and External
Eavesdroppers: There is an internal as well as an external
eavesdropper in this case, and the network users are not to
be trusted. How to ensure the security of signals intended
for NU and FU from external eavesdroppers as well as
from one another is an objective of this design. In terms
of security design, this situation is the most challenging. In
order to achieve the aforementioned objectives, the design
methods must guarantee that SIC will perform properly. In this
situation, transforming the signal of nearby and distant users
into a different domain using various randomization sequences
is one potential security measure [80].

The objectives of security designs for the scenarios ex-
plained above are summarize in Table IV.

C. PLS for NOMA Systems with Relay

First introduced in [81], the relay can improve transmission
rate as well as facilitate communication between the users
and BS. Since then, the relay has been considered in different
communication systems, including studying the PLS for such
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TABLE IV
A SUMMARY OF SECURITY DESIGN OBJECTIVES FOR THE VARIOUS

NOMA.

Ref Security
scenario

Design purpose Some potential solu-
tions

[78] Security
Designs
against Internal
Eavesdroppers

Ensuring normal
SIC while protecting
users’ information
from one another

Transformation of FU
to another domain,
Power allocation for
beamforming.

[79] Security
Designs against
External
Eavesdroppers

Ensuring normal SIC
while protecting NU
and FU data from ex-
ternal eavesdroppers

Beamforming based
on PA, interference
use, and relay
selection.

[80] Security
Designs against
both Internal
and External
Eavesdroppers

Ensuring normal
SIC while protecting
users’ information
from each other
and external
eavesdroppers

Phase rotation based
on a channel, in-
terference mitigation,
and transformation of
users’ signal into an-
other domain.

systems. Indeed, the relay was first introduced for the wiretap
channel in [62]. The author of this work studied the coding
issue with the relay channel when some of the transmitted
messages are private to the relay. After that, in [82], Lifeng Lai
et al. proposed several cooperation strategies for the wiretap
channel with relay and obtained corresponding achievable
performance bounds. Additionally, the some recent studies
have investigated how the relay affects PLS performance
for NOMA networks [14-25]. Numerous studies have been
done under cooperative NOMA, namely when NOMA and
relaying are combined. Two models for the relay, trusted and
untrusted relay, are taken into consideration when studying
the secrecy performance for such channels. In the existing
works, the relay is referred to be untrusted in the sense that the
messages transmitted to the users should remain a secret from
it. Nevertheless, it is presumed that the relay is unmalicious in
which it would not deviate from its purpose of transmission or
try to attack the users; it could only be inquisitive enough to try
to decode the users’ messages. There are practical applications
for such a communication scenario. For instance, users of
a network that provides data could have varying access to
different information contents depending on their subscription
plans or could have varying hierarchical security approvals for
various types of data. Users must cooperate with one another
and follow the network protocols since they are legitimate
members of the same network. In contrast, an untrusted relay
can be inquisitive sufficient to decode the signals’ contents
before transmitting them to the users.

In the following, we go into details on how the relay affects
NOMA networks’ secrecy performance.

Cooperative NOMA: In cooperative NOMA, nearby users
to the BS who have better channel conditions decode in-
formation for others and serve as relays for those further
away users who have bad channels to the BS. This will
improve reception reliability for them. A cooperative NOMA
system with two users, a BS, an eavesdropper, and a relay
was explored in [14]. It was assumed that the BS had no
direct link with either the users or the eavesdropper. For
relaying, both decode-and-forward (DF) and amplify-and-
forward (AF) protocols were taken into consideration. The

results of the SOP analyses showed that DF and AF reach
almost identical secrecy performance levels. [15] considered
a similar system model in the presence of a direct link and a
relay link, while the secrecy performance was studied under
different PAs and target rates for both trusted and untrusted
relays. To assess the dependability and security performance
of the underlying NOMA system with arbitrary system pa-
rameters, the SOP and strictly positive SC were obtained.
The resulting findings showed that the secrecy performance
could be remarkably improved by judicious selection of such
parameters. The authors of [16] studied a NOMA system
with two-way relay and multiple preassigned user pairs. Then,
a cooperative scheme of the PA and subcarrier assignment
was proposed for the secrecy energy efficiency minimization
challenge. Many-to-many matching was used to manage the
subcarrier assignment, and on this basis, the PA problem was
resolved by using geometric programming. The authors of
[19] considered a cooperative NOMA system based on DF
in which an eavesdropper could wiretap information being
transmitted from the relay. It was shown that the use of
relay could reduce the SOP of the opportunistic user. In
contrast of this study, a cooperative NOMA system based
on AF that comprises of a multi-antenna source, a single
antenna relay, and a destination was investigated in [20].
The relay has been considered untrusted and it acted as an
eavesdropper. The antenna that increases the secrecy rate at
the BS was selected when channel state information was
available. Here, a straightforward strategy based on choosing
an antenna that maximizes the connection quality between
the source-destination links has been presented to decrease
the signaling overhead. In [21], the authors suggested a two-
stage secure relay selection strategy with NOMA to improve
PLS in a cooperative network with multiple source-destination
pairs and multiple relays. In the suggested approach, multiple
eavesdroppers were present while two sources simultaneously
communicated with their respective destinations over a single
selected relay. The selected relay ensures successful, secure
transmission of another source-destination pair at a predefined
rate while maximizing the channel capacity of one source-
destination pair. The suggested technique greatly outperforms
this approach for OMA systems where the transmit power
of the sources and chosen relay is in the middle and low
regimes, according to an analysis of the SOP performance for
this scheme.

Full Duplex Relay: The secrecy performance of a NOMA
system with half duplex and full duplex relay (HDR and FDR)
has been studied in [22]. The considered system consists of
two legal NOMA users and one eavesdropper where a devoted
FDR (or HDR) assists a far user. For NOMA users in these
networks, exact expressions for SOP have been obtained. It
has been demonstrated that FDR system always has lower SOP
than HDR system. Additionally, due to the existence of a relay
that decodes and forwards messages from the far user in both
FDR and HDR systems, the NU has much less SOP than the
FU. A cooperative NOMA system with two source-destination
pairs sharing a single FD-DF relay was investigated in [23]. It
is presumed that there are no direct links between the sources,
destinations, and eavesdroppers. Therefore, the sources use
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uplink NOMA to transmit information to the relay, while the
relay employ downlink NOMA to forward information to the
destinations. In this scheme, the relay generates AN during in-
formation transmission to prevent eavesdropping. To maximize
the system capacity, the optimal PA between the AN signal and
the information signal is established. Furthermore, analytical
and numerical outcomes over SOP show that the suggested
method greatly outperforms the joint NOMA and AN in
HDR scheme. The authors of [24] created a NOMA-based
cooperative network that is secure against eavesdropping, in
which the source transmits confidential NOMA symbols to the
destination using rate-splitting technique under the assistance
of a FDR. Moreover, the source divides its symbol into two
sub-symbols for superposition coding through PA and uses the
channel gain differences created by the relay to make more
efficient use of spectral resources. In fact, the relay uses FD
operation to simultaneously receive NOMA symbols and send
jamming signals in the same frequency band. This is done in
order to increase the capacity of the legitimate channel and
create confusion for any possible eavesdroppers.

Another secure two-way relay network based on NOMA
with regard for different eavesdropping scenarios has been
introduced in [25]. It has been demonstrated that the capa-
bility of the relay to prevent eavesdropping without affecting
the legitimate users’ ability can be improved through the
employment of FD and AN techniques. Additionally, it is
demonstrated that the data transmission efficiency has been
increased with the use of FD mode to the user nodes in
the first phase without the need for additional bandwidth
resources. Finally, by obtaining closed-form expressions for
the ESC, it has been determined that the relay performs two
crucial functions in this networks: not only transmits the
confidential information to two sub-users, but it clogs any
probable eavesdropper.

The existing works show that in high SNR regimes, the
SOP of NOMA systems for both the DF and AF protocols
tends to be a constant. Moreover, to provide dependable
communication in such a NOMA system, suitable quantities
for the objective rate, PA coefficients, and the power level of
the eavesdropper link under the influence of jamming signals
should be selected. Despite the fact that secure objective rates
in the scenarios under study have no impact on SOP, the best
SOP performance is shown by the optimal PA parameters
for NOMA. Additionally, by carefully choosing the PA for
users in NOMA and raising the level of power provided to
the untrusted relay, the strictly positive SC can be increased.

Table V presents a description of the relaying strategy,
structure of links, type of duplex, obtained metrics for PLS,
and main contributions for secure NOMA networks in the
presence of the relay.

D. PLS for NOMA Systems with RIS
RIS is a novel technology that has been proposed recently as

a means of addressing the randomness and uncontrollability of
wireless signal propagation [83]. RIS can reduce the damaging
effects on radio waves that occur due to natural wireless
transmission by scattering, managing the reflection, and re-
fraction properties. Furthermore, RIS offers a new approach

to the planning and optimization of wireless communication
networks [84]. RIS can also improve the received signals [85]
or reduce undesirable signals like co-channel interference [86]
by modifying the reflection amplitude and phase coefficients.
As was already noted, power domain NOMA has the ability
of providing services to numerous users simultaneously within
the same physical resource block, thereby enhancing secrecy
efficiency and connection density [87]. Since NOMA is more
effective when the differences between the user channel gains
are greater and RIS can proactively adjust user channels to
accomplish this aim [87], it is anticipated that combining RIS
with NOMA can further improve the network performance.
The private information is susceptible to eavesdropping due to
the broadcast nature of wireless channels. Therefore, in order
to accomplish secure communications, PLS, which makes use
of wireless channels’ properties, is proposed. Since RIS has
the possibility to adjust the wireless propagation environment,
it can be used to improve PLS by intelligently altering the
reflection coefficients for signal enhancement at the receiver
and signal mitigation/cancellation at the eavesdropper [88].
Indeed, the emergence of RIS technology has provided a
new solution for PLS problems. In the following, we will
go into details on how RIS affects NOMA networks’ secrecy
performance.

Design Strategies for Ensuring PLS of RIS-Aided
NOMA Networks: In [24] a new design of RIS to improve the
PLS in the RIS-assisted NOMA network has been proposed.
The issue of how the increase of RIS elements affect the
secrecy performance has been resolved in this study. Addi-
tionally, it has been shown that the network can employ tra-
ditional channel coding techniques to achieve confidentiality.
As two common security scenarios in these networks, the
joint precoding and reflecting beamforming approach for the
internal untrusted user and the joint beamforming strategy
assisted by artificial jamming for the external eavesdropping
have been displayed in [27]. Furthermore, the effectiveness and
feasibility of these two methods are shown through simulation
results. For the first scenario, it has been shown that; higher
SNR threshold of artificial jamming results in lower sum
eavesdropping rate. Moreover, from the results obtained for
the second scenario, it can be seen that when the RIS is
close to the legitimate user, better security performance can
be obtained with the same number of RIS elements. The
introduction of RIS into NOMA networks enables secure com-
munication using artificial jamming, where the multi-antenna
BS transmits the NOMA and jamming superposition to the
legitimated users with the help of RIS, in the presence of a
single-antenna passive eavesdropper [28]. In this investigation,
the jamming vector, the transmit beamforming, and the RIS
reflecting vector are jointly optimized to maximize the sum
rate of legitimate users while fulfilling the SIC decoding
condition, the RIS reflecting constraint, and the quality-of-
service (QoS) requirement. Furthermore, to ensure successful
cancellation through SIC, the received jamming power has
been adjusted at the highest level to all legitimate users. The
non-convexity of the formulated optimization issue causes
it to be split into two subproblems, i.e., the beamforming
optimization and the RIS reflecting optimization. The suc-
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TABLE V
A SUMMARY OF SECURE NOMA NETWORKS IN THE PRESENCE OF THE RELAY.

Ref Type of
Duplex

Relaying
Strategy

Structure of the Links Obtained PLS
Metrics

Main Contribution

[14] HDR AF/DF No direct links between
BS and the users/ eaves-
dropper

SOP, strictly pos-
itive secrecy rate

PLS investigation for cooperative NOMA systems by considering AF
and DF protocols

[15] HDR DF Relay NOMA network
with a direct/indirect
link

SOP, strictly pos-
itive secrecy rate

DF relay scheme to give secure operation between BS and NOMA users
in three different schemes considering relay and direct links

[16] FDR AF Direct links between the
users and relay

Secrecy energy
efficiency

Exploring NOMA two-way relay wireless networks’ secure communica-
tions in the presence of eavesdroppers in situations in which cooperative
jamming is used and when it is not used at the relay station

[19] HDR DF No direct links between
the source and the desti-
nations

SOP Proposing an optimal antenna selection for cooperative NOMA networks

[20] HDR AF Direct links between the
source and the destina-
tions

Ergodic secrecy
rate

Suggested two transmission antenna selection schemes to further im-
prove security

[21] HDR DF No direct links between
the source and the desti-
nations

SOP A concept for a secure relay with two stages that aims to increase one
source-destination pair’s capacity while assuring the reliable transmis-
sion of the other source-destination pair

[22] FDR
/HDR

DF No direct links between
BS and FUs

SOP Investigation PLS of a NOMA system with FDR and HDR

[23] FDR DF No direct links from
source to destination/
eavesdropper

SOP Investigation an AN aided secure transmission for NOMA FDR network

[24] FDR DF All the links are avail-
able

Ergodic secrecy
rate

Development of a NOMA-based cooperative network against multiple
eavesdropping where under FDR assistance and protection, the source
uses a rate-splitting strategy to transmit secret information to the
destination.

[25] FDR DF All the links are avail-
able

Ergodic secrecy
rate

Proposed a secure two-way relay network based on NOMA, where
the relay not only prevents the network from eavesdropping but also
improves spectral efficiency by giving NOMA users access to hetero-
geneous channels.

cessive convex approximation (SCA) approach was adopted
to approximate each subproblem to a convex approximation,
after which an effective solution based on iterative optimiza-
tion was designed to solve each subproblem iteratively. The
simultaneous transmitting and reflecting RIS in conjunction
with NOMA is a very promising method that can considerably
enhance the performance of coverage. On the other hand,
eavesdroppers could get comparable performance advantages
to the legitimate user. In order to optimize the secrecy rate, a
secure communication approach supported by AN is offered in
[29] as a solution to this issue. Then, by optimizing the passive
beamforming, NOMA parameters, and AN signal model, a
secrecy rate maximization issue has been developed under the
restrictions of individual secrecy needs and overall transmit
power. The obtained results from solving this non-convex issue
demonstrated that simultaneously transmitting and reflecting
RIS and AN can significantly enhance secrecy performance in
comparison to benchmark schemes and increasing the number
of RIS elements can decrease the required AN power. The
ideas presented in this research provides to useful suggestions
for the design of a method to simultaneously aid the transmis-
sion and reflection of signals in a RIS network.

The PLS is studied for a RIS-assisted NOMA 6G network
in [30], where a RIS is placed to help the two NOMA users in
the “dead zone” and both internal and external eavesdropping
have been considered. For the scheme with only internal
eavesdropping, the worst-case situation, in which the NU is
unreliable and tries to intercept the information of the FU, has

been taken into consideration. To enhance the PLS, a combined
sub-optimal beamforming and PA strategy has been presented.
Then, the scope of this study was expanded to include a sce-
nario with both internal and external eavesdropping. For this
scenario, there are two sub-scenarios that have been taken into
consideration: one in which eavesdroppers do not have access
to CSI, and the other in which they do. A noise beamforming
system has been introduced for both sub-scenarios to protect
from the external eavesdroppers. Moreover, in order to further
increase the PLS for the second sub-scenario, an optimal PA
strategy has been proposed. Finally, it has been demonstrated
that increasing the number of reflecting components improves
secrecy performance, and thus, can bring more gain in secrecy
performance than that of the transmit antennas. The secure
beamforming of a two-user uplink NOMA system assisted
by a RIS, in which both users transmit AN to confuse the
eavesdropper and simultaneously sending messages to the BS,
has been studied in [31]. This paper formulates the combined
beamforming optimization of the users and the RIS as a
quadratic-fractional problem in order to increase security while
ensuring max-min fairness. The deployment of an uplink trans-
mission framework that simultaneously transmits and reflects
RIS to the relay superimposed signals from indoor and outdoor
users to the BS while preventing malicious eavesdropping has
been discussed in [32]. In this study, two joint beamforming
optimization problems for maximization of the minimal SC
and minimization of the maximum SOP were formulated
by considering different eavesdropping CSI assumptions. It
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was observed that when using the adaptive rate wiretap code
setting, it was better to deploy simultaneously transmitting and
reflecting RIS close to the users or the BS, whereas when using
the constant rate wiretap code setting, it was better to deploy
simultaneously transmitting and reflecting RIS far from them.

An effective beamforming technique with AN to provide
secure NOMA transmission with the IRS has been presented
by considering a practical eavesdropping scenario with im-
perfect CSI of the eavesdropper [33]. The transmit power
has been minimized in this study by solving a simultane-
ous transmit beamforming and RIS phase shift optimization
problem. A secure NOMA network with distributed RISs
helping a BS to transmit private information to NOMA users
while protecting them from passive eavesdroppers has been
studied in [34]. In this study, the objective is to improve the
minimum secrecy rate of legitimate user by jointly designing
the reflection coefficients, transmit power, and beamforming,
subject to the transmit power restriction at the BS, the phase
shift restriction of RISs, the SIC decoding restrictions, and
the SOP restrictions. The exact SOP in closed-form terms for
the case of a single-antenna BS has been calculated and a
ring-penalty based SCA was used to simultaneously optimize
the power distribution and phase shifts. The general multi-
antenna BS scenario was then considered, and a Bernstein-
type inequality approximation based alternating optimization
method was considered to design the transmit beamforming
matrix at the BS and alternatively optimize the reflection
coefficients of RISs. The obtained results in this study clearly
showed that the maximum secrecy rate is attained when
distributed RISs shared the reflecting elements equally. The
use of inter-user interference as a secure transmission method
for an RIS-assisted NOMA system without eavesdroppers CSI
has been suggested in [35]. By maximizing the transmit power
of weaker users and changing the SIC order, the authors
attempted to minimize the SNR of the passive eavesdropper
to improve eavesdropping. Here, two transmit power maxi-
mization challenges have been established by simultaneously
maximizing the active beamforming vector and passive RIS
reflecting matrix, each of which is based on a distinct set of
assumptions on secure users. Following the decomposition of
each non-convex problem into two convex subproblems using
semi-definite relaxation and successive SCA, a different opti-
mization framework has been adopted to effectively address
these optimization issues. It has been demonstrated that the
suggested scheme outperforms the baseline schemes in terms
of security performance under various QoS conditions.

Finally, to improve the internal secrecy of NOMA users with
heterogeneous secrecy needs, RIS has been implemented in
[36]. The goal is to jointly optimize the beamforming vectors
and RIS reflection factors in order to minimize the overall
transmission power under heterogeneous secrecy restrictions.
By utilising the SCA and semi-definite relaxation techniques,
an iterative solution based on alternating optimization has
been proposed to effectively address this issue. It has been
observed that under the users’ individual secrecy requirements,
the suggested NOMA algorithm with the help of RIS can
greatly reduce the power usage.

PLS of RIS-assisted NOMA Networks over Various

Fading Channels: PLS can be efficiently applied in fading
channels for ensuring security measures in the presence of
attacks from illegal eavesdroppers [13]. To provide secure
communications, the randomness of wireless fading channels
is specifically studied, and the wiretap coding method sug-
gested in [62] has been extensively adopted as a secure channel
coding approach in PLS. Recent studies have examined the
critical secrecy performance metrics over a variety of fading
channels, such as Rayleigh [66], [70], Rician [89], [90],
Nakagami-m [91], Fisher-Snedecor F [92], etc. Nevertheless,
PLS measures are rarely employed to measure performance
in RIS-assisted NOMA. Some of these studies are reviewed
below. The SOP of a RIS-assisted NOMA network in a
multi-user setting was studied in [37]. It is important to note
that the authors of [37] focused into Rayleigh fading when
studying the PLS of RIS-assisted NOMA networks. Then,
the secrecy performance of the RIS-aided NOMA networks
with Nakagami-m fading considered for the reflected links has
been investigated in [36]. The closed-form term of the SOP
has then been obtained using the channel statistics. Analytical
findings show that the number of RISs and the Nakagami-
m fading parameters affect the secrecy diversity orders and
the expectation of channel gain for the reflected connections,
respectively. As an extension of this study, the effectiveness
of the suggested network has been assessed in terms of the
average SC in [39]. [40] analysed the PLS of a NOMA system
with RIS assistance over Fisher-Snedecor F composite fading
channels. In more detail, closed-form terms that are presented
in terms of Meijers G-function are used to determine the
outage probability and SOP. It is assumed that the system is
constructed on a RIS access point and that RIS is employed to
enhance the secrecy performance of two legitimate users. The
analytical findings in this study have shown the impact of the
quantity of reflecting components, the degree of fading, and
the impact of shadowing on the performance of PLS metrics
of the systems.

Tables VI and VII compare the above realizations for secure
RIS-NOMA networks from two perspectives.

E. PLS for AmB-NOMA Systems

It should be noted that in NOMA communication systems,
a larger number of access users might cause a significant rise
in power consumption. AmB communication was suggested
as a promising solution to deal with the issue of power con-
sumption since it can accomplish data transmission through the
surrounding radio signal from ambient radio-frequency (RF)
sources, without needing a separate energy source [93]. The
backscatter device in AmB communication uses the incident
RF signals such as Wi-Fi, cellular, or TV transmissions to
modulate and reflect its signal to the readers [96]. Due to
its applicability in low-powered Internet-of-Things (IoT) net-
works, NOMA’s inclusion in backscatter communication has
attracted significant academic attention. In spite of this, such
systems are susceptible to a number of security risks, including
interference and eavesdropping, because of the simple coding
and modulation techniques. In the following, the security
aspect of these networks has been reviewed.



IEEE INTERNET OF THINGS JOURNAL 12

TABLE VI
A SUMMARY OF THE VARIOUS RIS DESIGNS USED TO REALISE PLS IN RIS-NOMA NETWORKS.

Ref NOMA
Scenario

CSI of Eav AN Optimization Main Contribution

[26] Downlink Perfect CSI - Maximize sum rate Comparison of the secrecy performance of conventional NOMA and signal-
enhance RIS-NOMA scenarios

[27] Downlink No CSI + - Reduction sum eavesdropping rate due to higher SNR threshold for AN
[28] Downlink No CSI - Maximize sum rate Maximizing legitimate user sum rate by Jointly optimizing transmission beam-

forming, jamming vector and RIS reflections vector
[29] Downlink Perfect CSI + Maximize secrecy rate Maximizing secrecy rate under the restrictions of individual secrecy requirement

and total transmit power
[30] Downlink Perfect CSI + Maximize secrecy rate Investigation of PLS for RIS-assisted NOMA system in two scenarios: a) with

only internal eavesdropping, b) with internal and external eavesdropping
[31] Uplink Perfect CSI + Maximize minimal

secrecy rate
Active beamforming and phase shifts of RIS are jointly optimized to provide
secure beamforming

[32] Uplink Perfect CSI/
Statistical
CSI

- Maximization the mini-
mum secrecy capacity and
minimization the maxi-
mum SOP

The joint optimization of the passive and active beamforming for a two-user
RIS-assisted uplink NOAM system

[33] Downlink Imperfect
CSI

+ Minimize transmit power The jamming power has been minimized to mislead eavesdroppers while
reducing its interference to legitimate users

[34] Downlink Statistical
CSI

- Maximize the minimum
secrecy rate

It is achievable to enhance the minimal secrecy rate of a legitimate user by
jointly designing the transmit power, reflection coefficients, and beamforming

[35] Downlink No CSI - Maximize transmit power
of weaker user

Proposing a secure transmission strategy through user interference engineering
for a RIS assisted NOMA system

[36] Downlink Perfect CSI - Minimize transmit power The joint optimization of the RIS reflection parameters and beamforming vectors
under heterogeneous secrecy constraints to reduce the total transmission power

TABLE VII
PLS REALISATION IN RIS-NOMA NETWORKS WITH VARIOUS FADING

CHANNELS.

Ref NOMA
Scenario

CSI of
Eav

Fading
Distribution

Obtained PLS Metrics

[37] Downlink No CSI Rayleigh fading SOP, asymptotic SOP
[38] Downlink No CSI Nakagami-m

fading
SOP, asymptotic SOP,
secrecy diversity or-
ders

[39] Downlink No CSI Nakagami-m
fading

SOP, ASC, asymp-
totic approximation of
the SOP and the ASC

[40] Downlink No CSI Fisher-Snedecor
F Composite
Fading

Novel expression for
the SOP

Impact of in-phase and quadrature-phase imbalance
(IQI), cognition, and hardware impaired: Investigations
on the dependability and security of NOMA systems under
the assumption that all nodes and the backscattering device
experience IQI can be found in [44]. The results obtained in
this study have demonstrated that while IQI has a negative
impact on dependability, it may improve the target system’s
secure performance. Additionally, the suggested AmB-NOMA
system can offer robust secure communication for backscatter
devices. By deriving various security metrics, it has been
explored in [45] how the overlay cognitive AmB-NOMA based
on intelligent transportation system performs in terms of se-
crecy while there is an eavesdropping vehicle. For applications
such internet-of-vehicle (IoV) enabled maritime transportation
systems (MTS), the security and dependability of the cognitive
AmB-NOMA network in the presence of IQI have been
examined in [46]. As expected, these applications offered
large-scale connections, varied QoS, and highly reliable, low-
latency connectivity. Therefore, the significance of this subject
has been highlighted in light of the previously mentioned

points. The PLS of the AmB-NOMA systems with focus on
security and reliability have been explored in [47] under the
reasonable hypotheses of remaining hardware issues, imperfect
SIC, and incorrect channel estimate. The RF source in this
study serves as a jammer, sending interference signals to
the legitimate receivers and eavesdropper in order to further
increase the security of the system under consideration. These
assumptions have a negative impact on the outage probability,
but a positive impact on the intercept probability, according to
the research outcomes.

Optimization perspective: In [48], it is discussed how
NOMA IoT users can operate simultaneously with a backscat-
ter in the presence of several eavesdroppers. The basic purpose
of this research was to propose an optimization methods for
maximizing the secrecy rate of AmB-NOMA in the pres-
ence of several non-colluding eavesdroppers. The benchmark
schemes of conventional OMA and suboptimal NOMA have
been presented in order to evaluate the effectiveness of the
suggested scheme in this study. In [49], a secure beamform-
ing technique of multiple-input single-output (MISO) NOMA
backscatter symbiotic radio networks has been devised to
optimize outage secrecy rate between backscatter devises and
the central user under the circumstances of feasible secrecy
rate restrictions. The results obtained in this study show that
the proposed network achieves a substantially higher secrecy
rate region than the OMA network.

A summary of the important aspects to secure AmB-NOMA
networks has been provided in Table VIII.

V. CHALLENGES, POSSIBLE SOLUTIONS, AND FUTURE
DIRECTIONS

We point out several open problems and challenges related
to PLS in NOMA networks and discuss the corresponding
research directions and opportunities in this section.
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TABLE VIII
A SUMMARY OF PLS REALISATION IN AMB-NOMA NETWORKS.

Ref AN IQI Optimization Obtained PLS Metrics Main Contribution
[44] - + - SOP, secrecy intercept

probability (SIP),
asymptotic SOP

Investigation the effects of IQI on the PLS of the AmB-NOMA systems

[45] - - - SOP Describing the secrecy performance of ITS-based AmBC-NOMA cognitive overlay
in the presence of an eavesdropping vehicle

[46] - + - SOP, SIP, asymptotic SOP Analysing the reliability and security performance of the cognitive AmB-NOMA
IoV-MTS network with IQI at radio-frequency front-ends and the existence of an
eavesdropper

[47] + - - SOP, SIP, asymptotic
SOP/SIP

Examining the combined effects of residual hardware impairments, inaccurate
channel estimate, and imperfect SIC on the reliability and security of AmB-NOMA
systems

[48] - - Secrecy rate
maximization

- Providing an optimization framework for maximizing the secrecy rate of AmB-
NOMA under multiple non-colluding eavesdroppers

[49] - - Secrecy rate
maximization

- Investigating a MISO NOMA backscatter device assisted secrecy rate network with
the possibility eavesdropper

Simultaneous Transmitting and Reflecting RIS (STAR-
RIS) Communications in Secure NOMA Networks: The
STAR-RIS has been developed to increase the effectiveness
of RIS communications [95]. This technique enables the RIS
to broadcast and reflect incident signals while simultaneously
increasing coverage and transmission efficiency. However, the
fundamental issue of protecting privacy has not yet well
been addressed, despite the fact that much effort is put into
the STAR-RIS enabled NOMA communications. In reality,
since STAR-RIS is able to provide a 360-degree service,
it unavoidably results in a 360-degree eavesdropping, which
poses more significant security issues to the transfer of private
information than that with a traditional reflecting-only RIS.
Additionally, there are a number of other issues that should
be investigated for the secure NOMA networks with RIS,
including an analysis of the effect of beam split for the trans-
mit beamforming created in RIS, performance consequences
of it, how to optimize both the transmission and reflection
coefficients together, as well as how RIS should be deployed.

Various Transmission Disturbances: Current studies in
6G wireless networks have not adequately addressed the in-
fluence of diverse transmission disturbances, including partial
CSI, discrete phase shift, and random phase noise, on the
performance of RIS-assisted transmissions. It is imperative
to thoroughly investigate the modeling of these impairments
and their impact on SNR. Additionally, it is crucial to assess
how these disturbances affect the performance of RIS-assisted
transfers in terms of the ASC and the SOP. By considering
these factors, the evaluation of secure NOMA in Terahertz
bands and non-terrestrial networks can provide valuable in-
sights for optimizing 6G wireless systems and facilitate better
visibility in relevant 6G-related searches.

PLS Metrics under Correlated Fading Channels: The de-
velopment of secure communication techniques for RIS-aided
NOMA networks under different fading channels has received
contributions in the literature [37-40]. However, most of the
research studies assume the independency between channel
coefficients in order to obtain PLS metrics such as SOP and
ASC, while they are practically correlated. The strength of
this correlation is influenced by the placement of the antennas,
how close the legitimate receiver and eavesdropper are to one

another, and whether there are any scatters in the area [96].
Therefore, it is essential to investigate the correlated fading
wiretap channel in order to comprehend how fading correlation
affect PLS applications in practical wireless communication
networks. For assessing the correlated fading channels and
associated issues, having the appropriate mathematical tools
can be highly beneficial. The idea of statistical correlation
between random variables can be expressed in a variety of
ways, among them one of the best adaptable and effective
approaches is the copula theory [97].

PLS for AmB-NOMA systems with delayed QoS consid-
eration: Current research on AmB-NOMA systems focuses
exclusively on the performance analysis with delay insensi-
tivity, which is insufficient to describe the real-time service.
A crucial suggestion for future work is security analysis with
respect to developing an analytical framework where delayed
QoS is considered on AmB-NOMA systems.

Deep Reinforcement Learning (DRL) for PLS in NOMA:
DRL has emerged as a powerful tool for solving complex
decision-making problems in wireless networks [98]. By com-
bining deep neural networks with reinforcement learning,
DRL can learn optimal policies through interactions with
the environment. In the context of PLS in NOMA networks,
DRL can be utilized to design intelligent resource allocation
strategies, beamforming techniques, and power control policies
that maximize security while maintaining high-quality com-
munication [99]. One potential application of DRL is in the
optimization of transmit beamforming in NOMA systems with
RIS. DRL algorithms can learn to adaptively adjust the trans-
mit beamforming weights based on the channel conditions,
interference levels, and security requirements. By considering
the eavesdropping channel characteristics and the presence of
RIS, DRL agents can optimize the beamforming vectors to
enhance the security performance of NOMA transmissions.
Moreover, DRL can also be employed to address the chal-
lenges associated with secure transmission under correlated
fading channels. Traditional approaches often assume inde-
pendent fading channels, which may not accurately represent
real-world scenarios. DRL algorithms can learn to model and
exploit the correlation between fading coefficients, enabling
more accurate assessment of the secrecy performance and the
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optimization of PA and beamforming strategies [100].
Federated Learning (FL) for PLS in NOMA: FL is

a distributed learning paradigm that allows multiple entities,
such as BSs or users in a NOMA network, to collaboratively
train a shared model without sharing their local data [101].
This property makes FL an attractive approach for addressing
security and privacy concerns in PLS. In the context of
NOMA, FL can be employed to jointly optimize PLS-related
tasks across multiple BSs or users. For instance, FL can be
used to collaboratively learn interference mitigation strategies
that enhance the security of NOMA transmissions. Each base
station or user can train its local model using its own data
while periodically exchanging model updates with the other
entities. By aggregating the knowledge from diverse sources,
FL can enable the extraction of global insights and facili-
tate the design of robust and secure NOMA communication
systems [102]. Furthermore, FL can be applied to address
the challenge of secure communication in NOMA systems
with delayed QoS considerations. By collectively learning
and adapting to the dynamic network conditions and delay
requirements, FL algorithms can optimize resource alloca-
tion and power control policies that simultaneously meet the
QoS constraints and ensure secure communications in AmB-
NOMA systems [103-105].

VI. CONCLUSION

NOMA provides low latency, high spectral efficiency, and
massive connections, whilst PLS offers simple and efficient
security measures. These two technologies can operate to-
gether to meet the needs of 5G and beyond networks through
enabling high spectral-efficiency and security. The effective-
ness of PLS as a solution to these objectives has also been
extensively presented, analysed, and discussed in this study
along with the various PLS schemes for NOMA systems.
Systems that are spectrally efficient, adaptable, and secure can
be achieved by applying PLS to NOMA. Additionally, the
provided schemes have also been tabulated, discussed, con-
trasted, and summarised. Finally, to assist researchers who are
interested in investigating this subject, some key challenges,
possible solutions and future directions have been outlined.
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