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Traceable and Privacy-Preserving Authentication
Scheme for Energy Trading in V2G Networks

Gang Shen, Chengliangyi Xia, Yumei Li, Hua Shen, Weizhi Meng, and Mingwu Zhang∗

Abstract—With the rapid popularization of electric vehicles
(EVs) in modern society, vehicle-to-grid (V2G) has been widely
concerned as an emerging technology. However, various privacy
and security issues arise frequently in the energy interaction
between EVs and the smart grid (SG), such as the lack of secure
authentication and disclosure of EVs’ identity. Although many
crypto-based schemes are proposed to achieve secure authentica-
tion of V2G networks, they rely on certification authority (CA)
or private key generator (PKG). In response to this problem,
some certificateless signature-based schemes have been proposed.
Nevertheless, most of them are not suitable for V2G networks due
to the high computational cost and communication overhead, and
they do not consider the problem of tracking illegal signatures.
Therefore, we propose a traceable and privacy-preserving au-
thentication scheme with supporting batch verification for energy
trading in V2G networks. We use the method of binary tree level
traversal to quickly track EVs with illegal signatures, which can
reduce computational resources. Besides, the proposed scheme
is easier to be deployed in real world because of avoiding the
problems of key escrow and certificate management. Finally,
we conduct a comprehensive security analysis and performance
evaluation regarding our scheme. We prove that our proposed
scheme is secure under the random oracle model (ROM), and the
experimental results illustrate that the proposed scheme has less
computational cost and communication overhead as compared to
the existing schemes.

Index Terms—Vehicle-to-grid (V2G), authentication, certifi-
cateless signature, batch verification, random oracle model
(ROM).

I. INTRODUCTION

W ITH the rapid development of new energy vehicles
and smart grid (SG) technology, the storage, transfer

and sharing of energy by private electric vehicles (EVs) has
become a reality. Vehicle-to-grid (V2G) is regarded as a key
technology that enables EVs to act as loads as well as dis-
tributed storage devices connected to the grid [1]. Therefore,
V2G network is a specific network, in which the energy
transaction between EVs and SG can balance the requirements
of SGs. As shown in Fig. 1, entities in a typical V2G network
usually include a trusted authority (TA), a key generation
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centre (KGC), a power plant (PP), an electricity market (EM),
some local aggregators (LA), EVs and charging stations (CSs).
The EM is responsible for the trading and storage of electrical
energy. Only registered EVs in TA can enjoy services in
SG. The bidirectional communication between EVs and SG
is accomplished through the CSs. The partial private key of
EV can be generated by KGC. Also, all interaction information
(e.g., service request messages and service response messages)
can be transmitted to EM through the LAs.

Fig. 1. V2G architecture.

According to statistics, most EVs are parked with an average
of 95% of daily time, and their surplus energy is usually sold
to the grid during peak periods [2]. As a result, the batteries
of EVs are used as the buffer for peak regulation and reactive
power compensation, which plays a vital role in the reliable
and stable operation of the grid. Obviously, V2G network
not only brings us with some economic compensation, but
also ensures the stable operation of SG. However, with the
large-scale deployment of network communications in V2G
networks, traditional V2G networks are facing cyber-security
risks and challenges such as man-in-the-middle (MITM) at-
tacks, impersonation attacks, spoofing attacks, replay attacks,
etc. In order to prevent these attacks from breaking in, an
anonymous mutual authentication between EVs and SG is an
essential step before EVs obtain the service from SG. If there
is no anonymous mutual authentication stage, the adversary
can impersonate the legal CS to eavesdrop the EV’s private
information from the interactive messages, such as the owner’s
identity, transaction record, current location and battery status.
With this information, malicious adversary may easily infer
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the EV owner’s work and home address, frequented places
and living habits, which may cause a lot of trouble to EV
owner [3]. In addition, it is also worth considering that EV may
become an internal attacker in V2G networks. For example, the
adversary personates an unregistered EV to conduct spoofing
attacks and obtain illegal benefits.

To solve this problem, many authentication schemes for
V2G networks have been proposed in recent years [4]–[8].
However, these schemes are based on public key infrastructure
(PKI), in which the participants should rely on the certificate
authority (CA). CA is a certificate issuing authority, which
is mainly responsible for issuing certificates, authenticating
certificates, and managing issued certificates. If CA is com-
promised, the security of public keys cannot be guaranteed.
Besides, the issuance, renewal and revocation of certificates
may cause significant computational cost and communication
overhead. Currently, some studies proposed the signature tech-
nologies with the identity-based scheme [9], [10], which can
solve the problem of certificate management. Unfortunately,
the disadvantages of these schemes are also obvious, for
example, if private key generation (PKG) is weak, the private
key of user’s signature will be compromised. To overcome
the above problems, a large number of certificateless-based
signature schemes for authentication have been proposed [11]–
[20]. However, none of these certificateless-based signature
schemes have shown to be effective in V2G networks.

In order to promote the security and efficiency of V2G
networks, in this work, we propose a traceable and privacy-
preserving authentication scheme, which can achieve better
performance and feasibility in energy trading V2G networks.
Specifically, the main contributions can be summarized into
the following three aspects:

1) First, we present a traceable and privacy-preserving
authentication scheme for V2G networks by using
a designed lightweight certificateless signature (CLS)
scheme, in which the privacy of EVs can be ensured and
EVs with illegal signatures can be traced back. Mean-
while, the proposed scheme can reduce computational
resources through avoiding the burden caused by the
issuance, renewal and revocation of certificates.

2) Second, we convert the message signatures of multiple
EVs into an aggregate signature and verify them in
batches to save computation and communication re-
sources. Additionally, a binary tree hierarchical traversal
method is adopted to quickly track EVs with illegal
signatures.

3) Finally, we prove the security of the proposed scheme
in the random oracle model (ROM). The analysis results
demonstrate that the proposed scheme can prevent the
leakage of the signature private key, and ensure the
legitimacy of EVs’ identity and service request message.
The evaluation results show that the proposed scheme
is more efficient than existing schemes in terms of
computational cost and communication overhead.

The remaining parts of this paper are organized as follows.
In Section II, we discuss the related work. To facilitate the
understanding of our scheme, we present the preliminaries in

Section III and system model and adversary model in Section
IV. Then, we describe the construction of our scheme in
Section V. The security analysis and experimental results are
presented in Sections VI and VII, respectively. Section VIII
concludes this paper.

II. RELATED WORK

In recent years, CLS schemes have been widely used. In this
section, we overview the works relevant to the development
of CLS and its application in VANETs.

A. Development of CLS
Much attention has been paid to the research on V2G

networks security [21]. However, the existing schemes hardly
consider the integrity and authenticity of V2G networks. In
order to realize the integrity, authenticity and non-repudiation
of the transmitted information, the majority of signature
schemes have been proposed. In a conventional public key
cryptosystem (PKC), user transfers the public key in obtained
key pairs to a fully trusted certificate authority (CA) to receive
his/her public key certificates. However, the management of
certificates increases the maintenance cost of the system. Soon
after, Shamir [22] proposes identity-based encryption (IBE),
which uses user’s identity as his/her public key to realize
the correlation between identity and public key. Although it
eliminates certificate management, it is easily to leak users’
privacy due to key escrow. To resolve this issue, Paterson
and Al-Riyami [23] propose the first certificateless public key
cryptosystem (CL-PKC) in 2003. In this scheme, user’s key
consists of a secret value of his choosing and a portion of a
third-party-generated private key.

Obviously, CL-PKC combines the advantages of traditional
PKC and identity-based PKC, which not only has no key
escrow problem but also eliminates the complexity of cer-
tificate management. Based on the advantages of CL-PKC,
some specific schemes on CLS are gradually proposed. For
example, Yum and Lee [24] present a general construction
for CLS scheme in 2004. Huang et al. [25] propose a CLS
scheme which is proven secure in the ROM. In [26], Zhang et
al. construct a CLS scheme in the ROM based on scheme [27].
Liu et al. [28] propose the first CLS scheme in the standard
model, but the scheme was proved to be not secure. Later, a
more secure CLS scheme in the standard model was designed
by Yuan et al. [29]. In 2019, Shim also proposes a new CLS
scheme provably secure in the standard model [30]. Yan et
al. [31] propose a remote data possession checking protocol
(namely RDPC) to ensure the security of shared data. In this
scheme, an operation record table is introduced to track the
operation of file blocks in order to support data dynamics.
Subsequently, Li et al. [32] present an identity-based remote
data integrity checking scheme to check the correctness of
the data without downloading them. This scheme avoids the
complicated certificate management problems caused by PKI.
However, key escrow in identity-based cryptography has the
drawback of key disclosure. Therefore, on the basis of scheme
[32], Li et al. [33] propose a new RDPC scheme using CLS
technology, which overcomes the burden caused by certificate
management and the insecurity caused by key escrow.

This article has been accepted for publication in IEEE Internet of Things Journal. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/JIOT.2023.3311800

© 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
Authorized licensed use limited to: Danmarks Tekniske Informationscenter. Downloaded on October 05,2023 at 06:28:06 UTC from IEEE Xplore.  Restrictions apply. 



IEEE INTERNET OF THINGS JOURNAL, VOL. XX, NO. XX, AUGUST 2023 3

B. Application of CLS in VANETs

Combining the merits of aggregate signatures and certifi-
cateless encryption schemes, Castro and Dahab [34] propose
the certificateless aggregate signature (CLAS) scheme for
the first time in 2007. Recently, many CLAS schemes have
been applied to protect privacy in vehicular ad-hoc networks
(VANETs). Yang et al. [13] propose an improved CLAS
scheme for VANETs, which can withstand the internal attack
(comes from internal signers) and coalition attack (comes
from the collusion between KGC and roadside unit). Next
year, Kumar et al. [14] present an efficient and conditional
privacy CLAS scheme for VANETs and demonstrate that
it is proved in the ROM against adaptive chosen-message
attacks. In long term evolution-vehicle system, Kamil et al.
[15] design a certificateless authentication scheme with batch
verification, which can perform the distribution of a group key.
In the same year, Xu et al. [16] present a new CLAS scheme
to solve the problem of routing authentication in VANETs.
Also, Mei et al. [17] propose a conditional privacy-preserving
CLAS scheme to resolve the issues of location privacy and
message authenticity, and schemes [15]–[17] are proved to be
secure under the ROM. In 2022, Wang et al. [18] propose
a conditional privacy-preserving CLAS scheme in VANETs,
which can reduce bandwidth and computation resources by
using full aggregation technology. Later, Liang and Liu [19]
point out that the signature in Mei et al.’s scheme [17] can
be forged by anyone, and improve the scheme. In addition,
the Type I adversary can replace the signer’s public key to
forge his/her legitimate signature. To solve this problem, Ma
et al. [20] propose an efficient and provably secure CLS
scheme in the application scenario of VANETs. However,
there are no CLS schemes for V2G networks at present. And
the computational costs of the existing signature schemes are
relatively large, which are not suitable for the fast execution
of authentication in V2G networks. Therefore, our work is
dedicated to designing a signature schemes of certificateless
PKC for V2G networks.

Recently, the application of privacy-preserving machine
learning attracts increasing attention. Zhang et al. [35] propose
a privacy-preserving decision tree evaluation scheme for e-
healthcare system, which uses improved KNN and elementary
matrix permutation to provide an effective medical diagnosis
for e-healthcare system without revealing medical data and
patient privacy. Similarly, an efficient and privacy-preserving
online diagnosis scheme for e-healthcare system is proposed
by Shen et al. [36]. To protect the data owned by multiple data
providers, scheme [37] presents a privacy-preserving neural
network prediction model, which can implement the prediction
task safely in multiple-client model. Meanwhile, a machine
learning method for training word vectors with security and
privacy protection is proposed by Zhang et al. [38]. It is worth
mentioning that both schemes [37] and [38] use the inner-
product functional encryption algorithm to train the datasets
provided by multiple participants, while ensuring the security
of the datasets. In addition, Kang et al. [39] propose a
traceable and forward-secure attribute-based signature scheme
with constant-size. The highlight of this scheme is that it

not only supports flexible threshold predicates, but also can
track the authentic identity of signers with abusive signature
behavior. The technologies and methods involved in these
schemes provide many wonderful ideas for us to study the
security of V2G networks.

III. PRELIMINARIES

In this section, we present the relevant knowledge used in
the proposed scheme, including basic CLS algorithm, bilinear
pairing and full binary tree.

A. General CLS Scheme

A general CLS scheme includes six algorithms, namely,
Setup, Partial Private-Key-Extract, Set-Secret-Value, Set-
Public-Key, Sign and Verify. The specific description is as
follows.

Setup: By inputting a security parameter κ in this algorithm,
a master public/secret key pair (mpk,msk) and system param-
eter params can be returned.

Partial Private-Key-Extract: By inputting msk, mpk,
params and identity ID in this algorithm, a partial private
key DID can be returned.

Set-Secret-Value: By inputting mpk and params in this
algorithm, a secret value xID can be returned.

Set-Public-Key: By inputting mpk, params, ID and ID’s
secret value xID in this algorithm, a public key PKID can
be returned.

Sign: By inputting mpk, params, ID, xID, DID and a
message m in this algorithm, a certificateless signature σ can
be returned.

Verify: After inputting mpk, params, ID, PKID and a
message/signature pair (m,σ), if the signature is verified to
be correct, the result of this algorithm is true, otherwise it is
false.

B. Bilinear Pairing

Let G1,G2 be two cyclic groups with the same prime order
q, and P , Q ∈ G1 are generators of G1. The bilinear map
e : G1 ×G1 → G2 meets the following three properties:

Bilinearity: For any a, b ∈ Z∗q and any P,Q ∈ G1, there is
e(aP, bQ) = e(P,Q)ab ∈ G2.

Non-degeneracy: e(P, P ) 6= 1G2
, where 1G2

denotes the
unit of G2.

Computability: For P,Q ∈ G1, e(P,Q) can be computed
by an efficient algorithm.

We can obtain a description of the Computational Diffie-
Hellman (CDH) problem from [40].

Definition 1: (CDH Problem) The CDH problem is defined
as: For unknown a, b ∈ Z∗q , the value of abP ∈ G1 is
calculated after a tuple (P, aP, bP ) ∈ G1 is given.

The CDH problem is difficult in G1 if no algorithms can
solve the CDH problem with a non-negligible advantage ε in
probabilistic polynomial time.
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C. Full Binary Tree

A binary tree is called full if every non-leaf node in the
tree has two children and all leaf nodes are at the same
depth [41]. Inspired by the location operations that binary
trees can quickly implement for data retrieval, we model the
signature relationship as a hierarchical structure of full binary
tree. Specifically, a full binary tree is constructed with the
aggregated signatures of all registered EVs as the root node,
in which the leaf nodes store the signatures of each registered
EV in turn, and the signatures of any two child nodes will
be aggregated and stored in their parent nodes. We give some
possible signature binary tree structures as shown in Fig.2. In
order to ensure the structure of full binary tree, we populate the
free leaf nodes (no signatures are arranged) with "0". Where
"+" represents an aggregate operation.

Fig. 2. Full binary tree structures with signatures.

IV. SYSTEM MODEL AND ADVERSARY MODEL

In this section, we describe the system model and adversary
model in detail.

A. System Model

As shown in Fig. 3, there are five parties in the system
model, i.e., trusted authority (TA), key generation centre
(KGC), local aggregator (LA), electric vehicle (EV) and
charging station (CS) [2]. The functional descriptions of these
entities are as follows:

Trusted Authority (TA): TA is a fully trusted third party,
which is mainly in charge of system initialization, vehicle
registration, signature verification and tracking of vehicles with
illegal signatures.

Key Generation Centre (KGC): KGC is a partially trusted
entity responsible for producing partial private keys for each
EV.

Local Aggregator (LA): LA is equivalent to a local gateway
for transmitting information. In addition, LA can aggregate a
large number of messages from different CSs and send them
to TA.

Charging Station (CS): CS is usually installed in public
buildings, shopping malls and public parking lots. As a power

purchase terminal for users, it can realize timing, watt-hour
and charging, and is a bridge for the exchange of power and
information between EVs and SG.

Electric Vehicle (EV): Only EV registered with TA can
obtain services from SG by interacting with CS.

Fig. 3. System model.

B. Adversary Model

In our proposed scheme, there are two types of adversary
with distinct capabilities are considered.

External Adversary (AI ): AI can launch a public key
replacement attacks, that is, he/she can choose a value to
replace any EV’s public key even if he/she does not have the
system master secret key and the partial private key for each
EV.

Internal Adversary (AII ): AII is usually an internal entity
of the system, who has knowledge of the master secret key
but cannot replace the public key of any EV.

For AI and AII , we use Game I and Game II to
define the unforgeability of signatures in the proposed scheme,
respectively.

The Game I is played between a polynomial-time algo-
rithm B and the adversary AI . B is a challenger algorithm
that can simulate AI ’s environment. The interaction between
B and AI is as follows:

Initialization: Challenger B runs the Setup algorithm to
produce the master secret key and system public parameters
params. Then, B keeps the master key secretly, and the
params are sent to AI .

Oracle Simulation: AI adaptively issues the following
queries to B and can obtain B’s replies.

1) Partial-Private-Key-Extract Query. If AI has issued
a query on ID, B returns the partial private key DID

to AI .
2) Secret-Value Query. If AI has issued a query on the

secret value of ID, B returns the secret value xID to
AI .

3) Key-Replace Query. If AI has submitted a query about
(ID, x′ID, U

′
ID) and x′IDP = U ′ID, x′ID is a secret

value and B updates (ID, x′ID, U
′
ID).

This article has been accepted for publication in IEEE Internet of Things Journal. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/JIOT.2023.3311800

© 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
Authorized licensed use limited to: Danmarks Tekniske Informationscenter. Downloaded on October 05,2023 at 06:28:06 UTC from IEEE Xplore.  Restrictions apply. 



IEEE INTERNET OF THINGS JOURNAL, VOL. XX, NO. XX, AUGUST 2023 5

4) Sign Query. If AI has issued a query for the signature
on message m, B returns the signature σ to AI .

Forgery: AI outputs a tuple (ID∗,m∗, t∗, σ∗, PKID∗),
which includes identity, message, timestamp, signature and
public key. If the following three conditions are satisfied, AI
wins the game.

1) AI has never issued a Partial-Private-Key-Extract Query
on ID∗.

2) The signature on (ID∗,m∗, t∗) has never been queried
by AI .

3) Verify (params, ID∗,m∗, UID∗ , σ
∗) = 1.

The Game II is played between a polynomial-time algo-
rithm B and the adversary AII , and the steps are as follows:

Initialization: Challenger B runs the Setup algorithm to
produce the master secret key and system public parameters
params. Then, B keeps the master key secretly, and the
params are sent to AII .

Oracle Simulation: AII adaptively issues the following
queries to B and can obtain B’s replies.

1) Partial-Private-Key-Extract Query. If AII has issued
a query on ID, B returns the partial private key DID

to AII .
2) Secret-Value-Extract Query. If AII has issued a query

on the secret value of ID, B returns the secret value xID
to AII .

3) Sign Query. If AII has issued a query for the signature,
B returns the signature σ to AII .

Forgery: AII outputs a tuple (ID∗,m∗, t∗, σ∗, PKID∗),
which includes identity, message, timestamp, signature and
public key. If the following three conditions are satisfied, AII
wins the game.

1) AII has never made the secret value extraction on ID∗.
2) AII has never replaced public key query on ID∗.
3) The signature on (ID∗,m∗, t∗) has never been queried

by AII .
4) Verify (params, ID∗,m∗, UID∗ , σ

∗) = 1.

C. Security Requirements

The proposed scheme should meet the following security
requirements.

Message unforgeability: Messages transmitted between sys-
tem entities cannot be forged by malicious third parties.

Anonymity: EV’s real identity will not be disclosed to CS
or other EVs when it interacts with SG.

Authentication and integrity: EV or CS can determine
whether the transmission message comes from a valid entity
by verifying the signature, thus determining the integrity of
the message.

Unlinkability: CS cannot determine whether two messages
are sent by the same EV.

Traceability: If an EV has malicious behavior, TA can trace
its real identity from the pseudonym of the EV.

Replay attack resistance: A malicious EV cannot repeatedly
send previously sent messages to deceive the CS.

Signature traceability: TA has the ability to quickly track
EVs with illegal signatures when verifying signatures in
batches.

V. PROPOSED SCHEME

In this section, we present a new lightweight CLS scheme
and use it to construct a traceable and privacy-preserving
authentication scheme for energy trading in V2G networks.
For ease of understanding, we give the main notations in the
proposed scheme and their descriptions, as shown in Table I.

TABLE I
MAIN NOTATIONS AND DESCRIPTIONS

Notation Description
κ Security parameter
G1, G2 Two cyclic groups of the same prime order q
P The generator of G1

s Master secret key
Ppub Master public key
EVi The ith electric vehicle
IDEVi

Real identity of EVi
PIDEVi

Pseudonym identity of EVi
DPIDEVi

Partial private key of EVi
PKPIDEVi

Public key of EVi
xIDi

Secret value of EVi
mi Message of EVi
σi Signature of mi

σ An aggregate signature
ti, t′i Current timestamp
hi1 The hash value H1 in σi
hi2 The hash value H2 in σi

A. The Proposed CLS Scheme

First, we propose a lightweight CLS scheme for V2G
networks, which consists of the following six algorithms.

Algorithm 1: Setup
Input: A security parameter κ.
Output:

1: P is the generator of G1, the bilinear map
e : G1 ×G1 → G2;

2: Randomly selects s ∈ Zq , computes Ppub = sP ;
3: There are three hash functions
H0, H1, H2 : {0, 1} → G1;

4: return the master secret key s and the parameters
params = {q,G1,G2, P, Ppub, e,H0, H1, H2}.

Algorithm 2: Partial-Private-Key-Extract
Input: The user’s ID ∈ {0, 1}∗.
Output:

1: Computes QID = H0(ID) and DID = sQID;
2: return the user’s partial private key DID.

Algorithm 3: Set-Secret-Value
Input: A random number xID ∈ Zq .
Output:

1: return the secret value xID.
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Algorithm 4: Set-Public-Key
Input: xID.
Output:

1: Computes UID = xIDP ;
2: return the public key PKID = (UID, QID).

Algorithm 5: Sign
Input: The message m and the random number xID.
Output:

1: Randomly chooses r ∈ Zq , computes R = rP ;
2: Computes
h1 = H1(ID,m,PKID, t), h2 = H2(ID,m,R, t);

3: Computes τ = DID + xIDh1 + rh2;
4: return the signature σ = (τ,R).

Algorithm 6: Verify
Input: The message m and the identity ID.
Output:

1: Computes
h1 = H1(ID,m,PKID, t), h2 = H2(ID,m,R, t);

2: Checks the equation:
e(τ, P ) = e(QID, Ppub)e(h1, UID)e(h2, R);

3: return 1 if the equation holds, otherwise outputs 0.

If the signature is valid, then we have

e(τ, P ) = e(DID + xIDh1 + rh2, P )

= e(DID, P )e(xIDh1, P )e(rh2, P )

= e(QID, Ppub)e(h1, UID)e(h2, R)

Therefore, the proposed CLS scheme satisfies the correct-
ness.

B. Specific Scheme

Based on the proposed CLS scheme, we construct a trace-
able and privacy-preserving authentication scheme for energy
trading in V2G networks. The specific scheme includes five
parts: system initialization, EV registration, authentication
phase, batch verification of multiple signatures and signature
tracking.

1) System Initialization: In the proposed scheme, TA ini-
tials the system. Given a security parameter κ, TA runs
Algorithm 1 to generate the master secret key s, the master
public key Ppub and chooses four hash functions H0, H1, H2 :
{0, 1} → G1, HΛ

3 : {0, 1}∗ → {0, 1}l, where HΛ
3 is a

key hash with the key space of {0, 1}∗. Then TA makes
params = {q,G1,G2, P, Ppub, e,H0, H1, H2, H

Λ
3 } public.

2) EV Registration: EVs must be registered in TA before
they can get the services provided by the SG. Meanwhile, TA
computes the pseudonym identity for each registered EVi to
protect their real identity, where EVi represents the ith EV.
• EVi submits the real identity IDEVi , including licence

plate number, user name, address, telephone number, etc.,
to TA through the secure channel.

• TA chooses λi ∈ Λ as a hash key, and computes a
pseudonym identity PIDEVi = Hλi

3 (IDEVi ||V Ti) for
EVi [2], where V Ti is a valid time interval of pseudonym
identity.

• Then, {PIDEVi
, IDEVi

} is stored in a tamper-proof
device (TPD) of EVi and TA’s member list [2].

• According to Algorithm 3, EVi selects a random number
xIDi ∈ Zq as his/her secret value.

3) Authentication Phase: Once participating in the charging
and discharging service, EVi first generates a signature for the
sent message mi ∈ {0, 1}∗ before sending to CS, which can
ensure message integrity and authentication.
• KGC generates the partial private key DPIDEVi

=
sH0(PIDEVi

) = sQPIDEVi
by using the Algorithm 2

and EVi’s pseudonym identity PIDEVi , then it sends the
partial private key to the corresponding EVi.

• Using Algorithm 4, EVi calculates its public
key as PKPIDEVi

= (xIDi
P,H0(PIDEVi

)) =
(UPIDEVi

, QPIDEVi
). Then EVi chooses random

number ri ∈ Zq and computes Ri = riP .
• EVi calls the Algorithm 5 to generate a signature
σi (τi, Ri) of message mi, where τi = DPIDEVi

+
xIDi

hi1 + rih
i
2, hi1 = H1(PIDEVi

,mi, PKPIDEVi
, ti)

and hi2 = H2(PIDEVi ,mi, Ri, ti), ti is the current
timestamp. Next, EVi sends the message mi together
with the signature σi to TA through CS.

• Upon receiving the information from EVi, TA first ver-
ifies the freshness of ti and discards mi if it expires.
Then, TA invokes Algorithm 6 to verify the validity of
the signature. If the signature is invalid, TA rejects this
signature σi. Otherwise, it accepts σi.

If the equation e(τi, P ) =
e(QPIDEVi

, Ppub)e(h
i
1, UPIDEVi

)e(hi2, Ri) holds, the
EVi complete the authentication.

The correctness of the single verification is

e(τi, P ) = e(DPIDEVi
+ xIDi

hi1 + rih
i
2, P )

= e(DPIDEVi
, P )e(xIDih

i
1, P )e(rih

i
2, P )

= e(QPIDEVi
, sP )e(hi1, xIDi

P )e(hi2, riP )

= e(QPIDEVi
, Ppub)e(h

i
1, UPIDEVi

)e(hi2, Ri).

4) Batch Verification of Multiple Signatures: In practice,
LA will receive request messages from local multiple EVs
during the same period. After receiving message signature
pairs (mi, σi) from different EVi, LA aggregates all signa-
tures into σ. Then LA sends (σ||t′i) to TA, where t′i is the
current timestamp. After receiving (σ||t′i), TA first verifies the
freshness of t′i and discards (m1 · · ·mn) if it expires. TA then
checks whether the following authentication equation is true:

e(P, τ) = e(Ppub,

n∑
i=1

QPIDEVi
)e(UPIDEVi

,

n∑
i=1

hi1)e(R,

n∑
i=1

hi2).

If the equation holds, then the batch verification of multiple
signatures is passed and these request messages are accepted.

The correctness of the batch verification is
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e(P, τ) = e(P,

n∑
i=1

τi) = e(P,

n∑
i=1

(DPIDEVi
+ xIDi

hi1 + rih
i
2))

= e(P,

n∑
i=1

DPIDEVi
)e(P,

n∑
i=1

xIDi
hi1)e(P,

n∑
i=1

rih
i
2)

= e(sP,

n∑
i=1

QPIDEVi
)e(xIDiP,

n∑
i=1

hi1)e(riP,

n∑
i=1

hi2)

= e(Ppub,

n∑
i=1

QPIDEVi
)e(UPIDEVi

,

n∑
i=1

hi1)e(R,

n∑
i=1

hi2).

5) Signature Tracking: Illegal signatures are usually en-
countered in aggregate signatures, which will hinder the batch
verification of multiple signatures, thus reducing the efficiency
of V2G networks. In order to trace the illegal signature quickly,
we model the signature relationship as a hierarchy to be a
full binary tree in the proposed scheme. Specifically, TA first
assigns the signatures of each participating EV to the leaf
nodes of a full binary tree through Algorithm 7, and then
uses Algorithm 8 to build a full binary tree structure. Finally,
TA can quickly find illegal signatures according to Algorithm
9.

Algorithm 7: Supplementing Leaf Nodes
Input: The single signature σi of each registered EV

received by TA
Output: All the leaf nodes of a full binary tree

1 Set the height l = 1 of the full binary tree
2 for each single signature σi do
3 while number of single signatures > 2l do
4 if i < num then
5 The single signature σi is stored in the leaf

nodes of the full binary tree;
6 else
7 Set the number of leaf nodes to 0;

8 l← l + 1

9 return all the leaf nodes of a full binary tree

Algorithm 8: Build Full Binary Tree
Input: All the leaf nodes of a full binary tree
Output: A full binary tree

1 if The number of leaf nodes in this layer is
nodes.size() == 1 then

2 return nodes;

3 else
4 for (int i = 0; i < nodes.size(); i+ +) do
5 Node parent = Node left + Node right;

6 return Node parent;

7 return the root node σ of a full binary tree

Algorithm 9: Signature Tracking
Input: Aggregate signatures to be checked
Output: Illegal signatures

1 for aggregate signature in the root node σ do
2 if The children of this signature are NULL and the

signature is inconsistent then
3 return inconsistent single signatures;
4 else
5 if (!left.child().equals(left half)) then
6 left_error = find_error(left.child);

7 if (!right.child().equals(right half)) then
8 right_error = find_error (right.child);

9 return illegal signatures

VI. SECURITY ANYLASIS

In this section, we conduct a security analysis of the
proposed scheme. Through two theorems, we prove that
our scheme is existential unforgeable under adaptive chosen-
message attacks in the ROM. And, we elaborate that our
scheme can meet the security requirements of V2G networks.

A. Security Proof

Theorem 1. In the ROM, if an AI can forge a valid sig-
nature in probabilistic polynomial time with a non-negligible
probability ε after qH0

H0 queries, qppke Partial-Private-Key-
Extract queries and qs Sign queries, the CDH problem can
be solved by an algorithm B with non-negligible probability
ε
′ ≥ (1− 1

qH0
)qppke(1− 1

qs+1 )qs 1
qH0

(qs+1)ε.

Proof. Given some public parameters params =
(q,G1,G2, P, e) and an adversary AI , we build an algorithm
B to solve the CDH problem through interacting with AI in
polynomial-time algorithm.

Suppose aP , bP ∈ G1 are the random inputs of the CDH
problem instance. Given aP , bP ∈ G1, B is required to output
abP .

Initialization. B sets Ppub = aP , and then sends the public
parameters (q,G1,G2, P, Ppub, e,H0, H1, H2) to AI . The
three hash functions H0, H1, H2 are viewed as random oracle.

Oracle Simulation. The following queries are issued adap-
tively by AI .

1) H0 Query. B sets IDI as the challenge identity and
represents the identity of the i-th as IDi, where I ∈
{1, .., qH0}. B holds a list L0 consisting of three tuples
(IDi, H0(IDi), ci). If IDi exists in L0, B responds to
AI with H0(IDi). Otherwise, B sets H0(IDi) as

H0(IDi) =

{
ciP, ci ∈ Zq, i 6= I

bP, i = I
(1)

2) Partial-Private-Key-Extract Query. B holds the list
Le consisting of (IDi, DIDi

). Upon receiving a query
about IDi, B will check Le. If the adversary has issued
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a query on IDi, B returns the partial private key DIDi

to AI . Otherwise, B sets the partial private key as

DIDi
=

{
ciaP, i 6= I
⊥, i = I

(2)

B returns to this query with DIDi
, and adds

(IDi, DIDi
) into Le.

3) Secret-Value Query. If the adversary AI has issued a
query on the secret value of IDi, B returns the secret
value xIDi to AI .

4) Key-Replace Query. On receiving a new private/public
key pair (x′IDi

, U ′IDi
) on the identity IDi, B checks the

equation x′IDi
P = U ′IDi

. If the equation holds, then B
updates

(
IDi, x

′
IDi

, U ′IDi

)
.

5) H1 Query. B holds a list L1 consisting of tuples
(IDi,mi, ti, PKIDi

, H1(IDi,mi, ti, PKIDi
), di). If

(IDi,mi, PKIDi
) exists in L1, then B responds to

AI with H1(IDi,mi, ti, PKIDi), di). Otherwise, B
randomly chooses di ∈ Zq , computes and returns
H1(IDi,mi, ti, PKIDi

) = diP . B responses to
this query with H1(IDi,m, t, PKIDi

) and adds
(IDi,mi, ti, PKIDi

, H1(IDi,mi, PKIDi
), di) into

L1.
6) H2 Query. B maintains a list L2 consisting of

(IDi,mi, ti, Ri, H2(IDi,mi, Ri), yi, c). The list is ini-
tially empty. If (IDi,mi, ti, Ri) is in the list L2,
B sends H2(IDi,mi, ti, Ri) to AI . Otherwise, B set
H2(IDi,mi, ti, Ri) as

H2(IDi,mi, ti, Ri) =

 yiP, yi ∈ Zq, i 6= I
bP, i = I, c = 0
yiP, i = I, c = 1

(3)
Let the probability of c = 1 is ζ, i.e., the prob-
ability of head shows up when B throws a bi-
ased coin with two sides, and the probability of
c = 0 (the tail shows up) is 1 − ζ. B re-
sponses to this query with H2(IDi,mi, ti, Ri) and adds
(IDi,mi, ti, Ri, H2(IDi,mi, ti, Ri), yi, c) into L2.

7) Sign Query. For the signature query on (IDi,mi, ti),
B randomly chooses ri ∈ Zq and lets Ri = riP − aP .
B computes the signature

τi =

 ciaP + diUIDi + yiriP − yiaP, i 6= I
diUIDI

+ ribP, i = I, c = 0
⊥, i = I, c = 1

(4)
B sends the signature σi = (τi, Ri) to AI . Note that
UID∗ is the current public key.

Forgery. AI forges a tuple (IDi
∗,mi

∗, ti
∗, σ∗i , R

∗
i ). If the

following three conditions are satisfied, AI wins the game.

1) AI has never issued a Partial-Private-Key-Extract Query
on IDi

∗.
2) The signature on (ID∗i ,m

∗
i , t
∗
i ) has never queried by

AI .
3) Verify (params, ID∗i ,m

∗
i , UID∗i , σ

∗
i ) = 1.

If ID∗ 6= IDI , abort. Otherwise, B iterates over L2, if
c = 0, abort. Otherwise, c = 1, we have

τi
∗ = sQID∗i + xIDiH1(ID∗i ,m

∗
i , t
∗
i , PKID∗i

)

+ r∗iH2(ID∗i ,m
∗
i , t
∗
i , R

∗
i )

= abP + d∗i xID∗i P + y∗i r
∗
i P

= abP + d∗iUID∗ + y∗iR
∗
i (5)

=⇒ abP = τ∗i − d∗iUID∗i − y
∗
iR
∗
i

B will output the solution of the CDH problem, i.e., τi ∗
−diUID∗ − y∗iR∗i , where UID∗i is the current public key.

Probability analysis: If B can solve the CDH problem, then
the following three conditions must be met.

1) C1: B never stops the game.
2) C2: AI forges a valid signature.
3) C3: ID∗i = IDi, c = 1.
Therefore, the probability of B successfully solving difficult

problem is ε
′

= Pr[C1 ∧ C2 ∧ C3] = Pr[C1] · Pr[C2|C1] ·
Pr[C3|C1 ∧C2]. It is easy to see that the probabilities of non-
termination of the game in H0 query and Sign query are
(1− 1

qH0
)qppke and (1− 1

qH0
ζ)qs , respectively. The probabilities

of Pr[C2|C1] and Pr[C3|C1∧C2] are ε and 1
qH0

ζ, respectively.

To sum up, ε
′ ≥ (1 − 1

qH0
)qppke(1 − ζ)qs 1

qH0
ζε. Because

when ζ = 1
qs+1 , (1 − ζ)qsζ can obtain the maximum value.

Therefore, ε
′ ≥ (1− 1

qH0
)qppke(1− 1

qs+1 )qs 1
qH0

(qs+1)ε.

Theorem 2. In the ROM, if an AII can forge a valid signature
in probabilistic polynomial time with a non-negligible prob-
ability ε after qH0 H0 queries, qsv Secret-Value queries, qs
Sign queries, the CDH problem can be solved by an algorithm
B with non-negligible probability ε

′ ≥ (1 − 1
qH0

)qsv (1 −
1

qs+1 )qs 1
qH0

(qs+1)ε.

Proof. Given some public parameters pp = (q,G1,G2, P, e)
and an adversary AII , we build an algorithm B to solve the
CDH problem through interacting with AII in polynomial-
time algorithm.

Suppose aP , bP ∈ G1 are the random inputs of the CDH
problem instance. Given aP , bP ∈ G1, B is required to output
abP .

Initialization. B randomly choose s ∈ Zq and
computes Ppub = sP . Then the public parameters
(q,G1,G2, P, Ppub, e,H0, H1, H2) are sent to AII . The three
hash functions H0, H1, H2 are viewed as random oracle.

Oracle Simulation. The following queries are issued adap-
tively by AII .

1) H0 Query. B represents the i-th identity as IDi,
and sets IDI as the challenge identity, where I ∈
{1, .., qH0}. B holds a list L0 consisting of three tuples
(IDi, H0(IDi), di). If IDi exists in L0, B responds
to AII with H0(IDi). Otherwise, B randomly chooses
ci ∈ Zq and computes H0(IDi) = ciP . B adds
(IDi, H0(IDi), ci) into L0.

2) Partial-Private-Key-Extract Query. B holds list Le
consisting of (IDi, DIDi

). Upon receiving a query
about IDi, B will check Le. If the adversary has issued
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a query on IDi, B returns the partial private key. Other-
wise, B computes the partial private key DIDi = sciP .
B returns to this query with DIDi and adds (IDi, DIDi)
into Le.

3) Secret-Value Query. If AI makes a query on the secret
value of IDi, B returns the secret value xIDi

when i 6=
I , otherwise ⊥.

4) H1 Query. B holds a list L1 consisting of tu-
ples (IDi,mi, ti, PKIDi , H1(IDi,mi, ti, PKIDi), di).
If (IDi,mi, ti, PKIDi

) exists in L1, then B responds
to AII with H1(IDi,mi, ti, PKIDi

)).

H1(IDi,mi, ti, V ) =

{
diP, di ∈ Zq, i 6= I

dibP, i = I
(6)

B responses to this query with
H1(IDi,mi, ti, PKIDi) and adds
(IDi,mi, PKIDi , H1(IDi,mi, ti, PKIDi), di) into L1

list.
5) H2 Query. B maintains a list L2 consisting of

(IDi,mi, ti, Ri, H2(IDi,mi, ti, Ri), yi, c). The list is
initially empty. If (IDi,mi, ti, Ri) is in the list L2,
B sends H2(IDi,mi, ti, Ri) to AII . Otherwise, B sets
H2(IDi,mi, ti, Ri) as

H2(IDi,mi, ti, Ri) =

 yiP, yi ∈ Zq, i 6= I
diaP, i = I, c = 0
yiP, i = I, c = 1

(7)
Let the probability of c = 1 is ζ, i.e., the probability of
head shows up when B throws a biased coin, and the
probability of c = 0 (the tail shows up) is 1− ζ. B re-
sponses to this query with H2(IDi,mi, ti, Ri) and adds
(IDi,mi, ti, Ri, H2(IDi,mi, ti, Ri), yi, c) into L2.

6) Sign Query. For a signature query on (IDi,mi, ti), B
randomly chooses ri ∈ Zq and lets Ri = riP − bP . B
computes the signature

τi =

 sciP + xIDi
diP + yiriP − yibP, i 6= I

sciP + diriaP, i = I, c = 0
⊥, i = I, c = 1

(8)
B responds to AII with σi= (τi, Ri).

Forgery. AII outputs a tuple (IDi
∗,mi

∗, ti
∗, σ∗i , R

∗
i ). If the

following two conditions are satisfied, AII wins the game.

1) AII has never made the secret value extraction on ID∗i .
2) AII has never replaced public key query on ID∗i .
3) The signature on (ID∗i ,m

∗
i , t
∗
i ) has never queried by

AII .
4) Verify (params, ID∗i ,m

∗
i , t
∗
i , UID∗i , σ

∗
i ) = 1.

If ID∗ 6= IDI , abort. Otherwise, B iterates over L2 list,
if c = 0, abort. Otherwise, c = 1, we have

τi
∗ = sQID∗i + xIDi

H1(ID∗i ,m
∗
i , t
∗
i , PKID∗i

)

+ r∗iH2(ID∗i ,m
∗
i , t
∗
i , R

∗
i )

= sc∗iP + d∗abP + y∗i r
∗
i P

= sc∗iP + d∗abP + y∗iR
∗
i (9)

=⇒ abP = (d∗)−1(τ∗i − sc∗iP − y∗iR∗i )

B will output the solution of the CDH problem, i.e.,
(d∗)−1(τ∗i − sc∗P − y∗iR∗i ).

Probability analysis: If B can solve the CDH problem, then
the following three conditions must be met.

1) C1: B never stops the game.
2) C2: AI forges a valid signature.
3) C3: ID∗i = IDi, c = 1.
Therefore, the probability of B successfully solving difficult

problem is ε
′

= Pr[C1 ∧ C2 ∧ C3] = Pr[C1] · Pr[C2|C1] ·
Pr[C3|C1 ∧ C2]. It is easy to see that the probabilities of
non-termination of the game in Secret-Value query and Sign
query are (1 − 1

qH0
)qsv and (1 − 1

qH0
ζ)qs , respectively. The

probabilities of Pr[C2|C1] and Pr[C3|C1∧C2] are ε and 1
qH0

ζ,

respectively. To sum up, ε
′ ≥ (1 − 1

qH0
)qsv (1 − ζ)qs 1

qH0
ζε.

Because when ζ = 1
qs+1 , (1− ζ)qsζ can obtain the maximum

value. Therefore, ε
′ ≥ (1− 1

qH0
)qsv (1− 1

qs+1 )qs 1
qH0

(qs+1)ε.
Based on the results obtained, our scheme is existential

unforgeable under adaptive chosen-message attacks in the
ROM.

B. Analysis of Other Security Requirements

Next, we analyze how the proposed scheme meets the
following security requirements.

Anonymity: When an EV is registered, TA calculates a
pseudonym identity PIDEVi

for this EV. Only TA can know
the real identity in the proposed scheme. During the interaction
between EV and SG, the pseudonym identity PIDEVi is used
to protect EV’s real identity information IDEVi

.
Authentication and integrity: To ensure message authentica-

tion and integrity, each message is signed by the registered EV
before sending to CS, and the receiver can check the validity
of the message signature. The formal proof that the signature
can not be maliciously forged or modified has been given in
Section VI-A.

Unlinkability: In our scheme, the pseudonym identity
PIDEVi

of EV is generated by calculating PIDEVi
=

HΛ
3 (IDEVi

||V Ti), where HΛ
3 is a keyed hash. Since HΛ

3 is
computationally indistinguishable and one-way, no one can
connect any two pseudonym identity to the identity of EV.

Traceability: Because the TA has the hash key λi ∈ Λ, only
TA can acquire an corresponding EV’s real identity according
to its pseudonym identity PIDEVi = Hλi

3 (IDEVi ||V Ti).
Replay attack resistance: We consider the timestamp ti in

the signature generation algorithm. Therefore, the receiver can
verify the freshness of message according to the timestamp ti,
which effectively resists the attack of malicious EVs replaying
a signed message.

Signature traceability: We map the signatures of all regis-
tered EVs to a full binary tree. Hence, TA has the ability to
quickly track the EVs with illegal signatures when verifying
signatures in batches.

VII. EXPERIMENTAL RESULTS

In this section, we compare the proposed scheme with
the state-of-the art schemes in terms of security features,

This article has been accepted for publication in IEEE Internet of Things Journal. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/JIOT.2023.3311800

© 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
Authorized licensed use limited to: Danmarks Tekniske Informationscenter. Downloaded on October 05,2023 at 06:28:06 UTC from IEEE Xplore.  Restrictions apply. 



IEEE INTERNET OF THINGS JOURNAL, VOL. XX, NO. XX, AUGUST 2023 10

computational cost and communication overhead. We use relic
cryptographic meta-toolkit [42] to implement our proposed
scheme on a personal computer (with an i7 12700 2.3 GHz
core, 16GB RAM, Ubuntu 18.04 operating system), the curve
we used is BN curve, which can achieve 80 bits security. The
various operation time is averaged after multiple tests, and the
results are shown in Table II. Because the operation time of
point addition and hash function is relatively small from Tbp,
Tmtp and Tmul, we ignore them in the whole performance
evaluation.

TABLE II
NOTATION, DESCRIPTION AND OPERATION TIME

Notation Description Operation time
Tbp a bilinear pairing operation time 3.016 ms
Tmtp a map-to-point hash operation time 1.607 ms
Tmul a point multiplication operation time 0.286 ms

A. Comparison of Security Features

The comparison results of security features are listed in
Table III. Security features mainly include anonymity, au-
thentication, unlinkability, traceability, the ability to resist AI
(Resist AI ), the ability to resist AII (Resist AII ), replay
attack resistance (RAT) and signature tracking (ST). Here,
"
√

" indicates that a scheme meets the corresponding security
feature, and "×" indicates that a scheme does not meet the
corresponding security feature. From Table III, [18], [17] and
[15] can satisfy the security features except ST. [13] and
[14] satisfy the same security features. [16] only satisfies the
security features of authentication and resist AI . However,
compared with the above schemes, our scheme can meet all
the security features.

B. Comparison of Computational Cost

In this section, we compare the computational cost of our
scheme with the existing bilinear pairing-based schemes [18],
[17], [13], [14] and [15]. For consistency, a bilinear pairing e:
G1×G1 → G2 is used to achieve the 80 bits security level. G1

is the additive cyclic group with prime order q > 2κ realized
on a supersingular elliptic curve equation y2 = (x3 +x)modp,
where the values of prime p, q are 512 bits and 160 bits,
respectively. Therefore, according to the method of scheme
[2], the length of a element in G1 is 512 bits ÷ 8 × 2 =
128 bytes. Table IV shows the theoretical analysis results of
the computational cost. According to the results in Table IV,
we draw the computational cost figure of signature generation
and single signature verification as shown in Fig.4, and the
computational cost figure of aggregate verification as shown
in Fig. 5.

From Fig. 4, it is not difficult to see that our scheme does
not have the best computational cost in signature generation
and single signature verification among these comparison
schemes. However, the aggregate verification efficiency of our
scheme increases with the increase of the number of EVs,
as shown in Fig. 5. From Fig. 5, we see that when the
number of participating EVs n is greater than 20, the aggregate

verification cost of our proposed scheme is always the lowest
compared with all the related schemes. When n = 80, the cost
of aggregate verification of our proposed scheme is about 38
ms, while that of [18], [17], [15] is almost close to 60 ms,
that of [13] and [14] is about 80 ms, and that of [16] exceeds
180 ms.

Fig. 4. Computational cost of signature and verification

Fig. 5. Computational cost of aggregate verification

C. Comparison of Communication Overhead

In this section, we analyze and compare our scheme with
the schemes mentioned above in terms of communication over-
head. As mentioned in the previous section, the length of G1 is
128 bytes. In general, the length of a hash function is assumed
to be 20 bytes and the length of a timestamp is assumed to
be 4 bytes. For convenience, we only consider the length of
signature and timestamp in the transmitted message. For exam-
ple, the message signature generated by EV in our scheme is
(σi,mi), where mi ∈ G1. Therefore, the length of a message
sent from one EV to LA is 1|G1|+ |ti| = 1× 128 + 4 = 132
bytes, and the length of the message sent simultaneously from
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TABLE III
COMPARISON OF SECURITY FEATURES

Schemes Anonymity Authentication Unlinkability Traceability Resist AI Resist AII RAT ST
Yang et al.’s [13]

√ √
× ×

√ √
× ×

Kumar et al.’s [14]
√ √

× ×
√ √

× ×
Kamil et al.’s [15]

√ √ √ √ √ √ √
×

Xu et al.’s [16] ×
√

× ×
√

× × ×
Mei et al.’s [17]

√ √ √ √ √ √ √
×

Wang et al.’s [18]
√ √ √ √ √ √ √

×
Our Scheme

√ √ √ √ √ √ √ √

TABLE IV
COMPARISON OF COMPUTATIONAL COST

Schemes Signature Generation Cost (ms) Single Signature Verification Cost (ms) Aggregate Verification (ms)
Yang et al.’s [13] 1Tmtp + 4Tmul ≈ 2.751 4Tbp + 1Tmtp + 3Tmul ≈ 14.529 4Tbp + 1Tmtp + 3nTmul

Kumar et al.’s [14] 4Tmul ≈ 1.144 3Tbp + 3Tmul ≈ 9.906 3Tbp + 3nTmul

Kamil et al.’s [15] 1Tmtp + 4Tmul ≈ 2.751 3Tbp + 2Tmtp + 2Tmul ≈ 12.834 3Tbp + 2nTmul

Xu et al.’s [16] 1Tmtp + 3Tmul ≈ 2.465 3Tbp + 2Tmtp + 2Tmul ≈ 12.834 3Tbp + nTmtp + 2nTmul

Mei et al.’s [17] 2Tmtp + 4Tmul ≈ 4.358 4Tbp + 2Tmul ≈ 12.636 4Tbp + 2nTmul

Wang et al.’s [18] 3Tmul ≈ 0.858 2Tbp + 2Tmul ≈ 6.604 2Tbp + 2nTmul

Our Scheme 3Tmtp + 1Tmul ≈ 5.107 4Tbp + 1Tmul ≈ 12.35 4Tbp + nTmul

TABLE V
COMPARISON OF COMMUNICATION OVERHEAD

Schemes Single signature transmit (bytes) n signature transmit (bytes, n=100)
Yang et al.’s [13] 2|G1| = 256 (n+ 1)|G1| = 128 + 128n = 12928
Kumar et al.’s [14] 2|G1| = 256 (n+ 1)|G1| = 128 + 128n = 12928
Kamil et al.’s [15] 2|G1|+ |ti| = 260 2|G1|+ n|ti| = 256 + 4n = 656
Xu et al.’s [16] 2|G1|+ |ti| = 260 (n+ 1)|G1|+ n|ti| = 128 + 132n = 13328
Mei et al.’s [17] 2|G1|+ |ti| = 260 2|G1|+ n|ti| = 256 + 4n = 656
Wang et al.’s [18] 3|G1|+ |ti| = 388 3|G1|+ n|ti| = 384 + 4n = 784
Our Scheme 1|G1|+ |ti| = 132 1|G1|+ n|ti| = 128 + 4n = 528

multiple EVs to LA is 1|G1|+n|ti| = 128+4×n = 528 bytes,
where n = 100. Similarly, we calculate the communication
overhead of other schemes [13]–[18], and list them in Table
V. In order to see the comparison differences more clearly, we
draw the communication overhead of signature transmit figure
according to the results of Table V, as shown in Fig. 6. From
Fig. 6, we can see that a single signature transmission cost
of our proposed scheme is 132 bytes, which is about 50% of
that of other comparison schemes. The cost of multi-signatures
transmission is 528 bytes (set n = 100), which is about 80%
of [17] and [15], 67.3% of scheme [18], and about 4% of
[13], [14] and [16]. Compared with the schemes mentioned
above, our scheme has the lowest communication overhead.
Therefore, our scheme is easier to satisfy the communication
requirements of V2G networks due to the low communication
overhead.

D. Efficiency Evaluation of Signature Tracking

In this section, we evaluate the performance of tracking
illegal signatures in the proposed scheme. Specifically, we
obtain the computational cost of tracking illegal signatures
according to the increase of number of signatures and the
increase of binary tree layers, respectively. From Fig. 7 (a),
we set the number of signatures from 1000 to 10000, and
assume that the number of illegal signatures is 1, 10, 20, 30,
40, respectively. From Fig. 7 (b), we set the the number of
layers of binary tree from 11 to 15. To ensure the accuracy of

Fig. 6. Communication overhead of signature transmit

results, we perform five tests for each case and calculate the
average cost to eliminate the relative error. Fig. 7 (a) shows
the computational cost of signature tracking under different
cases. It is not difficult to see that the signature tracking cost
increases with the number of signatures. The reason is that the
more signatures, the more layers of constructed full binary
tree. Meanwhile, the signature tracking cost is also affected
by the number of illegal signatures, that is, the more illegal
signatures, the greater the tracking cost. However, even if the
number of signatures increases to 10000 and the number of
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Fig. 7. Computational cost of signature tracking

illegal signatures reaches 40, the tracking cost is within 20
ms. Fig. 7 (b) shows that the signature tracking cost increases
significantly with the increase of the number of full binary tree
layers, because each increase in the number of full binary tree
layers doubles the number of leaf nodes, that is, the number of
signatures is doubled. However, even if the number of layers
increases to 15 (the number of signatures is 214−1 = 16384)
and the number of illegal signatures reaches 40, the signature
tracking cost is still less than 20 ms. Therefore, it can be seen
that the efficiency of the proposed scheme in tracking illegal
signatures is excellent.

VIII. CONCLUSION

To realize the privacy protection of V2G networks, we
proposed a traceable and privacy-preserving authentication
scheme for energy trading in V2G networks. First, we de-
signed a secure and efficient CLS scheme, which can not
only resist internal and external adversaries, but also meet
other security requirements in V2G networks. Then, we used
a method of binary tree level traversal to quickly track EVs
with illegal signatures. Finally, we conducted a comprehensive
security analysis in the ROM and gave a formal security proof
under the CDH assumption. Furthermore, we implemented our
scheme by using Relic Library, the experimental results show
that our scheme has less computational cost and communica-
tion overhead as compared to the existing schemes. Therefore,
our scheme has high security and efficiency, and is suitable for
in the V2G network environment with more participants or low
bandwidth.
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