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Sensor networks are gaining a central role in the research ~ Recent developments in MEMS technology have provided
community. This paper addresses some of the issues arising fromys with a wealth of cheap, customizable, embedded sensor
the use of sensor networks in control applications. Classical systems capable of wireless communication among each

control theory proves to be insufficient in modeling distributed th Th dvant f wirel SNs i d
control problems where issues of communication delay, jitter, and other. € advantage of wireless S IS enormous—ae-

time synchronization between components are not negligible. After Ploying and maintaining a network of thousands of nodes
discussing our hardware and software platform and our target is impractical considering the thousands of miles of wire

application, we review useful models of computation and then that would be needed for the connections. Several hardware

suggest a mixed model for design, analysis, and synthesis of con|atforms are availabl vel h r 11—
trol algorithms within sensor networks. We present a hierarchical platforms are available, developed by both startups [1]-{3]

model composed of continuous time-trigger components at the Iowand un.lver_SItles_[4]. . . )
level and discrete event-triggered components at the high level. Applications in varous f|_elds Of_ resgarch are bem_g

Keywords—Distributed control, distributed pursuit—evasion develc_)ped. Interestlng ongoing projects include extensive
game (DPEG), embedded, Mica, mote, NesC, pursuit—evasioneXp?”mem"’,‘t'on of structgral response to earthquakes (51,
game (PEG), sensor network, TinyOS. habitat monitoring [6], and intelligent transportation systems
[7]. Other important fields of applications include home and
building automation and military applications. Self-config-
urable, ubiquitous, easy to deploy, secure, undetectable SNs

Sensor networks (SNs) are gaining a role of importance are an ideal technology to employ in intelligence operations
in the research community. Embedded computers are welland war scenarios for detecting movements of enemy troops
settled in our lives, in our houses, in our cars, and in our work and artillery, and for monitoring and managing friendly
environments. resources.

Embedded systems, by definition, interact with the phys-  The research community has quickly acknowledged the
ical world. They are sensors, actuators, and controllers whichimportance of large-scale ad hoc networks and has developed
are programmed to perform specified functions. As the range several services to support applications. Time services [8]
of applications grows, the need arises to network several em-provide the network with a globally consistent notion of time;
bedded systems to perform incrementally complex tasks. Thelocalization services [9] allow computing nodes to acquire
automotive domain is an excellent example. Here severaltheir coordinates relative to each other; routing services [10],
embedded systems interact to provide a safe, comfortable[11] reliably deliver packets while dynamically adapting to
driving experience. the ever-changing network topology; and tracking services

[12], [13] follow objects moving through the network.
System design and implementation on such a versatile
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keys issues presenting themselves time and time againlimited only to worst case motions of the evaders, and it
location determination, time synchronization, reliable com- is in general overly pessimistic. A great deal of research
munication, power consumption management, cooperationhas focused on how to reduce a continuous space into a
and coordination, and security. discrete number of regions, each to be mapped into a node
The goal of our research is to design robust controllers for of the graph, so that the game on the reduced graph is
distributed systems that violate typical control assumptions. equivalent to the original game in the continuous space. For
Designed controllers will be evaluated on a distributed con- example, LaValleet al. proposed a method of decomposing
trol application testbed. Among the wealth of available ap- the continuous space into a finite nhumber of regions for
plications, we have selected a pursuit—evasion game (PEG)Xnownpolygonal environments [17] and simply connected,
application. In our particular application, the SN is deployed smooth-curved, two-dimensional (2-D) environment [18].
in the environment where the game is played and cooperates Another active area of research deals with PEGs where
with the pursuers’ team. the environment isunknown In this framework, an addi-
This application includes many interesting research tional map-learningphase is required to precede the pursuit
problems in the areas of tracking, control design, security, phase. The map-learning phase is, by itself, time-consuming
and robustness. For a PEG, the SN must be capable ofand computationally intensive even for simple 2-D rectilinear
multiple-vehicle tracking that can distinguish pursuers from environments [19]. Moreover, inaccurate sensors complicate
evaders. Furthermore, the network needs to have a dynamiahis process and a probabilistic approach is often required
routing structure to deliver information to pursuers in [20].
minimal time. Since the game will be played in a distributed  Finally, a recent approach to PEGs has dealt with com-
fashion, distributed sensing, control, and actuation need tobining map learning and pursuit into a single problem. This
be accounted for during controller design. To prevent the is done in a probabilistic framework to avoid the conserva-
evader’'s team from intercepting sensitive information, the tiveness inherent in worst case assumptions on the motion
network must provide security features. Finally, since any of the evader. A probabilistic framework also naturally takes
one node of an SN can fail, control algorithms should show into account inaccurate sensor readings, unceganiori
graceful performance degradation. map of terrain, and evaders motion policies [21], [22].

B. SNs in PEGs
The use of an SN can greatly improve the overall perfor-
The framework of PEGs captures fundamental features for mance of a PEG. Pursuers have a relatively small detection

modeling multiagents in cooperative robotics and has beenrange. They usually employ computer vision or ultrasonic

an ac_tlve area of resegrch in the past decad_es. In this SeCtlonSensors, providing only local observability over the area of
we give a brief overview of the research history on PEGs,

) . interest. This constraint makes designing a cooperative pur-
describe the ad\_/gntag_es of adding S.NS to standgrd PEGs, an uit algorithm harder because lack of complete observability
enumerate additional issues that arise when using SNs.

only allows for suboptimal pursuit policies (see Fig. 1). Fur-
) thermore, a smart evader is difficult to catch unless appropri-
A. PEG Overview ately detected.

PEGs are a mathematical abstraction arising from Communication among pursuers may be difficult over a
numerous situations which addresses the problem of con-large area. Lack of communication, even partially, among
trolling a swarm of autonomous agents in the pursuit of one pursuers is a major disruption for any pursuit policy. Because
or more evaders. Typical examples are search and rescu®f the expense of unmanned vehicles, it is unrealistic to de-
operations, surveillance, localization and tracking of moving ploy a large number of them to continuously monitor a large
parts in a warehouse, and search and capture missions. Imegion.
some cases, the evaders are actively avoiding detection, as With SNs, complete visibility of the field and communica-
in capture missions, whereas in other cases their motion istion over a long radius is possible (see Fig. 2). Global pursuit
approximately random, as in rescue operations. policies can then be used to efficiently find the optimal solu-

Different versions of PEGs have been analyzed accordingtion regardless of the level of intelligence of the evader. Also,
to different frameworks and assumptions. Deterministic with an SN, the number of pursuers needed is likely a func-
PEGs on finite graphs have been extensively studied [14], tion exclusively of the number of evaders and not to the size
[15]. In these games, the playing field is abstracted to be a of the field.
finite set of nodes, and the allowed motions for the pursuers This distributed PEG (DPEG) scenario exposes a humber
and evaders are represented by edges connecting nodes. Aof issues fundamental to any SN. Resolving these issues is
evader is captured if both the evader and one of the pursuersomplicated by the desire to make the solutions robust even
occupy the same node. One of the most important problemsin a dynamic ad hoc network.
arising from this framework is the computation of $earch Time—The notion of time presents two distinct problems.
number i.e., the smallest number of pursuers necessary toFirst, coordinating sensing and actuating in the physical
capture a single evader in a finite time, regardless of the world requires either a sense of global time or the ability
escaping policy adopted by the evader. It has been shownto resolve different time measurements to a meaningful
that this problem is NP-hard [15], [16]. This approach is representation. Second, many existing design techniques

II. PEGs

1236 PROCEEDINGS OF THE IEEE, VOL. 91, NO. 8, AUGUST 2003



Fig. 1. PEG: what pursuers really see.

Fig. 2. PEG: SN increases visibility.
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assume that the computation of control and the processingour current embedded network devices. Then, in the software

of sensing and actuation occur within a negligible amount section, we review our new programming language, oper-

of time, thus requiring new design and analysis techniquesating system (OS), and system service architecture. Finally,

for SNs. we survey our current and future testbeds for interacting and
Communication-It is expected that a network of motes learning at the whole-system level.

will span a spatial area significantly greater than a single

mote’s maximum communication area. For a mote to send A. Hardware

a message to another, distant mote, intermediate motes must i
be able to relay the message. Additionally, because mOtesBeTE(Slga::%Vr\wlz'rsetslsftlormgr?)veslOsprigl?yeﬂl(;rgg)%se%gzg;; d
can go offline without warning, the underlying communica- y ! u us, » X

tion protocol must be robust to network changes. network devices. Each device has limited power, computa-

Location—Sensing and actuating events in the physical tion, and storage resources—significantly limited when com-
world must be paired with the relative or absolute location pared to modern deskiop computer systems. The goal of each

of the mote to be useful to control algorithms. That location gggiwgaed T?:;?;Tr:i;?igrzor\ggguiggqsplej:r?g(e)gt’jer:?rrﬁh;ctfjur-e
must be assumed, provided, or deduced. '

Cooperatior—Tasks that require the combined effort of packaging. By making the conscious design decision to sig-
two or more motes, such as any form of distributed sensing or nificantly limit the resources available per mote, we leave the

distributed computing, require protocols and structures thatdogr:open fortrezlactf;lng the gogl OT dus(;-flzzd cli)e\{{lr(]:es. dul
provide handshaking, coordination, and possibly hierarchy. d ﬂe c_LtJ):ren p%_orms are eilgnet_ 0 et Ot modu a(;
Power—Energy is a valued resource in an SN. Service and and fiexible, providing ease in retargeting motes to néw an

performance guarantees provided by an SN must be balancec&mamidpated applications while allowing for significant
against overall power consumption code reuse. Fig. 3 shows the evolution of the base computa-

Security—To prevent numerous potential abuses of an SN, :'r?n I;noduZI/eDs ) tlr; pslr_tlcular, tr::e_ mzst recen: ltranfltlofn fr]?rlr:j
a communication security layer must provide known guaran- . € kenes/bot o Vica (see EAN? ga\:je ad_efis a fourto
tees for access control, message integrity, and confidentiality.'nCrease IN program memory, » and radio fransmission

When developing control applications on an SN platform, gaLeAf‘” r?otgs havet o}lher\mze hal(?stl\jml'eRfltg(;T) of g‘. 4-MHz,
we are particularly interested with issues related to time, mel microcontrolier and an radio.

communication, and location. We will focus on these issues Add-on boa_rds for the motes may be des!gned for g_ene_ral-
throughot. purpose sensing or targeted toward a particular application.

For instance, the weather sensing board has humidity, baro-
C. DPEGs metric pressure, .infrared, temperature, and light sensors, and
' is used for experiments on Great Duck Island [23] in Maine.

To start our DPEG scenario, the motes composing the SNAnd a motor/servo and whisker/accelerometer board were
are deployed onto the playing field in a sleep state. The motedeveloped for COTS-BOTS [24] (see Fig. 5) for controlling
SN then goes through an initialization and calibration stage off-the-shelf miniature cars. We also have various general-
for bootstrapping their provided services. The pursuers andpurpose sensor boards that have some combination of pho-
evaders then enter the playing field and remain within the todiodes, temperature sensors, magnetometers, accelerome-
field for the duration of the game. ters, microphones, and sounders.

The SN provides a variety of services to both pursuers  The overall modularity of these devices comes at the cost
and other sensor motes: time synchronization, localization, of size. A device targeted at large-scale deployment can do
moving entity (pursuer or evader) estimation, etc. For the away with the add-on connector and supporting circuitry. The
purpose of the game, the sole goal of these services is to proresulting space savings in the current platforms easily allows
duce estimates on the positions, velocity, and identity of en- for a final form-factor with diameter smaller than a quarter.
tities in the playing field. This information is time-stamped  All together, the hardware platforms have been sufficient

and routed to all pursuers in the playing field. The pursuers to meet the needs of both research and experimentation.
have onboard computation facilities comparable to a laptop

computer. We may choose to have the pursuers communicatgs System Services

through a separate robust channel to coordinate to capture the _ _
evader when and if that channel is available. We build our embedded software with NesC [25], a new,

When all evaders are captured (a capture occurs when g2P€n-source programming language developed at Berkeley.
pursuer is “close enough” to it), the game ends. A base sta-NesC extends the standard C language with semantics and

tion is outside the playing area and provides logging and vi- Syntax for component-based architectures. Component be-
sualization services. haviors are described with bidirectional interfaces that either
provide commands or require the dependent to handle events.
Components are statically wired together to form a whole
program or system, which, when compiled with a whole-

Our implementations span hardware, software, and var- program compiler, allows for greater optimizations and ef-
ious application scenarios to explore and demonstrate dis-ficiency. Whole programs also match well with formal anal-
tributed control via SNs. In the hardware section, we discuss ysis tools for verifying system functionality.

Il. | MPLEMENTATION
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Mote Type WeC Rene | Rene2

Date Sep-99 Oct-00 | Jun-01 | Aug-01 Feb-02
Microcontroller (4MHz)

Type AT90LS8535 ATMega163 ATMega103/128

Prog.Mem.(KB) 8 16 128

RAM (KB) 0.5 1 4

Communication

Radio RFM TR1000

Rate (Kbps) 10 10/40

ModulationType OOK OOK/ASK

Fig. 3. Evolution of motes from the Berkeley TinyOS group.

Fig. 4. Micamote[2” x 1" x (3/4)"] with attached weather
board module.

. Fig. 5. COTS-BOTS developed by S. Bergbreiter and K. Pister.
Berkeley's open-source embedded OS, TinyOS [26], 9 eveloped by . Bergbretieran iSte

provides basic system services, such as communication
and simple process scheduling, and access to hardwarerucial services we have currently identified are estimation,
components, such as sensors and actuators. It is specificallygrouping, localization, power management, routing, service
designed for extremely resource-limited devices that have coordination, and time synchronization. We feel that these
only a few kilobytes of memory. TinyOS is written in NesC components will facilitate a large set of rich and adaptive
using a component-based architecture with layered access t@pplications.
hardware resources, which provides robustness, flexibility, ~To address time issues within an SN, we propose a time
and extensibility. synchronization application programming interface (API)
Using NesC and TinyOS as building blocks, we have been that supports two time management protocols: a global
working with a number of other groups on the NEST project Network Time Protocol (NTP)-like synchronization pro-
funded by the Defense Advanced Research Projects Agencytocol, and a local time protocol with the means to transform
(DARPA) to develop a coherent architecture of system ser- time readings between individual motes. It is expected that
vices to help solve fundamental SN stumbling issues. The NTP-like global synchronization will offer lower precision
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time measurements, but otherwise provide an immediately Time Sync D Service High-evel interacion
. - . of components
available global time on the mote. Local transformations ]Coordma[ion

between individual mote “time zones” have the advantages
of higher precision between pairs of motes, being able to

back-calculate synchronized times for past events, and guar-
antees monotonicity in local time by not directly modifying

Formal interfaces

the local clock [8]. Various applications can have vastly '—P(')Smon Estimaﬁm'f between companents
different time synchronization requirements, and we feel *_|Send/Receive Localization Packet
these two methodologies together can more adequately 3 Coordination Registration
serve a broad set of applications. et

To address communication issues within an SN, we pro-
pose a general routing framework that supports a number ofFig. 6. Sample component architecture demonstrating the design
routing methodologies. First, because SNs primarily sense™ethodology.
and interact with phenomena in the physical world, routing

to geographic regions is expected to be the common caseand radio channel. Fig. 7 further shows the relationship be-
Second, to assist in routing packets around physical obsta-tween these services, components, TinyOS, and a DPEG ap-
cles, routing based on geographic direction is expected toplication layer.

be useful. Third, the more obvious case of routing to sym-

bolic network identifiers is reserved for dynamically routing ¢. Testbeds

to physically moving destinations within the network. Fi- . . . .
phy y 9 Our current experimental platform is functional but lim-

nally, the general case of constraint-based routing provides. .
y g gp ited when compared to the scope of a full DPEG scenario. It

means o route based on arbitrary criteria, such as poweristhe result of a focused effort to produce a solution for a set
level, sensor values, and so on. P

To resolve the physical location of motes in an SN [9], of particular goals rather than to provide a general frame-

o work. To that end, it exists more as a proof that a highly
we propose a top-to-bottom localization framework. A lo- . S .
L : ) o constrained DPEG solution is achievable and that NesC and
calization service requires a broad set of coordination and

rocessing stages between motes: coordinated sensors an-(qnyOS provide a suitable platform for development.
b g stag . Fig. 8 shows the setup for that platform. A human re-

actuators, group data management, and computation. Sepa- -
. TSI oy motely controls a miniature car, and the SN remotely controls
rating localization into a number of distinct components that

work together allows for an amount of heterogeneity in the a pan-tilt—-zoom camerato track the car. Because we have not

SN that mav be necessary given the limited resources of the” €t integrated a self-localization service on the motes, the SN
motes Y V9 is a uniform grid of 25 motes, where each mote presumes its

The issue of coordination between motes needs to be ad_locatlon given its network address. Each mote shares its lo-

o o . cation with its local neighborhood, which is necessary both
dressed. We propose both application-specific grouping al- o o ) .
; . . for position estimation and geographic-based routing. When
gorithms and general-purpose grouping services. A group

. . a mote detects change in its local magnetic field, it broad-
management service must provide means to send and re-

. . - casts its readings to its local neighbors and records similar
ceive data from a group, the ability to join and leave a group,

: . . . broadcasts from other, nearby motes. In this way, local be-
and leader election. For tracking a moving evader in a PEG . i .
) S - . haviors are expected; currently, we are not attempting to ag-
scenario, decisions to join and leave groups can be tied to

sensor readings. This simplifies the handshaking and deci_gregate readings from the entire network to produce asingle,

) . global estimate. The mote with the highest reading is im-
sion process, allowing for overall lower overhead. There are

concerns that these services in the general case iMpose Sigglicitly elected the leader, who calculates a position estimate
o 9 P rom its cached neighborhood readings. That estimate is sent
nificant overhead on an SN.

via reliable geographic-based multihop routing to a base sta-
Issues of power management are on the agenda but are Culg,, mote, which relays it to a camera mote. The camera mote
. -~ X epen‘orms the actuation necessary to point toward the esti-
being solved at the OS level, providing transparent authenti- mated location.

cagon, en;:rr]ypc)itulnn, a?d concsalment'. frastructure for th What we would like to do is to use the SN software archi-
ur methodology for creating an Intrastructure Tor these o, q 1o implement this scenario in a more versatile, gen-

stervnt:es IS to fII’S.t Speflf)f/ a Se; pfo;cotypesthfat define a?' d1.=:ra| framework. We are looking forward to a more complete,
strac pro%ramrlnmg mtﬁr aces g;]c asses;gq (:tqmpt)on?ntsan outdoor PEG scenario, shown in Fig. 9. Beyond that sce-
services. Developers then createmponentinal nstantiate nario, we look forward to expanding our understanding of

an a}[IgonthrE uhs Ing one or mohre prototyptgs. SO(TE %ompo— whole-system behavior through formalism and parameteri-
nents may behave agrvicesvhose execution and behavior .0 % b o4 SN,

are managed by a central coordinator. Finally, interaction be-
tween components must be formalized by specifyirmo-
colsandtypes Fig. 6 illustrates this methodology in a sample
architecture that shows the interactions and protocols be- Our initial DPEG implementation has provided valuable
tween components, services, a service coordinator, sensorgnsight into the pressing issues that a control design method-

IV. METHODOLOGY
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Sens_or Net Request evader Communicate and coordinate Actuate to
Clients position updates with other pursuers capture
(Pursuers)
Service Coordination
S(?nsor Net Routing Grouping Time Sync Power Mgmt
Middleware
Naming Estimation Localization Calibration
C Platform level components (tinyOS/nesC)
ore
Core TinyOS services: * Encryption
Platf?rm * Link-layer AM messages * Reliable link-layer
Services * Time stamped below MAC * Basic scheduler
* Clock * Sensor drivers

Fig. 7. Relationship between proposed services and components.

A. Scalability and Distributed Control

Distributed control systems are an integral part of our
world and have been studied in many different contexts,
ranging from biology to artificial intelligence to control
systems. Naturally occurring distributed systems such as
ants searching for food, bacteria foraging, and the flight
formations of some birds have been well studied by biolo-
gists and are beginning to receive more attention from other
communities interested in distributed algorithms. Indeed,
the artificial intelligence community has considered such
systems in more abstract terms for several years. Addition-
ally, the continuous time control community has addressed
Fig. 8. Indoor sensor-based tracking testbed. many of the features that distinguish distributed control
systems from classical centralized control systems.

Nature provides us with several good examples of dis-
tributed control in action. For example, schooling in fish
[27] and cooperation in insect societies [28] exhibit complex
collective patterns arising from rather simple individual be-
havior. These social behaviors have been argued to improve
food search, predator avoidance, and colony survival for
the species as a whole rather than for the individual. Some
researchers have been turning to such examples to gain
insight into these naturally optimized distributed algorithms.
Investigating bacteria foraging oE. coli, Passino [29]
has developed a distributed optimization algorithm. The
Fig. 9. Outdoor DPEG testbed. algorithm models hovE. coli bacteria move in a solution

as they collectively search for nutrients and avoid toxins to
ology must address, and we will use these ideas to inform ourreach an optimal state where the collection of bacteria is
proposed design methodology. In this section, we will first satisfied with their surroundings.
review existing design approaches that address the issues of The artificial intelligence community has addressed such
scalability and distribution. During this discussion, we will systems under the title of distributed agents for several years
be interested in extracting the essence of existing algorithms[30]. Some researchers in this community have developed
while abstracting away the particular choice of model. Fol- approaches such as free market systems [31] that mimic our
lowing this, models of computation (MOCs) will be explored own trade system. In this architecture, each agent, which
that are useful for describing such systems. Finally, we will could be a robot with a specialized ability, bids on a par-
discuss our proposed design methodology that will be ap- ticular task based on its cost function which combines the
plied to the next DPEG implementation. robot’s reward and effort. It is even possible for robots to be-
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Fig. 10. Section of a distributed continuous control MOC with sensing, actuation, and
communication jitter. Shaded blocks represent a time delay.

come leaders who bid on tasks and then subcontract the task Continuous time dynamical syste{3§], [36] are a well-
out to several other robots. studied formal model. Key properties such as stability and
The continuous control community has wrestled with dis- reachability can be deducted using available analytical and
tributed systems for many years in the realm of process con-numerical methods. Controllers can be designed to meet de-
trol and has independently addressed many of the caveats osired specifications. Additionally, they are familiar to the
distributed systems, such as jitter compensation and schedeontrol community and, hence, preferred for control appli-
uling. Martiet al.[32] have identified the types of jitter that  cations. However, for distributed control applications in SNs,
can occur in distributed systems and investigated compensathis theory is not able to capture communication delays, time
tion techniques. Their method first analyzes whether online skew between clocks, or discrete decision making. Since all
or offline compensation is needed. If online compensation is the variables are continuous, it is difficult to model such dis-
feasible, then the parameters of the control law are dynam-crete phenomena. Additionally, controllers must be imple-
ically updated according to the next time the controller will mented on microprocessors, and control must be piecewise
be executed. Other researchers have reformulated the typicatonstant.
scheduling problem as a dynamic system so that the tech- To describe the controller’s piecewise constant nature, we
niques of control theory may be applied [33]. In [34], a cen- turn todiscrete time dynamical systefi3$], [36]. However,
tralized scheduling rule is replaced with local instantiations we are again limited to characterizing systems without mode
of integral controllers that are shown to drive the state to a changes. Additionally, this MOC assumes periodic activation

viable solution. of the controller with instantaneous computation of the con-
. trol law which is not preserved by the underlying platform.
B. Models of Computation This model does not directly address sensing and actuation

The impossibility of characterizing these systems within jitter, but it can be taken into account by augmenting with
the classical control framework raises the need to selecttime delays between the plant and the controller. This ap-
one or more MOCs in order to accurately analyze dis- proach assumes that the control law is computed synchro-
tributed control problems in SNs. Our hope would be that nously on each node evefy seconds, but different sensing
such a combination captures the continuously changingand actuation jitters are allowed for each node. This model
dynamics of the environment, the distribution of resources, is useful when we assume that the process scheduler running
and the discrete nature of the hardware. To address thison each node can ensure synchronous operation. Addition-
issue more specifically, we investigate several common ally, the system can be modified to distribute control compu-
MOCs, including discrete events, continuous dynamical tation across nodes with state communication between them,
systems, discrete-time dynamical systems, hybrid automataas shown in Fig. 10.
synchronous reactive languages, and dataflow models. For The multimodal nature of such systems can be described
each of these, we consider its advantages and its drawbackdy a hybrid automatori37]. These systems nicely account
with respect to control applications within SNs. for both the “continuous flow” and discrete jumps of such
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systems. Note that “continuous flow,” or just flow, in a distributed between all the pursuers to maximize robustness
hybrid automaton may be modeled by either differential to adversarial attack. In order to address the issues arising
equations or difference equations. They allow the system from the fact that DPEGs include synchronous and asyn-
to evolve according to the flow with occasional discrete chronous dynamics, severatl hocsolutions are available.
transitions. Additionally, with each discrete transition, the To compensate for nonuniform time delays, one approach is
equations governing the flow are allowed to change. Differ- to buffer the incoming data for a certain amount of time such
ence equations allow such a model to capture the piecewisethat most of the data has arrived. With this approach, the
constant nature of the controller. Mode changes can thenproblem has been reduced to the classical control problem
be characterized by the discrete dynamics, where all theof driving a system with a fixed time delay. However, this
discrete properties of our application must be encoded. Theresult comes at the price of suboptimal performance. As
discrete dynamics are similar to finite-state machines in that for missing data, the most common solutions are either
encoding many discrete variables leads to a discrete statausing the most recent data regardless of its exact time of
explosion problem and quickly becomes unmanageable forarrival, or estimating the most probable measurement that

SNs. is consistent with previous measurements and the dynamics
To consider MOCs more appealing for algorithms, we can Of the system.
considerdiscrete event systeni38]. Such a model works Some issues related to the event-triggered nature of dis-

well for mode changes or task scheduling and characterizesfributed control have been addressed by the hybrid system
the hardware platform nicely, as well. It also allows for the control community. Here, the idea is to develop a formalism
system to be event-triggered, which is often the case in SNs.that combines the best of control theory and state machine
However, it does not support continuous variables, and giventheory [44]-[46]. Although few analytical results are avail-
the discrete nature of variables we again run up against a stat@ble today, this rather intuitive and promising approach is an
explosion problem when modeling a large number of nodes. actlye area of res_earph. _
Finally, such systems generally do not correlate time steps of  Time synchronization research for SNs has been intense,
the model with real time. yielding promising results [8]. In our model, we confidently
Dataflow[39] MOCs are intended to describe data trans- 8SSume that sensor readings come with an accurate time
formations. In particular, they are useful for characterizing Stamp. Also, we assume that sensors know their location
several communicating processes. However, this paradigm ign SPace. A localization service ensures that the nodes in
awkward for control, since it generally considers the relation- & déployed network can compute their location relative to
ship between sequences of inputs and sequences of output§ach other [9]. With these two assumptions, we use the
rather than the evolution of the output for each input signal Standard control formalism with SNs. A choice of a model
in turn. In general, when composing several dataflow models 'S critical to the design of controllers for such systems. In
in a feedback loop, the result may not be deterministic [40]. d€aling with complex applications such as DPEGs, control
Another set of common modeling paradigms agen- must be exercised at several levels, and a hierarchical
chronous reactive languagesuch as Signal [41], Lustre system seems t'o be the r)atural modeling choice. A graphical
[42], and Esterel [43]. These languages support a broadr€Presentation is shown in Fig. 11. ,
range of formal verification tools to aid in debugging. At the low level, the continuous time dynamics of the
Additionally, it is possible to generate code for the platform SyStém need to be captured. Since the implemented con-
directly from the synchronous reactive language. However trollers are digital, the model is discretized to yield a discrete
we again find that there is no relation between time steps time control system. At this level, the system is time based,
of the language and real time. Furthermore synchronousi” the sense that time triggers each transition. At each time
reactive systems presume the existence of a global clockStep, an observation, generated from a sensor reading, needs
and that time steps—and, hence, the computation of fixed t© be provided to the controller, which will in turn produce
points—happen instantaneously. This MOC is not appro- " input to the dynamics of the system via an actu.ator.
priate because it is not congruent with the event triggered /N Standard control problems, the sensors are physically

nature of SNs. Finally, such a model can be counterintuitive, attached to the plant; therefore, it is assured to receive a
since it searches for a fixed point at every step. sensor reading at each time step. In the case of SNs, the

sensing is distributed. This means that it may take some time

for the observation to reach its destination, since packets
C. Design Approaches over the network are subject to delay and loss. Additionally,

the control law needs some information about the plant to

In the previous two sections, we described different compute the next input, which will heavily rely on state

approaches to address scalability and synchronus/asynestimation, prediction, and smoothing. In the absence of an
chronous systems. Our approach to scalability for DPEGs observation, we will make use of the model alone to provide
will rely heavily on distributed processing of sensors read- state estimation for control. In this way, late packets can
ings in order to get good estimates of positions and velocities be used to improve current estimate. Several methods can
of both evaders and pursuers. The control of each pursuerbe used for estimation, from Kalman to particle filtering. A
dynamics is performed within the pursuer itself based on graphical representation of the low-level controller is shown
network readings, but higher level coordination will be in Fig. 12.
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Fig. 12. Low-level controller.

of automatically generating embedded code directly from a
high-level specification language, thus enormously speeding
up the development phase. A graphical representation of the
design flow is shown in Fig. 13.

V. CONCLUSION

Compiler In this paper, we presented an overview of research activ-
|:> ities dealing with distributed control in SNs. We introduced
SNs and related research issues. We then presented our hard-
l ware and software platforms while proposing an open ar-
chitecture to help develop rich distributed applications. We
presented an overview of the theoretical issues facing re-
Fig. 13. The proposed design methodology. searchers interested in using SNs for distributed control ap-
plications. We identified key properties that cause classical
control theory to fail. We suggested a general approach to

ontrol design using a hierarchical model composed of con-

main, the control reacts to one or more events, sequences Oﬁnuous time-triaaered components at the low level and dis-
which are called behaviors. Events are detected by the SN nag P .
crete event-triggered components at the high level. In the

and transmitted to a discrete controller that generates the APz ture. we will focus on implementation. verification. and
propriate reaction. Each reaction is then transmitted to thetest' ' f thodol nple distrib t,d trol ! X
lower level by changing the control objective to agree with Ing ot our methodologies in distributed control systems
the new specifications. Once again, events occur in an asyn—On our proposed DPEG testbed.
chronous fashion, making formal analysis difficult. To work
with such events, we implement the system using a syn-
chronous reactive language, where behaviors can be verified The authors would like to thank the TinyOS team for pro-
and mapped to our asynchronous platform, making sure theviding a great hardware and software platform. Additionally,
verified properties are preserved. The problem of mapping the authors would like to thank the entire NEST team at
behaviors from different domains has been tackled in sev- Berkeley and Intel Research-Berkeley. Finally, the authors
eral different ways. We follow the approach of Benveniste would like to thank the following individuals: S. Bergbreiter,
[47] by designing controllers in a synchronous fashion, ver- E. Brewer, D. Culler, D. Gay, J. Hill, B. Hohlt, C. Karlof,
ifying the behavior, and then desynchronizing the algorithm P. Levis, S. Madden, K. Pister, J. Polastre, N. Sastry,
to be implemented on the asynchronous target architectureR. Szewczyk, R. von Behren, D. Wagner, M. Welsh,
The advantage of this approach also includes the possibility K. Whitehouse, and A. Woo.

At the higher level, the system is event based. In this do-

ACKNOWLEDGMENT

1244 PROCEEDINGS OF THE IEEE, VOL. 91, NO. 8, AUGUST 2003



REFERENCES

(1]
(2]
(3]
(4]

(5]

(6]

(7]

(8]

El

[10]

[11]

[12]

[13]

[14]

(18]

[16]

[17]

(28]

[29]

[20]

[21]

[22]

(23]

[24]

[25]
[26]
[27]

(28]

SINOPOLIet al: DISTRIBUTED CONTROL APPLICATIONS WITHIN SENSOR NETWORKS

Crosshow. [Online] Available: http://www.xbow.com/

Millennial. [Online] Available: http://www.millennial.net

Sensoria. [Online] Available: http://www.sensoria.com

B. Warneke, M. Last, and K. S. J. Pister, “Smart Dust: Communi-
cating with a cubic-millimeter computedEEE Computervol. 34,

pp. 44-51, Jan. 2001.

Smart buildings admit their faultd.ab Notes[Online] Available:
http://www.coe.berkeley.edu/labnotes/1101smartbuildings.html

A. Mainwaring, J. Polastre, R. Szewczyk, D. Culler, and J.
Anderson, “Wireless sensor networks for habitat monitoring,”
presented at the 1st ACM Int. Workshop Wireless Sensor Networks
and Applications, Atlanta, GA, 2002.

A. N. Knaian, “A wireless sensor network for smart roadbeds and
intelligent transportation systems,” Ph.D. dissertation, Mass. Inst.
Technol., Cambridge, 1999.

J. Elson, L. Girod, and D. Estrin, “Fine-grained network time
synchronization using reference broadcasts,” presented at the 5th
Symp. Operating Systems Design and Implementation (OSDI),
Boston, MA, 2002.

S. Klemmer, S. Waterson, and K. Whitehouse. (2000, Dec.) Toward
alocation-based context-aware sensor infrastructure. [Online] Avail-
able: http://guir.berkeley.edu/projects/location/Location.pdf

D. Estrin, R. Govindan, J. S. Heidemann, and S. Kumar, “Next cen-
tury challenges: scalable coordination in sensor networkstac.

5th Annu. ACM/IEEE Int. Conf. Mobile Computing and Networking
1999, pp. 263-270.

E. M. Royer and C.-K. Toh, “A review of current routing protocols
for ad-hoc mobile wireless networkdEEE Pers. Communvol. 6,

pp. 46-55, Apr. 1999.

F. Zhao, J. Shin, and J. Reich, “Information-driven dynamic sensor
collaboration,”IEEE Signal Processing Magvol. 19, pp. 61-72,
Mar. 2002.

L. Guibas, “Sensing, tracking and reasoning with relatiofSEE
Signal Processing Magvol. 19, no. 2, pp. 73—-85, Mar. 2002.

T. Parsons, “Pursuit-evasion in a graph,’Liacture Notes in Math-
matics, Theory and Application of Graphg. Alani and D. Lick,
Eds: Springer-Verlag, 1976, vol. 642, pp. 426-441.

M. Megiddo, S. Hakimi, M. Garey, S. Johnson, and C. Papadim-
itriou, “The complexity of searching a graphl’ ACM vol. 35, no.

2, pp. 18-44, 1988.

A. S. Lapaugh, “Recontamination does not help to search a graph,”
J. ACM vol. 40, no. 2, pp. 224-245, Apr. 1993.

S.LaValle, D. Lin, L. Guibas, J. Latombe, and R. Motwani, “Finding
an unpredictable target in a workspace with obstacledEEE Int.
Conf. Robotics and Automatipwol. 1, 1997, pp. 737-742.

S. LaValle and J. Hinrichsen, “Visibility-based pursuit-evasion: the
case of curved environments,” [REE Int. Conf. Robotics and Au-
tomation vol. 3, 1999, pp. 1677-1682.

X. Deng, T. Kameda, and C. Papadimitriou, “How to learn an un-
known environment I: the rectilinear casd,”ACM, vol. 45, no. 2,

pp. 215-245, 1998.

S. Thrun, W. Burgard, and D. Fox, “A probabilistic approach to
concurrent mapping and localization for mobile robotsjach.
Learn./Autonomous Robots (joint isspedl. 31, no. 5, pp. 1-25,
1998.

J. Hespanha, H. J. Kim, and S. Sastry, “Multiple-agent probabilistic
pursuit-evasion games,” iAroc. 38th Conf. Decision and Control
1999, pp. 2432-2437.

J. Kim, R. Vidal, H. Shim, O. Shakernia, and S. Sastry, “A hier-
archical approach to probabilistic pursuit evasion games with un-
manned ground and aerial vehicleBfoc. 40th IEEE Conf. Deci-
sion and Contrglpp. 634-639, 2001.

Great Duck Island. [Online] Available: http://www.greatduckisland.
net/

S. Bergbreiter and K. Pister. COTS-BOTS. [Online] Available:
http://www-bsac.eecs.berkeley.edu/~sbergbre/CotsBots/cotsbots.
html

NesC. [Online] Available: http://nescc.sourceforge.net/

TinyOS. [Online] Available: http://webs.cs.berkeley.edu/tos/

J. Parrish, S. Viscido, and D. Grunbaum, “Self-organized fish
schools: an examination of emergent properti&gl. Bull., vol.
202, pp. 296-305, June 2002.

J. Deneubourg, A. Lioni, and C. Detrain, “Dynamics of aggregation
and emergence of cooperatiofgiol. Bull., vol. 202, pp. 262—-267,
June 2002.

[29]

[30]

[31]

(32]

(33]

(34]

(35]
(36]

[37]

(38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

K. M. Passino, “Biomimicry of bacterial foraging for distributed op-
timization and control,JEEE Control Syst. Magvol. 22, pp. 52—-67,
June 2002.

G. Weiss, Ed.Multiagent Systems: A Modern Approach to Dis-
tributed Artificial Intelligence 2nd ed. Cambridge, MA: MIT
Press, 2000.

M. Dias and A. Stentz, “Opportunistic optimization for
market-based multirobot control,” presented at the IEEE/RSJ
Int. Conf. Intelligent Robots and Systems, Lausanne, Switzerland,
2002.

P. Marti, G. Fohler, K. Ramamritham, and J. M. Fuertes, “Jitter com-
pensation in real-time control systems, Real-Time Systems Symp.
London, UK, 2001.

M. Caramanis and A. Sharifnia, “Near optimal manufacturing flow
control design,”Int. J. Flexible Manuf. Systvol. 3, no. 3-4, pp.
321-336, June 1991.

V. V. Prabhu and N. A. Duffie, “Nonlinear dynamics in distributed
arrival time control,”IEEE Trans. Control Syst. Technolol. 7, pp.
724-730, Nov. 1999.

F. M. Callier and C. A. Desoer, Edd.jnear System Theonist

ed. New York: Springer-Verlag, 1991.

C.-T. Chen, Ed, Linear System Theory and Desjgr8rd

ed. London, UK: Oxford Univ. Press, 1999.

C. Tomlin, J. Lygeros, and S. Sastry, “Computing controllers for non-
linear hybrid systems,” ilecture Notes in Computer Science, Hy-
brid Systems: Computation and Contrbl W. Vaandrager and J. H.
van Schuppen, Eds. Heidelberg, Germany: Springer-Verlag, 1999,
vol. 1569, pp. 238-255.

E. A. Lee, “Modeling concurrent real-time processes using discrete
events,”Annals Softw. Eng. (Special Volume on Real-Time Software
Engineering) vol. 7, pp. 25-45, 1999.

W. B. Ackerman, “Data flow languageslEEE Computervol. 15,

pp. 15-25, Feb. 1982.

E. A. Lee, “A Denotational semantics for dataflow with firing,” Elec-
tron. Res. Lab., Univ. of Cal., Berkeley, Tech. Rep. No. UCB/ERL
M97/3, 1997.

A. Benveniste and P. L. Guernic, “Hybrid dynamical systems theory
and the signal languagelEEE Trans. Automat. Confwol. 35, pp.
525-546, May 1990.

P. Caspi, D. Pilaud, N. Halbwachs, and J. A. Plaice, “LUSTRE:
A declarative language for programming synchronous systems,” in
Conf. Rec. 14th Annu. ACM Symp. Principles of Programming Lan-
guages 1987, pp. 178-188.

G. Berry and G. Gonthier, “The Esterel synchronous programming
language: design, semantics, implementatié@ygf. Comput. Pro-
gram, vol. 19, no. 2, pp. 87-152, Nov. 1992.

R. Alur and T. Henzinger, “Modularity for timed and hybrid sys-
tems,” in Lecture Notes in Computer Science, CONCUR97: Con-
currency Theory, 8th International ConferenceBerlin, Germany:
Springer-Verlag , 1997, vol. 1243 .

M. S. Branicky, V. S. Borker, and S. K. Mitter, “A unified framework
for hybrid control: model and optimal control theoryEEE Trans.
Automat. Contr.vol. 43, pp. 31-45, Jan. 1998.

J. Lygeros, C. Tomlin, and S. Sastry, “Controllers for reachability
specifications for hybrid systems&utomatica vol. 35, no. 3, pp.
349-370, Mar. 1999.

A. Benveniste, “Some synchronization issues when designing em-
bedded systems from components, Liecture Notes in Computer
Science, Proceedings of the First International Workshop on Em-
bedded Software Berlin, Germany: Springer-Verlag , 2001, vol.
2211.

Bruno Sinopoli (Student Member, IEEE)
received the Laurea degree in electrical engi-
neering from the University of Padova, Padova,
Italy in 1998. He is currently working toward
the Ph.D. degree in electrical engineering from
the University of California, Berkeley, under the
supervision of Prof. S. Sastry.

His research interests include sensor networks,
design of embedded systems from components,
distributed control, and hybrid systems.

1245



Courtney Sharp received the B.S degree from
the University of Oklahoma, Norman, in com-
puter engineering in 1997 and the M.S. degree
from the University of California, Berkeley, in
electrical engineering in 2000.

He is currently a Research Specialist with the
Intelligent Machines and Robotics Laboratory,
University of California, Berkeley. His research
interests include design of distributed and
networked embedded systems, composable ar-
chitectures, distributed programming languages,

and computer vision.

Luca Schenato (Student Member, |IEEE) was
born in Treviso, Italy, in 1974. He received the
Dr. Eng. degree in electrical engineering from
the University of Padova, Padova, Italy, in 1999.
He is currently working toward the Ph.D. degree
from the Department of Electrical Engineering,
University of California, Berkeley.

His research interests include modeling
of biological networks, insect locomotion,
millirobotics, and avionics.

Shawn Schaffert (Student Member, IEEE)
received the B.S. degree in electrical engineering
from the University of Nebraska, Lincoln,
in 1998, and the M.S. degree in electrical
engineering from the University of California,
Berkeley, in 2001. He is currently working
toward the Ph.D. degree at the University of
California, Berkeley, under the supervision of
his research adviser, Prof. S. Sastry.

In 2001, he was an Intern at Xerox PARC, Palo
Alto, CA, investigating the complexity of con-
strained optimization problems. His research interests include embedded
systems, distributed control, hybrid systems, and robust control in sensor
networks.

Mr. Schaffert is a member of Tau Beta Pi and Eta Kappa Nu.

1246

S. Shankar Sastry (Fellow, IEEE) received
the M.S. degree (honoris causa) from Harvard
University, Cambridge, MA, in 1994, and the
Ph.D. degree from the University of California,
Berkeley, in 1981.

From 1980 to 1982, he was an Assistant
Professor at Massachusetts Institute of Tech-
nology, Cambridge. In 2000, he was Director
of the Information Technology Office at the
Defense Advanced Research Projects Agency,
Arlington, VA. He is currently the NEC Dis-
tinguished Professor of Electrical Engineering and Computer Sciences
and Bioengineering and the Chairman of the Department of Electrical
Engineering and Computer Sciences, University of California, Berkeley.
His research interests are embedded and autonomous software, computer
vision, computation in novel substrates such as DNA, nonlinear and
adaptive control, robotic telesurgery, control of hybrid systems, embedded
systems, sensor networks, and biological motor control.

Dr. Sastry was elected into the National Academy of Engineering in
2001 “for pioneering contributions to the design of hybrid and embedded
systems.” He has served as Associate Editor for IERENEACTIONS ON
AUTOMATIC CONTROL, IEEE GONTROL SYSTEMS MAGAZINE, and |IEEE
TRANSACTIONS ONCIRCUITS AND SYSTEMS.

PROCEEDINGS OF THE IEEE, VOL. 91, NO. 8, AUGUST 2003



	Index: 
	CCC: 0-7803-5957-7/00/$10.00 © 2000 IEEE
	ccc: 0-7803-5957-7/00/$10.00 © 2000 IEEE
	cce: 0-7803-5957-7/00/$10.00 © 2000 IEEE
	index: 
	INDEX: 
	ind: 


