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Abstract— Emerging practical schemes indicate that algebraic
mixing of different packets by means of random linear netwok
coding can increase the throughput and robustness of streaimy
services over wireless networks. However, concerns with ¢éh
security of wireless video, in particular when only some of he
users are entitled to the highest quality, have uncovered
need for a network coding scheme capable of ensuring differd
levels of confidentiality under stringent complexity requrements.
We show that the triple goal of hierarchical fidelity levels,
robustness against wireless packet loss and efficient sedyrcan
be achieved by exploiting the algebraic structure of netwdk
coding. The key idea is to limit the encryption operations to
a critical set of network coding coefficients in combination
with multi-resolution video coding. Our contributions include an
information-theoretic security analysis of the proposed sheme,
a basic system architecture for hierarchical wireless vide with
network coding and simulation results.

Index Terms— Network coding, video streaming, wireless net-
works, multi-resolution coding, security

|. INTRODUCTION

While there has been abundant research aiming at ensuring
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relay nodes in wireless range, but with poor channel quality
Due to the noisy nature of the wireless medium, reliablewide

transmission require$' to retransmit the lost packets using

the feedback received from nodes B and C. Moreover,

the relays need to synchronize and schedule transmissions
to ensure that every receiver gets all the packets without
duplicates. Under this scenario, video quality can deeseas
because some video frames are not delivered in a timely
fashion and are therefore skipped.
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a reasonable quality of video experience for wireless users
the task of providing video streaming of variable quality t&ig. 1. A sourceS streams video t@ sink nodesA, B andC through relay

a heterogeneous set of receivers with different subseripti

nodesRR1, Re and R3 in a wireless setting. The probability of dropping a
packet in each link (in dashed) i§,ss. The sinks subscribed for different

levels is still an open issue. The key challenge is to sery@eo quality, thus one must devise mechanisms to enstiableeldelivery

wireless users with video streams that are both (i) of diffier
quality, depending on subscription level, and (ii) with ety

guarantees to ensure that only authorized users will a¢cbess

protected video streams.

In order to illustrate this problem let us consider the sciena
in Fig. 1, in which nodes4, B andC' are interested in a video
stream served by nodg but they have paid for different video
qualities, for example different layers of a multi-resaut
video stream. Nodé& can connect to the receivers through
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over the wireless medium, and protection against unauthdraccess.

Moreover, given the broadcast property of the wireless
medium, nodes that did not have subscription access tarcerta
layers can potentially overhear the transmitted packets; e
in Fig. 1, node B could overhear layes frames. Preventing
unauthorized access to certain layers in the presenceayf rel
nodes thus imposes a challenging security problem, ingarti
ular because encryption of the complete video stream is ofte
deemed unfeasible in resource-limited mobile termina¢alR
time decoding of high-quality video already consumes atgrea
deal of processing power, and can become overwhelming in
conjunction with the resources required for the decryptibn
large files [1], [2]. Moreover, a lossy wireless medium img®s
additional requirements to the security mechanisms, ssch a
robustness to losses and limited synchronization to pteven
scheduling problems.

A solution consists in reducing complexity by partially
encrypting the video data [3], [4]. However, it is hard to
evaluate the degree of security provided by these scherhes [4
The use of layered coding in wireless scenarios was seen as
promising, but it is likely to yield prioritization and sctieling
problems. For instance, [5] has shown that even the simple
prioritization of the base layer is not a trivial task.



In order to tackle the above problems, we turn to a tecbehind this work.Section 1l presents the proposed scheme
nigue known as network coding. The key idea of networknd its security evaluation. Preliminary system aspects an
coding [6] is to allow nodes in a network to combine differenitnplementation guidelines are presentedSaction IV The
information flows by means of algebraic operations. Thizerformance evaluation of the scheme is presente8edo-
principle leads to an unconventional way of increasing thi®n V. Finally, Section Viconcludes the paper.
throughput and robustness of highly volatile networkshsas
wireless networks, sensor networks and peer-to-peerrsgste I
[7]. The benefits for wireless communications have been
shown in [8], [9], [10] and [11]. Network coding can also Let us consider the diagram iRig. 2, where a source
minimize the decoding delay with feedback [12], making igenerates multilayer video that is encoded to be tranainitte
suitable for multimedia streaming [13], [14], [15]. through a wireless network. We focus on how to create a

Protection of a wireless video stream, while increasing tisecure scalable stream by matching the multilayer videb wit
overall robustness to losses and failures, reducing sdingdu the network encoder.
problems and adding resilience, is also possible usingar&tw
coding. By v_iewing_the network cod_e as a cipher, it is possi Multiayer || Network Wireloss
to create a lightweight cryptographic scheme that reduoes Source video [ encoder Transmission
overall computational complexity [16]. Thus, network aogli
|nsp|res_ a reformu_latlon of the tYP'Ca' separatlon betwe%. 2. Coding diagram considered. A source generates laydti video. The
encryption and coding for error resilience. It is unnecBsEA  video is fed to the network encoder and then undergoes therttiasion in
perform security operations twice, since we can take adggnt a wireless network.
of the inherent security of this paradigm [17], [18].

In this paper, we take advantage of the above benefits mf Network Model and Abstractions

network coding to develop and analyze a novel secure network id b ) ¢ irel K wh h
coding architecture for wireless video. We consider a roadti Ve consider an abstraction of a wireless network where the

source and relay nodes only have access to the identifiers of
the sinks (e.g. the IP addresses). Thus, there is no central-
ized knowledge of the network topology or of the encoding

. PRELIMINARIES

setting in which several devices, which are in general bete
geneous and have limited processing capabilities, suiestoi
multi-resolution streaming video in a lossy wireless netwo ;
We show how security operations performed at the netwof#nctions. ) ]

coding layer allow us to achieve our goals, which are (i) to e adopt the model of video layers from [19], illustrated
reduce the number of encryption operations while meetieg tf! Fig. 3. Video data is divided into groups of pictures (GdPs)
prescribed security guarantees, (i) to combine the riegult With @ constant duration. The data is then encoded iato
lightweight security scheme with efficient layered coded ar@yers; each layer is divided into a fixed number of packets.
streaming protocols for wireless video and (jii) to match-neEach layer is dependent on all previous layers, that isylaye
work coding with scalable video streams, relying on netwolR Necessary to decode lay&rlayer2 is necessary to decode
coding’s asynchronous operation and inherent robustreesdayer 3, etc.

link failures and packet loss. Our main contributions are as Time
follows: t=1 5 24 2

12345
o We propose a&ecure scalable network coded method for 1]
video streaminglesigned for delay-sensitive applications Layers 2] GoP Layers
that exploits the robustness of network coding with man- 3]
ageable complexity and quantifiable security levels. We
also show how hierarchical codes for scalable video based
on successive refinement can be combined with netqu,(;
coding in scenarios where not all the nodes are authorized
to receive the best quality;
« We carry out ananalytical evaluationof the security B. Threat Model
properties of our scheme, and also address its perforyve consider the threat posed by a passive attacker with the
mance and implementation in a wireless streaming sg#ilowing characteristics:
vice;
o We offer insights andsystem considerationsegarding
implementation in real scenarios;
o We provide a preliminanproof-of-concepfor our net-
work coded video architecture in several wireless scenar-
ios via simulation.
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. 3. Layer model. The video data is divided into groups iofyses (GoP)
the duration ofl second. GoPs are then subdivided into layers.

1) he can observe every transmission in the network;

2) he has full access to information about the encoding and
decoding schemes;

3) he is computationally bounded and thus unable to break
hard cryptographic primitives.

. . . The goal of the attacker is to recover the multicast video

The remainder of the paper is organized as follo®%sc- stream at the highest possible quality

tion Il describes the network setup and the attacker modeli, '

as well as the fundamental coding and encryption principleswe use the terms video segment and GoP interchangeably.



C. Network Coding and Security Plaintext

Random Linear Network Coding (RLNC) is a completely Lower triangular E(by. K) 4
distributed scheme to implement network coding protocol encoding matrix A b, G
whereby nodes draw several coefficients at random and 414 b3 C3
them to form linear combinations of incoming packets [20 431 82 X =
The resulting packet is sent along with the global encodir agy ag, g3 E(y, K) .
vector, which records the cumulative effect of the linee b'y o
transformations suffered by the original packet while @ it 10— b' Cs
path from the source to the destination. The global encodi 20—
vector enables the receivers to decode by means of Gaus: 30—
elimination. Locked

The idea that inspired the scheme presented in this pa coefficients  Unlocked Payload
is SPOC (®cure_Pactical Netwok Coding) [16]. SPOC is Packets (encrypted) coefficients
a lightweight security scheme for confidentiality in RLNC,  Layer1 (211 1 100 IC1 Cy J
which provides a simple yet powerful way to exploit the
inherent security of RLNC in order to reduce the numbe  Laver2 laz125 | 010 ICZ Cp ]
of cryptographic operations required for confidential conrr ;
muni?:lgtio?q. l'Dl'his ig achieved Sy protecting (or “locking”) ~ -3vers (301 252235 | 001 Jezcy )

only the source coefficients required to decode the linear \ l
encoded data, while allowing relay nodes to run their netwo

coding operations on substitute “unlocked” coefficientsolth

provably do not compromise the hidden data.

IIl. SECURENETWORK CODING FORVIDEO STREAMING
In this section we introduce our security scheme and elaigf;. 4. lllustration of the operations performed at the seurFirst, a3 x 3

orate on its main properties. lower triangular matrix in which each non-zero element issgm uniformly
at random out of all non-zero elements of a finite field is geteet. The
A. Scheme Operation plaintext is divided into vectors of elements and the first position of each

. . o ) vector is encrypted using a stream cypher. The matrix isiptield by each of
The operations at theourceare illustrated irfFig. 4, which the vectors to generate the payload. The coefficients ofixmatrare locked

also introduces the notation used in the examples in thiging one different key for each line of the matrix and placethe header
; : : - Of the packets. One line of the identity matrix is generatedeach line of

section. The scheme starts with ,a one-time key distributi locked coefficients. The packets are then sent out to etveork.

between the source and the receivers. As keys can be reused,

only one key per layer is needed for multi-resolution eneryp Next, the source encrypts each line of matixwith the

tion (a single key for the single resolution video case)} th@orresponding layer key. MatriA is thelocked coefficients
would be shared among all the receivers. Then, for each G atrix. The source then generates & n identity matrix T

the_ source generates anx n IOV\_/er-tnanguIar matr|.xA, N~ which corresponds to thanlocked coefficientsThe packets
whichn is the number of layers in the GoP. Matr is usgd are composed by the header, which includes Ituied and

for elncodmg aththe sourc_:fe onlly. ItEach dnon}zero e”ntrymrB unlockedcoefficients, and the payload. Note that, because of
aln eement;ijhc ?S%? uniformiy at random from all NON-z€Tqe nested structure of coding, determined by the triamgula
elements of the field",\ {0} matrix, a packet from layet corresponds to the first line of

i ivi i ) (w) - .
Th_e GoP is then divided into vectobS'’ ... "), in which matrix A, a packet from layeg corresponds to the second
the first symbol of each vector belongs to laylerthe next line of matrix A, etc, so that each packet of layeiincludes
symbol belongs to laye?, etc. The number of vectors Crea%edpackets from layersl,...,z — 1,z. Note also that when

is(i)[s.ize of GoP / . Then, at least one symbol of each vectghe torming a linear combination of one packet of layewith
b'" is encrypted for each use of the encoding matrix. As Iayeéspmket of layey > z, the resulting packet belongs to layer
are dependent — layéris needed to decode laye# 1 — the

best approach is to encrypt the more informative base layer 0Therelaysencode packets according to the rules of standard

the GoP in order(_t)o ach_ie\{e maximum secu.rity.(in this.cbﬁe_, RLNC protocols [20]. The algebraic coding is performed
for each vecton™). This is standard practice in multimedia, ;inquishably on unlocked coefficients, locked codiits

security [4]. We denote the output of the operation of a strea, payload. Relays identify the layer of a packet by looking

cypher to a symbolP with a random keyK as E(P, K_)' at the first non-zero position in the unlocked coefficients] a
Finally, the payload of the packets is composed by applyieg t

. . : . : ackets are mixed with packets of the same or lower layers
encoding matrixA successively to the information symbols t£

. . . nly.
be sent, i.e., the payload is formed by concatenating all t . : L . i
vectorsA (E(by, K), by, ..., by)T. ®The receiversapply Gaussian elimination following stan

dard RLNC over the unlocked coefficients. The locked coef-

2For clarity, we ignore inconsistencies regarding the priipo between ﬁ(?ients are recover_ed by decrypting each line of the_ matrix
the number of symbols in the layers. with the corresponding key. The plaintext is then obtaingd b



forward substitution.

Note that the protected symbols should be encrypted witbmbined, reverting the operations through the use of lelbc
the key for the lowest level in the network (that K&;), so coefficients subsequently reveel combinations of different
that all legitimate participants in the protocol can detyie
locked symbols. If layet is to be accessible by all nodes in the

network, the first line of the matrix should be sent unenagipt

and the encryption of symbols should start at symhoWe

do not provide further details of this case for want of space.
Table I summarizes the scheme operation. In what follows,

keys. Furthermore, even if packets from different layerms ar

layers, so that the original information can be recovéred

10—
20—
30—

d31 83y 33

we elaborate on the matching of multiresolution video and se
curity, prioritization and scheduling issues. Finally, previde
the security analysis.

TABLE |
SUMMARY OF PROPOSED SCHEME

Initialization (source nodes): |

A key management mechanism is used to exchangdared keys
with the sink nodes (one for each layer);

The source node generatesnax n lower triangular matrix A

in which each of the non-zero entries is an element from

multiplicative group of the finite fielde € F,\{0};

The coefficients corresponding to a distinct line of thex n

identity matrix are added to the header of each coded patkese
correspond to thenlockedcoefficients.

Each linel of the matrix A is encrypted with shared kei; and

placed in the header of each packet. These coefficientsspome
to thelocked coefficients;

The source node applies the matAxto the packets to be sent, arld
places them in its memory.

Initialization (relay nodes): |

Each node initializes: buffers, one for each layer in the networkl

Operation at relay nodes:

When a packet of layek is received by a node, the node stores
packet in the corresponding buffer;

the,

he

Fig. 5. lllustration of the encryption of the locked coeféiots. The first layer
corresponds to the first line of the matrix and is encrypteth the key for
layer 1. The remaining locked coefficients are encrypted line by &acording
to a similar mechanism.

Note that traditional RLNC mixes all packets by using a
full square matrix. This, however, is not suitable for lager
coding, since it is not possible to extract individual layer
unless one matrix is used for each layer. Our triangularirmatr
coding effectively mixes the layers, allowing for diffeten
ated recovery of successive layers by nodes with different
access levels, while relying on the dissemination of lower-
level packets to achieve the resilience necessary for highe
level packets to be delivered in a timely fashion. Moreover,
the triangular matrix form provides priority to the baseday
as all upper layer packets contain the base layer. Thus, the
common prioritization and scheduling of the base layer is
solved in a natural way. IrSection V-Bwe compare our
scheme with traditional RLNC addressing scheduling and
prioritization issues.

The choice of a triangular matrix further meets two impor-
tant requirements. First, it allows us to remove the arbjtra

To transmit a packet of layéron an outgoing link, the node producgs delay introduced by the typical RLNC full-matrix at the

a packet by forming a random linear combination of the packet

bufferst, . .., 1, modifying both the unlocked and locked coefficients SOUrCe, since the source can code packets as soon as they

without distinction, according to the rules of standard Rl.Nased
protocols.

Decoding (sink nodes): |

When sufficient packets are received:

The sink nodes perform Gaussian elimination on the matrix
unlocked coefficients, applying the same operations toeheaimder
of the packet, thus obtaining the original locked coeffitseand

coded packets; o )

The receiver then decrypts the locked coefficients usingctivee-
sponding keysi; for level i; o

The receiver performs forward substitution on the packstaguthe

locked coefficients to recover the orijqinal packets; )
The receiver decrypts the encrypted symbols to form theiraig

plaintext.

B. Bringing Security to Multiresolution Video: Triangular

Encoding Matrix

As we have seen, upon generating a new GoP, the sou

divides it into vectorsb™™) ...p(", mixing all layers, and

applies the matrixA to each of them to obtain the payload,

that is, c® = Ab®. To achieve security, the key idea i w) - 2 o (x
¢ 0 y y S 5™, in which p@ = ") 5.

to encrypt each line of the matriA using a different layer
key, as illustrated by the example Fig. 5. Note that only

the recipients with the corresponding keys can decode tv
encrypted line, and consequently the layer. Standard mktwo

coding operations can be employed over tidocked co-
efficientsalso when the layers are encrypted with differentatrix A to have one row per layer.

are generated and does not have to wait for the end of the
generation to send them. Furthermore, the use of a triangula
matrix also allows for a unique mapping between the unlocked
and locked coefficients that does not compromise security: a

°fhon-zero unlocked coefficient in columircorresponds to the

combination of packet,...,p; inside the corresponding
packet. This is a way of determining the layer of a packet
at relay nodes and allow the use of the feedback strategies fo
minimizing the decoding delay mentioned $ection |

C. Security analysis

We now introduce the model used to perform the security
analysis, which is similar to the one in [21]. LAt = (a;;) be
then xn lower triangular encoding matrix used for performing
coding at the source. Each of the non-zero coefficiepts >
qu uniformly distributed over all non-zero elements of aténi
field Fy, ¢ = 2%, and mutually independent.

Let the original data, or plaintext, be a sequence okctors

b )T 1< <

w. All vectorsb™® are independent cA. We assume that the
uccessive refinement algorithm used to generate the #ralab
Geo is optimal. Thus,P(B; = b;) = (¢ — 1)71,vb; €

SFor simplicity of the discussion, and without loss of gefigrave consider



F,\{0}. For simplicity in the proofs, we also consider that the = Proof: See Appendix.
plaintext is pre-coded to remove zeros. This can be achieyed The equation inTheorem Zhows that the cost of attacking
mapping elements df,, into F,_1, thus incurring a negligible the plaintext is the cost of discovering the encoding matrix
rate penalty ofl¢ — 1)/q. Thus, we get a threshold at which there is a reduction of the
We generalize the proofs to include more than one encryptegarch space needed to attack the plaintext due to multiple
symbol per use of the encoding matrix, and represent the nureuses of the matriA. Notice that there is no disclosure of
ber of encrypted symbols per reuse of the encoding symbolstias plaintext with a single use of the encoding matrix. Below
m. We abstract from the particular cypher used for locking thtee number of uses in the threshold, the mutual information
coefficients. For the plaintext, we consider the use of astre is 0 and thus, it is not possible to perform a statistical attack
cypher such that the probability of the output of the encgdiron the payload. When the number of uses of the encoding
operation E(P, K) is independent of the plaintex? and matrix surpasses the threshold, the mutual informatiomgro
the distribution of the output is uniform among all non-zerwith w. In the extreme case in which the number of encrypted
elements off,\ {0}, that is, P(E(P,K)) = (¢ — 1)~'. The symbols is equal to the number of symbols in the matrix, the
parameters of the cypher should be adjusted to approximatatual information is always zero (however, in this case, we
these criteria [22]. In the proofs, to obtain these propsrtive would not require the encoding matrix to be hidden).
consider the use of a one time pad in which one symbol of theThe triangular matrix grants unequal protection to thelaye
key is used for each symbol of the plaintext that is encrypteof the plaintext. We can easily see that the search space for
The key is represented by random vectorsk ™" ... K", discovering layeri + 1 is larger than the search space to
each withm positions (that is, withwm symbols of key in discover layeri. Take, for instance, the case in whigh= 0

total). FurthermoreP(K; = k;) = (¢ — 1)~',Vk; € F,\{0}. - then, for layersi andi + 1, an attacker needs to guess,
We denote the vector to which the matrix is applied, that isgspectively; andi + 1 entries of the matrix.
the vector(E(bl,Kfl)), .. .,E(bﬁ,f),K,(,f)),bf,fil, .. .,bﬁf”))T, We believe that the expression Theorem 2allows us to
as ¢, Each payload vector is represented by) = fine tune the trade-off between complexity and security by
(™, ... ST wherez corresponds to reuseof A and  varyingn (the size of the matrix)y (the number of encrypted
symbols) and the size of the field.
min(m,i) i
™) = Z aijE(b;””),Kj(.””)) + Z aib”. IV. SYSTEM ASPECTS
j=1 l=m+1 We now discuss practical system aspects of our scheme. Let

In all the proofs, random variables are described in capit4$ consider a scenario such as the onkign 1, with a system
letters and instances of random variables are representedtichitecture as depicted kig. 6. We will discuss the different
lowercase letters. Vectors are represented by underletetg  components of the system and their practical implicatiand.n
and matrices are represented in boldface.

Without loss of generality, we abstract from the netwe =
structure and consider the payload of all packets togethtbei .’// Key D‘i’;i'buﬁon \‘.
security proofs. We characterize the mutual informatio8] [ v v
(denoted byI(-;-)) between the encoded data and the t Encoder Network encoder Decoder

- . . . (sink)
elements that can lead to information disclosure: the engo (source) (Ir_e'ays)
. — . I ) . i ayer
matrix and the original data itseffheorem Zevaluates the mu- | Multiresolution Ly Security Classif)ilcation ecurity

tual information between the payload and the encoding ma |___S"™ |  Network Decoding
Coding Buffering

. . Network
and Theorem 2Zevaluates the mutual information between 1 Loss
Loss Recovery

payload and the original data. Recovery
Theorem 1:The mutual information betweenA and ‘\—/
AEM AE® .. AE™ is zero:

I(A;AEW AE® AE™) =0. Feedback

. . Fig. 6. Modules of a potential system implementation. kgithat are external
Proof: S.ee Appendl_x. ) ) to our system (that is, key distribution and generation of w@tinesolution
Theorem s a generalization of the result in [24] and showstream) are in dashed.

that the cost of a statistical attack on the encoding masrix i
the cost of a brute-force attack on all entries of the matrix,

independently of the number of reuses. A. Key distribution
Theorem 2:The mutual information between Our scheme requires shared keys between sources and
BW .. B™ and AEW, ..., AE™ is given by the destinations. While the specifics of a key distribution neech
expression: nism are not relevant for this paper, examples include efflin
I(B(l)v'”,B(w);AE(l)’."AE(w)) _ pre-distribution of keys or authentication protocols suah
- - — - Kerberos or a Public Key Infrastructure (PKI). Note that the
log(q — 1) max Efﬁl;’n’m)’())’ need for keys to be shared among several legitimate nodes

where f(w,n, m) = w(n —m) — =5 in a network arises frequently in multicast scenarios and is



commonly denominated as broadcast encryption or multicasteam cipher mode) in order to keep the size of the symbols
key distribution [25]. Layef nodes should keejkeys (one for constant.
each layer), and thus, the number of keys exchanged is equahn important aspect of the encoder is the rate at which
to Zlel It;, in which t; represents the number of recipientintermediate nodes generate and send linear combinations
of layer( in the network and the total number of layers in to the receiver. If a relay generates and forwards a linear
the stream. combination every time he receives an innovative packet
from the server, then many redundant packets may arrive at
destinations. To solve this issue, the server generatesdit cr
for each coded packet, which is further assigned to one of the
The main requirements of security protocols for multimedigtermediate relays [27]. Next, only the relay who receives
streams [4] are (i) to work with low complexity and highgiso the credit associated with the packet is allowed to send
encryption efficiency, (ii) to keep the file format and synfnear combination.
chronization informgtion a_nd (iii) to maintain the ori_glrdsata After transmitting a complete generation, and before strea
size and compression ratio. As we can see f®ection lll, jng the next one, the server starts the loss recovery process
we have designed our scheme to meet criterion (i). Criteriqy recover lost packets, the server sends redundant linear
(ii) is codec-dependent, but in general our scheme is abledgmbinations for each layer, mixing all packets of the layer
meet it. Taking for example the MJPEG video colE26], we  This process continues until all the receivers for that fag

blocks of the image on the main header of the file and satisfy

criterion (ii). Finally, network coding does not change #ize

. . . P Network (Relay) Encoder
or compression ratio of the stream, so our scheme satisfies . )
criterion (ii). The network encodeis a component of the wireless relays

As shown inSection I1I-G the maximum level of security is ©f the network and includefayer classificationand network

obtained when the compression is optimal and yields a resefding As mentioned irSection |1} packets of layef should
that is nearly uniform. Thus, our scheme imposes a set @ly be combined with packets of lower layers, i.€., ] —
parameters for the codec in order to maximize the entropy: - - 1- This is done in order to maintain the diversity of layers
of the file. In the MJPEG codec, two such coding decisiond the network, because when combining a packet of ldyer
would be to choose larger tile sizes and maximum compressi#fiih 1ayeri-+1, the layer of the resulting packetis-1. After
rate on the arithmetic coding step. Another approach woulpssifying the packet, a relay generates and forwardsearin
be to perform an extra data protection step together wiggmbination if he received the credit assigned to that packe
compression (see [26]). The size of the base layer can be seen

as another parameter to increase the compression ratio. AsDecoder

an example, in JPEG2000, each encoded symbol increases thgne decoderis a component of the receiver that includes

resolution of the stream, therefore it is possible to vagysize  secyrity decoding and bufferingnd feedbackWhen enough
of each layer taking the constraints of the security meamani packets are received, the receiver performs Gaussiannelimi

B. Multiresolution Encoder and Security

into consideration. tion to decode packets using the unlocked coefficients. The
security process corresponds to the recovery of the locked
C. Source Encoder coefficients and encrypted symbols of the payload and is

explained inSection Ill

) . o7 Since in our scheme relay nodes perform coding on the
network codingmodules. Thesecurity moduleand its inter-
packets of the same (and lower) layers, the shape of the

operation withnetwork codingare described irSection Il wriangular matrix sent by the source is not kept through the

However, we do use more than one row of the matrix for . o o
. network. Thus, a received packet, even if innovative in teofn
each layer. In that case, the mapping between the unlockkd an

locked coefficients suffers a shift: i packets per layer are rank, might not be decodable immediately. Hence, our system

used, a packet with unlocked coefficients veatorl 0,..0)  LoRe, 2 SR, BERE B o o, e
belongs to layer and a packet with vectofl, 1,1,0,...0) y

belongs to layer. The division of the payload into vectorsVIOIeO stream, similar to the play buffer at the receivers] an

should also accommodate this shift. Codecs in which each nWIII preemptively flush the current undecoded packets if the

symbol (decoded in order) contributes to increased reisolutig\é\is?gr;%q?r:r?hmeer}glsbggi rgj;f'e?nce a full layer is decoded, it
Bt play :

of the output video (such as the MJPEG2000) might bene A node starts the playback once it decodes a number of

from an approach with a finer granularity. This granularitg . . . o
. ) . segments in the lowest quality. If a frame is not receivedl unt
can be fine-tuned by the number of lines of the encodin

matrix that belong to each layer. Another important systetﬁe tlm.e of pIaybgck, then '.t IS Q|sca}rded and thg subS(_equent

. . . . ; rame is played instead. Likewise, if the frame is available
requirement is to use an encryption mechanism for which the Lo . .
ciphertext is of the same size of the plaintext (e.g. AES in @ lower quality, it is played in a lower quality than the
e one the node has access to. At timestephe node plays

41n MJPEG, several JPEG2000 images are concatenated taeaerideo  S€IMeNk: in the quality in Wh|Ch Itis ava'lable-. If the segment
stream. Each image is compressed separately. was not decoded not even in the lowest quality, then the node

The source encodeincludes security loss recoveryand



stops the playback process and starts buffering. If aftaresoshown inFig. 7. Note that these values are indicative only, and
buffering timeout, the node decodes segmienthen it plays correspond to the theoretical gains when the size of thegtack
it in the quality in which it is available; otherwise, the reod is the only parameter determining the number of reuses of
skips segmenk and plays the next one. the encoding matrix. The security penalty, which is quaadifi

We consider a system with minimal feedback, in order @ Section IlI-G is not considered for the purposes of this
free the wireless channels from unnecessary transmissicasalysis. Note as well that the end values depend on therdesig
The receivers send positive feedback to the server whenewéthe codec, as well as on the size chosen for each layer.
they decode a segment in the desired quality. For example, a
layer 3 receiver sends a unique feedback packet when it has
decoded layers, 2 and 3.

TABLE Il
VOLUME OVERHEAD OF LOCKED COEFFICIENTEPER PACKET).

Size of data to encrypt (bytes)

MAXIMUM [P #CODED OVERHEAD IN [Fy
V. EVALUATION PACKET SIZE PACKETSh g=28 | ¢g=216
) i i ) 4 0.80% | 1.60%
In this section we evaluate our system in terms of security 8 1.60% | 3.20%
. i . ) 500
complexity and we provide an evaluation of its performance 12 3.20% | 6.40%
in a lossy wireless scenario. . oo | 8%
1000 12 2.40% | 4.80%
A. Security Performance g 8:5;22 (1):2%2
1500 12 0.80% | 1.60%
10000 2) Communication and Computational overhedde abil-
9000} | == Traditional Encryption ' 1 ity to reduce the volume of data to be encrypted comes at
8000} j:ig'giiggo , ] the cost of including locked coefficients in the data packet.
| n=6 p=1500 o | In Table 1l we show the overhead introduced by our scheme
7000 —n=12,p =500 for each packet and for coefficients with size of 8 and 16 bits,
6000 |===n =12, p=1000 ' 1 for some values of reference for wireless networks with sode
S0l L M=12.p=1500 | with several processing capabilities. Note that the iriolusf
locked and unlocked coefficients allows us to avoid the use
4000¢ e 1 of homomorphic hash functionwhich are very expensive in
3000} _,/" 1 terms of computation [29]. Due to the inclusion of an extria se
20001 ' y of c.o.efficients (the Iockeql coefficients), our scheme rexquir
== additional operations, which are shown Table Ill. For the
1000} = = e il ‘ purpose of our analysis, we consider that, in comparisoneo t
0= = ‘ ‘ ‘ multiplication, the sum operation yields negligible coenty.
0 2000 4000 6000 8000 10000
Size of plaintext (bytes) TABLE IIi

Fig. 7. Size of data to be encrypted for our scheme versustitiaal COMPUTATIONAL COST OF INCLUDING THE LOCKED COEFFICIENTS

encryption (encryption of the whole data).

NODE OPERATION DETAILED TOTAL
. . CosT CosT
1) Encryption volume: Fig. tompares the volume of dat Generation of vectors of identiy] negligible =

to be encrypted according to the size of the plaintext for ouﬁg‘érece matrix
scheme and traditional encryption, for typical packet size Encryption of locked coefficients ieleSECtiO“ V-
of 500 bytes (for video packets in cellular networks) [28]; :

; . Relay Node Performing extra random lineaf nh multiplica- | O(nt)
1000 bytes (for example, for video over wifi networks) and =€ operations on locked coefficients tion operations

1500 bytes (the typical IP packet size). We consider one (combiningt packets) and(n — 1)k

H Y sum operations
gncrypted symbol per generation. For the tradmona}l gucer) Decrypt Tocked cosficients 1o ob] SeeSection V-
tion mechanism, which performs end-to-end encryption ef th tain the matrix M, of plain-text | A.1

2
entire payload, the volume of data that must be encrypted; noge | 'ocked coefficients o)

increases linearly with the size of the protected payloais | Forward-substituion using recovt O(n)
not difficult to see that our scheme substantially reduces 12 Decrypt one encrypted symbol par SeeSection V-
size of information to be encrypted. The gains get higher as use of the encoding matrix Al
the maximum size of the packet increases, since the number
of matrices to be generated is smaller, and more data can be
sent in each packet containing the same matrix of coeffisiens: Wireless Video Performance

Naturally, the required number of cryptographic operaion We evaluate the performance of the protocol described
is directly related to the volume of data to be encrypted. ifi Section IVin the multi-hop multi-path scenario frofig. 1,
we consider a stream cipher, the number of encryption op@r-which the servelS sends video t@ heterogenous receivers
ations increases linearly with that volume, and thereftre, A, B andC, through relaysk,, R, andR3, over lossy wireless
computational complexity is greatly reduced by our scheme links. In this section we will focus solely on the performanc




of the scheme in terms of throughput and robustness to lo:
and its ability to deliver quality video to a heterogeneoets 5°°g,_e_é

of receivers. 4500 “Layer 3 ﬁf«_@

We compare our layered network coding modstheme )
NC1) with standard RLNC gcheme NCRand an implemen-
tation without network codingsgcheme WONKC In scheme 3507

NC2 the server sends a different stream for every la ésoo?tfayé} “““““ g%
Each segment is encoded in different qualities, using a 73 @-,_
coefficient matrix for each layer. Relay nodes perform RLI & 250/
operations on the received packets that belong to the < §200, 5
generation and to the same or lower layers. In this caseg ¢ 2

a sink of layerL needs to receive a full-rank matrix for laye 1507 \fayéfg ““““““ A
1,2,...L, sinks acknowledge each layer that they decc 100+ g
Error recovery is similar tscheme NC1In scheme WoNC

the server sends the native packets without coding then >0r
this case, the intermediate nodes just forward uncodedgpsi ol : :

. 0 0.2 0.4
normally. The sinks send as feedback ttie of the packets Pioss

they received. If some packets are lost, the server retrighsiu _ _ »
Fig. 8. Played rate in function of loss probabiliy,ss, for our scheme

them. (NC1J), three streams with network codinb €2 and without network coding
(WoNQ.
Simulation Setup
120p

We use the ns-2 simulator 2.33 [30], with the defa
random number generator for this version. The network apc
libraries are independently programmed. The video stre
is a constant bit rate traffic over UDP, where the serve
streaming at 480 kbps during 100 seconds. Each layer 80
a fixed size of20 packets and we considérlayers for the
system, which yields a generationGsf packets, correspondin = g ¢,
to 1 second of video. The packet size i800 bytes. As a 2
propagation model, we udgo-ray groundand we considel
the loss probabilityp;,ss as a simulation parameter. Sin
it was shown that RTS/CTS has a negative impact on
performance, we disable it for all experiments. In order 20
simulate heavy loss conditions, we also disable MAC la
retransmissions. The rate at the MAC layer is 11 Mbps.

The receivers start to playback the video stream once 0
have decoded at least 5 segments of the lowest quality. loss
buffering timeout for a segment that has not been decodeéld ufty. 9. The load on the server in function of the loss profiigbj; .
its playback deadline arrives is set tosecond. Furthermore,
we consider a perfect feedback channel (that is, no feedback
packets are lost). In order to take full advantage of tHdesults
broadcast nature of the wireless medium, the relays lisien t Fig. 8 shows the rate played by each receiver vs. loss
transmitted packets in promiscuous mode. probability. Scheme NChnd scheme NCzre less affected

We consider the following metrics: (iplayed rateat the by losses, due to the inherent reliability of network coding
receivers, (ii)initial buffering delay the time interval from in volatile environments, with our scheme performing con-
receiving the first packet to the beginning of the playbackistently betterScheme WoNGCas expected, performs poorly
(i) decoding delaythe time elapsed from receiving the firstas the medium becomes unreliable. We can seéign 9
packet of a a segment until that segment is decoded, (ipt the load on the server grows exponentially as the loss
skipped segmentpercentage of segments skipped at playbadkcreases. In general, the network coding approaches oeed t
(v) lower quality segmentpercentage of segments played isend less coded packets to recover lossegy At = 0.9, the
lower quality than the one requested, (playback quality load is slightly higher for network coding since the server
average quality in which each segment is played and (vpyeemptively sends redundant packets until it receives the
load on the serverdefined as the ratio between the total rateeedback from the receiver that the segment is decodede whil
sent by the server and the streaming rate. In all plots, edoh scheme WoN@he server retransmits packets only when it
point is the average of 10 runs and the vertical lines show theceives feedback from the receivers. Since most of thegtsick
standard deviation. are droppedscheme WoN@ever retransmits.

1001

40r
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Fig. 12. The percentage of segments played in lower qualitfunction of

Fig. 10. CDF of decoding delay for loss probability,ss = 0.4, for layer 3.
the probability of los;,ss-
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Fig. 11. The percentage of skipped segments with the priityabf loss,

Ploss, for layer 3.

ploss

pIoss

Fig. 13. Initial buffering delay in function of loss probéty p;,s, for layer

3.

Fig. 10 shows that the network coding approaches are abilever skipped either).
to decode segments within a second as the server sends redui¥e can see irFig. 13 that for our scheme, the receivers
dant linear combinations in a feed-forward manrfecheme buffer for a shorter time before starting the playback. The
WoNC needs a longer decoding time, because the serumitial buffering delay grows slowly with the probabilityf o
waits for the feedback before retransmitting. The plot showoss, because a single network coded packet can recover
corresponds to a laye} receiver and the behavior for othemultiple losses. Foscheme WoNGwhen losses are high, the
layers is similar. receivers are not able to decode anything, thus they near st
Figs. 11and 12 show the percentage of segments that ate play the file.
skipped and played in lower quality, respectively. Notettha The plots shown inFigs. 11 and 13 correspond to layer
with network coding, no segments are skipped for any layess, The behavior for other layers is similar and slightly bette
and, as expected, more segments are played in lower qualitysece layem receivers need to receive more packets than lower
the losses increase. On the other hand, without networkigodilayer nodes.
there are fewer segments played in lower quality, but at the Fig. 14 shows the average quality in which every segment
same time the percentage of skips grows significantly with played, wherp;,ss = 0.4. A skipped segment accounts as
Dloss, Decause the packets retransmitted by the server do platyed in a quality equal t6. Note that the network coding
arrive at the receivers in due time. This effect is exacedbatapproaches show a high resilience to errors and the video file
at higher losses, where no segment is ever played (and heisceonstantly played in the desired quality by each receiver
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Fig. 14. Played quality fop;,ss = 0.4. [9]

compared toscheme WoNCagain with our scheme showing(10]
better performance.

Finally, note that our scheme outperforstheme NC2lue [11]
to the triangular encoding matrix used for coding and to the
nested structure of the video layers. These characterigtsult
in a higher robustness to lossésg( 8), better video quality [12]
with fewer skips and fewer segments played in lower quality
(Fig. 12) and shorter buffering delayFig. 13). 13

[14]
VI. CONCLUSIONS ANDFURTHER WORK

We presented a practical scheme for scalable video stredfil
ing that exploits the algebraic characteristics of Random
Linear Network Coding. On the one hand our proposal ensuié@l
differentiated levels of security for distinct users. O tither
hand, the properties of the network coding paradigm askere 17
resilience to packet losses over wireless channels. Theigec
evaluation proves that it is possible to reduce signifigantfig
the number of encryption operations (or, equivalently, the
complexity requirements) while quantifying the securéyéls. [19]
Our work was focused on eavesdropping attacks. Network
pollution attacks can be dealt with using the technique8ij [
albeit at some cost in terms of delay and complexity. As pgpb)
of our ongoing work we are looking at ways to mitigate
the effects of such Byzantine attacks under the real-time
constraints of streaming services. [21]
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We only provide the main ideas for the proof due to lack
of space. We start by noting that
Proof for Theorem 1 ceWw, . .., cw.pW . BWYy=HBY .. B™)
We restrict our presentation to the main ideas for the proof Z H(B(l), L B(w)|c(1)’ o ,C(w))P(C(l), e
due to lack of space. For compactness, we write lircé A _ -7 - - -
as A,. The set of lines ... [ of the matrixA is represented
as A;,;, and the vector formed by the positions. . ! of the Now, we take
vectorb is represented as,;. First, we have that P(B(l), . ,B(w)|c(1)7 N "C(w))

APPENDIX

(w))

) c(w)

I(AEW, ... AE™); A)=H(A)-H(A|AEY,...,AE™) =>"PBW,. .. . B™|cM, . c™APAlch, ... c™)
Now, we can reorder the random variablgém) in the A4 ) )

expressionf (A|C), ..., C™)) by line and then by reuse=» , »_P(BY,....B™|cW .. C™)A k)P(k)P(A)

(corresponding to the first use of lineof A, followed by the AeSaKeSk

second use of the same line, etc.). Then, by applying thexchai Erom Theorem 1we have thatP(A|Q(1), o 7Q(w)) _

rule of entropy, we obtain: P(A). GivencM ... ¢ A andE it is possible to recover
H(A,...,Ac,...c™ . .cW . cwy= (1) BY,...,B™ uniquely and soP(BY,...,B™|cV) =

W Cc™) = ¢w) A K) = 1. For simplicity we assume
(1) (w) (1) (w) &y U c y £y L3 . p y
H(A“'Cll v Cn) + H(An|CL, .. CR, An) + that the used key is of the size of the text to be encrypted
H(Ag|CM | O Ay Agy) + -+ and that each of its symbols is independent and uniformly
H(Aw|C, .. C™) Avy, . A1) distributed. It follows thatP(k) = (¢ — 1)~*™, in which

m is the number of symbols oB encrypted for each use

We now consider each of the terms obf the encoding matrix. The probability of each matrix is
this  equation  separately. ~ The  general termqual to (¢ — 1)~"("*1/2 since each of itsa(n + 1)/2
H(Aij|C£1), O A Aij—1) is  conditioned symbols occurs with equal probability and belong&q{0}.

on all entriesA;.;_1, A;1 ... A;j—1. Note that fromA,.;_; The size of setSk is 1, since there is only one key that

andcM...c™ ...c® ... .c™ itis possible to obtain can generateg) ... E™) from B ... B™). The size of

p D ) \wWe have that setS4 is the number of degrees of freedom left when both
oo 17(1) ) D, andp™, ... b™) are given. Itis equal teS,| =
H(Aij|Cl ) Cn aAlla SR Aij—l) S (q _ 1)max(%—wn+wm,0)_ It follows that

1 w
H(AGICM O Ay, Ay, Aij -, Aun).- PBY.... B g
The strategy is to condition on all entries Af except for 1 max( 205D _wntwm,0) 1)
A;j. Now, on the right-hand side of the conditional, we have (¢=1) (a
a system of equations. In order to determing from the  Thus, P(BY,.... B™|c™, ..., ™)) does not depend

system of equations determined by these conditions, itcesffi on (V) . . ,Q_(“f), and:

—n(n+1)/2(q _ 1)—wm

to dlscove(zi)one of (th)e variablgs;, . . ., B,, thus 1ceW,....c».,pW . B®)
H(Ai(j1|)c1 R ( ’)AH’ oo Ay Ayt Ann) = =log(q — 1) (f(w,n,m) + max (- f(w,n,m),0)),
H(B{=...=H(B,"))=...=H(BWY)=...=H(B™). .
wheref(w,n,m) = w(n—m)—%. The result follows.
Since, by assumptiorH(B,(f)) = H(A;j) Vz,k, 1,7, then: [ |

H(Ay|CM 08 Ay, Aoy, Ay - Ann)
= H(Ajj).
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