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Abstract

In this paper, we present a communication protocol betwegmaia of biological nanomachines,
transmitter and receiver, built upon molecular commuicest in an aqueous environment. In our pro-
posal, the receiver, acting as a control node, sends a coomeetup signal to the transmitter, which
stokes molecules, to start molecule transmission. The culee transmitted by the transmitter propagate
in the environment and are absorbed by the receiver throisgreceptors. When the receiver absorbs
the desired quantity of molecules, it releases a tear-dagmakto notify the transmitter to stop the
transmission. The proposed protocol implements a bidieat communication by using a number of
techniques originally designed for the TCP. In fact, thepos®ed protocol is connection-oriented, and
uses the TCP-like probing to find a suitable transmissioa batween transmitter and receiver so as to
avoid receiver congestion. Unlike the TCP, however, ekpéicknowledgments are not used, since they
would degrade the communication throughput due to the ldefgy, a characteristic feature of molecular
communications. Thus, the proposed protocol uses im@akhowledgments, and feedback signals are
sent by the receiver to throttle the transmission rate atrénesmitter, i.e., explicit negative feedbacks.
We also present the results of an extensive simulation ceympased to validate the proposed protocol

and to properly dimension the main protocol parameters.
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|. INTRODUCTION

Molecular communication is a novel paradigm for communicabetween biological nanomachines
(or bio-nanomachines) over a short range [1]-[3] in an agaamvironment. It consists of the emission
and reception of molecules that act as communication ssgBab-nanomachines are made of biological
materials and perform communication and other tasks, sscim@ving in the environment, sensing a
specific type of molecules in the environment, or catalyzepgcific biochemical reactions. The size
of individual bio-nanomachines can be up to tensuof, and their capabilities are strictly limited
by their size. Thus, interaction of bio-nanomachines tglomolecular communication is necessary to
accomplish complex tasks. The simplest form of moleculanmeoinication consists of a group of sender
bio-nanomachines which transmit a burst of molecules, tbéecules propagate in the environment by
diffusion, and a group of receiver bio-nanomachines chemica#gt with the molecules, so receiving
a chemical signal. Since bio-nanomachines are made ofdi@bmaterials, molecular communication
provides a simple yetfiective mechanism for bio-nanomachines to communicatdiowitthe need of
integrating components for electromagnetic communioatioto them.

This paper proposes a complete molecular communicatidogobfor bio-nanomachines at the nanoscale.
We consider a simple yet meaningful scenario consistingvof fixed bio-nanomachines, one acting as
receiver and control node (RX), the other as transmittinden@@ X). The communication happens using
two different types of molecules, which propagate bjudion, modeled as Brownian motidn [4]. Those
transmitted by the TX node and representing the signal toelieeded are labeled & those transmitted
by the control node RX to encode control messages are lalieldthe control signals are encoded
in different patterns of bursts of tHe molecules by using the onffiokeying modulation. Timing and
reception threshold have been defined in order to ensurécapjity of the same valuesn a range of
communication distances. Our aim is to identify suitablstesn parameters so as to allow proper system
operation for communication ranges between 20 andimM0 This aspect is crucial for the deployment
of a molecular communication system, where the commuicatinge may be estimated but not be
exactly determined in advance. Consequently, the size mf@obursts is not fixed, but depends on the
distance between TX and RX node, and the burst size is autmmslyndetermined by the RX through
an adaptive ranging algorithm, borrowed by the WiIMAX praibf5].

Differently from most of the works in this field (see Secfidn ll)iegh deals almost exclusively with
physical layer issues, motivated by the fact that this netefield is extremely new and physical layer

communications are still not consolidated, this work psg®a connection oriented mechanism. This



protocol builds upon a substantial body of research pedrisy other works (_[6]+=[9]), and extends the
pioneering work carried out in [10], which explored rate tohmechanisms in molecular communication.
In computer networks, most of application protocols make a$ the transmission control protocol
(TCP) [11], a bidirectional network protocol operating ke ttransport layer which provides reliability,
in-sequence delivery, congestion control, and flow cortapplications running in network endpoints.
While complete implementation of the TCP in molecular comiuation is dificult or useless, some of
its functions, namely connection oriented capabilityjatglity, and congestion and flow control, could
be translated in such an environment. Connection orierapdhilities allow a control channel to be set
up between the sender and the receiver, which will be ablettral the molecule release rate at the
sender on the basis of the number of molecules absorbed ectddtat target nodes in the surrounding
environment. In fact in molecular communication, if the denbio-nanomachine keeps transmitting
molecules, the number of molecules in the environment asas. Since the receiver bio-nanomachines
are able to react at a limited rate, the molecules remainintié environment eventually degrade and
result in loss of molecules. Transmission rate needs to lestad to reduce the loss rate in specific
applications where the molecules are expensive, limitedumber [12] or where lost molecules may
cause undesired siddfects. Since typical delays in molecular communicationsrateh larger than
those in computer networks, a solution based on explicdifaek is not suitable, since it would increase
communication delay. Further, the analysis carried outl®] suggests that negative feedbacks, when
interpreted by the recipient as the indication to reducetitiiesmission rate, can increase ttgcency

(or decrease the loss rate) in molecular communication.

In summary, the commonalities between our proposal and TaRBist of:

« Connection oriented protocol operation: as in TCP, our quuoit establishes and tears down a
communication session.

» “Reliable” data transfer: as in the TCP, where the targat isansfer a given amount of data reliably,
in our case the protocol allows delivering a given amount ofaoules in a reliable way, ensuring
that the target number of molecules is reached. In other syoadiable data is mapped into reliable
transfer of a given number of molecules. Once the delivemnolecules is completed, a stop signal
is sent from the receiver to tear down the connection.

« Receiver driven flow control: as in TCP, the receiver, whengested, adopts strategy to avoid
further transmission of molecules.

« Adaptive transmission bandwidth: we adopted the netwodbipg feature designed for TCP to



calculate a suitable transmission rate of molecules, whiehrly depends on the distance between
the sender and receiver. In more detail, once that the sdradereceived the start signal from the
receiver (connection set up), the sender starts releasigcuies in bursts, and linearly increases
the number of molecules transmitted during each burst, énsime manner that TCP does with
the number of bytes in the congestion avoidance phase. WHheedback arrives, since it is a
negative one, it is interpreted as the indication to redinee ttansmission rate. In our protocol,
this is implemented by halving the size of the current burben, the transmitter restarts linearly
increasing the burst size at each transmission time, gxastlthe congestion control mechanism
implemented inTCP Renammediately after three duplicated acknowledgments aceived [11].

Clearly, some TCP features cannot be implemented, suchtaohbignted transmissions, encapsulation
rules and segment organization. In fact, our protocol daggieliver bit-encoded information from TX
to RX, but a given number of molecules. In addition, the TX slo®t perform any estimation of the
RTT, and adopts a fixed transmission window for releasingtsusf molecules.

One possible application of molecular communication, Whiould highly benefit of our proposal,
is the drug delivery, which is of great interest for the medliarea. Drug molecules can be carried by
bio-nanomachines such as natural cells (e.g., blood cetlgynthetic counterparts [13], [14]. Due to
their size, bio-nanomachines can be directly injectedectosthe target site of drug delivery in the body
of a patient. The advantages of drug delivery over convaatidrug administration include the potential
reduction of side #ects by releasing drug molecules only very close to the tai¢es so prolonging the
efficacy of drug molecules through a sustained drug admiristrat a patient body, while limiting the
side dfects on healthy cells which are not strictly close to thegarlylolecular communication provides
novel methodologies for drug delivery by allowing groupshad-nanomachines to cooperate in order to
maximize the therapeutidfect of drug molecules [15]=[17]. For instance, bio-nanoniraes capable of
detecting a target site (e.g., tumor cells) may transmistisuof molecules to indicate the location of the
target site. Other bio-nanomachines with actuation fmsti upon detecting these signals, move toward
the target site and deliver the specific drug molecules tgde thus improving the targeting accuracy
[18]. Beyond the recruitment signal,fiirent bio-nanomachines at the target site may also comuauenic
to perform more complex tasks. One of such tasks is to adjestdte of drug delivery depending on
environmental conditions, such as the spatial distrilbbutdd target cells, the distance to actuator bio-
nanomachines, the rate of drug uptake by target cells, teeofadrug release by bio-nanomachines, and
the amount of drug which has to be delivered to the target.

The paper is organized as follows. In Secfidn 1l we illugtrtte related work in the field. The complete



protocol design, including physical and higher layer issseich as control algorithms and protocol state
machines, which is the main body of this paper, is presemefectior Ill. The result of the simulation
campaign, used to validate the proposed protocol and toyamdhe trade4 between throughput and

communication fficiency, are presented in Section| IV. Finally, we draw ourcbasions in Sectiof V.

Il. BACKGROUND

Major efforts in the area of molecular communication are focused gsiphl layer issues of various
types of molecular communication media. In thefiergs, information capacity and physical characteris-
tics (e.g., delay, signal attenuation, amplification, andrgy requirements) of molecular communication
are studied using random walk modéls [7].][19]+[21], randeatk models with drift [22], [23], difusion-
based models [6], [24]=[27], filusion-reaction-based models [28], [29], active transpartlels[19], [30],
and a collision-based model [31].

As for diffusion-based models, a review offdrent transmission schemes is provided_in [32], where
the authors classify existing schemes into pulse positiodutation (PPM,[[22]) or concentration shift
keying (CSK, [338]), and propose molecule shift key (MoSKhigh uses a combination of bursts of
different molecules to encode signals. The same authors alsenpra study about synchronization for
MoSK [34], identifying the issues derived by the use dfelient molecules and a possible solution. The
possible trade4d between symbol duration and communication distance isyaedlin [8].

In addition, recent #orts address higher layer and other important issues inaul@lecommunication.
For instance, in[[35], the beacon coordinate system imphtsnan addressing mechanisms in molecular
communication. Considerations about complexity and saufpeanonetworks have revealed the need
for synchronizing several nanomachines. [In![36]fwdiion-based mechanisms of synchronization are
designed to allow bio-nanomachines to coordinate the gmirtheir actions through the use of inhibitory
molecules. In[[9], distance measurement protocols areldese for a bio-nanomachine to measure
distance to another bio-nanomachine by monitoring theepadtof propagating molecules (e.g., round-
trip-time, amplitude fading). In_[37], a routing system ieepented in which a sender bio-nanomachine
transmits information molecules using a mobile carriehvatidressing molecules to indicate the desired
receiver bio-nanomachines, and router bio-nanomachimpes receiving the mobile carrier, apply specific
chemical processes to retransmit the mobile carrier to ¢ mop router bio-nanomachine on the path
to the receiver bio-nanomachine.

Further, a recentfiort describes a complete view of a layered network architecof molecular

communication[[38]. Following the layered architecturetrafditional communication networks such as



the Open Systems Interconnection model (OSI) and/TRCRference model, it develops a formal model
for each layer, explains how each layer behaves, and idenifotential research directions for each
layer. One of the key research issues discussed in [38] igdmi@e the role and methods of feedback
in molecular communication, which is to be investigatedhia present paper.

Other works deal with simulation software for nano-scalemownications. The simulator illustrated in
[39], which is based on NS-2, is written in+G and Tcl. It implements the laws governing a tridimensional
(3D) Brownian motion and the multiparticle lattice gas amé&ta algorithm, which consists of partitioning
the propagation medium into lattice sides. Particle pms#tiare assumed to lie on lattice points; in
addition, nano machine positions are assumed to be fixedJave-based simulator illustrated n [40],
called N3Sim, emulates a two-dimensional particle Brownilffusion model, with 3D extensions in
specific conditions. Propagation phenomena includesignéostces and particle collisions. Given the
particle emission process afi@irent transmitters, it evaluates the evolution of the mdeaconcentration
at each receiver located within an unbounded space. Thévireggrocess consists of counting the
particles located within a given region around the consideeceiver. In[[41], a Java package designed to
simulate nano-scale communications in 3D, Biological amathidNScale communication simulator (BiNS),
is presented. The approach of BiNS is fine grained in that tsitipn of each element is evaluated at
each simulation step, and collisions are managed accotdiag elastic model. In the model, a number
of receptors is distributed over the surface of each fixed obil@ nano machine. A nano machine
receives a carrier when the latter hits one of the carriemgi@nt receptors. In_[41], BINS is used for
emulating a section of a lymph node and the information feanwithin it, which happens between
antibody molecules produced by the immune system duringhtireoral response. In_[42], the same
authors present the version 2 of the BINS package (BiNS2jclwls able to simulate also partially
inelastic collisions in bounded environment, such as tl@dlivessels. Finally, the BINS2 package has
been further enriched of an octree-based computation appid3], which uses a dynamic splitting of the
simulated environment into cubes offdirent size in order to parallelize the simulation, so as twefie
of the multi-thread capabilities of modern multi-core cartgy architectures, and thus strongly reduce the
simulation time. The BINS2 simulation package has been ts@arry out the simulations presented in
sectior 1V of this work. Finally, the work [44] presents argfardized simulation framework (High Level
Architecture, HLA, defined in IEEE 1516), which is used toigasand develop a distributed simulation
tool for molecular communication, including the posstgilio contemporary use filerent software tools

to simulate diferent entities of the considered scenario.



I1l. ProTocoL DESIGN

As anticipated in sectidm |, the considered communicati@mario consists of two fixed bio-nanomachines:
one acting as receiver and control node (RX) and the otheaasritting node (TX). The communication
happens by using two fiierent types of molecules, which propagate bffugion, modeled as Brownian
motion [4]. The molecules transmitted by the TX node andesenting the signal to be delivered are
labeled asS, and those transmitted by the control node RX to encode téralomessages are labeled
R. The control signals are encoded inffdrent patterns of bursts of tie molecules. The proposed
protocol consists of three main phases: the connection gethe molecule delivery phase, and the
connection tear down. The description of the protocol isaniged as follows. First, in Sectian TIIIA
we illustrate the framework used to transmit and receivarobmessages. Section I B illustrates how
control message are encoded. In Sedtion ]1I-C we describbecoanection set up is carried out, detailing
the ranging procedure needed to identify the correct bizst &f R molecules, and the round trip time
(RTT) estimation algorithm. Th& molecules delivery is illustrated in Sectibn II-D. Theiesited RTT
is used to decide when it is appropriate to send to the TX naukgative feedback in order to halve the
current size of bursts d8 molecules, or to tear down the communication (Sedfion ))|I{#y sending a
stop signal. The control algorithms and the state machimebdth the TX and RX nodes are presented.

Table[] reports all parameters used in state machines.

A. Transmission on the control channel

In order to establish a reliable communication, the RX noéeds to adopt a communication scheme
which ensures uniqueness of transmitted messages androigability of message reception. We assume
that the RX node uses only one type of moleciRewhich are released in bursts, and each burst represents
a binary symbol. The symbols are encoded through anfbkeying scheme, meaning that the symbol
1 is encoded through the transmission of a bursRafolecules, whereas the symbol 0 is encoded by
transmitting no molecules. The symbol duration is indidatg Ts. A symbol 1 is correctly received by
the TX node if during the symbol time the number of receiRdholecules is larger or equal than a
threshold/s. Vice versa, a symbol 0 is correctly received by the TX nodduifing the symbol time the
number of receive® molecules is lower than the threshajg. Thus, defining asrx(r) the number of
molecules of typeR received at the time instamtby the TX, this translates into the following condition

for detecting a symbol 1 at time(the one for symbol 0 is dual):



K(t) = t nrx(r)dr > Zs. 1)
t-Ts
The probability of receiving at leagt R molecules within a symbol time at TX, upon transmitting a

burst of molecules of typ®& by RX, has to be reasonably high to ensure communicatioaliéty. Let
us go a bit deeper on this. The probability density functipdf) of receiving a molecule at timeby a
bio-nanomachine of radius x after the emission of a molecule at distamtat time 0 is not known in
a 3D space. In fact, only for a 1 dimension there is a closeah fof this pdf (first hit time, see [21]).
In addition, this closed-form pdf is evaluated by assumimgt teach hit of a molecule will imply an
assimilation, which cannot alway be true, for instance wittennumber of receptors compliant wik
molecules covers just few percents of the overall bio-naaxnme surface. In any case, we can express
such a probability density functiofyx(t,d) as the conditional probability density function of recayia
carrier at timet conditioned by the event that a carrier has been recefyg(,d|Pa(d)) multiplied by

the probability of assimilating a carri€¥a(d) upon the transmission of a burst Rfmolecules of siz&:

frx(t,d) = frx(t,d|Pa(d)) x Pa(d). (2)

While frx(t,d|Pa) can be obtained by simulation, we can elaborate a bit morBAgd). In fact, the
concentration at distanak aftert seconds from the transmission in a 3D space of a burst of milelec

of sizeQ is known and equal to:

&
c(t,d) = Q 3e( 4D‘), (3)
(4nDt)2
where D is the difusion codicient, equal toD = % Ky is the Boltzmann constant, is the

temperature in Kelvin degre@,is the viscosity of the medium, and,x is the radius of the molecules
of type R. Starting fromc(t,d) and by using the first Fick’s law [4], it is possible to evati#he flow of

molecules as

J(t,d) = ~DV(t,d). (4)

By integratingJ(t,d) over the entire surface of the TX node (whose radiug j§ and over the time, it
is possible to estimate the number of molecules that woudscthe volume of the TX node if it would
be virtual, that is as it would not cause a local perturbatmthe system. However, the node TX is a

sink for the molecules of typR, and if we want to calculate the total number of absorBadolecules



Arx(d), it is necessary to account for its presence by means of @atmm functiony(Rrx), where
Rrx is the number of receptors present on the surface of the TX mod compliant witlR molecules.
This function accounts for two fierent é€fects. The first one is that the TX node is a sink for type
molecules, thus close to the surface of TX these moleculbksexperience a lower concentration. Since
the first Fick's laws of dfusion [4) says that molecules tend to move towards the wegatadient of
concentration, additional molecules will move towards Tt avill be absorbed. The seconffext to be
modeled byy(Rrx) is that the lower the number d&-compliant receptors the lower the probability of

an R molecule close to the TX surface to be absorbed. TAys(d) will be given by:

Arx(d) = y(Rrx) ft 0:) L 3(t,d) e ndSrxdlt 5)

whereStx is the surface of the TX node, amdis the unit vector orthogonal to each elementary surface
portion dSrx. Whend is at least one order of magnitude larger thgg, it is possible to assume that
the spherical surface of the TX node can be replaced withawith the same are@rx = 4rr2,, whose
center is located in the center of the TX node, and whose egtiovn is aligned with the line connecting

the centers of TX and RX nodes. In this cask (5) may be appaiginby

At x(d) z7’(RT><)fmf Q—dg,e“indSTxdt:)’(RTx)QAfLix = V(RTX)Q(rT—X)Z- (6)
t=0JSrx 16(xDt)3 t 4nd d

By looking to [8), it is evident that:

- the total number of assimilations scales linearly with ltiiest sizeQ. This is clearly reasonable for
low numbers of absorbed molecul&sx(d), since for large values additional saturation phenomena
enter into play (see also [10]);

- the total number of molecules which flux through the TX scefawithout accounting for the actual
presence of the TX node, would be simply given by Q multiplisdthe square ratio between the

TX surface and the overall surface of raduls

Thus, for low values ofArx(d), it is possible to easily evaluate the probability of askition as

Pa(d) = 225 (R0 ()

Evidence of the correctness of the above mathematicalatenvwill be provided in section IV, where

2

()

theoretical curves will be compared with simulation resuftinally, as for the functiop(Rrx), we found

experimentally that its behavior resembles that of theti@acate in enzymatic kinetics [10], [45], and,



as expected, tends to saturate for very large values of theuof receptor&rx. C; andC, are fitting
codficient, determined by simulation.

Y(Rrx) = 2— (8)

Now, we can evaluate quantities relevant to reliability ofrenunications. Let us defin@a maxd, Ts)
as the maximum probability of having an assimilation at tenbde during a time interval equal to the

symbol durationTs, that is

t-Ts
Pamaxd, Ts) = max f frx(r,d)dr. 9)
t

This probability occurs when the TX node is perfectly symetized with the RX one, that is TX
is able to statistically capture the peak of assimilationsrdy a symbol duration. Thus, by using the
procedure illustrated iri_[7], in this condition the prodapi Pc of correctly receiving a symbol (in this

case a 1) when the RX node has sent a burst of Qioan be calculated by

Q
Pe(d.Ts)= ) (f)PAmax(d,Ts)ka— Pamadd: Ts)?™ = B(Q. Pamad. Ts)). (10)
k={s

where 8(n, p) stands for the binomial distribution with parameteand success probabilitg. Through

an extensive numerical analysis, also taking into accoalsefdetection probabilities due to previous
symbols transmissions (see again the detailed treatmégr)jrwe have determined the values of the two
parametergs andTs which are valid for an ample range of distances (about fds80um to d=70um)
and make the communication reliable. Clearly, when indngathe distance, it is necessary to increase
the burst sizeQ emitted by the RX node, as explained in the following sediléf€]and how it emerges
from analysis of[(10).

B. Control messages encoding

Once the values of the detection threshold and of the symimaltion have been defined, let us switch
to the definition of control messages. We have defined thresages:
- Message “START” to set up the connection, through which @ notifies the TX node to start
emitting molecules;
- Message “STOP” to tear down the connection, through whiehRX notifies the TX node to stop

emitting molecules;



- Message “HALVE”, through which the RX notifies the TX node hialve the size of the current

burst of molecules.

Thus, the control information consists of the delivery ofssages, belonging to a source alphabet
having a cardinality of 3. We can assume that the probabditthe START and STOP messages,
respectively, are equal, since these messages delimit oomation sessions. The HALVE message
might either be sent multiple times during a communicatiessfon, or never. If we assume that the
probability of the HALVE message is higher than those of STARd STOP, as expected in the considered
scenario, where the receiver may saturate frequently fhe]resulting H&fman encoding results to be
very simple, thus producing the following codewords: HALY®R", STOP="11", and START="10".
Given the particular communication environment based atig@ diffusion, asynchronous transmission,
and the use of the onflokeying, it was not possible to use codewords beginning wisymbol “0”.
Thus, for synchronizing the receiver, we made use of a lirdingpconsisting of a further bit 1 attached
to the HUfman codewords, obtaining HALVE10", STOP="111", and STARE"110". We do not use
ARQ techniques to acknowledge these messages, as iledsira{46], since it would need an additional
molecule type to be used from TX to RX to carry these acknogreehts, diferent fromS molecules.

In order to establish a successful communication betweereint nodes placed at unknown distances,
it is necessary to study a synchronization algorithm whiztether with the detection procedure illustrated
above, would be able to automatically synchronizighout any additional external reference signal. In
this regard, we have analyzed the twofold aspect of the bidetection and message decoding. The
receiving node TX must determine whether the total amoumissimilated molecules during the symbol
time, i.e. K(t), is higher than a predefined threshdi in order to correctly decode a bit 1 or 0, as
illustrated above. The transmitted signals may have viriamgth due to the pulse spreading in the
free space between RX and TX, so it is tricky for the receivirgle to correctly decode consecutive
messages. For these reasons, a synchronization phase datorgnAt rest, the TX node waits for the
synchronization symbol (“*wait for sync” state). The progesithat we have designed is illustrated in Fig.
. The value represents the current time. From the instant when the dagchcarriers in the last time
window of lengthTs is higher than the thresholt§, occurring at = t*, the node TX switches to “signal
detected” state and periodically compares the currentmélasion value with the one of the previous
period; the value of such a period is equalTtg/20, in order to filter out statistical oscillations due to
randomize arrivals of new assimilations. If the number fimflations increases, then the TX refresh

both its synchronization timend and the value of the last assimilatioNge, = K(t—Ts/20)), in order



to find the instant of the maximum assimilation (i.e.Kft)) in the current time windowl's. When the
time window Ts expires or the current assimilation value is lower than trevipus one, the TX node
switches to “synchronized” state and it assumes that thiesfrabol has been correctly decoded as 1.

Clearly, the time shift between the detection of the sighal the first time in which conditiori{1) is
verified, t*) and the synchronization tim&ync cannot be larger thafis. In fact, this would imply that
two consecutive 1s have been superposed, and consequentwuld imply the detection of a single 1
instead of two consecutive 1s. This is more likely as theadis¢d between the centers of TX and RX
nodes increases, due to the behavior of the concentratiomtEfcules over time and distance (3).

The synchronization timetdJ is used to enable a periodic readingkoft), with periodTs starting
form tsyne In this way, eaciT's the TX node checks if the current symbol is one of the expesyeabols
for the known messages, compliant with the current TX stat®lL{/E or STOP, see Fid.12) or not. If it
is so, the current symbol will be attached to the tail of thevusly assimilated sequence. Otherwise,
it will be discarded, as shown in Figl 1.

Please note that the TX node will exit from the current sththe synchronization is lost or even if
the sequence matches with one of the known messages. Inrtherfease, a wrong symbol on a given
position of the sequence will lead to reboot the entire psecerasing the currently assimilated partial
sequence. The latter case happens whenever the sequengaklafls matches with one of the known

messages, so the internal state of the TX node is set as aclurftthe decoded signal.

C. The connection set up

As illustrated in the previous section, the probability teceessfully set up a connection with the TX
node depends on the value of the buiisk of R molecules used to send symbols by the RX node.

Initially, the control node RX is in the idle state. The coetel state machine is illustrated in Hig. 3. An
external stimulus (e.g. a detection of a tumoral cells tolwavhich trigger the drug delivery) may trigger a
state change to “connection setup”, where it emits the STABMal as a train pulses, each one composed
by brx = Borx carriers. The RX node assumes that the START signal is dyrmexceived by the other
node as soon as it senses its response. If that event doeapparhwithin the timeout, the START signal
will be sent again by using a larger burst for encoding eachlb®y equal to 1. At each attempt the size
of the burstbryx is increased by a fixed quantity, that in our scheme is equB} tg = 1000 molecules of
type R. The controller will try to send the START signal for a predefi number of timesd; may), then
it will be back to the idle state, assuming that no TX node$iwithe communication range associated

with the maximum value obrx = BorxCamax This procedure closely resembles the ranging procedure



K(t) 2 &

Nerew = K(t)
toyne = t Norev S K(t) && t<t*+Tg
e Ny = K1)
/_\ tsync = t
Wait for Signal
sync detected
Npew > K(t) || t2t*+Tg
Sirx =1

sync_lost message_decoded
M:x = null set_state(M,1x) Synchronized

tw =tync +W-Ts && is_part_of pattern(M,rx, S;1x)

M x = add(M1x, Syx)
w=w+1

Fig. 1: State machine for the synchronization algorithm.

receive_halve receive_stop || Crx == Crxmax

brx=brx / 2 A

T

Transmit Idle

V\/

receive_start

brx = BO,TX

Fig. 2: State machine for the TX node.

used by a WIMAX terminal to initiate the communication withWaiMAX base station which has been
detected in the communication ran@é [5]. Please note théndnaelected the values ¢§ and Ts which
are valid for an ample range of distanadsthis allows selecting the energy of the START signal (i.e.
(Pstart— 1)brx = 2brx) which is more suitable in the current environment.

If the RX starts receiving molecules of ty@ it will wait until the reception of at leasdrrT type

S molecules to decide that the connection was establisheiicfsto “connection established” state) .



The time of this event is labeled &g, and the RX node estimates the round trip time (RTT) equal
to the time elapsed since the transmission of the last sywofottle START (i.e. the final 0) up t@q,+,
as illustrated in Figll4, which shows the temporal evolutidrthe initial phase of the communication

between RX and TXta represents the time at which the fi&molecule is absorbed by RX. This scheme
to estimate the RTT is similar to the RTT-T one defined.in [9].

command_sent(STOP, bgy)

A
Idle Connection
release
external_stimulus C, == Cymax && Timeout N(t) 2 Goop || Estop == true
brx = Bogrx N N
command_sent(START, bry)
start_connection_timer
N(l)_: 0 N(t) < Cuop &&  (Eqiop == false) && (Epave == true)
tsena = t+ Prave ™ Ts
thawve = 1+ RTT + (Praye - 1) * Ts
Connection Connection Halve
setup established
Timeout
brx = brx + Borx \\_/ v
command_sent(START, brx)
C.=C, +1 command_sent(HALVE, bgy) && (t == tegng)
start_connection_timer schedule SET: Npave = N(thawe)
N(t) 2 (RTT
RTT estimation
tgrr = t
Fig. 3: State machine for the RX node.
START message HALVE message
1 1 0 1 0
A 4 4 7\
| |
TS | tA tgm thalve |
RX [ ] | | >
by LR Ly v t
\ \ N A N \
\ \ A :
\ \ \ /
\ \ [N Ts
\ \ M /
x \ L J<_> X >
\ t
brx =bx/2
RTT . thalve - tgm

Fig. 4: Temporal evolution of the protocol functioning.



D. Molecules delivery

When the connection is set up, the two nodes haveff@rdnt behavior. The TX node exhibits a
very simple behavior, described by the finite state machinstiated in Fig.[R2. Basically, upon the
connection set up, the transmission burst is initializedge x = 1 molecule. These bursts of molecules
are increased and released eatlby a fixed quantity, that in our scenario is fixed to 1 molecileis
choice is motivated by the fact that the TX node is not able dtinaate the distancd from the RX
node and thus the optimal transmission rate [10], since veéddd to keep it simple and concentrate
most of logic in the RX node. Thus, analogous to what does @G® §ender, which does not know
in advance the maximum capacity of the network crossed byadtkets, it “probes” the network by
increasing the transmission rate. For the TCP, it happesisefiponentially, and then, in the congestion
avoidance, linearly with the RTT. In our protocol, for singitly we designed the protocol to increase the
release rate linearly, and assigned to the RX the task tdtltniib when needed. On a large time scale,
this means that aften{ 1)At transmission intervals since the beginning, the total remaf molecules

crx released by the TX node is equal to

nBo,Tx
: nin+1 nin+1
Crx = Z brx = %BO,TX = % (11)
brx=Bo1x

thus the number of moleculé&sreleased in the surrounding space increases with a quadtati

E. Flow control and connection tear down

Since the number of absorbed molecules is proportionalémtimber of released ones (see Section
[M-A), this means that also the number of molecules reakillg RX should follow a quadratic law.
However, when the number of molecules is very large, the RXdccandergo to a saturation condition,
which implies that its receptors are no more able to chetygicahct with all these molecules, and the
curve N(t) describing the number of received molecules start dexgatiom a quadratic law. This is the
case in which theféiciency of the communication, defined as the ratio betweeralis®rbed molecules
by RX and those released by TX, start decreasing, and it isssacy to send a control signal.

The control node senses the channel periodically with gdeFip in order to decide if it is necessary

to send a control message to limit the emission at the TX node/o alternative ways:

- by sending the HALVE signal, if (i) the number of received lerules is large enough (i.e. larger

thanhawe) to be able to reliably estimate the scaling fméenta for the quadratic law governing the



reception process, and (ii) the number of currently reckiv®lecules significantly deviate, beyond
a tolerance margip, from the expected one on the basis of the previously cakdlaalue ofa;

- by sending the STOP signal if either the total number of ikexkemolecules is currently larger than
the targetsiop, Or if its estimated value, at the end of the transmissionhef $TOP signal plus
the estimated RTT value, could be reasonably larger tharatiget value, taking into account the
number of molecules in-flight at the time of decision.

The detailed algorithm is reported in Fig. 5. When one of ¢hesnditions is verified, a control signal
will be sent. For the first case, if it detects that the totamnber of assimilations does not exceed the
stopping threshold and only the HALVE estimatidfn{ve) is verified, then it decides to send the HALVE
signal commandsen{HALV E, brx)). As soon as the time needed to send that message is eldpsed,
RX node goes back to “connection established” state in ameense again the channel.

If the number of assimilations exceeds the thresligig, or the stop estimation conditiorEp) is
verified, the RX switches to the “connection release” statee stop estimation condition estimates the
number of carriers that will be likely assimilated during time needed for transmission, propagation
and decoding of that signal. This estimation allows sendii®J OP even if the halve condition is verified
as well. In fact, sending of consecutive HALVE and STOP comasas avoided, since it would cause an
excessive molecules assimilation within the time needesktal both commands. This procedure avoids
receiving an excessive number of molecules. Since the REBtimmated when the firgktt molecules
are received, the stop estimation condition does not takedncount the tail of the emitted molecules.
Hence, these molecules provide a suitable safety margiohwvioids tearing down the connection without
having achieved the target. In the worst case, if the STORasig sent too early, the RX node can set
up another connection to complete the delivery of the désarmount ofS molecules.

As soon as the STOP signal has been transmitted, the nodshewito the “idle state”.

When the TX node receives an HALVE message, it simply halvedbtirst sizdsr x, and then continues
to increase it byBoTx eachAt as before, as in the “Fast recovery” procedure of the TCP Reme TX
node re-enters in the “idle state” when it receives and ctigrelecodes a STOP signal, or has delivered a
maximum, pre-defined number of moleculesymay). This additional check ensures that, if one or both
the bio-nanomachines would be slightly mobile, they coudd dose the connectivity during the transfer
phase, and this would preserve part of stoked molecules beimg dispersed in the environment (soft
state management).

When the HALVE message is sent, we have included in the desdfighe control algorithm of RX

a time interval to perform again the estimation of the reicepprocess before estimating if another



HALVE, a STOP, or none of them would be necessary.

If both conditions are not verified, the quadratic fiméenta is determined, as briefly anticipated above.
This codficient is used to estimate the assimilations at the next abtitne, that ist + Ty,. Intuitively,

a is obtained from the ratio between the number of assimiiatim the last observed time window
(N(t) — Nhaive) and the time window itselftE thave). The codficient « = 2 represents the order of the
polynomial andNnawe is the amount of assimilations after the round trip propagaof the HALVE
message (note that if no HALVE message has been BRate= N(t;z;;)). From the RTT and the time
needed to send the stop messagip—1)Ts), it is possible to obtain the minimum timg4,) at which
to observe the féects that the STOP signal would produce on the assimilatibriise RX node.

The sum of both estimate@d(thew— thaive)®) and past assimilation®Nfaive) is then compared with the
stopping thresholdsiop If such a value is higher or equal to that threshold, the SB@Ral is sent,
otherwise it means that at time of the néxd, the expected assimilations likely will not reach the target
Lstop and the emission should not be stopped. If this is the casealtiorithm goes on to check if it is

necessary to reduce the emission process due to saturatidlition of its surface receptors.

IV. PERFORMANCE EVALUATION

The performance evaluation of the system has been carriethyousing the BiINS2 simulator. The
main simulation parameters, together with their desaiptind values, are reported in Table 1.

First, let us analyze the physical characteristics of thenalel, which lead to the choice of the values
of Ts=10 s and/s=34 molecules used in the simulator. Hig. 6 illustrates thabability density function
of assimilation time conditioned to the event of having asiragation at the TX node, defined byl (2) in
sectiorII[-A. As anticipated, it is evident that the largke distance from the emission point, the larger
the spreading of the “signal”. This translates into the faat that the symbol time practically covers all
the useful time spread of the signal fdrequal to about 2Qm (Pamax26um, Ts) = 0.889), whereas it
decreases for larger values, downRgmax{62um, Ts) = 0.6613 ford equal to about 6@m.

The trend of change of the probability density function witle distanced is determined by both
equation[(B) which models the concentration of moleculedisianced and the reception process, which
is affected by the number and distribution of receptors on the TiXase.

Fig.[7 shows the dependency of the number of assimilatidng(Q), versus burst size. As already
anticipated in section Il[-A, when the saturation conditidoes not hold, there is a perfect linear scaling
between the number of emitted molecules at RX and thosevestat TX. The fitting curve can be easily

evaluated a priori by using the estimation provided Agi(d) in (€). The excellent agreement between



the simulations and the theoretical curve can be observedifB. Finally, Fig[® shows the dependency
of the number of assimilationgyx(Rrx), versus the number of node receptd®sx. The values of the
codficient used in the fitting curve have been obtained numeyjcaid are equal t&€; = 5.344 and

C, = 8000 receptors. Thus the fitting equation used in the aboweetgand derived from 6) is

CiRrx ~(rTx\? Rrx rTx)\?
Arx(Rrx,d,Q) = ———— (—) =5344_—""— (—) . 12
xR Q)= & R\ d 8000+ Rrx \ d (12)

Now, it is essential to consider a fundamental aspect nape&sr implementing the protocol. During
simulations, we realized that th® molecules, sent by the TX, during theirfiision through the
propagation medium, can obstruct the propagation of thdbi@ek R molecules. In more detail, if the
size of the feedback molecules is smaller or equal to thedfizlee forward ones, which are much more
numerous R molecules are bounced back and cannot reach the TX nodehém wbrds, the forward
moleculesS form a sort of wall for the feedback molecules, which, obgytia the first Fick’'s law, move
towards the negative gradient of the concentration, ansl fdaufrom TX. In order to avoid this disrupting
effect, we had to use a larger size and mass for the feedback utedeas reported in Tablég Il. In this
way, they are much lesstacted by (partially inelastic) collisions with small& molecules, and can
reach the TX node.

Now, let us consider the performance of the protocol itgbHt is throughput, faciency, and amount
of overhead due to the control messages. For these quantitee have just a few initial results, which
however capture very well the system dynamics. Note thaintiti@l burst size at node TX is equal to
1 S molecules, and then its size is regulated by the flow contrigkd by the receiver RX. The same
regulation does not modify the burst Bfmolecules after a suitable size is determined.

We define the throughputhf) as the number of target moleculésgp, divided by the time needed to
deliver them Tp), i.e. thr = {st0p/Tp, Without including the time contribution due to the faileahging
attempts. For instance, far= 26um the optimal burst size is 2000, fakr= 35um the optimal burst size
is 3000, ford = 44um the optimal burst size is 6000, far= 53um the optimal burst size is 10000, and
for d = 62um the optimal burst size is 16000. Fig.110.a shows the througtip as a function of the
distanced. The behavior of the throughput is decreasing wdthwhich is an expected results. In fact,
since for a given number of transmitted molecules of t@¢he fraction of them received by an RX
node at distancd decreases quadratically with(see also[(6)), consequently the time needed to retrieve
a fixed amount of them(§op) increases as well, and thus the throughput decreases.

We define the fiiciency p) as the ratio between the number of target molecules at then&i€,



{stop and the total number of molecules emitted by the TX nodg) that is p = {stop/Crx. Due
to the considerations done while commenting the througipeutormance figure, also in this case the
performance worsens witth as shown in Fig._10.b. In fact, when increasing the distatieeamount of
molecules that the RX is able to intercept decrease with guare of the distancd, as shown in Fig.
[10.b. A further consideration is that the valuesoddre in the range of 18, which is definitely too low.
However, the pure féciency is not a fair performance measure, since a receiwatdd at distanced
cannot capturall transmitted molecules due to the intrinsic characteggifdhe difusion process, which
governs the signal propagation. In order to provide a moraptete set of parameters illustrating the
actual system performance, we have introduced a normadifieiency value, which refers uniquely to
quantities collected at the receiver site. This perfornedigure is defined asy = {stop/Arx(Rrx,d, CT x).
The valueAr x(Rrx,d, crx) allows considering only the molecules that could be agtusisorbed by the
receiver, by using(12). The obtained values give a morest&aView of the receiver performance, since
pn is not dfected by the molecules that propagate far away from thewexcand, therefore, cannot be
received. Fig[_10.c shows the valuesgfas a function of the distanad These #iciency values are
much more sounding, since range between 20% and 30%, whictiadues typical also of widespread
wireless network protocols, such as slotted Alchd [11]. phéncreases with the distance fdrpassing
from 26um (o ~ 20%) to 3m (o, ~ 30%), and remains nearly flat up ¢b= 53um. This behavior, can
be explained by considering that fdrr 26um the TX and RX are so close, with respect to the RTT and
symbol timeTg, that when the RX estimates that it is necessary to send ti@PSSignal, it is a late
estimation (see Fid.] 5). Instead, for larger distances|atger propagation time slow down the process,
and the control becomes morfextive, and the protocol tends to saturate to the maximuoegabdf the
efficiency, which results from these tests equal to about 30%.drRo62um, the normalized ficiency
decreases tp, ~ 22%. This is due to an oppositéect: the rate of increase of the transmitted molecules
by TX is so large (see equatidn {11)), that small errors iressténation of theEs;op condition are mapped
into a decreased normalizeffieiency.

Finally, we define the overheadHh) as the ratio between the total number of emitRoholecules and
the total number of emitte® molecules. In more detaibh is given by

oh(d) = BO,RX(ZiC:al i(Pstart — 1) + PstopCa + NhalvéCa(Phave— 1)) ’ (13)

CTx

wherenhaye is the number of HALVE messages sent during the simulatiod, Rytart, Phave andPstop

account for the number of bits trasmitted (see Table | andeTdp In this case, even if the total number



of molecules transmitted by the TX nodes increases with itbiamced to reach the same target number
at node RX, as explained just above, the particular ranginggulure developed for this protocol causes
increasing the number of typ® molecules used to control the connection so much that thehead
slightly increases with the distance when passing fobm44um to d = 53um, and then remains nearly
constant. However, the maximum value is just few percergssheown in Fig[ 10.d, thus the protocol
overhead is acceptable.

In addition, we have compared the system performance fodifierent values of the number of target
molecules to be received by RXstop equal to 10000 and 20000, for= 26um, reported in TabléDI.
The main comment is that all performance figures improve wfigp increases. This can be explained
as follows. As for the fiiciency, since the distance is quite small, fo,= 10000 the RX would trigger
the STOP signal very early, but it has to wait that the totahbar of received molecules reaches the
thresholdZhave before sending any control message. Instead, whgpincreases, this condition does not
hold anymore, and the STOP signal is sent well after the timséant in whichihane is reached. Thus,
even if the numerator of theffeciency performance figurep @ndp,) doubles, the denominator does not,
and it only slightly increases, so that thigency increases for largek,p As for the throughput, it
benefits from the quadratic profile of both emissions andhakgions, and thus throughput is constantly
increasing during all the transfer phase. Finally, obvipwadso the overhead improves, since the larger
number of molecules at the denominator is not compensatedlasger number of control molecules at
the numerator.

Finally, additional preliminary results indicate that ifet number of receptor decreases and the traf-
ficking time T4 [47] increases, the netfect is that the saturation is reached earlier, and a number of

HALVE messages are sent before the completion of tgmeolecules delivery.

V. CONCLUSION

In this paper, we designed a communication protocol usingecutar communications among bio-
nanomachines. To the best of our knowledge, this is the fitestrgdt to design a complete communication
protocol using molecular communications.

We first designed the control scheme at the physical layentiiying a number of tradefb about
system parameters (namely the symbol duration and the titetetbreshold) which allows using the
system for diferent distances of the bio-nanomachines, which are ableitto-anfigure and do not
need any external intervention. Then, we proposed a finét shachine for both the transmitter and

the receiver node, by borrowing functions and ideas fromwtieti-known TCP Reno, and namely the



congestion avoidance probing feature and the fast recoileny to the large delay which characterizes
molecular communications, using explicit acknowledgreésinot suitable, so we leverage on the results
of previous research and adopt negative acknowledgmentddition, we propose a number of control

actions, which have been designed to prevent improper diidient protocol operation.

An additional contribution, emerged during the initial silation set up, is the finding that in order to
design an fective communication protocols, the molecules which ass leumerous have to be a bit
larger and with a larger mass.

Our ongoing and future work includes a complete performasduation of the protocol through
simulations under a variety of fierent values for main simulation parameters, and in pdatid¢tefficking
time and number of receptors. In addition, an additional goto extend the protocol in a multi-access
environment, in which there are multiple TX and RX nodes,clhinterfere each other.

Finally, it is our aim to investigate specific applicationesarios (e.g., drug delivery) considering
application dependent constraints (e.g., specific spdisatibutions of senders and receivers, fldvift

in the environment, a limited number of molecules storedanhebio-nanomachine).
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tprev:= t{,RTr
Nhallve:= N(t(,RTr)
thalve:= t(,m—r

P
Ll

true
N(t) = (slop

- N(t) - Nhalve
(t . thalve)‘Jl

thew:= tHRTT+(Pgiop-1)*Ts

A4
send STOP

true

B*a*(tnew'thalve)q+Nhalve = <stop

false
tprev > thalve

Nexp: = B*aprev*(t'thalve)a"' N halve

true send HALVE
thalve:= t "'R-I-T"'(Phalve'1 )*Ts
tsend:= t +Phalve*Ts

false l

Aprevi= @ schedule SET:
= tpvev:= t Nhalve:= N(thalve)
wait for T, timestep wait until t== tgnq |—>

:

Fig. 5: RX control algorithm executed in the “Connectionagdished” state.




TABLE |: Parameters of the protocol state machines.

Symbol Description Type Entity
Ts Symbol time state variable TX, RX
s Assimilation Threshold state variable X
tsync Synchronization time state variable TX
t Provisional synchronization time state variable X
N(t) Total current assimilations @ molecules state variable RX
K(t) Assimilations ofR molecules occurred in the la$g state variable TX
Nprev Provisional number of molecules assimilated in the Tast| state variable TX
Mr.Tx Received message state variable TX
SrTx Received symbol state variable TX
tw Time instants in which a symbol is decoded state variable TX
w Counter of received symbols state variable X
brx Current burst size (node RX) state variable RX
brx Current burst size (node TX) state variable TX
Bo,rx Initial burst size (node RX) state variable RX
BoTx Initial burst size (node TX) state variable TX
cTX Total number ofS molecules sent by TX state variable TX
CT X max Maximum number ofS molecules that TX can send in japrotocol parameter | TX
single session
Ca Connection attempts state variable RX
Camax Max connection attempts state variable RX
{RTT Assimilation threshold for RTT estimation protocol parameter | RX
tarr Connection established time state variable RX
ta Time instant of the first carrier assimilation state variable RX
Lstop Target number of S molecules to assimilate protocol parameter | RX
Estop Estimation to send STOP signal state variable RX
Ehalve Estimation to send HALVE signal state variable RX
tsend Time instant when the transmission of a pattern ends | state variable RX
Pstart Amount of symbols for HALVE signal protocol parameter | RX
Phalve Amount of symbols for HALVE signal protocol parameter | RX
Pstop Amount of symbols for STOP signal protocol parameter | RX
thalve Time instant when thefiect of halve signal should reachstate variable RX
RX
START START message protocol message | RX
HALVE HALVE message protocol message | RX
STOP STOP message protocol message | RX
Nhalve Amount of assimilations after the round trip propagation|aftate variable RX
the HALVE message
external_stimulus External stimulus that activates the node event RX
sync_lost Synchronization lost event TX
message_decoded The received pattern has been correctly decodedNhtpx | event TX
set_state{l; Tx) Sets the state according to the received messége action X
is_part_of_pattern(a,b) | Checks if the current symbol b is one of the expected onestion X
on the partial pattern a
command_sent(cmiokx) | Send the command crafSTARTISTORHALVE}, each | action RX
symbol is composed bigrx carriers
start_connection_timer | Starts the timer to monitor the connection setup action RX
Timeout The time to establish a connection has expired event RX
RTT estimation Estimates the Round Trip Time action RX
receive_halve The node has received the HALVE signal event TX
receive_stop The node has received the STOP signal event X
receive_start The node has received the START signal event X




TABLE II: Simulation parameters

Symbol Description Value
dt Simulation time step 20 us
T Temperature 310 K
Codficient of restitution 0.9
Viscosity 0.0011Kgx (m91
a Grow factor for assimilations in RX 2
Tolerance factor 0.95
Ts Symbol time 10s
rRX Radius node RX 2.5um
rTx Radius node TX 2.5um
Rrx Amount of surface receptors (node RX) 10000
Rrx Amount of surface receptors (node TX) 10000
rerx Radius emitted molecules (typ® 3.5 nm
reix Radius emitted molecules (ty(® 1.75 nm
Ir.rx Receptor radius (node RX) 8 nm
Irtx Receptor radius (node TX) 4 nm
Tiraff Trafficking time [47] 200 us
I Assimilation Threshold (node TX) 34 molecules
At Emission time (node TX) 20 ms
Timeoutx | Timeout before retransmission (node RX) 54 s
Chalve Assimilation Threshold for HALVE signal (node RX) 250 molecules
{stop Assimilation Threshold for STOP signal (node RX) | 10000, 20000 molecules
START Signal pattern: START 110
HALVE Signal pattern: HALVE 10
STOP Signal pattern: STOP 111
d Simulated distanceu(m) 26.5, 35.4, 44.2, 53.0, 61.9
Bo.rx Initial burst (node RX) 1000 R molecules
BoTx Initial burst (node TX) 1 S molecule
(RTT Assimilation Threshold for RTT estimation (node RX)5 molecules
Tw Waiting time for parabolic estimation (node RX) 0.2s

{stop ‘ Throughput

TABLE llI: Comparison for diferent values ofsiop, d = 26um

‘ Efficiency p) ‘ Normalized @&iciency fn) ‘ Overhead

10000
20000

0.0054
0.0079

163.4 moleculegs
274.7 moleculgs

0.2046
0.2993

0.0064
0.0047
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Fig. 6: The conditional probability density functiofyx(t,d|Pa(d)) versus time, as a function of the

distanced between RX and TX centers.
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