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Abstract—The functional performance of space-borne instru-
ments must be validated on ground before and after satellite
integration. The effects of radio-frequency interference are also
becoming more important, even in protected bands for earth ob-
servation. In this article, a GNSS and GNSS-R signal simulator
is developed as part of a testbed of GNSS receivers and GNSS-R
payloads’ performance in high dynamics, and to study the effects of
RFI1in the GNSS-R observables. This article describes the different
concepts and key enabling techniques that have been developed to
support this project.

Index Terms—Earth Observatio (EOQ), Global Navigation
Satellite System (GNSS), GNSS-Reflectometry (GNSS-R), radio-
frequency interference (RFI), simulation, software-defined radio

(SDR).

N SPACEBORNE applications, the validation of flight in-
I strumentation is critical to ensure mission success. Earth
Observation (EO) techniques using Global Navigation Satel-
lite System (GNSS) signals of opportunity such as GNSS-
Reflectometry (GNSS-R) are gaining popularity in the recent
years. These techniques are difficult to test due to the high
cost of GNSS simulators, forcing in many cases to launch
non-properly tested instruments, which then may cause a failure
of the entire mission. Some commercial GNSS simulators have
proven insufficient for precise navigation measurements (see
Fig. 1) or to test GNSS-R payloads, as no simulators currently
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Fig. 1. Sample Doppler frequency of a GPS signal generated by a commercial
GNSS signal generator, showing its granularity (50 Hz Doppler step every
second).

exist for reflected signals over very large areas (e.g., ocean) and
even less taking into account the Earth’s curvature.

During the development of the FSSCat [1] mission, the need
to test the Flexible Microwave Payload 2 (FMPL-2) [2] arose,
prompting for the development of a testbed to verify GNSS
signal reception, GNSS-R signals processing, and robustness
against radio-frequency interference (RFI). In order to test GPS
signal reception with configurable scenarios, a GPS signal gen-
erator was developed with the capability to simulate navigation
(NAV) messages to allow positioning, as well as simulating any
user-defined path with real GPS satellite handovers. During the
development of this signal generator, an upgrade to generate
also signals reflected off the earth surface was subsequently
implemented. This upgrade bestowed the signal generator with
the capability to simulate specular and scattered reflections to
test the delay-Doppler map (DDM) calculations in the FMPL-2
[3]. An example of spaceborne DDM is shown in Fig. 2. A
modified version of this embedded DDM generator was also
implemented to test the generated GPS signal in combination
with the simulated reflection.

The use and abuse of the frequency spectrum has caused an
increase in the problem of RFI. This phenomenon can appear un-
intentionally, or intentionally to harm existing systems. With its
proliferation, RFI has become one of the most concerning topics
on GNSS-based applications, not only for navigation, position-
ing and timing, but nowadays also for EO, such as in GNSS-R
and radio occultation due to the corruption of the received signal,
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Fig.2.  DDM over the ocean measured by the U.K. TechDemoSat-1 mission.
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Fig. 3.  Effects of RFI observed from TDS-1. The figure shows a time series
of different DDMs with 10 KHz of span taken in succession, with strong RFI
events destroying the observables [4].

and the corresponding geophysical measurements. Because of
the difference in power, samples get totally corrupted by RFI,
and recovering the original GNSS signal becomes impossible,
as shown in Fig. 3. As regulations and law enforcement are often
unable to control RFI, detection and mitigation techniques are
becoming a must in microwave radiometry and GNSS-related
missions.

The problem of RFI mitigation then involves the detection of
stochastic signals with usually unknown parameters. Statistical
tests, typically normality tests such as Kurtosis [5], are used
to determine if a set of samples belongs to a certain statistical
distribution or not. Kurtosis is a measure of the “tailedness”
or “peakedness” of the probability distribution of a random
variable. This means that a higher kurtosis value is the result
of infrequent extreme deviations (or outliers), as opposed to
frequent modestly sized deviations. Kurtosis is one of many
other normality tests [6] among other RFI detection and mit-
igation techniques, as shown in [7]. One practical implementa-
tion of the aforementioned detection and mitigation techniques
was implemented in the Front-End GNSS Interference eXcisor
(FENIX) [8]. In order to test the complete system, from signal
generation to the effects of RFI in the recovered signals, a
hardware-in-the-loop testbed has been developed, and the results
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of using this holistic approach are analyzed. The testbed consists
of a signal generator that can synthesize either the direct or
the reflected GNSS signals, which are then transmitted using
a software-defined radio (SDR). These signals are fed into the
systems under test, allowing for the validation of the implemen-
tation and its performance. After measuring the effects of RFI in
the aforementioned systems, the FENIX can be introduced as a
plug-and-play solution, and its capabilities as an RFI mitigator
are assessed for various applications.

In this article, the implementation of the testbed and the test
procedures will be explained. In Section II, the method for
generating direct and reflected signals is described in detail,
considering both the specular and scattered reflection cases. The
testing procedure and the results are presented in Section III,
followed by the conclusions.

II. GNSS SIGNAL GENERATOR

In order to test GNSS receivers in high dynamics conditions
(i.e., low Earth orbit (LEO), height of 400-600 km, speed
~7.5 km/s), specialized equipment such as the Rohde and
Schwarz SMU200A [9] with the high dynamics add-on (SMU-
K77), the Spirent GSS6700 [10], etc., can be used to generate
the signals that are then fed to the payloads for testing. During
previous test campaigns, it was shown that even some profes-
sional equipment was unable to generate signals with enough
granularity to allow for the correct testing of very specific pro-
cedures, such as filter bandwidth optimization for high dynamics
environments. The cost of newer GNSS signal generators can
be very expensive, which makes them prohibitive for small
institutions or universities.

This prompted the design and implementation of an in-house
GPS simulator that could be executed in a personal computer
and then transmitted using SDR hardware. In order to test in-
house developed GPS receivers and GNSS-R payloads with this
software, the following requirements were set.

1) Atleast GPS L1 C/A Signal shall be generated.

2) Valid Ephemeris and L1 C/A NAV messages have to be

transmitted so that GPS receivers can lock on the signal.

3) Any user-defined path (waypoints) should be able to be

uploaded, either on the Earth or in orbit, with as much
temporal resolution as necessary.

4) TItshall generate both direct and reflected signals, on rough

or smooth surfaces.

5) In the case of GNSS-R, a DDM calculator plus visualizer

shall be developed to test the payload software.

In order to fulfill the aforementioned requirements, not only
the direct signal, but also the signal reflected on the surface need
to be modeled and generated. By using SDR devices, the signals
can be transmitted and subsequently fed into any system under
test, making this generator ubiquitous and independent.

A. GPS Synthetic Signal

For the simulation, a time frame has to be defined, and
correspondingly the positions of the GPS constellation satellites
can be determined. Using data downloaded from the Crustal Dy-
namics Data Information System (CDDIS) [11] from NASA, the
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Fig. 4. Block diagram of the synthetic GPS Signal Generation.

ephemeris and almanac of a certain GPS satellite at a specified
time can be reconstructed as follows.

1) Ephemerides: They contain information on week num-
ber, satellite accuracy and health, age of data, satellite
clock correction coefficients, and orbital parameters. Each
ephemeris is unique to a satellite.

2) Almanac: It contains less accurate orbital information than
the ephemerides, and is valid for up to 90 days. It is used
to speed up the time to first fix to 30 s compared to not
having an almanac stored.

A GPS receiver is then capable to compute positions with the

information stored in the ephemeris.

The navigation message transmitted by each satellite contains
both ephemeris and almanac, and consists of five subframes of
ten words each [12].

1) Subframes 1-3: Ephemerides.

2) Subframes 4-5: Almanac.

Using the daily data from CDDIS, a synthetic base-band
signal can be generated by multiplexing the navigation message
at 50 Hz with the C/A Codes at 1023 MHz (see Fig. 4). This
results in a signal that, when modulated onto a 1575 MHz
carrier and added to the signals generated by at least three other
satellites, produces a GPS-like signal that receivers can lock
onto.

Once the location of the transmitting satellite and the informa-
tion to be transmitted are known, the signal has to be processed
to account for physical effects derived from the propagation
through the ionosphere, and free-space path losses. As these
effects vary depending on the position of the receiver, it has
to be properly defined either by a series of positions or with a
two-line element (TLE) file that can be used to obtain the orbit
for a given time.

B. Direct Signal Modeling

The signal directly received from the GPS is affected by
the distance of the path traversed (delayed), and the relative
velocity between the GPS and the receiving satellites (Doppler
frequency). In this version of the test bench and for simplicity,
ionospheric [13] and tropospheric [14] effects introduced by the
propagation are not included.

Receivers in high dynamic environments are problematic due
to the difficulty to acquire and track signals with large Doppler
frequency rates. The larger the relative velocity between space-
crafts, the larger the observed Doppler frequency shift, which
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can be as high as 45 kHz [15], as satellite speed increases at
lower altitudes. Traditionally, loop filters are used to reduce
noise and produce an accurate estimate of the original signal
at its output. The loop filter order and noise bandwidth also
determine the response to signal dynamics [12]. By using large
bandwidths, filters are able to track signals with high Doppler
rates, at the expense of introducing more noise into the system.
This bandwidth is also critical while simulating GPS receivers
in high dynamic environments: if the simulation steps are not
small enough, Doppler frequency shifts between steps can be in
the order of 50 Hz for a step of 1 s in LEO satellites (see, e.g.,
Fig. 1), preventing older receivers with an operating bandwidth
of 1 Hz from tracking the signal at the discontinuities, forcing
a new acquisition. Even for newer receivers with an operating
bandwidth ranging between 20 and 50 Hz, such a discontinuity
can disrupt the tracking. It is then imperative for the simulator to
allow a simulation step as small as needed for the test (<1 ms),
which implies the same precision in the definition of the position
of the receiver. It is important to note that ground-based and low
altitude receivers should be constrained with an elevation mask
of around > 5° to avoid simulating satellites that would not be in
view of the receiver, whereas the elevation mask for space-borne
receivers is usually around > —30° (i.e., 120° from the zenith).

Once the velocity of the transmitter and the receiver are
known, for example by propagating the orbit using the Simplified
General Perturbations Model with the appropriate TLE [16], the
observed frequency f can be calculated as

=1+ %) o=t s m

where Awv is the relative velocity between the two objects, ¢ is the
speed of light, fy is the original transmitted frequency, and A f
is the Doppler frequency shift. It is then possible to obtain the
Doppler shift from the position of the transmitter and receiver
over time as

19|A7
A Ot

The obtained A f is then used to shift the carrier frequency of
the GPS signal to simulate the dynamics of the receiver. Using
the distance between the two objects A7(t), a delay correspond-
ing to the propagation of the signal in space AT = |A7(t)|/c
can be added to the navigation message to simulate the path
traversed.

Af =- @)

C. Reflected Signal Modeling

In GNSS-R, the reflection of GNSS signals on the earth’s
surface is used to extract physical parameters (e.g., [17], [18]).
These reflected signals clearly differ from the direct case: the
distance travelled is larger, scattering can take place on multiple
facets of the surface (i.e., multipath), and the signal itself is
modified by the properties of the surface [19]. In a smooth
surface such as a calm sea, or ice, the reflection looks like that
of a mirror-like surface: the right-handed circular polarization
changes to left-handed, the reflection comes from a small region
around the specular reflection point (first Fresnel zone) [20] and
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the signal is scaled and phase shifted by the reflection coefficient
of the surface.

To simulate this, the specular point of the reflection of the
signal on the earth’s surface must be precisely calculated. The
original script in Gleason et al. [24] converted to the C program-
ming language for performance, and upgraded with the BLAS
library [21] to accelerate it. Further details on this algorithm can
be found in Appendix A.

With this new specular point, the path for the reflected signal
can be created, and then be used to calculate the new delay for
the reflected signal, as performed in Section II-B. The Doppler
frequency shift for the reflected path can be calculated as

0|A7r_s| | 0|ATs 5|
ot ot

where Arr_g is the relative distance between the transmitter
T and the specular point S, and A7s_ g is the relative distance
between the specular point S and the receiver R.. In a similar
manner to the previous case, the receiver should be constrained
with an elevation mask to avoid unwanted paths.

A frep = ! { 3)

A

D. Scattered Reflection on a Rough Surface

When the signal is reflected on a nonsmooth surface such as
a rough sea, a combination of reflections appear from higher
Fresnel zones further away from the specular reflection point
[see Fig. 5(a)]. As shown in Fig. 5(b), there is a mapping between
the different reflection zones and the frequency shifts in delay
and Doppler of the received signal [22]. Note also that, except

Direct Signal /1 N GPS
BNV “1 FENIX Receiver
A
Signal ] [GPSL1 C/A | RFI
Generator Jammer
v
V4hIN| DDM ]
Reflected Signal SN2 FENIX Calculator

Fig. 7. Testbed for GNSS and GNSS-R Payloads, including performance
characterization of the FENIX system.

for the specular reflection point, the mapping is ambiguous,
i.e., one point in the DDM corresponds to two points in the
spatial domain. To simulate this effect, a delay-Doppler space in
agreement with the desired resolution in both domains is created.
By using a derivation of the explicit expression of the space
coordinates as a function of the delay offset and Doppler shift,
the area for each reflection can be calculated, and thus, the power
needed to be injected at each bin to obtain the simulated physical
parameters. As explained in [22] and [23], the use of a change
of variables between space and delay-Doppler domains allows
for an efficient simulation in the latter domain of a physical
measurement in the former. This is modeled as a filter bank
with coefficients obtained from the Jacobian change of variables,
thus producing a signal that when processed, the characteristic
horseshoe [24] can be obtained in the DDM. The filter bank can
be understood as

ylnl= >3 i wn—j]- e )

i€eAf jeT

where A f are the different iso-Doppler lines, 7 are the iso-delay
lines, J;; is the coefficient from the Jacobian matrix associated
to the aforementioned iso-delay and iso-Doppler lines in the
space domain, z[n] is the synthetic GPS signal, and

@i =wo T+ @r (5)

is the phase of the signal at the receiver after propagation wy - 7
plus the phase induced by the reflection coefficient r. @r rep-
resents the coherency of the reflected surface in terms of carrier
phase, indicating the roughness of the surface. Depending on the
value selected here, the coherency of the signal will be higher
(i.e., a [0, 27] uniform random variable o means a very rough
surface, while a constant (r, a flat surface). For low altitudes, as
individual waves can be distinguished, the instantaneous wave
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Effects of RFI on the uBlox LEA-6S GNSS Receiver’s C/NO. The green color indicates the C/NO of a locked signal, whereas the blue color indicates

that no lock has been achieved for that satellite. (a) Successful acquisition of lock under normal conditions. (b) Erroneous C/NO calculation caused by RFI, thus

hindering positioning.

height must be considered in order to properly model this random
variable [25]. In this version of the simulator, ¢r as observed
from a high-altitude receiver becomes a uniformly-distributed
random variable between 0 and 27. Appendix B provides a
more detailed description of the implementation of this method
capable to generate the power at each bin from a set of physical
measurements that the synthetic signal is meant to represent.

The final signal, y[n], is then recorded to a file as baseband
I/Q samples that can then be transmitted using SDR devices,
allowing for seamless integration into any system.

III. TESTBED FOR GNSS-R PAYLOADS

With the availability of this novel method to generate both
GNSS and GNSS-R signals, a testbed was prepared to observe
the behavior of several systems when fed with them.

The testbed described in Fig. 7 was devised to demonstrate the
FENIX system [8] for RFI mitigation, as well as to explore the
effects of jamming on the end systems. This configuration was
presented in the inLab Session of GNSS+R 2019. Two separate
paths for the direct and reflected signals were prepared with a
hardware-in-the-loop approach; one to test GPS receivers, and
the other to test GNSS-R equipment similar to the one in the
FSSCat mission [26].

Using the process described in Section II and the data from
[11], a 30-min simulation was created with a synthetic position
in Japan at an arbitrary date in the past. The direct and reflected
raw I/Q files were then fed to two SDRs that upconverted the
signal to the GPS L1 band, as shown in Fig. 7, and several
GNSS and GNSS-R experiments were conducted to illustrate
the performance.

A. GNSS Testing

In the case of the direct signal, a low dynamics environment
was prepared to properly explore the most common use cases,
including verification of the synthetic signal and testing spoofing
countermeasures.

1) Navigation With GPS Receivers: This test was performed
using a uBlox LEA-6S receiver, both as a proof of operation
and to test if the spoofing countermeasures found in commercial
receivers would allow positioning from a synthetic signal.

RFI SNR degradation induced by chirp jammer

A i oo g — T T T T T
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Fig. 9. Sample SNR Degradation before (solid line) and after the addition of
the FENIX [27] (dashed line).

The commercial receiver was able to lock to all the simulated
satellites and achieve positioning within 30 s. The output of the
simulator was calibrated to match typical C/NO values for the
different satellites depending on their distance, and the receiver
correctly identified as valid the 10 satellites with an elevation
within line of sight, as shown in Fig. 8(a).

2) Characterization of GNSS Receivers’ Resiliency Against
RFI: This test was based on the generation of multiple jamming
signals to test the capabilities of each receiver against RFI
including, but not limited to, the modification of the power and
shape.

The jamming signals were first introduced as an addition to
the baseband simulated signal, using GNURadio to generate
different RFI such as continuous waves (CWs) and chirp signals.
The performance of the GNSS receivers was degraded more
and more as the RFI power increased, as shown in Fig. 8(b).
A commercial GPS Jammer was introduced and added to the
output of the SDR to further prove the plug-and-play nature of
the testbed, which allowed for multiple elements to be added to
increase the likeness of the complete system to a real scenario.
The commercial jammer also severely degraded the performance
of the receivers, which after characterization prompted for the
addition of a mitigation system. By using the FENIX [27] in the
testbed architecture, right before the GPS receiver, the effects
of the RFI were greatly mitigated, as shown in Fig. 9, both
for the case of the CW and the chirp signals. For example,
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Effects of simulated RFI on the synthetic DDM GNSS-R observables [27]. (a) DDM calculated from the synthetic reflected signal. Doppler frequency

and Delay spreads match with the simulation parameters. (b) DDM of the signal with a high-power (10 dB INR) CW RFI centered at L1 Band. (c) DDM of the

signal in Fig. 10(b) after RFI mitigation with the FENIX.

for an interference-to-noise ratio (INR) of 60 dB, the u-Blox
LEASS suffered a SNR degradation of 34 dB, whereas after the
addition of the FENIX, this degradation did not exceed 4 dB.
This means that the gain obtained from the mitigation scheme
is approximately 30 dB.

B. GNSS-R Testing

Regarding the reflected signal, a high dynamics environment
was used in the testbed to demonstrate realistic scenarios en-
countered while testing space-borne GNSS-R payloads. These
scenarios include the computation of GNSS-R observables such
as DDMs and the characterization of the effects of RFI on
GNSS-R observables, similar to the ones found in TDS-1 (see
Fig. 3).

1) Computation of DDMs From the Synthetic Signal: In
order to calculate DDMs from the received reflected signal, a
search has to be conducted for several GNSS C/A codes with
different delays and Doppler shifts against, which the incoming
signal will be correlated to.

Afterwards, the power allocated to each combination of delay
and Doppler is integrated producing a matrix in the delay-
Doppler space, with the power of each bin plotted as a color
scale. This is called the DDM, and it can be seen in Fig. 10(a)
with a delay bin resolution of 0.5 C/A chips and 80 bins of range,
and a Doppler bin resolution of 500 Hz and 21 bins of range. As
GPS has a code with a 1 ms chip length, 500 Hz of sampling rate
are needed to detect the peak. Increasing this value dramatically
increases computation time, so the sampling rate has been kept
to the minimum needed.

Testing this kind of architecture realistically with the signal
generator was one of the main objectives of the testbed. A
satellite receiver at 700 km of height and 65° of elevation (similar
to TechDemoSat-1) was simulated, and the reflected path signal
was fed into the same software DDM calculator as the one used
in the FSSCat mission.

The DDMs calculated from the synthetic signal bear a strong
resemblance to those obtained from the TDS-1 mission [see

Figs. 2 and 10(a)], with very similar delay and Doppler fre-
quency spreads. With this setup, the DDM calculator could
be verified, and even compared to the results obtained from
TDS-1.

2) Effects of RFI on GNSS-R Observables: Finally, the ef-
fect of RFI on GNSS-R observables was tested with a similar
methodology than in Section III-A2. Introducing a CW signal
(to compare with the RFI found in TDS-1, Fig. 3) corrupting
the simulated reflection causes vertical (i.e., along the same fre-
quency) glitches, as shown in Fig. 10(b), thus making it impos-
sible to extract any physical parameter from the characteristics
of the DDM. By using a specially tailored FENIX for GNSS-R,
and inserting it prior to the software-based DDM calculator, a
noticeable improvement in the quality of the observable can be
achieved, as shown in Fig. 10(c), making it possible to extract
physical measurements.

IV. CONCLUSION

Recently, GNSS and GNSS-R payloads are being selected
for many small satellite missions. In this article, an efficient
and cost-effective method to test, demonstrate and validate
GNSS/GNSS-R payloads has been presented. Several tests per-
formed show good results simulating GNSS signals and their
corresponding DDMs. Furthermore, it helps illustrate the impact
of RFI in the DDMs and consequently the performance of RFI
mitigation devices.

This testbed has become a key enabling technology to
test a number of GNSS and GNSS-R equipment and pay-
loads for CubeSat missions, as well as other measurement
campaigns.

As further work, the algorithms used for synthetic signal gen-
eration including the addition of ionospheric and tropospheric
effects, as well as the extension of this system to other GNSSs
such as Galileo or BeiDou, will allow for more realistic testing
environments with a wider range of use cases. One of such cases
could be the validation of GPS L5-based instruments for the
acquisition of centimeter-accuracy altimetry [28].
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APPENDICES

A. Specular Point Calculation

The calculation of the point where the specular reflection of
the signal between a spaceborne transmitter (i.e., GPS satellite)
and areceiver occurs is an iterative process involving the position
of both entities and the geodesy of the Earth [24].

This process implies creating a new reference frame that
includes the World Geodetic System 1984 (WGS84) ellipsoid
[29], and the transmitting T and receiving R satellites. The
specular point S is located at the surface of the WGS84 ellipsoid,
where the angles from the rays traced between each satellite
(transmitter and receiver) and the surface normal at the point are
equal. An iterative approach is used to find this point, until the
difference between angles is negligible.

An initial tentative point Siemp i placed on the surface of the
earth, right below the receiver R.. Using the unit vectors SR and
ST understood as the distance traversed between the tentative
point and both receiver and transmitter, the error can be obtained
as the distance to the shortest path. Moving the specular point an
arbitrary amount (variable gain) and repeating the process will
iteratively converge to find the location of the reflection for the
shortest path.

Newer versions of this method [30] will be researched to
improve the performance of the signal generator to aim for
real-time generation.

B. Mapping the Delay-Doppler Space to Their
Physical Counterparts

In order to modify the specular reflected signal to produce an
accurate DDM of a scattered reflection, the contributions from
the different paths around the specular point must be understood.

The complete reflection over the scattering surface consists
on the significant signal contributions over each facet in the (x,
y) domain. When calculating the DDM, a more coarse grid in the
(7, Af) domainis used, linked to a given surface coordinate (and
all the contributions within) through a geometrical relationship

Toy = T(Ia y)
6
O ©
Each point in the surface p then becomes
P = |J(szuAfzy)| dAfmy deL’y (7

where dA f,, and dr,, are the differentials of the new inte-
gration variables, and |.J| stands for the absolute value of the
Jacobian of the change of variables defined in (6).

The Jacobian then takes into account the area associated to
a given (7, Af) bin in the (x, y) domain, but this mapping is
ambiguous, as shown in Fig. 5: a single (7, A f) bin corresponds
to two points in the (x,y) domain, and the contribution to each
of them must be taken into account.

A more extensive study on this mapping can be found in [22]
and [23].
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