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Security Standard Compliance Verification
in System of Systems

Ani Bicaku

Abstract—Standard compliance in system of systems (SoS)
means complying with standards, laws, and regulations that apply
to services from several sources and different levels. Compliance is
amajor challenge in many organizations because any violation will
lead to financial penalties, lawsuits fines, or revocation of licenses to
operate within specific industrial market. To support the business
lifecycle, organizations also need to monitor the actual processes
during run time and not only in their design time. Standard com-
pliance verification is important in the lifecycle for reasons, such
as detection of noncompliance as well as operational decisions of
running processes. With the promotion of connectivity of systems,
existing and new security standards can be employed but there are
important aspects, such as technically measurable indicators, in
the standards and automation of compliance verification that need
to be addressed. This article presents an automated and continuous
standard compliance verification framework used to check devices,
systems, and services for standard compliance during secure on-
boarding and run time. In addition, a case study for the Eclipse
Arrowhead framework is used to demonstrate the functionality of
the standard compliance verification in SoS.

Index Terms—Automation, security, service-oriented
architecture (SoA), standard compliance, standard verification,
system of systems (SoS).

1. INTRODUCTION

ECENT developments in technology and innovation are
Rrevolutionizing the industrial environment by preparing
strong foundation for new opportunities and promoting greater
efficiency toward the fourth Industrial Revolution (Industry 4.0),
which is the ongoing automation of the traditional manufactur-
ing using modern smart technologies. The ability of traditional
systems to cope with new technologies will be a significant factor
to success in the business [1]. Organizations have to decide if
they should migrate into Industry 4.0 and which technology is
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appropriate by considering initial costs and benefits on produc-
tivity. Most of the industrial organizations are addressing this
by adopting system of systems (SoS) technologies to ensure
interoperability of products regardless of the manufacturer, lo-
cation, operating system, or hosted services. SoS are large-scale
integrated systems, which are independently operable on their
own, but are networked together to achieve a higher goal [2].
Since they are a key technology in the digitalization of industrial
environments and operate in legacy and new devices, security is
a major challenge.

The migration of industrial control systems (ICSs) from iso-
lated to remotely accessible is motivated by the need to enable
remote maintenance, control, firmware update, data collection,
and new sources of data to improve automation [1], [3]. How-
ever, the intermix of devices, systems, and services in industrial
environments makes it more difficult to maintain security, in-
cluding confidentiality, integrity, and availability [4]. Several
requirements need to be fulfilled, such as integration (easy
integration of devices), heterogeneity (different devices/services
from different vendors), interoperability (interconnect services
through several interfaces and platforms), and accessibility (easy
access services everywhere at any time) to have automated
systems [5]. These issues have been studied and addressed by the
Eclipse Arrowhead framework [6] during Arrowhead' project,
and extended with new features and systems in the Arrowhead
Tools? project.

Securing access to information is crucial for any organization.
It is important not only to secure the exchange data but also to
identify who is providing and accessing the data without reduc-
ing the security level. This helps organizations to increase trust
and avoid cost of security breaches by assuring the customer that
they have identified and measured their security risks [7]. There
are several security standards that organizations can choose to
comply with (e.g., ISO 27000 series, NIST Special Publications,
ISA/IEC 62443 series, etc.). Being compliant to these standards
can support ICS to migrate from traditional control systems
to Industry 4.0 applications, by providing standardized ser-
vices and interfaces for legacy systems and devices. Moreover,
ISA/IEC 62443 series are developed by both, ISA99 and IEC
committees to improve the security of components and systems
used in industrial automation and control systems (IACSs). The
ISA/TEC 62443 series can be utilized across industrial systems,
are approved by many countries, and are key standards in the
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Fig. 1. High level view of the standard compliance verification process.

industry. Standard compliance verification helps to perform
root-cause analysis and to understand the reason for specific
noncompliance problems. It allows the organization to improve
its responsiveness and level of compliance, but also verification
of compliance against investigations of security-related events.

Standard compliance is even more critical for SoS due to
their evolving nature. In order to take advantage of the SoS
technology, applications should be adapted to several security
standards. Verifying standard compliance includes checking the
system during its onboarding and operation time against internal
and external regulatory acts.

As mentioned earlier, several challenges need to be addressed
to be compliant to security standards in SoS. If a single system
does not provide the required security level, the entire SoS is
vulnerable. This can be avoided if evidence of security standard
compliance is shown. Since they evolve during time, standard
compliance should be continuously verified in different time
frames or when a component is added/removed from the SoS.
This article addresses the integration of standard compliance
verification in a dynamic and evolving SoS environment. An
important component to show the standard compliance is by
using a framework to support their verification. Complexity
is increased in SoS, where applications from several vendors
are intended for different levels of compliance. Although the
development of SoS has gained popularity in recent years, more
work to address security standard compliance is still needed, as
in the current status, it is difficult to provide indicators for the
level of compliance in organizations.

To address this, we extend our previous work [8]-[10] in
continuous standard compliance verification and propose a
service-oriented architecture (SoA) approach that can verify
the standard compliance of a device, system, and service in the
Eclipse Arrowhead local cloud. This framework named moni-
toring and standard compliance verification (MSCV) is designed
as a measurement tool for assessing security compliance toward
security standards, as shown in Fig. 1.

In order to show the fulfillment of standard constrains, the
first step is to gather the requirements from the target system
that can be a single component, a number of components, or
distributed systems. After defining the requirements, specific
machine readable standards will be identified and measurable
metrics will be extracted. The MSCV will monitor and verify
standard compliance from the components (C1-Cn) of the target
system in order to provide the compliance result.

To show this, we propose integrating the MSCV during the
Eclipse Arrowhead secure onboarding procedure [11], to check
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for standard compliance verification when a new device interacts
with the Arrowhead local cloud for the first time. Also, we use
the MSCV to check for standard compliance verification during
operation time of devices, systems, and services within the local
cloud at any point of time.

The remainder of this article is structured as follows. In
Section II, we provide an overview of similar approaches. Sec-
tion III describes the MSCV approach and Section IV provides
the integration in Arrowhead framework. In Sections V and VI,
the application of MSCV in a realistic scenario is shown and
Section VII concludes this article and discuss our future work.

II. RELATED WORK

Advances in technology are revolutionizing the architecture
of ICS by making them more global and connected. This leads to
new security challenges and targeted attacks. Different standards
and best practice guidelines have been proposed for securing
them. However, their compliance to the standards should be
verified to check if these systems are capable to securely in-
teroperate with other components. In order to have a general
overview of security standard compliance verification, we show
an evaluation of existing literature regarding standard compli-
ance verification.

Recently, many standard compliance approaches have been
proposed that utilize a broad range of technologies and tech-
niques to realize compliance monitoring solutions [12], [13].
We have evaluated compliance monitoring approaches, which
mainly address the compliance during execution. Furthermore,
the selected approaches are evaluated based on the concept
details and documentation provided in the publication.

Ziegler et al. [14] discussed standard compliance as part
of the ANASTACIA research project, which tries to develop
a trustworthy, autonomic security framework that implements
trust and security by design and optimizes security in all phases.
Some components are designed to involve security and privacy
standards and include real-time monitoring for assessing privacy
risks and security aspects, but it lacks in technical applicability
and representative metrics for monitoring.

Choi et al. [15] also did a study, where they proposed a
system hardening and security monitoring scheme with the
suitable technology in order to mitigate security vulnerabilities
with implemented security features on Internet of Things (IoT)
systems. This work also deals with a practical prototype, which
checks for possible malware on the devices, but explores security
according to a RedHat checklist and not relevant IoT standards.

Matheu et al. [16] presented an architectural framework,
which includes concepts and processes related to security as-
sessment and testing methodologies. The goal of his work was
to show a certification approach for IoT security with risk
assessment, testing, and label the security of an IoT system with a
chosen configuration and context. However, this work does not
propose any actions to monitor the environments for security
compliance based on standards.

IoT Security Foundation [17] provided an IoT security com-
pliance framework, which consisted of a checklist and ques-
tionnaire, with which different stakeholders in organizations can
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assess and categorize the security processes directly regarding
IoT orrelated to it, for example, the supply chain. Unfortunately,
it lacks any guidance as how the checked security properties
can be implemented and how the compliance aspects can be
measured or monitored in real time.

Russell and Van Duren [18] had a wider approach to the topic
and released a security guide called “practical IoT security” in
2016, where they talked about securely building and deploying
systems in an loT-connected environment. In it, they talk about
IoT in general, security threats, countermeasures, and about
relevant cybersecurity standards important to IoT compliance
monitoring, but it has a very abstract view on the topic without
relevant technical examples. Thus, the practicability and con-
crete measures for IoT security compliance monitoring are not
covered in this article.

There are other article considering SoA standards and stan-
dard compliance, such as [19]-[22], but they mostly check the
standards or describe the need for compliance to the standards,
and none of them provides a possible way how to make these
systems compliant to specific standards.

The focus of this article is to address automated and continu-
ous standard compliance verification in a dynamic and evolving
SoS. To show the results, a use case during the onboard and run-
time of a device, system, and service in the Eclipse Arrowhead
framework is used.

III. MONITORING AND STANDARD COMPLIANCE VERIFICATION

The need for standard compliance verification in SoA should
emerge during all the lifecylce phases (from specification to
decommissioning). In the specification and design phase, the
compliance with a set of requirements should be verified. At
runtime, the activities of the process, including all other inter-
acting components, should be checked if they fulfill the stan-
dard requirements because the runtime phase can last for many
years and decades in case of ICSs. The decommissioning phase
includes the activities of taking out the components from the
process and should be based on a specific standard by fulfilling
all the specific requirements for this phase. The requirements
specified in each phase will be translated in measurable indicator
points (MIPs) employed by the MSCYV in order to provide an
aggregated result based on the standard, requirements, and the
monitored MIPs. If these MIPs are fulfilled and the standard
compliance evaluation has an accepted level for the involved
stakeholders, they can communicate and share data between
each other. Based on the organizations and the specific standards,
compliance verification is different within the organizations and
even across the systems within the same organization (different
systems have different purposes). The security standards are
platform independent and the MIPs extracted from the standards
should be platform independent, meaning that they can be reused
from other technologies without affecting the underlying infras-
tructure, e.g., identification and authentication gives the capa-
bility to identify and authenticate all involved users, including
devices, systems, services, and humans [23]. However, the MIPs
listed in most standards are not technically implementable or in
some cases are not available in all platforms. It is very important
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to define the right MIPs in order to fulfill the standard and these
MIPs should be maintained. In order to have a comprehensive
list of MIPs, they should be defined in clear and accurate way
taking into account also the environmental changes. They should
be aggregated by a framework in order to provide the compliance
verification and summarize the details for each compliance
check. In general, standard compliance verification deals with
the problem of understanding whether services, systems, and
devices represent behaviors that are aligned with the controls
defined by compliance rules (such as best practice guidelines
and national or international standards).

The MSCYV as a service presented here is an extension of
our previous work [8], [9], [11] used for an industrial IoT use
case. The architecture of MSCYV is a composition of different
components combined in three core parts: (i) monitoring agents
used to gather data from the target system, (ii) evidence gathering
mechanism (EGM) used to acquire, store and analyze security,
safety and legal related evidence, and (iii) compliance module,
which receives data about the monitored metrics from EGM and
assigns a weight value to each metric for the compliance calcu-
lation. The MSCV framework shows the standard compliance
verification for a single standard or a number of standards. Also,
it gives the possibility to classify the results (security, safety,
organizational, etc.) based on the monitored standards. Another
feature of the framework is compliance for a single component
or the entire target system [10].

The aim of this article is to further extend the MSCV for
SoS and implement it in the Eclipse Arrowhead framework
(explained in Section IV) to show the standard compliance of
devices, systems, and services during the onboarding procedure
and operation time. Fig. 2 illustrates a simplified version of
the MSCV divided in three phases (standards, monitoring, and
results). Here, we introduce the standard verification process,
whereas in Section VI, we show its usability in a use case.

A. Phase I: Standards

® Requirements: In its everyday business, an organization is
subject to a variety of different regulations, laws, standard-
ization bodies, etc. Itis up to the organization to understand
the compliance rules that directly affect its business, thus
producing what we call requirements. They will be taken
in consideration to choose the appropriate standard for
extracting measurable metrics and check for compliance.

o Standard Ildentification: After gathering the requirements,
the next step is to evaluate machine readable standards.
The evaluation is based on the domain (security, safety,
organizational, legal, etc.).

® Measurable Metrics: The chosen standard will be further
evaluated to extract measurable indicators. These indica-
tors would be used to check how compliant the components
or the system is with the specific standard.

B. Phase II: Monitoring

1) Measurable Metrics Monitoring: The monitoring of the
identified measurable metrics is possible via pluggable
monitoring agents from different monitoring tool plugins
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Fig. 2. Standard compliance verification process in three phases: standards,
monitoring, and results.

(e.g., Nagios plugin, Ceilometer plugin, Zabbix plugin,
etc.) and customized scripts.

C. Phase IlI: Results

o Standard Compliance Results Classification: The compli-
ance verification will be calculated based on the algorithm
presented in our previous work [9] and the results will be
classified in security, safety, organizational, etc., standard
compliance based on the evaluated standard.

e Standard Compliance Result Visualization: The MSCV
provides the compliance results for one or several stan-
dards, also for a single component or the entire target
system.

IV. ECLIPSE ARROWHEAD FRAMEWORK

The Eclipse Arrowhead framework makes use of the SoA
principles with the aim to create local automation clouds.
The objective of the framework is to provide interoperability,
real-time performance, scalability, and secure communication
through multicloud interaction [6], [24], [25]. The architecture
is build on the SoA fundamentals, such as the following:

e Loose coupling: (the property that makes possible to imple-
ment services in several devices and they are not supervised
services);

® [Late binding: (the property of connecting to the known
resource at a specific time);

® Lookup: (the property that makes possible to publish and
register services, but also to use already existing services).
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Fig. 3. Arrowhead framework architecture, where a service is what used to
exchange information from a providing system to a consuming system.

The architecture addresses the move from large monolithic
organizations toward multistakeholder cooperations, thus ad-
dressing the high-level requirements in today’s society, such as
sustainability, flexibility, efficiency, and competitiveness [6]. In
order to develop and maintain Eclipse Arrowhead compliant
devices, systems, and services, it is important to know their
definition based on the Eclipse Arrowhead framework.

A device is a piece of hardware equipment with computational
and communication capabilities. The device can dynamically
host one or several systems, including their running services.
All Eclipse Arrowhead compliant devices should be registered
within the DeviceRegistry [11].

A system is the software system that is hosting and/or con-
suming one or multiple services. An Eclipse Arrowhead system
can be the provider of one or several services and at the same
time, it can consume one or several services. All systems should
be registered within the SystemRegistry [11].

A service is the information exchanged with a providing
system to a consuming system. It is produced by an Eclipse
Arrowhead compliant system, can have metadata, and should
support functional and nonfunctional requirements [6].

A local-cloud is a self-contained network containing the
mandatory core systems and at least one application system
deployed [6].

An SoS within Eclipse Arrowhead is a set of systems, which
are administrated by the Eclipse Arrowhead mandatory core
systems and exchange information by means of services [6].
Therefore, a local cloud is considered as SoS within the Eclipse
Arrowhead framework.

A. Eclipse Arrowhead Framework Systems and Services

The Eclipse Arrowhead framework architecture is composed
of a number of systems, classified in: mandatory core systems,
automation support core systems, and application systems, as
shown in Fig. 3.

ServiceRegistry System: color coded in blue, provides the
database of all running and registered services with the Eclipse
Arrowhead local cloud. It makes possible to register a service in
the ServiceRegistry, and to lookup for existing services.

Authorization System: color coded in red, provides authen-
tication, authorization, and optionally accountability. It defines
and provides the rules for consumption of services. Based on
these rules, a specific device, system, or service is allowed or
not to consume other services registered in the local cloud.
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Orchestration System: color coded in green, provides the
necessary mechanisms for distributing orchestration rules and
endpoints to dynamically allow the consumption of existing
services and systems to create new functionalities.

Automation Support Core Systems: such as SystemRegistry,
DeviceRegistry [11], PlantDescription [26], Event Handler [24],
etc., are used to facilitate automation application design, engi-
neering, and operation. These systems are used to provide sup-
port for automation, security, service exchange, interoperability,
and many other features of the local cloud.

Application Systems: are the systems aiming to consume the
registered services in the ServiceRegistry or providing new
services for the local cloud. In order to build an Eclipse Arrow-
head compliant local cloud, it is essential to consume the three
mandatory core systems and at least consuming or producing
one application system.

To assure that the Eclipse Arrowhead local cloud is not com-
promised when a new device is interacting, an onboarding proce-
dure is needed. Therefore, we have designed and implemented
the Eclipse Arrowhead secure onboarding procedure [11]. In
order to verify that new devices, systems, and services interact-
ing with the Arrowhead local cloud are compliant to specific
standards in terms of security, safety, organizational, legal, etc.,
we provide a new system named MSCV explained in the next
section. This system provides standard compliance verification
for a single standard or a number of standards, and the result can
be shown for a single components or several components.

B. MSCV System in Eclipse Arrowhead Framework

The MSCV system monitors and verifies if the new de-
vice, system, and service, which is interacting with Eclipse
Arrowhead framework, fulfill the requirements of a specific
standard. The standard compliance is defined based on given
sets of requirements, which are selected specific standards and
derived MIPs. Those reflect configurations of systems that help
to demonstrate the state of compliance [10]. The MSCV system
will perform compliance verification and this result will decide if
the device, system, and service can continue with the onboarding
procedure in order to register devices in DeviceRegistry, systems
in SystemRegistry, and services in ServiceRegistry [11]. The
MSCYV system is one of the support core systems of the Eclipse
Arrowhead framework.

The MSCYV system produce the StandardCompliance Verifi-
cation service and consumes the mandatory core services and
the OnboardingProcedure service (see Fig. 4).

Once the MSCV has been implemented, devices, systems,
and services are monitored for standard compliance verification
and effectiveness. The MSCV will monitor the necessary con-
figurations and logs regarding the security metrics defined by
the standards (e.g., secure boot, strong password, multifactor
authentication, etc.). The system should capture this data at all
the levels, so that it can be used to provide results to other Eclipse
Arrowhead systems (e.g., OnboardingProcedure, Orchestration,
EventHandler, etc.) regarding standard compliance. The MSCV
can be used during the Eclipse Arrowhead secure onboarding
procedure and during operation time.
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Fig. 4. MSCYV system that produces the StandardCompliance Verification ser-
vice and consumes AuthorizationControl, Orchestration, ServiceDiscovery, and
OnboardingProcedure services.

During operation time, the execution of the standard compli-
ance verification is triggered by the Orchestrator and the results
from the MSCV will decide if the specific services will be
allowed to interact with the requested service. Also, it can be
triggered by the EventHandler to verify standard compliance
whenever is needed by the local cloud.

V. MEASURABLE SECURITY INDICATORS (MSIS)

In order to show security standard compliance, security re-
quirements for such systems should be addressed. In this article,
we have addressed the security standard compliance verifica-
tion of devices, systems, and services interacting with Eclipse
Arrowhead local cloud. Therefore, several standards are evalu-
ated based on the capability to provide technical and machine
readable metrics for secure ICSs.

ISO/IEC 27001 is a standard for information security manage-
ment that defines requirements for establishing, implementing,
operating, monitoring, reviewing, maintaining, and improving
a documented information security management system [27].
It describes different areas for security controls, such as asset
management, access control, and compliance, but these controls
also cover many different organization concerns, which are not
of technical nature.

A more specific standard is ISO/IEC 27032 with the goal to
improve the state of cybersecurity, and its dependencies on other
security domains [28]. The implementation of best practices in
form of metrics would check the overall status of security, but
these would cover rather generic security aspects. Moreover,
it includes topics as assets or threats and roles of stakeholders,
which are not in the scope of metrics construction for this article.
For this reason, metrics could be easily derived, but these would
be not specific enough to harden system security and many
parts of this standard would not be useful for finding security
compliance metrics.

Another security standard is JEC 62351 addressing data and
communication security for management of power systems and
associated information exchange in smart grids and defines secu-
rity for communication protocols from other standards [29]. The
high-level guidance from the standard allows to derive several
security metrics, but the information for these metrics would
only consider smart grids and not control systems in general.
These metrics could be interpreted in multiple ways and the
controls would only partly cover the ICS.
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Another option for security metrics derivation is NIST Special
Publication 800-82. It addresses security guidance for ICS, such
as “supervisory control and data acquisition systems, distributed
control systems, and other control system configurations” [30].
The standard has a specific section for ICS security controls,
which could be translated into metrics, but it also considers top-
ics without technical nature, such as awareness and training of
personnel. Additionally, more specific guidance for the controls
is not contained in this publication and are only covered in other
NIST publications. Security metrics fitting for the practical use
case would be possible, but not all controls could be technically
verified, and they could only be checked on a superficial level
with the provided information.

ISA/IEC 62443 series are standards that provide guidance for
implementing secure IACS. More specific two standards from
the series can be used to extract MSIs, IEC 62443-3-3 “system
security requirements and security levels,” and IEC 62443-4-
2 “technical security requirements for IACS components.” In
these standards, the MSIs are categorized in seven foundational
requirements (FRs), which are as follows.

e JAC—Identification and authentication control (13 MSI).

e UC—Use control (12 MSI).

e SI—System integrity (9 MSI).

DC—Data confidentiality (3 MSI).
RDF—Restricted data flow (4 MSI).
TRE—Timely response to events (2 MSI).
RA—Resource availability (8 MSI).

They provide security requirements and security levels that
can be implemented in multiple ways [31]. All metrics with
the same topic are summarized in categories and are further
enhanced with several guidelines. Also, ICS networks are mostly
built upon CPS and IoT solutions, which makes this standard
even more suitable.

In order to verify security standard compliance, we use a
security metric model documented in [10]. The structure of
these MSI starts with category names in form of headers, which
are extracted one-to-one from the requirements and are also
abbreviated for using them as identifiers for each MSI. The
MSIs are listed in form of a table that begins with the identifier
and metric name. The next two lines continue with the MSI
definition, rephrased from the section of each respective category
for better understanding, and the high-level explanation how
the MSI can be monitored with generic approaches. Last, it
is explained in technical terms how it can be monitored with
concrete methods on the device, system, and service level. The
extracted MSIs (51 MSIs) from ISA/IEC 62443 series are docu-
mented in Github.? The security standard from where the MSIs
are extracted do not provide technical implementation details or
monitoring possibilities for device, system, and service layer.
A detailed MSI documentation is necessary to understand and
monitor each metric. The IAC security metrics are presented in
Table I, where for each measurable metric, we provide: (i) ID, (ii)
metric name, (iii) definition, (iv) monitoring possibility, and (v)
implementation in device, system and service level. Following

3https://github.com/mzsilak/core-java-spring/tree/mscv
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TABLE I
LIST OF MSIS FOR IAC EXTRACTED FROM IEC 62443-3-3
IAC - Identification and Authentication Control
ID Measurable Metric
IAC -1 | Human user identification and authentication
IAC -2 | Software process and device identification
IAC -3 | Account management
IAC -4 | Identifier management
IAC -5 | Authenticator management
IAC -6 | Wireless access management
IAC -7 | Strength of password-based authentication
IAC -8 | Public key infrastructure certificates
IAC -9 | Strength of public key authentication
IAC -10 | Authenticator feedback
IAC -11 | Unsuccessful login attempts
IAC -12 | System user notification
IAC -13 | Access via untrusted networks

# Test: CUST-0010
# Description : Search for configured device multi-factor authenticator solution
Register --test-no CUST-0010 --weight L --network NO --category security --description
"Searching device multi-factor authenticator"

if [ ${SKIPTEST} -eq 0 ]; then
LogText "Test: Searching device multi-factor authentication"
FIND=$ ($ {GREPBINARY} -i "auth required pam_google_authenticator.so"
/etc/pam.d/common-auth | $(GREPBINARY} -v “#)

if [ "${FIND}" != "" ]; then
LogText "Result: device multi-factor authentication seems to be configured"
Display --indent 2 --text "+ Verifying device multi-factor authentication”
--result "${STI\TUSﬁOK)" --color GREEN
AddHP 1 1
else
LogText "Result: device multi-factor authentication seems to be missing"
Display --indent 2 --text "+ Verifying device multi-factor authentication”
--result "S(STATUSiNOTﬁE‘OUND}" --color YELLOW

AddHP 0 1
fi
fa

Fig. 5. Customized script for IAC-1.

is shown the IAC-1 documentation. The same documentation is
produced for all 51 MSIs extracted from this standard.
e [ID]: IAC-1.
® [Name]: Human user identification and authentication.
® [Definition]: This security metric supports [AC by assuring
that human users can be identified and authenticated on all
interfaces that allow human access.
® [Monitoring]: This metric be monitored by assuring that
there are accounts with passwords or other authentication
means configured for the component under consideration.
® [Implementation]:

® Device: For monitoring this property, a script can be used
to check if there is a configured multifactor authenticator
solution with device means installed.

e System: For monitoring this layer, scripts can be
used to look for user accounts with passwords con-
figured in configuration files, e.g., /etc/passwd and
/etc/ssh/sshd_config.

® Service: For monitoring this layer, scripts can be used
to look for user accounts with passwords config-
ured in configuration files, such as /etc/passwd and
/etc/ssh/sshd_con fig or custom configuration files.

® [Script]. Fig.5 shows a customized script.
Fig. 6 shows an example of the MSCV normalized database,
which is the structural relationship organized in columns
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Fig. 6. MSCV normalized database.

(attributes) and tables (relations) to show their dependen-
cies. The normalized database is part of the EGM used
for the classification of the domains (security, safety, etc.)
and the specific MSIs, measurable safety indicators based
on the evaluated standard. The mscv_mip_verification_entry
and mscv_mip_verification_list are more dynamic data. The
mscv_mip_verification_entry allows us to configure a weight
to an MIP, whereas the mscv_mip_verification_list is a list of
entries to use for a verification run. This separation from an MIP
itself allows to configure different subsets of metrics or different
weights for MIPs for different (physical or logical) targets,
different use cases, or even different organizations. It is possible
to see the weight value for each MIP based on the requirements
from the organization and the importance of each MIP. The
mscv_verification_result is the execution of all script against
a specific target and the mscv_mip_verification_entry would
represent every single metric per layer. With 51 metrics in 3 lay-
ers, we would get 153 entries per run. The mscv_mip_category
represent the seven categories (and categories of other stan-
dards), e.g., “IAC”. That means, if we load the controls of
IEC 62443-3-3, we would have only seven rows in this table.
The mscv_mip_domain represent the domain (safety, security,
organizational, etc.). Hence, the domain would be on every MIP
and not on the standard itself. For Standard IEC 62443-3-3, we
only have one row: Security. The MIP itself contains all metrics.
Total of 51 rows for IEC 62443-3-3 standard.

VI. SECURITY STANDARD COMPLIANCE VERIFICATION
DURING ONBOARDING AND OPERATION TIME

This section presents the use case scenario to show the
functionality and usage of the MSCV system. Fig. 7 shows a
new device interacting with the Eclipse Arrowhead local cloud
for the first time. As described in Section IV, the objective of
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Fig. 7. Arrowhead framework onboarding use case: A new device is inter-

acting for the first time with the local cloud and wants to register the device,
systems, and services in the Arrowhead framework.

the framework is to efficiently support the development and
operation of interconnected systems. It is based in SoA prin-
ciple and its elements are systems that provide and consume
services by cooperating as SoS. In order to consume/produce
Arrowhead services, the following should be securely onboarded
and registered: (i) the hardware device, (ii) the software systems
running on the device, and (iii) the services running on top of
the systems. The onboarding procedure is described step-by-step
in [11], without the MSCV system.

The secure onboarding procedure already provides security
features during the onboarding process. Without the manufac-
turer certificate, the device cannot be registered in the De-
viceRegistry, without the device certificate, the system can-
not be registered to SystemRegistry, and without the system
certificate, the service cannot be registered to ServiceRegistry.
This provides a chain of trust (device-system-running services)
within the local cloud and the certificates are validated by the
CertificateAuthority system. After the successful onboard, in
order to consume other services, the device, system, or service
should contact the Orchestrator system. The Orchestrator system
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Fig. 8.  Secure onboarding and MSCV sequence diagram.

will contact the Authorization system and if authorized will
provide back the endpoint of the requested service [11].

MSCYV will enhance the security of Eclipse Arrowhead frame-
work during the onboarding procedure by checking if the device,
system, and service that wants to register to the local cloud
is compliant to a specific security standard (in this example
to ISA/IEC 62443 series). The MSCV can be used to check
for standard compliance for other domains, such as safety and
organizational standards [8], [10] and any other domain if the
metrics can be technically implemented.

Fig. 8 shows the step-by-step secure onboarding proce-
dure, including the MSCV in a sequence diagram. The pro-
cedure is divided in three main phases: device (i) device
onboarding, (ii) system onboarding, and (iii) service on-
boarding. Each phase includes the step-by-step interaction
of every Arrowhead system. In order to provide standard
compliance verification, the OnboardingProcedure provides
the endpoint of the MSCV to the new device that shall
checkStandardCompliance (step 5) after the manufacturer cer-
tificate is validated from the CertificateAuthority (steps 2
and 3). Before registering the new device to the DeviceRegistry,

the DeviceRegistry shall check for authorization with Autho-
rization system (step 10) and the Authorization system shall
checkStandardCompliance (step 11). If the device is authorized
and if the standard compliance is fulfilled, the device can be
registered to the DeviceRegistry system. The same procedure is
for registering the new system to SystemRegistry and the new
services to ServiceRegistry.

In case the device, system, or service do not fulfill the onboard-
ing conditions and the compliance to the standard the process
stops, and the device, system, and service will not be onboarded.
If every step of the secure onboarding procedure has succeeded
and the MSIs from the standards are fulfilled, the device gets
integrated into the local cloud and can consume the registered
services within the Arrowhead framework.

During run time, the MSCV system includes two use cases.
Run-time standard compliance verification using Orchestrator
is shown in Fig. 9. After successfully onboarded to the Arrow-
head framework, the new device, system, or service wants to
interact with other services within the local cloud. To provide
the endpoints of the requested service, the Orchestrator system
should check with the Authorization system, which will request
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Fig. 11.  Results of the standard compliance verification for the device layer

based on ISA/IEC 62443 FRs.

the standard compliance verification from the MSCV system
and if it is compliant will authorize the Orchestrator to provide
the requested endpoints.

Run-time standard compliance verification using Event Han-
dler. Fig. 10 shows the interaction with EventHandler. The
EventHandler system sends notifications concerning events and
monitors the events over the local cloud. Whenever, it needs
to check for standard compliance verification, it will send a
checkStandardCompliance request to the MSCV system regard-
ing a device, system, or services and the MSCV will perform a
standard compliance verification of the device, system, or ser-
vice and will provide the result. Following are provided results
of the MSCYV for standard compliance verification considering
ISA/IEC 62443 standards. The results are classified based on the
seven FRs of the series to show the device, system, and service
compliance. MSCV results for the new device registered in the
Arrowhead local cloud during the onboarding procedure are
shown in Fig. 11. MSCYV results for the new system registered in
the Arrowhead local cloud during the onboarding procedure are
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Fig. 12.  Results of the standard compliance verification for the system layer
based on ISA/IEC 62443 FRs.
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Fig. 13. Results of the standard compliance verification for the service layer
based on ISA/IEC 62443 FRs.
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Fig. 15.  Overall standard compliance.

shown in Fig. 12. MSCYV results for the new service registered
in the Arrowhead local cloud during the onboarding procedure
are shown in Fig 13.

The results shown in the aforementioned figures (Figs. 11—
13) can be extracted from the MSCV and they are shown for
the scope of this article to provide more information, but these
details are not provided during the secure onboarding procedure.

The MSCYV in Arrowhead provides only the compliance per-
centage shown in Fig. 14 for device, system, and service.

Also, the MSCV has the possibility to calculate the overall
compliance to the security standard for device, systems, and
running services during the onboarding procedure or during
run time, as shown in Fig. 15. This result can be used for SoS
communication, where Arrowhead local clouds can communi-
cate with each other only if they are standard compliant.
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VII. CONCLUSION

Standard compliance verification in SoA is necessary to sup-
port interoperability between different services. If SOA services
are compliant to security standards, they can provide trust to
other stakeholders. This article presented the MSCYV as a service
for SoA implemented in the Eclipse Arrowhead framework. The
MSCYV system integrated in the Arrowhead local cloud produces
one service, the StandardComplianceVerification service, and
consumes the three mandatory core systems of the Arrowhead
framework (ServiceRegistry, Orchestration, and Authorization
system) and the OnboardingProcedure system.

The MSCYV consists of three main phases: (i) standards (in-
cluding requirements and measurable metrics), (ii) monitoring
(including the monitoring agents for each metric), and (iii)
results (including classification of results and visualization of
the standard compliance). The MSCV can be used to check for
compliance other domains (e.g., safety, organizational, etc.) if
their standards can provide technically implementable MIPs.
The MSCYV shown in this article is implemented as part of the
secure onboarding procedure in the Arrowhead local cloud and
provides standard compliance verification for devices, systems,
and services that want to interact with the local cloud for the
first time. Also, MSCV can be used for run-time standard
compliance by the Orchestrator system or the EventHandler
system. The overall standard compliance result can be used in
SoS communication to make possible that different Arrowhead
local cloud communicate in a secure and standard compliant
manner.

To provide continuous and automated standard compliance
verification, a major challenge is to select relevant standards with
technically implementable metrics. After the identification of the
security standard, the next challenge is their implementation in
device, system, and service layer. The existing standards provide
requirements and metrics, but do not provide guidelines how to
implement them. To address this, the metrics are transformed in
MIPs and possible ways how to implement them are provided
based on existing monitoring agents or customized scripts. Since
one standard has a large number of metrics, an EGM is used to
collect and classify the result of each metric.

This article provides a use case during the onboarding proce-
dure and shows the standard compliance verification of a new
device, system, and service based on the seven FRs documented
in ISA/IEC 62443 series. The MSCV shows the result of the
standard compliance verification for a specific layer or the over-
all compliance, by checking if the device, system, and service
fulfill the MSIs.

As part of our future work, we will investigate further security
standards that can be technically implemented and consider
other dependable aspects, such as safety. In this article, we
have evaluated Industry 4.0, which has the goal to intercon-
nect devices, processes, and systems for better efficiency and
performance optimization. As part of our future work, we will
investigate possible standards for new technologies, such as
Industry 5.0, which will take the existing technologies a step
further, including the interaction of humans and devices.
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