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Physical Layer Security Analysis of Cognitive
NOMA Internet of Things Networks

Meiling Li1, Hu Yuan2, Carsten Maple2, Wenjie Cheng1, and Gregory Epiphaniou2

Abstract—The implementation of advanced communication
technologies such as non-orthogonal multiple access technologies
(NOMA) and cognitive radio technology (CR) in the Internet of
Things (IoT) networks facilitates wide bandwidth, massive access
and low latency. However, the development and deployment of
IoT systems are hampered by network security issues. Physical
layer security (PLS) is an emerging technique to complement
and significantly improve communication security in wireless net-
works. This paper analyses the PLS performance of cooperative
NOMA cognitive wireless networks. Furthermore, a cognitive
collaboration method is proposed, combining legitimate links and
eavesdropping links. More specifically, new closed expressions
of the outage probability (OP) of the primary user (PU) and
secondary users (SUs), as well as the intercept probability (IP)
of an eavesdropper (E), are derived to evaluate the proposed
scheme’s PLS transmission performance. Monte Carlo simu-
lations verify the analysis. The results show the SU selection
scheme incorporated with the eavesdropping link can slightly
improve the security performance compared with the legitimate
link. It can also be obtained that increasing the transmit power
and increasing the number of SUs could enhance the security
performance of PU and SUs.

Index Terms—Non-orthogonal multiple access, cognitive radio,
physical layer security, outage probability, intercept probability.

I. INTRODUCTION

THE communication characteristics of the Internet of
Things (IoT) networks are low latency, low power con-

sumption and wide coverage. The IoT can efficiently allocate
manufacturing resources, customer demanding production, op-
timised manufacturing process, and fast environment adapta-
tion [1]. However, the massive IoT’s terminals connecting to
the internet wirelessly will create much data to be transferred
in IoT communications, which challenges the available spec-
trum resources. Consequently, the communication requirement
for each IoT’s terminal cannot be guaranteed [2]. Cognitive
radio (CR) technology has been deemed efficient in dynamic
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spectrum sharing to improve spectrum efficiency in limited
spectrum scenarios.

Recently, researchers addressed the CR for IoT in various
domains. First, the authors highlight potential applications
of CR-based IoT systems in [3]. Then, in [4], the authors
investigated how to combine CR technology and IoT to reduce
the blocking probability of higher-priority cognitive user calls
while maintaining a sufficient channel utilisation level. In
[5], the authors demonstrated that cognitive IoT can achieve
sufficient spectrum resources through spectrum sharing with
primary users, thus easing the strain on the spectrum resources
efficiently.

On the other hand, since building industrial wireless net-
work is one of the most important things for fourth industrial
revolution, it requires the next generation communication tech-
nology. Non-Orthogonal Multiple Access (NOMA) is the most
promising spectrum access technology that can simultaneously
transmit multiple signals on the same resource block, thus
enabling IoT connection communication at a large scale [6].
Consequently, combining NOMA technology and CR technol-
ogy to realize more intelligent and efficient communication for
heterogeneous IOT devices is an important scenario [7], [8].

Preventing IoT networks from malicious users during wire-
less communication is critical for the IoT application [9].
The broadcast nature of the wireless medium makes IoT
communications susceptible to potential security threats such
as eavesdropping and impersonation. Furthermore, the IoT
devices or sensors usually lack the computing power to
apply complex key management, especially for massive het-
erogeneous networks. Consequently, traditional cryptographic
techniques may result in high latency, which cannot satisfy
the stringent latency requirement in IoT communications. As
a result, it is a great challenge to realise the security by
the traditional signalling process in IoT. On the other hand,
physical layer security (PLS) is a low complexity approach
to provide security to the users by utilising the dynamic
properties of wireless communication [10]–[14], which is more
suitable to solve the secure transmission for a heterogeneous
network like IoT.

A. Related Work

Typically, the combined network architecture of NOMA
and CR is in those three main areas: 1) overlay CR-NOMA,
under this architecture, cognitive users opportunistically use
the idle spectrum resources of primary users; 2) underlay CR-
NOMA, cognitive users share spectrum resources with primary
users under certain interference constraints; 3) cooperative CR-
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NOMA, cognitive users as the auxiliary transmission of pri-
mary users to assist them in communication. In the first stage
of cooperative CR-NOMA, the base station (BS) transmits
composite signal including primary user (PU) and secondary
user (SU) to the primary and secondary receivers. Then, the
secondary receiver uses successive interference cancellation
(SIC) to decode the received composite signal. In the sec-
ond stage, the secondary receiver forwards the successfully
decoded signal to the primary receiver, which combines the
signals received in the two stages to enhance its received signal
strength [7].

The communication networks are benefiting from the com-
bination of the CR and NOMA. The related researches are
focused on the clustering optimisation and communication
reliability problem. In [15], the authors studied optimising the
power allocation scheme of a large-scale underlay CR-NOMA
network. The random geometric model is used to analyse
the NOMA clustering problem. The outage performance of
cognitive users was studied by considering cooperative NOMA
transmission of underlay CR-NOMA in [16]. The authors
studied how to select the optimal cognitive user to assist
primary user transmission and realise secondary user trans-
mission simultaneously, and the outage probability (OP) of
the cognitive user and the primary user was analysed. The ex-
ploitation of NOMA in CR networks has also demonstrated a
benevolent solution for efficient spectrum sharing in cognitive
IoT networks [15]. A NOMA-based hybrid spectrum access
scheme was proposed for 6G-enabled cognitive IoT in [2], in
which the uplink resource allocations for the cognitive IoT was
considered. In [1], an uplink secondary IoT device scheduling
and power allocation problem based on imperfect channel state
information and imperfect spectrum sensing is investigated for
industrial cognitive IoT over cognitive heterogeneous NOMA
networks.

However, network security is a significant challenge of
the IoT because of the massive heterogeneous open-access
environment. Meanwhile, the CR-NOMA increase the com-
plexity of the physical layer security because the different
network architectures refer to different physical layer security
transmission issues for CR-NOMA wireless networks.

The authors in [17] investigated the cognitive power alloca-
tion scheme to evaluate the reliability and secrecy performance
of the secondary user in mmWave NOMA networks, where
a base station (BS) provided primary and secondary users
services. In [18], the authors proposed a downlink cascaded
transmitting zero-forcing-beamforming technique to secure
communications in a two-cell multiple-input multiple-output
NOMA-based CRN, where they also considered that a BS
serves for primary and secondary users concurrently, the
similar model was also considered in [19], [20]. The authors
in [21]–[24] considered that a cognitive transmitter serves as
a relay and assists primary/cognitive transmissions using the
NOMA principle.

Apart from the above CR-NOMA networks, the authors
provided a cooperative CR-NOMA network in [7], [25], where
a BS sends two different messages to a unicast PU and a
group of multicast SUs. SU can be recruited as a cooperative
relay to help improve the reception reliability of the primary

receiver. This scheme can be applied to increase network
throughput and promise user fairness, which is highly suitable
for multicast content transmission in IoT scenarios. However,
there is little research on the secure IoT under this cooperative
CR-NOMA network to the best of the authors’ knowledge.

B. Contributions and Paper Structure

This paper studied a cooperative CR-NOMA network’s
physical layer security performance in IoT scenarios. One of
the best SU from multiple SUs is selected to forward the re-
encoded composite signal from IOT BS, in which the selected
SU and the PU form a NOMA pair (E-MCU-CR-NOMA).
Consequently, The SUs can access the primary network for
their communications whilst providing cooperative transmis-
sion for PU located far from the BS. The main contributions
are as follows.

1) A cognitive collaboration method was proposed, by
combining legitimate links and eavesdropping links.

2) Closed-form expressions for the exact outage proba-
bilities (OP) for both PU and SUs and the intercept
probabilities (IP) are developed to facilitate the perfor-
mance analysis of the proposed cooperative transmission
scheme.

3) To obtain further insights, we performed an asymptotic
analysis of both OP and IP in the high signal-to-noise
ratio (SNR) regime.

4) We have verified the analysis by simulations. We show
that the proposed scheme can achieve lower IP for
SU and PU than without considering the eavesdropping
link when selecting the appropriate SU for transmission.
Also, the security performance of both PU and SU can
be enhanced by increasing the number of SU.

The rest of the paper is structured as follows: Section II
defines the communication system model. Then, in Section III,
the cooperative user selection scheme was presented, and the
security performance for the relative cooperative selection was
examined in Section IV. Finally, the simulation results were
presented in Section V, and the conclusion was in section VI.

II. SYSTEM MODEL

In this paper, the system considered IoT-enabled technolo-
gies in industrial environments. It can help improve efficiency
and safety of the industry operates in many ways; for example,
monitoring the state of equipment or processes enhanced
situational awareness and minimised the need for humans
in dangerous environments. Generally, the primary users are
defined as the properties located in a fixed place for dedicated
tasks. Meanwhile, the secondary users are set as the properties
with multiple tasks and autonomous available. As shown in
Fig.1, which includes a BS, a group of cognitive users SUi,
(i = 1, 2, ...,M) a primary user (PU) and an eavesdropper (E).
The near user SU can be used as a relay to assist PU’s com-
munication thereby improving the communication reliability
of PU. Distributed matching algorithm can be used for user-
pairing [26], the paired two users share the same spectrum
of resources to allocate different power levels. Specifically,
when both their rate requirements are satisfied, the PU with
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Wiretap link
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SU𝑀

Cognitive relay link

Fig. 1: Coexistence of a primary network and a cognitive
multiply relay network. One primary user and M secondary
users (SU) and a eavesdropper.

poor channel condition is paired with a SU with good channel
condition. The quality of service for weak users (PU) can be
guaranteed since the transmit power allocated to strong users
(SUs) is constrained following the concept of cognitive radio.
The assumption was made as 1) all nodes equipped with a
single antenna, 2) all nodes work in half-duplex mode, 3)
communication channel is a Rayleigh fading channel.

The channel fading coefficient from BS to SUn is hb,n, BS
to PU is hn,p and BS to PU is hb,p where |hb,n|2 > |hb,p|2.
The channel fading coefficient from BS and SUn to the E are
hb,e and hn,e respectively. hn,m is the fading coefficient from
SUn to SUm. According to the principle of NOMA, the BS
sends a composite signal αPUP1κPU+αSUP1κSU containing
PU information κPU and SU information κSU to PU and
SU with power P1, αPU and αSU are the power distribution
coefficients of PU and SU respectively. In this paper, the power
allocation coefficient of the SU is equal to that at the BS
in the first time slot [25]. The power allocation coefficients
satisfied the conditions as αPU + αSU = 1 and αPU>αSU .
Firstly, SUi decodes the received composite signal by using
the successive interference cancellation (SIC) technology, and
then re-encodes the composite signal and forwards it to PU.
Then PU processes the received combining signals. At the
same time, due to the broadcasting characteristics of wireless
communication the signal sent by BS and SU could be
wiretapped by E. It is noted that the considered cooperative
transmission is different from traditional relay cooperative
transmission as considered in [27]. In the considered system
model, the unsuccessfully decoded SUs will also get help from
the selected successfully decoded SU to realize secondary
transmission. The detailed signal process of the considered
system model is following.

In the first slot, the signal received by SUn and PU (E)
from BS can be expressed as:

yn =
√
P1hb,n (αPUκPU + αSUκSU ) + nSU , (1)

yx,1 =
√
P1hb,x (αPUκPU + αSUκSU ) + nx, (2)

where x represents PU for legitimate link and E for eaves-
dropping link. nSU and nx represents the different AWGN
received at SU and x, respectively.

In order to distinguish different channel conditions between
legitimate links and eavesdropping links, we assumed that nSU
and nPU are 0 mean and variance is σ2. For the eavesdropping
link, nE is 0 mean and variance is σ2

e [28].
Once the SUn received the composite signal from BS,

firstly the signal κPU was decoded with SIC, and then κSU
was decoded. Only when κPU and κSU were successfully
decoded, it could be regarded that SUn decoded successfully,
otherwise the decoding fails. The two sets of successful and
failed decoding are denoted as D and D, respectively.

In the second slot, the decoded signal was forwarded from
SU to the PU for improving the received signal quality. SUñ is
selected to assist in forwarding the composite signal to the PU,
with the transmission power of P2. Thus the signal received
by the PU (E) can be expressed as:

yx,2 =
√
P2hñ,x (αPUκPU + αSUκSU ) + nx, (3)

where hñ,x is the channel gain between SUñ and x. In the
next section, the optimisation scheme of the selection of SU
to assist transmission from BS to PU was analysed.

III. COGNITIVE USER SELECTION SCHEME

A. The secondary user selection scheme

Based on the E-MCU-CR-NOMA system model illustrated
in Fig. 1, the SUs who successfully decoded the received
signal from BS could be a potential relay to assist the
communication between BS to PU. The straightforward way is
that all SUs with success decoding forward the signal to PU,
alternatively the SUn by the selection scheme can forward.

1) Ideal selection model: This paper considers the channel
conditions of the eavesdropping link and the cognitive trans-
mission link and proposes an optimal cognitive user selection
scheme to make the SUs that can not successfully decoded the
BS’s signal can also get fair service. Specifically, select the set
D to minimise each group hn,m to form a subset, and then
select SUñ from the set D to maximise the channel difference
between the cognitive transmission link and the eavesdropping
link. The proposed optimal cognitive user selection scheme
can be described as:

SUñ = arg max
n∈D

{
min
m∈D̄

(
|hn,m|2

)
− |hn,e|2

}
, (4)

where hn,m is the channel gain between SUn and SUm, hn,e
is the channel gain between SUn and E.

2) Sub-optimal scheme: Since the E is in a hidden state in
the actual wireless transmission environment, it is difficult for
the BS and SU to obtain the link channel state information of
E. Therefore, we also consider a sub-optimal cognitive user
selection scheme for E-MCU-CR-NOMA system:

SU sub
ñ = arg max

n∈D

{
min
m∈D̄

(
|hn,m|2

)}
. (5)
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B. Link data rate

Firstly, the SUn decodes the signal κPU and then decodes
the κSU . When the link capacity C = log2 (1 + SINR) is
greater than the required user transmission rate R, the user
can decode the current signal successfully [29]. It can be seen
that the Signal to Interference Noise Ratio (SINR) is the main
factor affecting the link capacity.

In the first slot, SU and PU decode the received composite
signal from BS using SIC technology. Firstly, SU decodes κPU
signal and treats κSU as the interference, and then decodes
κSU . PU decodes κPU signal directly and regards κSU as the
interference. Therefore, in the first slot, the SINR obtained by
PU decoding κPU signal can be expressed as:

γ1
p,p =

αPU |hb,p|2

αSU |hb,p|2 + ρ−1
1

, γs,p =
αPU |hb,n|2

αSU |hb,n|2 + ρ−1
1

, (6)

where ρ1 = P1/σ
2.

Similarly, the SINR obtained by SU decoding κPU and κSU
can be expressed as γs,s = αSUρ1|hb,n|2. At the same time,
the SINR of the E wiretap κPU and κSU in the first slot are
expressed as

γ1
e,p =

αPU |hb,e|2

αSU |hb,e|2 + ρ−1
e

, γ1
e,s =

αSU |hb,e|2

αPU |hb,e|2 + ρ−1
e

, (7)

where ρe = P1/σ
2
e .

It should be noticed that E does not know the content of
the relayed SU. Thus, the E will not decode the received
signal from the relayed SU by SIC. So, we are considering a
weaker intercepting ability of E not strong abilities as shown
in [30], [31]. Therefore, in the second slot, according to the
optimal cognitive user selection scheme proposed, an optimal
secondary user SUñ is selected from the set D that can be
decoded successfully. Then the composite signal is assisted
to forward to the PU, and at the same time, the cognitive
user SU who fails to decode SUm will also receive the signal
forwarded by SUñ for cognitive transmission. The SINR can
be expressed as follow when PU decodes the κPU signal:

γ2
p,p =

αPU |hñ,p|2

αSU |hñ,p|2 + ρ−1
2

, (8)

where ρ2 = P2/σ
2. After SUm received the signal from SUñ,

the SINR of decoding κPU and κSU can be expressed as:

γpñ,m =
αPU |hñ,m|2

αSU |hñ,m|2 + ρ−1
2

, γsñ,m = αSUρ2|hñ,m|2, (9)

The PU would receive two-way signals in two slots. This
paper uses the selective combination to process the two-way
signals received by PU to facilitate the calculation complexity.
However, if the maximum ratio combining method is used
to process the two-way signals, the received SINR will be
higher than by selective combination method. Therefore, the
SINR obtained by PU when decoding its own signal can be
expressed as γp = max

(
γ1
p,p, γ

2
p,p

)
. The SINR of the E in the

second time slot with κPU and κSU can be expressed as:

γ2
e,p =

αPU |hñ,e|2

αSU |hñ,e|2 + ρ−1
e

, γ2
e,s =

αSU |hñ,e|2

αPU |hñ,e|2 + ρ−1
e

, (10)

Like the PU, the E uses the selective combination to process
the two received signals from PU and SU. When E wiretaps
PU and SU signals, so the SINR can be expressed as follows:

γpe = max
(
γ1
e,p, γ

2
e,p

)
, γse = max

(
γ1
e,s, γ

2
e,s

)
. (11)

IV. SECURITY PERFORMANCE ANALYSIS

This section uses two parameters to measure the commu-
nication system: the communication outage probability and
the probability of communication interception. The subsequent
analysis of the security performance is based on the SU
selection model in section III.

A. Communication Outage Probability

1) Outage probability of SU: The communication outage
of SU is occurred in two cases:
• The D = ∅, SUn cannot decode the composite signal

sent by BS;
• D 6= ∅, the outage occurred while SUñ sending the

decode signal to PU.
Let Dk is a subset of the SU successful decoding set,
|Dk| = k, k = 1, 2 · · · 2M − 1. Pr (D = Dk) represents the
probability that SUn belongs to the decoding set Dk, and
Pout,s (D = Dk) represents the outage probability when SU
in the decoding set Dk is selected for transmission.

Therefore, the total outage probability (OP) expression of
SU can be expressed as:

P SU
out = Pr(D = ∅) +

2M−1∑
k=1

Pout,s (D = Dk) Pr(D = Dk),

(12)
The communication links are set as a Rayleigh fading

channels, thus the probability density function (PDF) of any
link a→ b can be expressed as:

f|hab|2(x) =
1

λab
exp

(
− x

λab

)
, (13)

where λab is the average SINR of link a → b , and λab =
E(|hab|2).

According to the rules of SIC technology, firstly SUn
decodes κPU and then κSU . Therefore, there are two cases in
which SUn fails to decode the composite signal sent by BS:
(i) the first is that SUn fails to decode κPU ; (ii) the second is
that SUn decodes κPU successfully but fails to decode κSU .
So Pr (D = ∅) can be expressed as:

Pr (D = ∅) ϕ>0
=

M∏
n=1

Pr (γs,p < ξp)︸ ︷︷ ︸
Ps,1

+ Pr (γs,p > ξp, γs,s < ξs)︸ ︷︷ ︸
Ps,2


ϕ>0
=

M∏
n=1

[
1− exp

(
− β

ρ1λb,n

)]
,

(14)

where ϕ = αPU − αSUξp, ξp = 22RPU − 1, ξs = 22RSU − 1,
RPU and RSU are the target rates for decoding κPU and κSU ,
and β = max [ξp/(αPU − αSUξp), ξs/αSU ].

Proof. The proof is in Appendix A.
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PSUout= Pr (D = ∅) +

2M−1∑
n=1

Pout,s (D = Dk) Pr (D = Dk) =

M∏
n=1

[
1− exp

(
−β
ρ1λb,n

)]

+

2M−1∑
k=1

∏
n∈Dk

1−
exp

(
−

∑
m∈D̄k

β
ρ2λn,m

)
λn,e

∑
m∈D̄k

λ−1
n,m + λ−1

n,e


e−

∑
n∈Dk

β
ρ1λb,n

∏
m∈D̄k

[
1− exp

(
− −β
ρ1λb,m

)].
(17)

Pr (D = Dk) presents SUn successful decodes κPU and
κSU . It can be expressed as:

Pr (D = Dk) =
∏
n∈Dk

Pr (γs,p > ξp, γs,s > ξs)︸ ︷︷ ︸
Ps,3

×
∏

m∈D̄k

1− Pr (γs,p > ξp, γs,s > ξs)︸ ︷︷ ︸
Ps,4


= exp

(
−
∑
n∈Dk

β

ρ1λb,n

)
×
∏

m∈D̄k

[
1− exp

(
− β

ρ1λb,m

)]
,

(15)

Proof. Similarly to the method to obtain (16), using (8) we
can obtain the results of (17).

According to the optimal cognitive user selection scheme,
the result of Pout,s (D = Dk) is:

Pout,s (D = Dk)

= Pr
(
γpñ,m < ξp

)
+ Pr

(
γpñ,m > ξp, γ

s
ñ,m < ξs

)

=
∏
n∈Dk

1−
exp

(
−

∑
m∈D̄k

β
ρ2λn,m

)
λn,e

∑
m∈D̄k

λ−1
n,m + λ−1

n,e

,
(16)

Proof. Proof: Please see Appendix B.

By substituting Eq. (14), Eq.(15) and Eq.(16) into Eq. (12),
the OP of SU of E-MCU-CR-NOMA system under DF mode
can be obtained, and the result is as shown in Eq. (17)

2) Outage probability of PU: There are two cases of the
PU communication outage:

• In the first slot, when SUn fails to decode the composite
signal sent by BS (D = ∅) and the direct transmission
link BS to PU is not available.

• In the second slot, according to the proposed optimal
cognitive user selection scheme, SUñ is selected to send
the composite signal to the PU, and the PU also receives
the direct link signal sent from the base station, and
the outages occur when the two signals are selectively
combined.

Therefore, the outage probability of PU can be expressed as:

PPUout = Pr
(
γ1
p,p < ξp

)
Pr (D = ∅)

+

2M−1∑
k=1

Pout,p (D = Dk) Pr (D = Dk),
(18)

In the first slot, when the SINRp,1 is less than the minimum
required transmission rate R, the PU will not be able to
decode its signal correctly. Therefore, (19) can be obtained
by applying (6).

Pr
(
γ1
p,p < ξp

)
= Pr

(
(αPU − αSUξp) |hb,p|2 <

ξp
ρ1

)
, (19)

If αPU−αSUξp < 0, that Pr
(
γ1
p,p < ξp

)
=1. Else-if αPU−

αSUξp > 0, the (19) can be further written as:

Pr
(
γ1
p,p < ξp

)
=1− exp

(
− χ

ρ1λb,p

)
, (20)

where χ = ξp/ (αPU − αSUξp).
In the second slot, PU combines the received signals at the

first slot and the second slot, so according to (6) and (8) the
outage probability when PU combines the two signals is:

Pout,p (D = Dk) = Pr
[
max(γ1

p,p, γ
2
p,p) < ξp

]
= Pr

(
|hb,p|2 <

χ

ρ1

) ∑
n∈Dk

Pr (ñ = n) Pr

(
|hn,p|2 <

χ

ρ2

)
.

(21)

Where the closed form expression of Pñ = Pr (ñ = n) is
shown in Eq.(22).

Proof. Please see the Appendix C.

By substituting Eq. (14), Eq.(15), Eq.(20), Eq.(21) and Eq.
(22) into Eq. (18), the outage probability of the PU is shown
in Eq. (23).

B. Interception Probability

1) SU Intercept Probability: As shown in Fig. 1, there are
two cases of SU interception event: (i) during the transmission
from BS to SUn, E can decode information κSU ; (ii) during
the transmission from SU to PU, E can decode the information
κSU . So the interception probability of SU can be expressed
as:

PSUint = Pr
(
γ1
e,s > ξs

)
Pr (D = ∅)

+

2M−1∑
k=1

Pint,s (D = Dk) Pr (D = Dk) ,
(24)
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Pñ =
1∑

m∈D̄k

λn,e
λn,m

+ 1

1 +

2|Dk|−1−1∑
r=1

(−1)|D̃k(r)| ∏
l∈D̃k(r)

∑
m∈D̄k

1
λn,m( ∑

m′∈D̄k

λl,e
λl,m′

+ 1

)( ∑
l∈D̃k(r)

∑
m′∈D̄k

1
λl,m′

+
∑

m∈D̄k

1
λn,m

)
 , (22)

PPUout =

M∏
n=1

[
1− exp

(
− β

ρ1λb,n

)][
1− exp

(
− χ

ρ1λb,p

)]
+

2M−1∑
k=1

[
1− exp

(
− χ

ρ1λb,p

)]

×
∑
n∈Dk

Pñ

[
1− exp

(
− χ

ρ2λn,p

)]
exp

(
−
∑
n∈Dk

β

ρ1λb,n

) ∏
m∈D̄k

[
1− exp

(
− β

ρ1λb,m

)]
.

(23)

PSUint =

M∏
n=1

[
1− exp

(
− β

ρ1λb,n

)]
exp

(
− δ

λb,eρe,1

)
+

2M−1∑
k=1

{
1−

[
1− exp

(
− δ

ρe,1λb,e

)]}

×
∑
n∈Dk

Pñ

[
1− exp

(
− δ

ρe,2λn,e

)]exp

(
−
∑
n∈Dk

β

ρ1λb,n

) ∏
m∈D̄k

[
1− exp

(
− β

ρ1λb,m

)] .

(27)

In the first slot, when the BS sends the composite signal to
SUn, an intercept event is defined as when the channel capac-
ity of the eavesdropping link is greater than the transmission
rate RSU . Therefore, according to the achievable SINR of E,
(25) can be obtained by applying (7):

Pr
(
γ1
e,s > ξs

)
= Pr

(
(αSU − αPUξs) |hb,e|2 >

ξs
ρe,1

)
,

(25)

If αSU − αPUξs < 0 that Pr
(
γ1
e,s > ξs

)
=0; else-

if αSU − αPUξs > 0, equation (25) can be writ-
ten as: Pr

(
γ1
e,s > ξs

)
= exp (−δ/ρe,1λb,e) where δ =

ξs/ (αSU − αPUξs).
The expression for the probability of an intercept event in

the second slot can be written as:

Pint,s (D = Dk) = Pr (γse > ξs)

= 1− Pr

(
|hb,e|2 <

δ

ρe,1

)
×
∑
n∈Dk

Pñ Pr

(
|hn,e|2 <

δ

ρe,2

)
,

(26)

Substituting Eq. (14), (15) and (26) into Eq. (24), the
interception probability of SU is shown in (27).

2) PU Intercept Probability: There are two cases of in-
tercept events in PU:(i) in the first slot, when BS sends a
composite signal to PU through the direct transmission link,
the E can decode information κPU of PU; (ii) in the second
slot, according to the proposed optimal cognitive user selection
scheme, when SUñ is selected to send the composite signal
to the PU, the E can decode the useful information κPU of
the PU. So the interception of PU can be expressed as:

PPUint = Pr
(
γ1
e,p > ξp

)
Pr (D = ∅)

+

2M−1∑
k=1

Pint,p (D = Dk) Pr (D = Dk) ,
(28)

In the first slot, the interception occurs when the chan-
nel capacity of the eavesdropping link is greater than the
transmission rate RPU . Given the channel capacity of the
eavesdropping link, the probability of an intercept event can
be expressed as:

Pr
(
γ1
e,p > ξp

)
= Pr

[
(αPU − αSUξp) |hb,e|2 >

ξp
ρe,1

]
,

(29)

If αPU −αSUξp < 0 that Pr
(
γ1
e,p > ξp

)
=0; else if αPU −

αSUξp > 0, the Eq. (29) can be written as:

Pr
(
γ1
e,p > ξp

)
= exp

(
− χ

ρe,1λb,e

)
, (30)

The interception probability in the second slot can be written
as:

Pint,p (D = Dk) = Pr (γpe > ξp)

= Pr

[
max

(
αPU |hb,e|2

αSU |hb,e|2 + ρ−1
e,1

,
αPU |hñ,e|2

αSU |hñ,e|2 + ρ−1
e,2

)
> ξp

]

= 1− Pr

(
|hb,e|2 <

χ

ρe,1

) ∑
n∈Dk

Pñ Pr
(
|hn,e|2 < χρe,2

)
,

(31)

The IP of PU can be obtained by substituting equations (14),
(15), (30) and (31) into equation (28), so the IP of PU is given
by (32).
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PPUint =

M∏
n=1

[
1− exp

(
−β
ρ1λb,n

)]
exp

(
−χ

ρe,1λb,e

)
+

2M−1∑
k=1

{
1−

[
1− exp

(
−χ

ρe,1λb,e

)] ∑
n∈Dk

Pñ

[
1− exp

(
−χ

ρe,2λn,e

)]}

×

exp

(
−
∑
n∈Dk

β

ρ1λb,n

) ∏
m∈D̄k

[
1− exp

(
− β

ρ1λb,m

)] .

(32)

C. Asymptotic Analysis

This section investigates the asymptotic secrecy outage per-
formance of the considered system to gain more insights into
the system performance in the high SNR regime. By letting
ρ1 = ρ2 = ρ, the asymptotic performance is investigated
as the SNR is sufficiently high, i.e., (ρ → ∞) and the
SNR of the channel between the BS and Eve maintain an
arbitrary value. The secrecy diversity order can be expressed
as d = − lim log(P∞(ρ))

log ρ with P∞ = Pout,∞ for outage
performance and P∞ = Pint,∞ for intercept performance.

1) SU Outage Probability: When x → 0, 1 − e−x ≈ x,
then in the high SNR range, (17) can be written as:

PSUout,∞ ≈
2M−1∑
k=0

∏
n∈Dk

1−

(
1−

∑
m∈D̄k

β
ρλn,m

)
∑

m∈D̄k
λn,eλ

−1
n,m + 1


∏

m∈D̄k

β

ρλb,m
.

(33)

From (33), we can see that the diversity order of SU is equal
to the number of SUs M .

2) PU Outage Probability: By applying the same approxi-
mation principle used in equation (33), in the high SNR range,
(23) can be written as:

PPUout,∞

≈ 1

ρM+1

M∏
n=1

βχ

λb,nλb,p
+

2M−1∑
k=1

∑
n∈Dk

Pñχ
2

ρλb,pλn,p

∏
m∈D̄k

β

ρλb,m

≈
2M−1∑
k=0

∑
n∈Dk

Pñχ
2

ρλb,pλn,p

∏
m∈D̄k

β

ρλb,m
.

(34)

From (34), we can see that the diversity order of PU is
equal to 1 + M , in which additional diversity gain of 1 can
be obtained due to the direct link from BS to PU for PU.

3) SU Interception Probability: In the high SNR range, (27)
can be written as :

PSUint,∞ ≈
M∏
n=1

β

ρλb,n
+

2M−1∑
k=1

∑
n∈Dk

Pñ

(
1− δ2

ρe,1λb,eρe,2λb,n

) ∏
m∈D̄k

β

ρλb,m

≈
2M−1∑
k=0

∑
n∈Dk

Pñ

(
1− δ2

ρe,1λb,eρe,2λb,n

) ∏
m∈D̄k

β

ρλb,m
.

(35)
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Fig. 2: OP as a function of transmitting SNR for SU and PU
under different cognitive users M

4) PU Intercept Probability: Similarly, in the high SNR
range, the equation (32) can be written as:

PPUint,∞ ≈
M∏
n=1

β

ρλb,n
+

2M−1∑
k=1

∑
n∈Dk

Pñ

(
1− χ2

ρe,1λb,eρe,2λb,n

) ∏
m∈D̄k

β

ρλb,m

≈
2M−1∑
k=0

∑
n∈Dk

Pñ

(
1− χ2

ρe,1λb,eρe,2λb,n

) ∏
m∈D̄k

β

ρλb,m
.

(36)

From (35) and (36), we can see that the diversity order
for intercepting PU and SU are equal to M . This is because
the E did not utilize SIC to decode the wiretap signals.
Consequently, the same diversity order for intercepting PU
and SU can be obtained.

D. Complexity analysis

The main difference in complexity lies in the proposed sec-
ondary user cooperation scheme and the traditional secondary
users that only consider legitimate link channels. According
to the comparison of 1) the optimal sub-user cooperation
scheme and 2) the sub-optimal sub-user cooperation scheme
in Section 3.1, it can be seen that when the eavesdropping
link channel states information can be predicted in advance,
it is compared with the sub-optimal sub-user cooperation.
As far as the solution is concerned, the optimal sub-user
collaboration solution only adds subtraction operations, so the
implementation complexity will not increase too much.
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Fig. 3: OP as a function of transmitting SNR for SU and PU
under different link conditions
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Fig. 4: OP as a function of transmitting SINR ρ2 for SU and
PU under different cognitive users M

V. NUMERICAL RESULTS

The OP and IP performance of SU and PU are studied for
both the proposed optimal cognitive user selection scheme and
that only considering the main link state in [25] under the
proposed E-MCU-CR-NOMA system. We also focus on the
impact of the transmitted SINR and the number of SUs on the
performance of the considered system.

The parameters are set as: ρ1 = ρ2 = ρ, ρe,1 = ρe,2 = 10
dB; λbp = λbn = λnp = λnm = 10 dB and λbe = λne =
0 dB. In the considered model, the PU channel condition is
relatively poor, while the SU is close to the base station and
has better channel conditions. Therefore, RPU and RSU are
set to 1 bit/sHz−1 and 1.5bit/sHz−1 respectively [25]. If it
is not specially defined, αPU = 0.8, αSU = 0.2.

A. Outage Probability Analysis

Figure 2 shows the OP vs. SNR for SU and PU under dif-
ferent number of SUs when the proposed optimised scheme is
utilized. It can be seen that the simulation results are consistent
with the analysis results very well, and the asymptotic matches
the analysis results in high SNR regions, which verifies the
accuracy of the analysis results. Furthermore, it can be seen
from Fig. 2(a) and Fig. 2(b) that with the increase of SNR,
the OP of SU and PU decreases, especially in the case of high
SNR, the user outage performance is improved significantly.
In other words, the outage performance of the E-MCU-CR-
NOMA system can be enhanced by increasing the transmission
power at BS. In addition, it can be seen from Fig. 2(a) and
Fig. 2(b) that the OP of SU and PU obtained by the proposed
scheme decreases with the increase of the number of SUs
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Fig. 5: IP as a function of transmitting SINR for SU and PU
under different cognitive users M
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Fig. 6: IP as a function of transmitting SINR for SU and PU
under different link conditions

M. Moreover, the outage performance of SU is significantly
improved, however which is not the case for PU when M
increases from 2 to 3. This is because with the increase of
M, the probability of a non-empty decoding set of SU is
close to 1. Therefore, the OP of PU is mainly determined
by the transmitted SNR and the target data rate. It is noted
that PU can achieve a greater outage diversity order than SU
by comparing 2(a) and Fig. 2(b).

Figure 3 shows the variation of OP vs. SNR for both SU
and PU under different link conditions when the proposed
optimised scheme is adopted to assist PU transmission. It can
be seen from Fig. 3(a) that, the outage performance of SU can
be effectively improved by improving the channel conditions
of the link from BS to SU and the secondary link. For details,
the OP of SU under the condition that λnm = 0dB and
λbn = 0dB is less than that λbn = 0dB and λnm = 10dB.
It can also be seen from Fig. 3(b) that, when the channel
conditions of the links from BS to SU and SU to PU are
improved, the outage performance of PU can be improved.
However, compared with the BS to PU link, improving the
channel conditions of the SU to PU link can significantly
improve the outage performance of PU.

Fig. 4 shows OP vs. SNR for SU and PU with different
SU number M , where the proposed optimised scheme is used
to assist PU’s transmission, it can be seen from Fig. 4(a) and
4(b) that the OP of SU and PU tends to upper floor with the
increase of SNR at SU. Furthermore, according to 26 and 32, it
can be seen that the transmission SNR of SU has little impact
on the outage performance of SU and PU.
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B. Interception Probability Analysis

Fig.5(a) and Fig.5(b) show the IP.vs SNR of SU and PU
uder different SU number M, where the proposed optimised
scheme is selected to assist PU transmission. It can be seen that
the analysis results are consistent with the simulation results
very well, and the asymptotic is consistent with the analysis
results in the high SNR region, which verifies the accuracy of
the analysis results. It can be seen from Fig.5(a) that when
M = 1, the IP of SU tends to a fixed value with the increase
of SNR ρ1. We can see from 27 that this fixed value is non-
related with ρ1. It can also be seen from Fig.5(b) that the IP of
PU will gradually decrease with the increase of the transmitted
SNR of BS, which indicates that the signal of PU will be more
difficult to be intercepted with the increase of ρ1. On the other
hand, when M = 1, the IP of PU tends to be constant, which
can be seen from 32 that the IP of PU tends to be a fixed
value with the increase of ρ1. Finally, it is noted that PU can
achieve higher intercept diversity order than SU by comparing
5(a) and Fig. 5(b). Therefore, a better secrecy performance
can be achieved by PU than by SU, which is less sensitive
to eavesdroppers, especially when M increases, which can be
concluded by combining Fig. 2 and Fig. 5.

Fig.6 shows IP vs. SNR of SU and PU under different
link conditions when the proposed optimised scheme is used
to assist PU transmission. It can be seen from Fig.6(a) and
Fig.6(b) that improving the channel conditions of the main link
or deteriorating the channel conditions of the eavesdropping
link can reduce the intercept performance of SU and PU and
improve the security of the system. In addition, from Fig.6(a)
and Fig.6(b), we can see that the intercept performance of
SU and PU can be better reduced by improving the channel
conditions of the main link compared with deteriorating the
channel conditions of the eavesdropping link.

Fig.7 shows the OP and IP vs. SNR of PU with different
number of SUs M under the relay selection scheme in [25] and
the proposed optimised scheme. As can be seen from Fig.7(a)
and Fig.7(b), when M = 1 and 2, the proposed optimised
scheme in this paper and the relay selection scheme in [25]
have little impact on the outage performance and intercept
performance of PU; when M = 3, we can see that the
outage performance and intercept performance of the proposed
optimised scheme in this paper are slightly better than the
relay selection scheme in [25], especially under high SNR.
Therefore, in the low SNR range, we can use a suboptimal
relay selection scheme to improve the outage performance and
intercept performance of PU.

VI. CONCLUSIONS AND FURTHER WORKS

This paper proposes an E-MCU-CR-NOMA system model
based on DF. From the perspective of outage performance
and interception performance of SU and PU, an optimal
cognitive user selection scheme is proposed and analysed
for E-MCU-CR-NOMA. The impact of the physical layer
security performance of the system is considered, and the
closed expressions of the outage probability and interception
probability of SU and PU are derived. The simulation results
show that increasing the number of secondary users can
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Fig. 7: OP and IP as a function of transmitting SNR for PU
under two relay selection schemes

effectively improve the outage performance and interception
performance of SUs and PU. At the same time, we found a
sub-optimal secondary user selection scheme by which PU can
achieve the same level as that proposed in this paper.

It is noted that the effective secrecy throughput is an
essential criterion in evaluating the achievable secrecy rate for
the QoS requirement of the communication system [14], the
throughput of the PU and SU can be obtained based on the
known SINR in this paper. However, due to the aims of this
paper, we did not analyse it in the manuscript. Instead, we will
study secrecy throughput and power allocation optimisation in
future work.

APPENDIX A: PROOF OF FORMULA 14
The first item Ps,1 in (14) can be written as:

Ps,1 = Pr

(
|hb,n|2 <

ξp
ρ1 (αPU − αSUξp)

)
= 1− exp

(
− ξp
ρ1λb,n (αPU − αSUξp)

)
,

(A.1)

The second item Ps,2 in (14) can be written as:

Ps,2= Pr

(
|hb,n|2 >

ξp
ρ1 (αPU − αSUξp)

, |hb,n|2 <
ξs

ρ1αSU

)
,

(A.2)

When ξp
(αPU−αSUξp) >

ξs
αSU

, (A.2) can be further calculated
as

Ps,2 = exp

[
− ξp
ρ1λb,n (αPU − αSUξp)

]
− exp

(
− ξs
ρ1λb,nαSU

)
,

(A.3)

Combined (A.1), (A.3) and (14), Pr (D = ∅) can be written
as:

Pr (D = ∅) =

M∏
n=1

[
1− exp

(
− ξs
αSUρ1λb,n

)]
, (A.4)

When ξp
(αPU−αSUξp) <

ξs
αSU

, Ps,2 = 0, thusly Pr (D = ∅)
can be written as follows:

Pr (D = ∅) =

M∏
n=1

[
1− exp

(
− ξp

(αp,1 − αs,1ξp) ρ1λb,n

)]
.

(A.5)

In summary, combining (A.4) and (A.5), (14) can be ob-
tained.
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APPENDIX B: PROOF OF FORMULA 16

According to the best secondary user selection criteria
described in section III, Pout,s (D = Dk) can be expressed
as:

Pout,s (D = Dk) = Pr

(
|hñ,m|2 <

β

ρ2

)
= Pr

(
max
n∈Dk

{
min
m∈D̄k

{
|hn,m|2

}
− |hn,e|2

}
<

β

ρ2

)

=
∏
n∈Dk

1− Pr

 min
m∈D̄k

{
|hn,m|2

}
︸ ︷︷ ︸

X

>
β

ρ2
+ |hn,e|2︸ ︷︷ ︸

Y




=
∏
n∈Dk

{
1−

∫ ∞
0

[
1− FX

(
β

ρ2
+ y

)]
fY (y) dy

}
,

(B.1)

The cumulative distribution function of (CDF) X and the
probability density function (PDF) of Y are as [25]:

FX (x) = 1− exp

− ∑
m∈D̄k

x

λn,m

 , (B.2)

fY (y) =
1

λn,e
exp

(
− y

λn,e

)
. (B.3)

Substituting (B.2) and (B.3) into (B.1) and performing
integral operation, we can get the expression of (16).
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According to the best secondary user selection criteria
described in section III, Pñ can be expressed as the probability
of min

m∈D̄k

{
|hn,m|2

}
− |hn,e|2︸ ︷︷ ︸

Q

> min
m′∈D̄k

{
|hl,m′ |2

}
− |hl,e|2︸ ︷︷ ︸

R

).

Using the law of conditional probability [25], We can obtain
that:

Pñ =

∞∫
0

∏
l∈Dk−{n}

FR (q)

︸ ︷︷ ︸
∆

fQ (q) dq,
(C.1)

Let X1 = min
m∈D̄k

{
|hn,m|2

}
, Y1 = |hn,e|2. Then the CDF

of Q = X1 − Y1 can be expressed as:

FQ (q) = Pr (X1 − Y1 ≤ q)

= 1− 1∑
m∈D̄k

λn,e
λn,m

+ 1
exp

− ∑
m∈D̄k

q

λn,m

 , (C.2)

It is easy to get the PDF of Q = X1 − Y1 by making
derivation of (C.2). We can obtain that

fQ (q) =

∑
m∈D̄k

1
λn,m∑

m∈D̄k

λn,e
λn,m

+ 1
exp

− ∑
m∈D̄k

q

λn,m

 , (C.3)

Similarly, let X2 = min
m′∈D̄k

{
|hl,m′ |2

}
, Y2 = |hl,e|2. Then

the CDF of Y = X2 − Y2 can be expressed as:

FR(r) = Pr(X2 − Y2 6 r)

= 1− 1∑
m′∈D̄k,k

λl,e
λl,m′+1

exp

− ∑
m′∈D̄k

r

λl,m′

 , (C.4)

Substituting (C.4) into (C.1), and using the polynomial
expansion [32], then ∆ can be expressed as:

∆ = 1+

2|Dk|−1−1∑
r=1

(−1)|D̃k(r)| exp

− ∑
l∈D̃k(r)

∑
m′∈D̄k

q

λl,m′


×

∏
l∈D̃k(r)

1∑
m′∈Dk,k

λl,e
λl,m′

+ 1
.

(C.5)

where |Dk| is the carnality of the set Dk, and D̃k (r) is the r
non empty subset of the set Dk − {n}.

Substituting (C.3) and (C.5) into (C.1) and performing
the required integration, the closed expression of Pñ can be
obtained.
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