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Abstract—To handle the security problem of cognitive radio
(CR) systems, secondary users (SUs) are able to be designed to
assist the primary user (PU) in secure transmission. To realize the
spectrum sharing among CR users, we adopt the rate-splitting
multiple access (RSMA) properly, with non-orthogonal multiple
access (NOMA) and space division multiple access (SDMA)
as its special cases. In this paper, we set up a unified rate-
splitting framework to guarantee the safe spectrum sharing
through multiple multi-access strategies, without the knowledge
of wiretap channels. The precoding vectors at the transmitter
are conjointly designed to boost the transmission of common
stream, which is from both PU and SU. Besides, the private
stream of the downlink CR system can be well secreted in
the high-power common signal. As for NOMA and SDMA,
when the message of SU is regarded as the friendly jamming
signal, the security transmission requirement of PU can be
similarly guaranteed via precoding design. Simulations validate
that the rate-splitting framework we established can be effective
in ensuring the spectrum sharing security for the secure users
through RSMA, and the security for NOMA and SDMA is also
able to be promoted through adjusting our designed framework.

Index Terms—Precoding optimization, RSMA, NOMA, SDMA,
secure spectrum sharing.

I. INTRODUCTION

Evolving multiple access schemes can be one key action
for encouraging spectrum sharing for the next generation
wireless communications [2], [3]. To promote the transmission
performance, the multi-access strategies have been widely
researched and advanced [4]. For multi-antenna networks,
through antenna arrangements, users’ signals are sent with the
same time-frequency resource. Then, the appropriate spatial
dimensions can be used to separate different messages. This
strategy is known as space-division multiple access (SDMA).
Other nodes’ signal can be regarded as interference for the
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SDMA node to achieve spectrum sharing via multi-antenna
beamforming. In addition, SDMA can be connected with
orthogonal frequency-division multiplexing (OFDM) to exploit
frequency resource and settle the limited bandwidth [5], [6].
Other multi-access strategies, such as non-orthogonal multiple
access (NOMA) and code division multiple access (CDMA),
are also able to assist with SDMA [7], [8].

Besides SDMA, NOMA is also a superimposed trans-
mission method for multi-user access [9]. However, at the
receivers, successive interference cancellation (SIC) should
be exploited for separating different NOMA users, indicating
that other nodes’ message should be completely recovered and
eliminated [10]. NOMA can be connected with multiple-input
and multiple-output (MIMO) networks to achieve better per-
formance [11], [12]. In addition, the combination of cognitive
radio (CR) and NOMA can achieve effective spectrum sharing,
and different transmission indicators can be better balanced
and improved [13]-[16]. Furthermore, the private transmission
problem for NOMA systems has also received enormous con-
sideration [17]-[20]. For NOMA-aided CR system, Nandan et
al. designed one beamforming plan against the illegitimate
eavesdroppers [17]. In [18], Cao et al. considered several
strategies for guaranteeing secure communication for private
message of NOMA systems with the existence of potential
eavesdroppers. In downlink NOMA systems [19], Zhao et al.
designed the precoders to strengthen the secure transmission
for private nodes. In the NOMA-aided mobile-edge comput-
ing networks, Wu et al. considered the improvement of the
minimum anti-eavesdropping ability [20].

Latterly, a more flexible and broader multi-access scheme of
rate-splitting multiple access (RSMA), was proposed to be the
connection for SDMA and NOMA [21]. For the base station
(BS) of RSMA system, the messages required by receivers
should be split into the private and common parts. Next,
common messages can be encoded as a common stream to
broadcast [22]-[24]. Just like NOMA, the receiving nodes in
RSMA also adopts SIC. The difference is that, the RSMA user-
s first apply the method of NOMA to demodulate the common
information and divide it. Then, they consider the method of
SDMA to decode the private messages. Owing to RSMA’s
adaptability and superiority, several relevant works for RSMA
have been studied [25]-[32]. In view of energy transmission,
the superiority of rate-splitting under the constraint of energy
receivers was proved by Mao et al. in [25]. According to
linearly precoded rate splitting, Acosta et al. studied the power
minimization problem, which was separated into outer or inner
ones to be solved [26]. In multi-antenna CR networks, the
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superiority of rate-splitting was proved in [27], which was
employed for the secondary transmitter. Moreover, the rate for
uplink RSMA was considered in [28], and Yang et al. found
that under proportional rate constraints, more sum rate could
be achieved for the proposed circumstance. An aerial rate
splitting scheme, which is especially suitable for unmanned
aerial vehicle (UAV) systems, was considered by Jaafar er al.
to analyze the rate of ground nodes [29]. For satellite and aerial
integrated networks, the UAV subnetwork can significantly
suppress the mutual interference via RSMA [30]. Through
managing the BS clustering and designing the precoders in
[31], the minimum weighted rate was maximized by Zhou
et al., indicating the benefits of RSMA scheme. A sum-rate
maximization scheme for RSMA systems was proposed, in
which successive convex approximation was implemented for
settling the original optimization [32].

Actually, there are a few works that take the privacy of
RSMA nodes or the security of RSMA communication into
account, in order to maximize secrecy sum rate [33], weighted
sum rate [34], minimum secrecy rate [35]-[37], or secrecy
energy efficiency [38]. Specifically, by letting the legal node
to send the decoded information to another node, cooperative
rate-splitting was implemented and the secure sum rate was
maximized [33]. While constraining the security rate of all
users, Xia et al. found that RSMA’s weighted sum rate can be
superior to that of general multi-user linear precoding [34]. A
RSMA-aided cognitive satellite terrestrial network was con-
sidered by Lin et al. in [38], and the proposed design can also
obtain acceptable performance of cellular users. Moreover,
Salem et al. in [39] investigated the tradeoff between sum
rate and secrecy rate for multi-user RSMA networks.

Different from the aforementioned works, concentrating
on the security issues without eavesdropping channel state
information (CSI), we guarantee the secure spectrum sharing
among CR users via three different multiple access methods
of RSMA, NOMA and SDMA, and integrate these strategies
into a unified rate-splitting framework. The main contributions
are listed as follows.

o To deal with security challenge of being eavesdropped,
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A downlink RSMA-CR system for secure spectrum sharing with PU, SU, and potential eavesdropper.

the secondary user (SU) is designed to connect CR
network to assist the primary user (PU) in secure trans-
mission. We also set up a unified rate-splitting framework
to insure the secure spectrum sharing among users in
RSMA, NOMA and SDMA networks without the eaves-
dropping CSIL.

By adopting the RSMA strategy, the secure spectrum
sharing of the private message intended to both PU and
SU is enhanced through joint precoding optimization. In
addition, the performance for other broadcasting informa-
tion of PU and SU is enhanced. While the optimization
problem is non-convex, it is transformed into convex and
solved iteratively.

For NOMA and SDMA, the considered secure strategy
is also able to meet the requirements for secure spectrum
sharing through regarding SU’s message as the friendly
jamming signal. Moreover, the convex conversion process
of these two cases can be addressed similar to the RSMA
scheme. The relevance and difference of these three
multiple access technologies are also compared.

The rest of the paper is organized as follows. Section II
introduces the system model. The security scheme for RSMA-
CR users is proposed in Section III. The cases for NOMA and
SDMA and their corresponding secure schemes are demon-
strated in Section IV, respectively. Section V introduces the
simulations. Finally, Section VI concludes the paper.

Notation: Boldface A and boldface a denote matrix and
vector, respectively. I and 0 respectively represent the i-
dentity matrix and the zero matrix. AT corresponds to the
Hermitian-transpose operator. ||a|| refers to the Euclidean
norm. CA(n,N) means a complex Gaussian distribution with
the covariance matrix N and mean n. 9Re(-) stands for the real
operator.

II. SYSTEM MODEL

For a CR network, the SU can have chance to share
the spectrum only when the PU’s transmission will not be
hindered. According to this principle, we propose that SU
is designed to help PU for secure transmission, so as to



have more chance to access the spectrum. Then, the friendly
interference, which consists of the signal of SU, can be utilized
to disrupt the eavesdropping. Specifically, as shown in Fig. 1,
for both of PU and SU, its message W;, Vi € {1,2}, should
be split into private part W and remaining common part WS
through RSMA strategy [23], [24]. The private message W7
is naturally suitable to be transmitted securely, for the reason
that W can be secreted with the help of high-power common
signal in accordance with SIC. Therefore, we put the secure
message that needs secure transmission into the private part
Wip , and focus on the protection of the secure message. Thus,
a unified framework is established to guarantee the secure
spectrum sharing for the broadcasting RSMA system, as well
as the special cases, i.e., NOMA and SDMA.

Then, W is cooperatively encoded into common stream
z. for PU and SU, and the private message W/ is encoded
into x;. E{||2;]|?} = E{||z.||?} = 1. Therefore, its transmitted
signal can be given by

2
SR = ) Vil + VeI, (1)

i=1

where v;,v. € CM*1 are precoders for x; and z..
Moreover, NOMA and SDMA are also illustrated. When
the information desired by SU is only z., the RSMA network
is turned as a NOMA network, with the transmitted signal
denoted as
SN = V{X1 + V. Ze. 2)

Differently, the RSMA network can be transformed as a
SDMA network when there is no xz., with the transmitted
signal expressed as

Ss = ViZ1 + VoZo. (3)

In the CR system, the received signal for the ith user is

2

vi =hi > vewk +hivere +ni, i€ {1,2}, (4
k=1

where n; ~ CN (O, 02) represents the additive white Gaussian
noise at the ith node. The channel to the ith node is

h; = \/Bds gy, € CM, i e {1,2}, (5)

where dgy, denotes the distance between BS and the ith
user, [ represents the unit channel gain, o denotes the path-
loss exponent, and gg; ~ CN(0,1) denotes the normalized
Rayleigh fading vector.

At the beginning, PU and SU demodulate z. while regard-
ing x; as interference. The signal-to-interference-plus-noise
ratio (SINR) to demodulate x. for the ith user TLZ] is written
as oy 2
rlil = — LIZ Y ©6)
> [hivi|? 4+ o2
k=1

To ensure that PU and SU demodulate x. favorably, the
transmission rate of x. is obtained as

R, =log, (1 + min {TE],’I“?] }) , (7
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Fig. 2. (a) RSMA is a bridge for SDMA and NOMA [21]; (b) the secure
message in three systems.

and
R.=C1 + Cs, ¥

in which C; is the portion of common rate of the ith user.

Next, z. is eliminated at the ith user, and its own private
signal is demodulated. For the ith user, the SINR of demod-
ulating x; is given by

i h; i2
il h;vi

=—, ke {1,2},k#1.
D |h7;V]€|2+0'27Z7 E{? }5 ?él (9)

Hence, for the ith user, the transmission rate for x; can be
given by

Rl = log, (1 + rz[ﬂ),i e {1,2}. (10)

We should notice that, for NOMA systems, PU and SU re-
cover x. firstly, and then remove it through SIC to demodulate
x1 at PU. While for SDMA, PU and SU directly demodulate
its own message x; Or Xa.

For traditional RSMA networks, the sum rate should be op-
timized to enhance the transmission capability. Nevertheless,
we can also make use of the high-power x. to ensure the
security of x; or zs and resist the malicious wiretapper.

Since the eavesdropper cannot have enough information to
perform SIC, the eavesdropping SINR towards x; is denoted
by!

Sl lhevi|?
¢ [hevi |2 + [heve|? + 02

ike{1,2},k#i, (1)
where h. denotes the channel between the BS and eavesdrop-
per. Hence, the eavesdropping rate towards x; is obtained as

R =log, (14++17), ik e {12} k#i (12
We should notice that the |h.v.|? in (11) could be increased
to counter the eavesdropping toward x;.

'While the eavesdropper is neither a user who is communicating with BS
nor a valued CR user, she cannot perform SIC decoding on v. because she
cannot have enough information.



According to the mutual message between the BS and the
ith user as well as the eavesdropper [40], the achievable
secrecy rate of x; intended to user-i is given by’

i . ~1+
Rl = [R][;] fRLﬂ Lie{1,2), (13)

in which []" represents that while Rz[j’ < R the achievable
secrecy rate R[;] becomes zero.

For the NOMA network, the signal of SU can be also
utilized to protect the private message intended to PU, because
it is also part of the denominator in rL’]. Thus, similar methods
is adopted in NOMA to improve the spectrum sharing security
of PU. However, no common signal is existed in SDMA
system. Therefore, we can enhance the security for PU with
the assistance of SU as a friendly jammer through precoding
optimization.

Based on these discussions, a unified rate-spitting frame-
work for communication security can be organized. In Fig.
2, the connection among RSMA, NOMA and SDMA is
displayed. While the private message x5 is not required for
SU, RSMA is turned into NOMA. In addition, while z. is not
required for both of PU and SU, RSMA is transformed into
SDMA.

In the following sections, a joint precoding optimization is
first proposed for secure RSMA system. Then, the security
strategies for NOMA and SDMA are also discussed.

III. SECURITY OPTIMIZATION FOR RSMA NETWORKS

In this section, we first develop the security optimization
in RSMA systems. Next, the non-convex optimization is
converted into convex, with the iterative algorithm designed to
tackle it. The computational complexity is further analyzed.

A. Problem Formulation

For RSMA, the message of PU and SU is first split into
Wf and W, and then they can be encoded, individually. The
private parts are inherently suitable to be transmitted securely,
because it could be secreted by the great-power common
signal. Therefore, the precoding vectors optimization at the
transmitter is designed to guarantee the privacy for the RSMA
system without knowing the eavesdropping CSI.

Through maximizing the transmission rate of x., the trans-
mission performance of this non-confidential message can be
improved. Then, the transmit power of z. becomes higher,
which can act as an undecodable and controllable interference
at the eavesdropper, and the private part can be secreted by this
high-power common part in accordance with (11). Therefore,
for a given pair of weight coefficients «;, the precoding

2Among the proposed optimization schemes, the eavesdropping CSI is
unknown at the BS. We only require he and calculate RLZ] when simulating
and analyzing the system performance.

optimization problem is established as

vLHvlfD((J i Z a;C; (14a)
i€{1,2}
st. R >rh wie {1,2}, (14b)
2
3¢, < log, (1 + rL"])  Vie {12}, (40
j=1
C; >cth Vie{1,2}, (14d)
2
Ivell> + Y lIvill* < P, (14e)

=1

in which «; represents the weight coefficient of the achievable
rate of the common part of W, ri" is the rate threshold of
Rz[f ], cth denotes the rate threshold for the common message of
user-i, and Ps denotes the total transmitted power. (14b) is to
ensure that R,[,l I for x; can meet its threshold. (14¢) comes from
(7) and (8). C; is required to meet the threshold in (14d). (14e)
is the upper limit of transmit power. Due to the non-convexity
of (14b) and (l4c), problem (14) need to be converted into
convex.

B. Approximate Transformations

First, a;, i € {1,2} are introduced, and (14b) is reformu-
lated into

a; > 2", i€ {1,2}, (15)
hivi|2 .

> g, i e {1,2). 16

v 2+ o2 =" {12} (16)

Subsequently, b; is introduced to denote the denominator of
rz[f ) Therefore, the constraint (16) is transformed as

h;v,|?
| bv_| >a;—1, i€ {1,2}, (17)
b > |hyvi|* + 02, i€ {1,2}. (18)

Then, the variables v and p are introduced. Based on the
first-order lower approximation at 7 and 7, we can obtain

2 27 —\ 2
L2 u—(”> " (19)
1Y I I
In accordance with the above method, we have
<sThih.v.
|h‘V'|2 2R¢e (Vihihzvz>
(A2 Z __
b; b (20)
|h; ;] -
- E bi:ﬁ(vlﬁbi)? 26{1’2}'
Thus, (14b) is rewritten as
a; > 2" i€ {1,2},
(14b) & ¢ b; > |hyvi|? + 02, i € {1,2}, (1)

ﬁ(vl,bl) > a; — 1, i€ {172} .

Moreover, Proposition 1 is proposed to restrict and trans-
form C;.



Proposition 1: (14c) can be derived as

2

ZC <e, i€{1,2},

<.

s

2261, ie{1,2},

> S Ihevil? + 02, i € {1,2},
k=1

[,Z'(szi) >0, — 1, 7€ {1,2}

(22)

Proof: Defining ¢; to denote the rate of decoding x. at
user-i, (14c) is changed into

2
> Cj<e, ie{l,2}, (23)
j=1
log, (1 +r§1) > e, i€ {1,2}. (24)

To deal with the non-convexity of (24), ¢; are introduced to
express ry], i € {1, 2}. Therefore, (24) is transformed as

0, >2% ie{1,2},
‘hivc'|2

2
> vy |? 4 0®
k=1

(25)

1+ >0, i€{1,2}. (26

Furthermore, using z; to denote the denominator of the de-
coding SINR for z., (26) is expressed as

h’L (&
[hive[? >0, -1, i€ {1,2}, 27)
2
2
7 > v+ 0%, i€ {1,2}. (28)
k=1
In accordance with (19), we further obtain
Ih,v,|? 2Re (Vih:.rhivc)
1 'C 2 —
Zi Zi (29)
[hive|
— <) e ,Ci(VC,Zi)7 1€ {1,2}
Zi

According to these transformations, (14c) is rewritten as

(23),(25), (28),

(14c) & { Live,z) > 6:—1, ief1,2y, ©Y
and (22) is obtained. [ |
Therefore, (14) can be converted into convex as (31) on the

next page.

C. Iterative Algorithm

After all the conversions, the optimization problem (14) is
converted into (31), which is solved through Algorithm 1.

Based on the algorithm, in the beginning, v; and V. should
be initialized. @;, b;, T, y;, and Z; are also initialized. Via
CVX, (vi,vi,al,bf,x¥,yf, zF) can be calculated according
to the constraints (31b)-(31g). Next, the solutions of current
iteration can be adopted as the initial values in the next
iteration. The problem (31) is solved iteratively. When ¢ is

equal to 7', v; can be obtained.

Algorithm 1 Iterative Algorithm for (14)
1: Set the maximum number of iterations 7', ¢ = 0, and
randomly generate (V;, V., a;, b, €,0:,%:), i € {1,2}.
2: Repeat
3: Calculate the solutions to (31) as (v}, v3,af, bf, ef, 0%, 2F)
via CVX, i € {1,2}.

4: Update (Vz,VC,Ei,Bi,Ei,@,Ei) with
(vauawbzv €, 05, :) iE{l,Q}.

5:t=t+1.

6: Until t =T

7. Output v and v}, i € {1,2}.

D. Computational Complexity

In (31), the number of constraints is calculated as 10K + 2.
The number of iterations needed to reduce the duality gap to
a small constant is upper bounded as

O(V10K + 2),

where K represents the number of users, and it equals 2 in the
considered scenario. It is noteworthy that when the number of
RSMA users exceeds 2, the expressions for the computational
complexity are still applicable. Then, the number of operations
for every iteration can be denoted by
O(n(n® +6nK + (K* + 4K + 1) M?
+ (6K +2)M + 8K + 1)),
where n = (6K + 2MK + 2M) denotes the number of
the optimized variables. Then, the worst-case computational
complexity in (31) is denoted as
O(n(n® + 6nK + (K? + 4K +1)M?
+ (6K +2)M +8K +1) - (V10K + 2)).

(32)

(33)

(34)

IV. SECURITY OPTIMIZATION FOR NOMA AND SDMA

In this section, the cases of RSMA, i.e., NOMA and SDMA,
and their corresponding secure schemes are demonstrated.
Although NOMA and SDMA originate from RSMA, the pro-
posed two schemes are quite different, which are demonstrated
as follows.

A. Special Case of NOMA

In Fig. 2, based on RSMA framework, when the SU in
the CR network only requires the common message x., and
all the information sent by PU requires private transmission,
the RSMA is transformed into NOMA. We should notice that
NOMA can benefit the secure transmission, due to the SIC,
i.e., the user decoded later can hide its information in the
great-power signal first decoded.

In the NOMA network, the received signal for user-7 is

v, = h;vixy +hyvex, +n;, @ € {17 2} . 35)
The SINR of decoding z. is written as
2
o Mhavel” 36
e |hz‘V1\2+02’z {1,2}- (36)

Similar to (7) and (8), R. and C; can be also obtained.



(lmbf{lﬁ?»}éi,zi Z il (31a)
Vi,Vc,Cl 7;6{112}
stoa; > 27", b > vl + 02, i€ {1,2}, k#1, (31b)
Ti(Vz’,bi) = o - % - ) b;, ﬂ(vivbi) >a;—1,i¢€ {172}7 (3lc)
2 ' 2 '

ZOj <€, 0; >2%, Zi22|hin‘2+0'2, 1€ {1,2}, (31d)

j=1 k=1

2Re (Vihjhivc) Ih;ve|\?
titverz) = — o = (BE) ez 2 0o 1 i 1), Gle)
Zi 2
C; >t Vie{1,2}, (31f)
2
vell> + Y Ivill* < P Glg)
i=1
In addition, SIC should be further applied at the PU. After Similarly, (40c) is equivalent to
removing z., the SINR of decoding z; is denoted by Cy <&, Vie{1,2}, (44)
hyvy |2 0; > 2%, Vi
o i 37) 0227, vie{l,2}, (45)
o Zi 2 |hiV1| + o 5 VZ c {1,2}, (46)
The eavesdropping rate to z; of PU can be denoted as 2% (VThThivc) Ihev.,| 2
Ihovi |2 = ( ZC)ZZGi—l,WE{lﬂ}. 47
RN —1 14— el ) 38 Z; Z;
e 082 =+ |hch\2 + 0_2 ( )

Thus, for NOMA system, the achievable secrecy rate of PU
can be given by
+
- RE]] .

h 2
R = {logQ (1—1—'1‘;1)
o

Thus, in the NOMA system, while the private message x5 is
not required for SU, we let a; = 0 and réh = 0. To enhance
the security of private message without eavesdropping CSI,
the original problem (14) is reformulated as

(39)

max (40a)
v1,Ve,Co

sit. RU > il (40b)

Cy < log, (1 + rk']) , Vie{1,2}, (40c)

Cy > i, (40d)

Vel + [[v1]? < P (40e)

Since (40) is also non-convex, it should be changed to
convex.

Using the similar method in Subsection III-A, (40b) can be
transformed as

" (41)

; o (42)

20% (Vih{hiv, ) <h1V1|>25 >a-1. (43
; .

With a series of conversions, the problem (40) is eventually
turned into a convex one as

max Cy

@,b,61,0,,%

Vi,Ve,C2

st.a>2, > o2,
2Re (Vihihlvl) h:v 2
v ~ o~

= —<|1~1|> b>a—1,
b b

Cy <&, Vie{1,2},
0, > 2%, Vie{1,2},
z > |hvi |2 4+ 02, Vi€ {1,2},
2Re (Vihjhivc) hv N2 _
= C D Zi>0;—1

(43)

Vi e {1,2},
02 Z CtQha
IVell® + [Iv]l* < P.
The convex problem (48) can be solved via CVX iterative-
ly. Furthermore, similar to Subsection III-D, the number of

constraints for (48) is 5K + 6. The iteration number to reduce
the duality gap to a small constant is upper bounded as

O(V/5K +6), (49)

where K = 2 represents the amount of users. Then, the
number of operations for every iteration can be denoted as

O(n(n® + 3K +4)n + (K + 4)M?

+ (2K +4)M + 4K +5)), 5%



where n = (4M + 3K + 3) denotes the number of optimized
variables. Then, the worst-case complexity in (48) is estimated
as

O(n(n* + (3K + 4)n + (K + 4) M?

51
+ (2K +4)M + 4K +5) - (V5K +6)). Gl

B. Special Case of SDMA

As shown in Fig. 2, when there is no common message,
RSMA is then changed into SDMA. It is noteworthy that,
compared with RSMA and NOMA, the characteristics of
SDMA may be not suitable for the secure communication.
When the common message z. is not required for both of
PU and SU in the SDMA system, by applying precoding to
control the signal strength, the signal of SU can be amplified
to hide the PU’s private message, and the security of PU can
be ensured with the access of SU.

In the SDMA network, the received signal at user-¢ is

2
Y; = h¢Zkak +n;, 1€ {1,2}
k=1

(52)

Moreover, at the receiving nodes of SDMA, the SINR for each
user to decode its own information is
2
i [havil

= hl ke 1,2}, k£
p |h7;Vk‘2+0'2 ‘ { } #Z

(53)
While PU denotes secure user, and SU accesses the network

and serves as friendly jammer, the eavesdropping rate to PU
is denoted by

h Vi ‘2
RO = 1 |67 )
e 089 + ‘heV2|2 + 0-2
Similarly, in the SDMA system, the achievable secrecy rate
for PU is expressed as
+
> - R[;]} . (55
In order to resist the wiretapping to PU through increasing

the power for SU, the precoding optimization problem (14) is
reformulated for the SDMA case as

(54)

[hy vy |?

R =1 1+
S 089 +|h1V2‘2+U2

max R} (562)
sit. RU >rth wie{1,2}, (56b)
2
> lIvill? < P (56¢)
i=1

Due to the non-convexity of (56a) and (56b), they should
be transformed to convex.
First, the objective function (56a) can be rewritten as

lo 1+M 1o lhyvy |+ [hyv, [*+02
52 lhovi 2 +02) B2 lhov |2 + o2
POy thjV}L-h; +0? (57)
= log, = .

thlV];h; + o2

Introducing variables m and n, we have

2
ZhQV]‘V;hE +0?2>em,

(58)
j=1
hovivihl + 02 < e (59)
Based on (58)-(59), we have
2 tt 2
_,hov;vihy + 0o
log, 2= QT] g2 > log, €™ — log, e
hyvivih) + o2 (60)
=(m—n) - log,e.
Then, (56) is rewritten as
max m-—n (61a)
m,n,v;
2
sit. Y hyv;vihl + 0% > ™, (61b)
j=1
hyvivihl + 02 < e, 61c)
R > it vie {1,2}, (61d)
2
> lvill? < P, (61e)
i=1

in which the constraints still need to be further derived.
According to the Taylor’ expansion, we have T} = e (n —
7 + 1) at . Therefore, (61c) can be changed into

hovivihl + 02 < T7. (62)

Subsequently, using the second-order cone (SOC) constraint,
we have

<o (020,w20) = [|[2¢,9 — | <O +w. (63)
Thus, (62) can be expressed as

H[2h2v1,20, T — 1]TH <Ty+1. (64)
In addition, by adopting the first-order Taylor’s approxima-
tion at v; and Vg, (61b) can be changed into

2%Re (vihghzvl) — Re (v{hghzvl) -
+ 2%e (v;hghm) — Re (vgh;hzvg) o> em,

Then, to ensure the transmission performance of the private
information, especially to make the transmission rate of secure
signal satisfy the threshold at PU, Proposition 2 is proposed
to restrict and transform RI[}].

Proposition 2: (61d) can be changed into

2% (vjhjhivi)
Li(vi, 13, Vi, t) = ————+

t;—1
Re (vjhjhﬁi
- W(ti —1),ie{1,2}, (66
‘ 2h; vy, 20, T; — 1]TH <y +1,ie{1,2},
> 2" ie{1,2}.



TABLE 1
COMPARISON OF RSMA, NOMA AND SDMA IN THE UNIFIED RATE-SPLITTING FRAMEWORK FOR SECURE SPECTRUM SHARING

RSMA

NOMA SDMA

Decode the common part via
NOMA and recover the private
messages via SDMA

Decoding method

Treat the signal from the other

Perform SIC at receiving ends .
user as noise

Secure transmission for both

Secrecy capability PU and SU

Secure transmission for PU Secure transmission for PU

Hiding private message in the

Security strategy common signal

Hiding private message in the
common signal

Hiding the private message in
the signal of SU

Capability of

. Good
accommodating more users

Good Limited

Proof: First, to deal with R > rth let

vl ke {1,2), k#i, (67
T - 2 9 i b ) ) 2
‘hivk|2 + 0'2 -
which can be rewritten as

lh;v;[* 2 2 .

P > |hvi|® + 0%, i,k e {1,2},k#i.  (68)
The left part in (68) can be expressed as

h;v;v/h!
Li(vists) = ==, i € {1,2}. (69)

Performing the first-order Taylor expansion of (69), we have
t;—1
Re (vjhjhﬁi)
-2 (t; — 1),i € {1,2}.
G (i Die (12}

Then, by using the SOC constraint (63), (68) can be changed
into

Fi(v’ia t27vl7¥l) =
(70)

H[thvk,ZU, T — 1]TH <T+1,ie{1,2}. @)
After the above derivation, the rate constraint of the private
message (61d) is eventually derived as

(70), (71), t; > 2", i€ {1,2}, (72)

which is equivalent to (66). |

Based on (64), (65) and Proposition 2, the optimization
problem (61) is transformed as (73) at next page, which is
convex.

Then, computational complexity of (73) can be estimated.
The number of constraints in (73) is 3K + 5. The iteration
number to reduce the duality gap to a small constant is upper
bounded as

O(W3K +5), (74)

where K = 2 represents users’ number. Then, the number of
operations for every iteration is
O(n(n® + (K + I)n+ (K* + K +1)M?

75
+ (4K +2)M + 2K +3)), (=)

where n = (2M K + K +2) denotes the number of optimized
variables. Thus, the worst-case complexity in (73) is derived
as

O(n(n®+ (K + )n+ (K> + K +1)M?

(76)
+ (4K +2)M + 2K +3) - (V3K +5)).

C. Comparison of Three Cases

The relevance and difference of the three cases in the RSMA
framework for the secure transmission are compared in Table
1. Details are summarized as follows.

e Decoding method: RSMA first recovers the common
signal and separates it from the private signal via NOMA.
Next, it demodulates the private message of PU or SU
via SDMA. In NOMA, SIC is performed, and PU should
first decode the interference from SU and remove it. For
SDMA, every user demodulates the desired information
directly through regarding the interference from the other
user as noise.

o Secrecy capability: RSMA can ensure the secure trans-
mission for the private information of both PU and SU.
For NOMA or SDMA networks, the private message of
only PU can be safely transmitted.

o Security strategy: Both RSMA and NOMA can hide the
private information in the common signal, while SDMA
needs to hide the PU’s private message in the signal of
SU accessed to the network.

e Capability of accommodating more users: It is suitable
for RSMA and NOMA to serve more users. For the
SDMA, it becomes incapable when the communication
system is overloaded.

V. SIMULATION RESULTS

To assess and compare the security achievement for the de-
signed RSMA framework with its special instances of NOMA
and SDMA, lots of simulations are presented. We focus on a
downlink system including two CR nodes and one wiretapper.
The distance between BS and PU and that between BS and
SU is set to 250 m and 450 m, correspondingly. Besides, the
noise power o2 is set to 107! mW, and « and 3 in (5) is set
to 2.6 and 10~* [41], respectively.

Fig. 3 presents the convergence for the common rate with
different P, in RSMA scheme, when M = 4, d. = 200 m, and



max m-—n (73a)
s.t. 2%e (v{h;hgvl) ~ e (v{h;hﬁl) + 2% (vgh;hm) ~ Re (v;hghm) Yo?>em, (73b)
Ty =é(n -7+ 1), H[2h2v1,2a, T — 1]TH <T 41, (73¢)
 2%e (th;rhivi) Re (vjhghm)

Fi iutiviivti = - - tl_]- ) AS 172 ) 73d
(v .9 ) = ——— oD e (12) 73
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Fig. 3. Convergence of the common rate for RSMA with different Ps.
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the transmission threshold for the private information 7% =

0.5 bit/s/Hz, i = 1,2 [42]. After around six iterations, the
common rate of RSMA tends to converge for various Ps. In
addition, the achievable common rate increases from 6.5 to 7.8
bit/s/Hz as P, varies from 40 mW to 100 mW. Therefore, we
can see that the original optimization (14) can be effectively
solved via the proposed algorithm, which is convergent.

Fig. 4 depicts a comparison for the common rate and the
sum eavesdropping rate with various P; and M, when d, =
200 m, and rﬁh = 1 bit/s/Hz, i = 1,2. The common rate for
RSMA can be improved using more P, and M, which suggest
that more antennas or greater transmit power can improve
transmission performance. RSMA’s sum eavesdropping rate
can approach O with varying M, especially at greater P;.
Through sheltering the secure part in larger common message,
WP is greatly protected. Moreover, it is noteworthy that sum
eavesdropping rate in RSMA becomes smaller with Ps.

The weight coefficient a; and the threshold 74" have effect
on the common rate, which is shown in Fig. 5. Ps = 10 mW,
M =4, ap = 1, 7" = 1 bit/s/Hz, and d, = 200 m. In detail,
as ri* changes from 0 to 2 bit/s/Hz, the common rate declines
consequently. This is because as the threshold for x5 increases,
more power should be utilized for the private part. Therefore,

Common Rate (bit/s/Hz)

©, 1,5.24)

(2,1,3.47)

! (bit/s/Hz)

Fig. 5. Common rate comparison with different a1 and réh.
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Fig. 7. Common rate comparison for RSMA with different rfh and Ps.

the allocated power for common message decreases, leading to
the decrease of transmission rate of x.. Moreover, changing o
will have little influence on the transmission performance of
x. with fixed allocated transmit power. Specifically, comparing
(14) and (40), when both a7 and réh turn to 0, the proposed
system switches from RSMA to NOMA.

Fig. 6 studies the impact of eavesdropping distance d. and
transmit power P, on the sum eavesdropping rate in RSMA
and OMA, when M = 4 and ri" = ri* = 0.5 bit/s/Hz. We
can see that when d. becomes larger, the security performance
of the schemes can be better. It can also be noted that,
through hiding the private message in the common signal,
the eavesdropping rate to the private signals in RSMA is
much smaller than that in OMA. Nevertheless, even when
the eavesdropper is close to BS, the anti-eavesdropping for
RSMA system can be also ensured through the proposed
secure design.

Fig. 7 shows the impact of different threshold " and P
on the common rate, when M = 3 and d. = 100 m. It is
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Fig. 8. Secrecy rate comparison for RSMA with different 'r’zt.h and Ps.
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Fig. 9. Secrecy rate and eavesdropping rate comparison for NOMA with
different ri" and P;.

shown that the common rate decreases with 7" in the RSMA
scheme. This is because when the rate thresholds 74" and ri?
become larger, more transmit power is allocated to the private
signals, which will increase the transmission rate accordingly.
Therefore, the transmit power allocated to x. becomes lower,
and the common transmission rate decreases.

Fig. 8 compares the secrecy rate in RSMA with different
rﬁh and P,, when M = 3 and d. = 100 m. It is shown
that secrecy rate of PU and SU is ensured to be close to
ri" especially when P; is higher. This indicates that via
maximizing the common rate in (14), the eavesdropping to W/
can be interfered effectively. In addition, when the transmit
power P is higher, its secrecy rate is closer to its transmission
rate. It further proves that the wiretapping to z; decreases with
P.

Then, we compare the secrecy rate and the eavesdropping
rate of PU in NOMA with different rih and Ps in Fig. 9, when
M = 3 and d. = 100 m. It is shown that the eavesdropping
towards the private message for PU can be disrupted in NOMA
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design. Specifically, SU’s common rate is maximized in (40)
to disrupt the eavesdropping towards PU. When 7% is lower,
more transmit power is saved to resist the wiretapper, and
eavesdropping rate to PU is smaller. When P is high enough,
PU’s secrecy rate can be close to transmission rate, and the
eavesdropping rate to PU in this network can approach zero.

Fig. 10 shows the transmission rate of SU and the eaves-
dropping rate to the secure user PU in the SDMA system
with different P, and M, when d. = 200 m, and rfh =0.75
bit/s/Hz, i = 1,2. The results demonstrate that transmission
performance of x5 can be greatly improved in the proposed
SDMA scheme, and SU’s transmission rate increases with
more antennas and higher transmit power. Furthermore, the
eavesdropping rate towards the PU of SDMA will be lower
when the number of antennas increases, but is not significantly
affected by P;. Thus, the communication privacy of the secure
information in SDMA system can also be guaranteed.

Fig. 11 studies the transmission rate and secrecy rate for the
three schemes under various P,, when M =5, d. = 150 m,

and rfh = 0.5 bit/s/Hz, i = 1,2. The secrecy rate for NOMA
and SDMA network is lower than that of RSMA, owing to
our RSMA design can guarantee the security of all nodes’
secure message. Furthermore, the secrecy rate for SDMA is
the lowest in these three schemes, because SDMA nodes will
interfere with each other when decoding. The secrecy rate for
the private message of RSMA or NOMA can be nearer to the
transmission threshold with higher transmit power. In addition,
more resource is allocated to the private message in RSMA
network, resulting in a smaller R, than NOMA or SDMA.

VI. CONCLUSION

This research focuses on setting up a unified rate-splitting
framework to ensure spectrum sharing security for CR net-
works via RSMA, NOMA, and SDMA strategies. By dividing
the message of both PU and SU into private and common
parts, RSMA is applied to decode the common information
through SIC when taking the interference as noise while
demodulating the private part. Via the precoding optimization
and agile utilization of SIC, the private signal in RSMA can
be secreted by the great-power common signal. In addition,
regarding the signal of SU as friendly jamming, the secure
spectrum sharing schemes for NOMA and SDMA can be
similarly designed via precoding optimization, which has been
transformed into a convex problem to be settled iteratively.
Through the simulations, it is confirmed that the framework we
established is capable of ensuring the privacy of private signal
in RSMA. The security performance for NOMA and SDMA
can be also effectively improved. Moreover, the imperfect SIC
for the proposed rate-splitting framework will be studied in the
future work.
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