
ar
X

iv
:2

20
9.

12
38

9v
1 

 [
ee

ss
.S

P]
  2

6 
Se

p 
20

22
1

RIS-Aided Physical Layer Security Improvement in

Underlay Cognitive Radio Networks
Majid H. Khoshafa, Member, IEEE, Telex M. N. Ngatchede, Senior Member, IEEE,

and Mohamed H. Ahmed, Senior Member, IEEE,

Abstract—In this paper, a reconfigurable intelligent surface
(RIS)-aided underlay cognitive radio network is investigated. An
RIS is utilized to improve the secondary network (SN) reliability
and robustness while simultaneously increasing the physical layer
security of the primary network (PN). Toward this end, closed-
form expressions for the SN outage probability, PN secrecy
outage probability, and PN probability of non-zero secrecy
capacity are derived. To increase the eavesdropping signals of
the PN, the eavesdropper uses two combining techniques, namely
maximal ratio combining and selection combining. Furthermore,
the advantages of the proposed system model are verified through
numerical and simulation results.

Index Terms—Reconfigurable intelligent surfaces, cognitive
radio network, physical layer security.

I. INTRODUCTION

RECONFIGURABLE Intelligent Surfaces (RISs) are at-

tracting much consideration as a leading technology

to achieve intelligent wireless channels environment for the

next generation networks [1]. RISs are planar surfaces of

electromagnetic (EM) material comprising a large number

of cheap passive reflecting elements. A microcontroller con-

trols each element to alter the amplitude and phase of the

reflected signal. The RIS technology has many advantages,

including the ability to change transmission environments

into intelligent ones, enhancing the quality of the received

signals at the destination, reducing the power consumption

compared with other technologies, increasing the physical

layer security (PLS), and alleviating the undesired interference

[2]–[5]. Passive RISs prototypes were assembled in [6]–[8] to

acquire more practical and precise results regarding the actual

performance of RISs-aided systems by taking experimental

measurements.

With the envision new technologies and utilizing higher

frequency bands, secure communications are significant in

the sixth generation (6G) wireless networks, where new secu-

rity challenges arise [9]. Present research contributions have

established RISs as cutting-edge technology, with promising

research directions toward the 6G. To take things further,

integrating RISs with emerging communication technologies

results in higher performance gains that can be achieved
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[10]. The PLS, initially investigated by Wyner [11], has

evolved as an attractive technique for improving the cellular

network’s secrecy performance against signal leakage. In this

respect, PLS utilizes the natural properties and characteristics

of wireless communication channels and noise to secure data

transmission by limiting the amount of data that can be leaked

at the bit level by eavesdroppers. Thanks to their distinctive

characteristics, which enable them to control the transmission

environment, RISs can be utilized to eliminate interference

and improve the received signal without using active elements.

In this respect, the RIS technology has been recently utilized

to improve the PLS of wireless communication system [4],

[12], [13]. To guarantee a secure transmission, the RIS was de-

ployed near the eavesdropper to cancel out the eavesdropping

signal received by the eavesdropper [14], which can actually

decrease the information leakage to enhance the PLS of the

wireless network.

On the other hand, mobile wireless communication has

experienced rapid development in data traffic due to the

dramatic growth of smart devices. According to Cisco, the

average number of mobiles per capita will be 3.6 by 2023

[15], leading to an enormous demand for radio spectrum

resources, including bandwidth and energy. Consequently,

spectral and energy efficiency are two crucial principles for

designing future wireless networks. Cognitive radio (CR) has

been introduced as an efficient technique to improve spectral

efficiency. In CR networks, the spectrum can be shared

by two different networks, the primary network (PN) and

the secondary network (SN), provided that the interference

produced by the SN to the PN is controlled by interference

constraint. The authors in [16] studied the PLS of energy

harvesting for CR networks using the cooperative relaying

technique. A common technique is to employ beamforming

to improve the performance of the SN while guaranteeing that

the interference power received by the PN users is below the

predefined interference limit. Nevertheless, the beamforming

gain is restricted when the link between the SN transmitter

and SN receiver is weak due to severe attenuation. To address

such a problem, an RIS can be deployed to improve the

performance of the SN while enhancing the secrecy rate of

the PN [17]. In [18], the RIS technology has been employed

to aid data transmission in CR networks. The authors in [19]

proposed an RIS-assisted CR network to enhance the SN’s

achievable rate. In this work, we propose a secure RISs-aided

underlay CR network. To the best of our knowledge, there is

no previous work studying the advantage of the RIS technol-

ogy to secure CR network. Furthermore, the influence of the
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Fig. 1. System Model.

RIS technology on the PN secrecy capacity is investigated.

The main contributions of this paper can be summarized as

follows:

• The RIS technology is introduced to improve the reliabil-

ity of the SN, while concurrently increasing the physical

layer security of the PN.

• To compensate for the spectrum sharing, the RIS tech-

nology is utilized as a friendly jammer to ensure a high-

secrecy performance for the PN, consequently enabling

a win-win situation between the two networks, i.e.,

security provisioning for the PN and high reliability and

robustness for the SN.

• The SN outage probability is studied, and a novel

analytical expression is derived. Besides, closed-form

expressions for the secrecy outage probability (SOP)

of the PN are also derived, considering two combining

techniques, namely maximal ratio combining (MRC) and

selection combining (SC), which are employed by an

eavesdropper.

• Asymptotic analysis is provided for the SOP of the PN.

Moreover, the benefits of the proposed system model are

confirmed through numerical and simulation results.

II. SYSTEM MODEL

A proposed RISs-aided underlay CR system, including a

license-holding PN and an unlicensed SN, is considered as

shown in Fig. 1. Specifically, the SN comprises a secondary

transmitter (S) and a secondary receiver (D), each equipped

with a single antenna, while the PN comprises a primary

transmitter (PT) and a single-antenna primary receiver (PR).

The PT is equipped with NP ≥ 1 antennas. In addition, an

eavesdropper (Eav), equipped with NE ≥ 1 antennas, intends

to overhear the PN’s data streams. Therefore, an RIS, made

of N reflecting elements, is utilized to enhance the achievable

secrecy rate of the PN by interfering with the eavesdropping

signals at Eav while improving the transmission conditions

of the SN. It is worth mentioning that a field-programmable

gate array (FPGA) can be utilized as a controller to achieve

adjustable control of the RIS in practice, which often commu-

nicates and coordinates with other network elements (e.g., BS

and users) via dedicated connections [20]. It is assumed that

the channel state information (CSI) of all channels employed

TABLE I
TABLE OF SYMBOLS

Symbol Description

S Secondary transmitter
D Secondary receiver
PT Primary transmitter
PR Primary receiver
Eav Eavesdropper
NP Number of antennas at PT
NE Number of antennas at Eav
N Number of reflecting elements at RIS
hab Channel coefficient of ab link
dab Euclidean distance between ab
na AWGN node at a

σ2a AWGN variance at node a
ya Received signal at node a
xs SN transmitted signal
xp PN transmitted signal
PS SN transmitted power
PP PN transmitted power
do Reference distance

φi Phase coefficient of the ith element of the RIS
θi Residual phase errors affecting the PR
ψi Residual phase errors affecting the Eav
γa SINR at node a
γ̄a Average SNR at node a
η Path loss exponent
fX(·) PDF of random variable X
FX(·) CDF of random variable X
F∞

X
(·) Asymptotic CDF of random variable X

Q Threshold of interference temperature
CS PN secrecy capacity
CP PN capacity
CE Eav capacity
Rd SN achievable data rate
Rs PN target secrecy rate
Pr(·) Probability of an event
SOP Secrecy outage probability
Pout SN outage probability
SOP∞ Asymptotic SOP
Ga Secrecy diversity order
Gd Secrecy array gain
O(·) Higher order term

β 2Rs

α β − 1

in the system is known1. As we consider a passive Eav, its

CSI is unknown at both the RIS and the PT.

The channel coefficients for the PT → PR, PT →
Eav, RIS → Eav, RIS → PR, S → Eav, S → PR, S →
D, S → RIS, and RIS → D links are expressed as

hpp, hpe, hE
2, hP, hse, hsp, hsd, hS, and hD, respectively. The

above channel coefficients are assumed to undergo Rayleigh

fading3. To elaborate, hS ∈ CN×1, hD ∈ C1×N , hE ∈ C1×N ,
and hP ∈ C1×N denote the channel vector between the SN

transmitter and RIS, RIS and SN receiver, RIS and eavesdrop-

per, and RIS and PN receiver, respectively. Moreover, the Eu-

clidean distances between S → RIS, RIS → D, S → D, PT →
PR, PT → Eav, RIS → Eav, RIS → PR, S → Eav, and S →
PR links are denoted as dsr , drd, dsd, dpp, dpe, dre, drp, dse,
and dsp, respectively. In addition, n̺ is the additive white

1The traditional pilot signaling techniques can be utilized to estimate the
CSI of the legitimate transmission links [1], [13], [18], [21], [22]

2The bold font is used to indicate vectors.
3Since the transmission links experience blockages and the RIS’s location

cannot be optimized to guarantee reliable line-of-sight links, similar to [13],
[21], [22], Rayleigh fading environment is assumed in this work.
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Gaussian noise (AWGN) at D, PR, and E, respectively, where

̺ ∈ {d, p, e}, with zero mean and variance σ2
̺ . Consequently,

the received signal at D can be written as

yD =
√

PS xs

[

(

dsr drd
d2o

)− η
2

N
∑

i=1

hsi hdi e
jφi

+hsd

(

dsd
do

)−η
2

]

+ nd,

(1)

where xs is the SN transmitted signal, PS denotes the SN

transmitted power, do is a reference distance, and η is the path

loss exponent. In addition, hsi and hdi are complex Gaussian

random variables (RV) with a zero mean and unit variance,

and φi is the alterable phase coefficient of the ith element

of the RIS. Moreover, it is assumed that the PT position is

distant from the RIS and D and, therefore, does not impose

any real interference. Consequently, the interference at the RIS

and D from PT is negligible; this is a well-known assumption

that is widely used in the literature [23], [24]. Furthermore,

the phases of the channels hsi and hdi are assumed to be

perfectly known at the RIS. Hence, the optimal phase shift is

selected to maximize the instantaneous signal-to-noise ratio

(SNR) at D [1], [25]. Besides, the reflected gain of the ith

reflecting element is assumed to equal to one [1], [13]. Thus,

the received signal at the PR can be written as

yP =
√

PP

(

dpp
do

)− η
2

hpp xp +
√

PS xs

[

(

dsr drp
d2o

)− η
2

×
N
∑

i=1

hsi hpi e
jθi + hsp

(

dsp
do

)− η
2

]

+ np,

(2)

where xp is the PN transmitted signal, PP denotes the PN

transmitted power, and θi is the residual phase errors affecting

the PR. In a similar way, the wiretapped signal at Eav can be

written as

yE =
√

PP

(

dpe
do

)− η
2

hpe xp +
√

PS xs

[

(

dsr dre
d2o

)−η
2

×
N
∑

i=1

hsi hei e
jψi + hse

(

dse
do

)− η
2

]

+ ne,

(3)

where hei is the channel coefficient between Eav and the ith

reflecting element of the RIS and ψi is the residual phase

errors affecting the Eav. The instantaneous SNR at D, γD, is

given by

γD =
PS

σ2
d

∣

∣

∣

∣

∣

(

dsrdre
d2o

)− η
2

N
∑

i=1

hsihdie
jφi + hsd

(

dsd
do

)− η
2

∣

∣

∣

∣

∣

2

.

(4)

Moreover, the instantaneous signal-to-interference-and-

noise ratio (SINR) at PR and Eav, denoted as γP and γE ,

respectively, are given by

γP=
PP

(

dpp
d2o

)−η
|hpp|2

PS

∣

∣

∣

∣

(

dsrdrp
d2o

)− η
2 ∑N

i=1 hsihpie
jθi+

(

dsp
do

)− η
2

hsp

∣

∣

∣

∣

2

+ σ2
p

,

(5)

and

γE=
PP

(

dsd
do

)−η
|hpe|2

PS

∣

∣

∣

∣

(

dsrdre
d2o

)− η
2∑N

i=1 hsiheie
jψi +

(

dse
do

)− η
2

hse

∣

∣

∣

∣

2

+σ2
e

,

(6)

which can be rewritten as

γE =
ΨPE

ΨE + 1
, (7)

where

ΨE =

∣

∣

∣

∣

∣

Λ1

N
∑

i=1

hsi hei e
jψi + Λ2 hse

∣

∣

∣

∣

∣

2

,

Λ1 =
√
γ̄se

(

dsr dre
d2o

)− η
2

, Λ2 =
√
γ̄se

(

dse
d2o

)− η
2

, γ̄se = PS

σ2
e
,

ΨPE = ωe |hpe|2 , ωe = γ̄e

(

dsd
do

)−η
, and γ̄e = PP

σ2
e
. As

the phase shifts of the RIS elements are designed based

on the legitimate SN link, the resulting phase distributions

for each RIS→E link ψi are i.i.d. and uniformly distributed

RVs by virtue of [21]. Thus, ΨE can be approximated by

an exponential RV according to [26, Corollary 2] with a

parameter ΛE = N Λ2
1 + Λ2

2. Therefore, the PDF of ΨE is

given by

fΨE
(γ) =

1

ΛE
exp

(

− γ

ΛE

)

. (8)

It is worth mentioning that the SN transmitted power,

PS, must be under a certain level to limit the interference.

Consequently, the interference signal power towards the PR

should be constrained as PS ΨP ≤ Q, where ΨP is the

summation of the channel power gains from the RIS and S,

and Q is the threshold of interference temperature. Precisely,

ΨP consists of the reflected link RIS → PR and the S → PR

link, while Q expresses the maximum tolerant interference

imposed on the PR. From (5), ΨP can be expressed as

ΨP =

∣

∣

∣

∣

∣

(

dsrdrp
d2o

)− η
2

N
∑

i=1

hsihpie
jθi +

(

dsp
do

)− η
2

hsp

∣

∣

∣

∣

∣

2

.

(9)

Similar to ΨE, ΨP also can be approximated as an exponential

RV with a parameter λP =
(

dsrdrp
d2o

)−η
N +

(

dsp
do

)−η
, where

the PDF of ΨP is given by

fΨP
(γ) =

1

λP
exp

(

− γ

λP

)

. (10)
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III. PERFORMANCE ANALYSIS

A. PN Secrecy Outage Probability

In this subsection, the SOP of the PN is investigated. The

SOP can be expressed as

SOP = Pr (CS < Rs) , (11)

where CS is the PN secrecy capacity and Rs is the PN target

secrecy rate. In this regard, CS can be obtained by

CS =
[

CP − CE, 0
]+
, (12)

where CP and CE are the PN and the Eav capacities, respec-

tively, and [x, 0]
+
= max (x, 0). Accordingly, CP is given by

CP = log2

(

1 + γP

)

, (13)

where γP is given by

γP =
PP

(

dpp
d2o

)−η
|hpp|2

PSΨP + σ2
p

=
PP

(

dpp
d2o

)−η
|hpp|2

Q+ σ2
p

= Φ |hpp|2 ,

(14)

where Q = PS ΨP, Φ = ωp ϑ, ωp = PP

σ2
p

(

dpp
d2o

)−η
, and

ϑ =
(

Q
σ2
p
+ 1
)−1

. Antenna selection approach is employed

at the PT to avoid the high hardware complexity while main-

taining the diversity and reliability advantages of multiple an-

tennas. More specifically, the importance of using the antenna

selection approach lies in the fact that the power consumption

and the complexity of signal processing overhead are low

as compared with other techniques such as beamforming

techniques. Antenna selection strategy is applied at the PT to

maintain multiple antennas’ diversity and reliability benefits,

while avoiding high hardware complexity. Therefore, the best

antenna at PT is selected according to the following criterion

|hpp|2 = max
n∈{1,...,NP}

|hpnp|2 . (15)

The CDF of γP is given by

FγP
(γ) =

NP−1
∑

n=0

NP
(

NP−1
n

)

(−1)−n (n+ 1)

(

1− exp

(−γ (n+ 1)

Φ

))

.

(16)

Moreover, CE is given by CE = log2 (1 + γE), where γE is

given in (6). Now, the SOP can be derived as

SOPς =

∫ ∞

0

FγP (βγ + α)f ςγE (γ) dγ, (17)

where α = β− 1, β = 2Rs , and ς ∈ {SC,MRC}. For the SC

technique, the PDF of γE , fSC
γE

(γ), is given by [27, eq. (31)]

fSC
γE

(γ) =

NE−1
∑

k=0

NE(−1)k
(

NE−1
k

)

ωeΛE
exp

(

−γ(k + 1)

ωe

)

×







1 + γ(k+1)
ωe

+ 1
ΛE

(

γ(k+1)
ωe

+ 1
ΛE

)2






.

(18)

By plugging (16) and (18) into (17), and after simple algebraic

manipulations, then with the help of [28, eq. (3.383.9)], the

SOP for SC, SOPSC, can be derived as

SOPSC =NP

NP−1
∑

n=0

(−1)n
(

NP−1
n

)

(n+ 1)

[

1− NE
ωe ΛE

×
NE−1
∑

k=0

(−1)k
(

NE−1
k

)

H1 exp (− (H3 −H2))
(

ΛE
exp (−H3)

+
(H4 −H1)

H1
Γ (0,H3)

)]

,

(19)

where H1 = (k+1)
ωe

, H2 = α (n+1)
Φ , H3 = H4

ΛE H1
, H4 =

β(n+1)
Φ + (k+1)

ωe
, and Γ(·, ·) denotes the upper incomplete

gamma function [28, eq. (8.350.2)]. For the MRC technique,

the PDF of γE , fMRC
γE

(γ), is given by [27, eq. (37)]

fMRC
γE

(γ) =
γNE−1 exp

(

−γ
ωe

)

Γ(NE) ω
NE
e ΛE

NE
∑

k=0

(

NE

k

)

Γ(k + 1)
(

γ
ωe

+ 1
ΛE

)k+1
. (20)

By plugging (16) and (20) into (17), and after simple algebraic

manipulations, then with the help of [28, eq. (3.383.4)], the

SOP for MRC, SOPMRC, can be derived as

SOPMRC =

NP−1
∑

n=0

NP
(

NP−1
n

)

(−1)−n (n+ 1)

[

1−
NE
∑

k=0

(

NE

k

)

Γ(k + 1)

ΛNE−k
E

H
−
(

NE−k

2

)

5 W−NE−k

2
,
−NE+k+1

2

(

H5

)

exp
(

− (0.5H5 −H2)
)









,

(21)

where H5 =
(

Φ+β ωe (n+1)
ΦΛE

)

, and Wa,b(·) denotes the Whit-

taker function [28, eq. (9.220.4)].

B. Asymptotic SOP Analysis

The PN asymptotic SOP, SOP∞, is studied when ωp → ∞.

In this scenario, we consider that ωp >> ωe. SOP∞ is given

by

SOP∞ = (Gaγd)−Gd +O(γ −Gd

d ), (22)

where Gd is the secrecy diversity order, Ga is the secrecy array

gain, and O(.) is the higher order terms. In this respect, the

SOP∞ can be derived by first obtaining the asymptotic CDF,

F∞
γP
(γ), [29, eq. (42)]. Then, by plugging F∞

γP
(γ) into (17),

and using [28, eq. (3.382.4)] the SOP∞ can be derived. For

the SC technique, GSC
d = NP and GSC

a is given by

GSC
a =

[

NE−1
∑

k=0

NP
∑

n=0

(

NE−1
k

)(

NP

n

)

Z1

(−1)−k (k + 1)n

(

W−n−1

2
,−n

2

(

1

ΛE

)

× 1√
ΛE

+W−n−2

2
,−i+1

2

(

1

ΛE

))]
−1

NP

,

(23)
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where Z1 =
NE β

n αNP −nΓ(n+1)ωn
e

ϑNP exp( −1

2ωe
)

. For the MRC technique,

GMRC
d = NP and GMRC

a is given by

GMRC
a =

[

NE
∑

k=0

NP
∑

n=0

(

NE
k

)(

NP
n

)

Z2

×W−NE−k−n

2
,
−NE+k−n+1

2

(

1

ωe

)]
−1

NP

,

(24)

where Z2 =
βn αNP −nΓ(NE+n)Γ(k+1)ωn

e

Γ(NE)ϑNP exp( −1

2ωe
)Λ

NE+n−k

2
E

.

C. Probability of Non-zero Secrecy Capacity

In this subsection, the requirement for the presence of non-

zero secrecy capacity is investigated. It is worth noting that

the non-zero secrecy capacity is achieved when γC > γE .

From (11), the PNSC is given by

PNSCς = Pr(CS > 0) = Pr

(

1 + γP

1 + γE

> 1

)

= 1−
∫ ∞

0

FγP
(γ)f ςγE

(γ) dγ.

(25)

1) Eavesdropper’s Channel with SC: By plugging (16)

and (18) into (25), and after simple algebraic manipulations,

then with the help of [28, eq. (3.383.9)], the PNSC for SC,

PNSCSC, can be derived as

PNSCSC =1−NP

NP−1
∑

n=0

(−1)n
(

NP−1
n

)

(n+ 1)

[

1− NE
ωe ΛE

×
NE−1
∑

k=0

(−1)k
(

NE−1
k

)

H1 exp (−H6)

×
(

ΛE
exp (−H6)

+
(H7 −H1)

H1
Γ (0,H6)

)]

,

(26)

where H6 = H7

ΛE H1
, H7 = (n+1)

Φ + (k+1)
ωe

.
2) Eavesdropper’s Channel with MRC: By plugging (16)

and (20) into (25), and after simple algebraic manipulations,

then with the help of [28, eq. (3.383.4)], the PNSC for MRC,

PNSCMRC, can be derived as

PNSCMRC =1−
NP−1
∑

n=0

NP
(

NP−1
n

)

(−1)−n (n+ 1)

[

1−
NE
∑

k=0

(

NE

k

)

ΛNE−k
E

×
Γ(k + 1)H

−
(

NE−k

2

)

8 W−NE−k

2
,
−NE+k+1

2

(

H8

)

exp
(

− 0.5H8

)









,

(27)

where H8 =
(

Φ+ωe (n+1)
ΦΛE

)

, and Wa,b(·) denotes the Whit-

taker function [28, eq. (9.220.4)].

D. SN Outage Probability

For the SN, the outage probability, Pout, can be expressed

by

Pout = Pr
(

γD ≤ 2Rd − 1
)

= FγD
(2Rd − 1), (28)

where Rd is the SN achievable data rate, and γD is the

instantaneous SNR of the CR link. Now, by replacing PS with
Q
ΨP

in (4), γD can be written as

γD =
Q

ΨP σ2
d

∣

∣

∣

∣

∣

(

dsrdrd
d2o

)− η
2
N
∑

i=1

hsihdie
jφi + hsd

(

dsd
do

)− η
2

∣

∣

∣

∣

∣

2

,

(29)

which can be rewritten as γD = ΨD

ΨP
, where ΨD =

(

Ω1

∑N
i=1 |hsi | |hdi |+Ω2 |hsd|

)2

, Ω1 =
√
Q
σd

(

dsr drd
d2o

)− η
2

,

Ω2 =
√
Q
σd

(

dsd
d2o

)− η
2

. According to the central limit theorem,

χ1 =
∑N

i=1 |hsi | |hdi| can be approximated as a Gaussian RV

with a mean value ε = Nπ
4 and variance σ2 = N

(

1− π
16

)

[1]. Moreover, χ2 = |hsd| is a Rayleigh-distributed RV with

a parameter δ. Thus, the pdfs of χ1 and χ2 are given by

fχ1
(γ) =

1√
2πσ2

exp

(

− (γ − µ)
2

2σ2

)

, (30)

and

fχ2
(γ) =

γ

δ
exp

(

−γ
2

2δ

)

, (31)

respectively. Thus, ΨD can be expressed as ΨD =
(

Ω1χ1 +

Ω2 χ2

)2

, leading to the cumulative distribution function

(CDF) given by [30]

FΨD
(γ) = 0.5

[

erf

(

(ϕ1/ϕ2)
√
γ − ε√

2σ2

)

+ erf

(

ε√
2σ2

)]

−
√
δ

2ξ1
exp

(

−
(

ϕ1
√
γ − ϕ2ε

)2

2ξ21

)

erf

(

ξ4
√
γ − ξ5

ξ1ξ2

)

−
√
δ

2ξ1
exp

(

−
(

ϕ1
√
γ − ϕ2ε

)2

2ξ21

)

erf

(

ξ3
√
γ + ξ5

ξ1ξ2

)

,

(32)

where δ is a Rayleigh-distributed RV parameter, ε = Nπ
4 ,

σ2 = N
(

1− π
16

)

, ϕ1 = 1
Ω2

, ϕ2 = Ω1

Ω2
, ξ1 =

√

σ2ϕ2 + δ,

ξ2 =
√
2σ2δ, ξ3 = σ2ϕ1ϕ2, ξ4 = δϕ1

ϕ2
, ξ5 = δ ε, and erf(·)

is the error function [28, eq. (8.250.1)]. Pout can be further

written mathematically as [31]

Pout =

∫ ∞

0

FΨD
(γ x) fΨP

(x) dx. (33)

However, utilizing (32) to derive Pout is not mathematically

tractable. Therefore, the below approximation of the erf(·)
function is utilized [32]

erf (x) ≈
{

1−∑4
m=1 Υm exp

(

−Θm x
2
)

x ≥ 0

−1 +
∑4

m=1 Υm exp
(

−Θm x
2
)

x < 0,
(34)

where Θ = [1, 2, 20/3, 20/17], and Υ = [1/8, 1/4, 1/4, 1/4].
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A1 =exp

( −b22
b21λP

)

+
1

2

(

erf

(

ε√
2σ2

)

− 1

)

+

4
∑

m=1

Υm exp
(

−a2
2

)

4b21
√

(a2/2)3λP

[

2
√
a1 (exp (b2 (a2 − a1b2))− 2) + exp

(

a22
4a1

)

√
π (a2 − 2a1b2)

(

erfc

(

a2
2
√
a1

)

− erf

(

a2
2
√
a1

)

+ erf

(

a2 − 2a1b2
2
√
a1

))]

,

(35)

A2 =
exp (−c3) Ξ1

4

[

1
√

c31

(

2
√
c1

(

2− exp

((

ξ5
ξ1ξ2

)(

c2 − c1

(

ξ5
ξ1ξ2

))))

− Ξ2

√
π exp

(

c22
4c1

)(

erf

(

Ξ2

2
√
c1

)

−erf

(

c2
2
√
c1

)

+ erfc

(

c2
2
√
c1

)))

+

4
∑

m=1

Υm
√

c34

(

2
√
c4

(

exp

((

ξ5
ξ1ξ2

)(

c2 − c4

(

ξ5
ξ1ξ2

)))

− 2

)

+Ξ3

√
π exp

(

c22
4c4

)(

erf

(

Ξ3

2
√
c4

)

− erf

(

c2
2
√
c4

)

+ erfc

(

c2
2
√
c4

)))]

,

(36)

A3 =
Ξ4

4
exp

(

−
(

υ3 −
(

ξ5
ξ1ξ2

)

υ2

))

[

υ
− 3

2

1 exp

(

−
(

ξ5
ξ1ξ2

)2

υ1

)

(

2
√
υ1 − Ξ5

√
π exp

(

Ξ2
5

4υ1

)

erf

(

Ξ5

2
√
υ1

))

+
4
∑

m=1

Υm
√

υ34
exp

(

−
(

ξ5
ξ1ξ2

)2

υ4

)

(

−2
√
υ4 + Ξ6

√
π exp

(

Ξ2
6

4υ4

)

erf

(

Ξ6

2
√
υ4

))

]

,

(37)

where

b1 =
ϕ1

√
γ√

2σ2
, b2 =

ε√
2σ2

, a1 =
1

λp b21
+Θm, a2 =

2b2
λp b21

, Ξ1 =
ξ1ξ

2
2

√
δ

λP ξ24
, Ξ2 = c2−2c1

(

ξ5
ξ1ξ2

)

, Ξ3 = c2−2c4

(

ξ5
ξ1ξ2

)

,

c1 =
ϕ2
1ξ

2
2

2ξ24
+

ξ21ξ
2
2

λP ξ24γ
, c2 =

ξ2
ξ1ξ24γ

(

ϕ1 (ϕ1ξ5γ − εξ4γ) +
2ξ21ξ5
λP

)

, c3 =
ξ25
λP ξ24

+
1

2ξ21

(

ϕ1ξ5
ξ4

− ε

)2

, c4 = c1 +Θm,

υ1 =
ϕ2
1ξ

2
2γ

2ξ23
+
ξ21ξ

2
2

λP ξ23
, υ2 =

ξ2
ξ1ξ23

(

ϕ1 (ϕ1ξ5γ + εξ3
√
γ) +

2ξ21ξ5
λP

)

, υ3 =
ξ25
λP ξ23

+
1

2ξ21

(

ϕ1ξ5
√
γ

ξ3
+ ε

)2

, υ4 = υ1+Θm,

Ξ4 =
ξ1ξ

2
2

√
δ

λP ξ23
, Ξ5 = 2υ1

(

ξ5
ξ1ξ2

)

− υ2, and Ξ6 = 2υ4

(

ξ5
ξ1ξ2

)

− υ2.

By substituting (10) and (32) to (33) using (34), then with the

help of [28, eq. (2.33.1)], Pout can be obtained as

Pout = A1 −A2 −A3, (38)

where A1, A2, and A3 are given at the top of this page.

IV. RESULTS AND DISCUSSIONS

This section provides numerical and simulation results to

confirm the benefits of applying the RIS technology in the

proposed system model. Unless otherwise stated, we set Rb

= 1 b/s/Hz, Q = 10 dBW, γ̄se = 5 dB, δ = 2, and Rs = 1

b/s/Hz.

In Fig. 2, we investigate the PN secrecy enhancement due

to the deployment of the RIS technology. In this respect, the

SOP of the PN is evaluated for the SC and MRC techniques

versus ωp, at Eav, for different values of N , where ωe
= 10 dB. The PN secrecy performance is improved as N
increases, showing the effect of the RIS’s jamming signals

toward Eav. Consequently, the PLS of the PN is increased.

Moreover, the SOP is enhanced as ωp increases. As revealed

in our analysis and simulation, improved secrecy performance

can be achieved using RIS as a friendly jammer. This is

because the wiretapped signal is degraded at Eav due to the

jamming signals generated by the RIS, resulting in a more

secure PN transmission. Since the MRC technique produces

a higher SNR gain at Eav over the SC technique, the PN

secrecy performance is degraded when Eav utilizes the MRC

technique, as illustrated in Fig. 2. The asymptotic analyses are

included, and perfect agreement with the theoretical results

can be seen when ωp → ∞, confirming the preciseness of the

asymptotic expressions. Finally, it is evident that theoretical

and simulation results have an excellent match, confirming the

exactness of the derived expressions.

Figure 3 plots the PNSC versus γ̄p. It can be noted that

the PNSC improves as γ̄p increases for a fixed γ̄e. Moreover,

the PNSC improves with decreasing γ̄e. Further, it is also

remarkable that the PNSC increases as N increases. Interest-

ingly, secure transmission is guaranteed as N increases. As
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Fig. 2. The PN’s SOP vs. ωp, for different values of the number of reflecting
elements, N , where NP = NE = 3.
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Fig. 3. The PN’s PNSC vs. ωp, for different values of the number of reflecting
elements, N , where NP = NE = 3.

expected, for the SC technique, the PNSC is lower than that of

the MRC technique. Analytical results are also found to match

simulation results, validating the accuracy of our analysis.

The SN outage probability, Pout, is presented in Fig. 4,

where the numerical results are provided and compared with

the simulated ones. Towards this end, the effect of N on the

RIS is evaluated. As shown in this figure, Pout of the SN

transmission decreases dramatically when Q increases. With

this in mind, the reliability of SN communication increases as

N increases. As an illustration, Q decreases by nearly 4 dB,

deploying an RIS technology with N = 20 compared with N

-25 -20 -15 -10 -5 0
Q(dBW) 

10-6

10-5

10-4

10-3

10-2

10-1

100

P
ou

t 

N = 10 Simulation
N = 20 Simulation
N = 30 Simulation
N = 50 Simulation
N = 100 Simulation
Analysis

Fig. 4. The SN’s Pout vs. Q, for different values of the number of reflecting
elements, N , where Rd = 1 b/s/Hz.

-25 -20 -15 -10 -5 0
Q(dBW) 

10-6

10-5

10-4

10-3

10-2

10-1

100

P
ou

t 

Relay-aided Simulation [33]
Phase Shift Simulation [22]
RIS without direct link for D Simulation [4]
Propsoed System Simulation
Propsoed System Analysis

Fig. 5. The SN’s Pout vs. Q, for different scenarios, where N = 30,
Rd = 1 b/s/Hz.

= 50 to reach Pout = 10−2.

In Fig. 5, the reliability of the proposed system model is

studied and compared with different scenarios. Towards this

end, the relay-aided transmission [33], phase shift error, and

unavailability of the line of sight between S and D scenarios

are introduced and the results obtained through Monte-Carlo

simulations. To evaluate the influence of the discrete phase

shifts, simulation results where the phase error is uniformly

distributed in [−π
4 ,

π
4 ] [22] are provided. Interestingly, the

SN’s reliability is enhanced by utilizing the RIS in the

presence of the S-D link compared to other scenarios. This
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is due to the fact that the RIS can maximize the received

SNR at D and thus improve the channel quality of the SN.

It is also noteworthy that simulation and numerical results

match impeccably, verifying the correctness of our analysis.

Furthermore, theoretical results and simulation results agree

perfectly, verifying the exactness of our analysis.

V. CONCLUSION

In this work, the RIS technology is employed to simulta-

neously assist SN transmission and enhance the PN’s secrecy

performance in a CR environment. New analytical expressions

are provided for the SN’s outage probability and the PN’s SOP,

considering practical combining techniques. The accuracy of

the provided expressions is confirmed via extensive Monte-

Carlo simulations. Furthermore, the benefits of the proposed

system model are verified through numerical and simulation

results.
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