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Abstract

Vehicular networks will become an important component
for information accesses in one’s daily life. A vehicular net-
work provides a vehicular user not only chances to communi-
cate with peer vehicles but also to use Internet through road-
side access points (APs). During a trip a vehicular user could
roam across multiple APs either belong to their home wireless
domain or to domains owned by different authorities. This
poses challenges on privacy and network performance to the
current public wireless network access protocols. In this pa-
per we explore an idea that shifts the paradigm of authen-
tication that goes back to home networks to a paradigm of
authentication that performs at the APs. We propose three
authentication schemes in realizing the idea. These schemes
are designed for preserving user’s identity and location pri-
vacy. They also greatly reduce response time for authentica-
tion when roaming. The paper then analyzes the security and
privacy properties of these schemes as well as the efficiency
of them.

1 Introduction

It’s expected that the vehicular network will become an
important component for information accesses in one’s daily
life given the amount of time people spend on wheels. A ve-
hicular network provides a vehicular user not only chances
to communicate with peer vehicles but also to use Internet
through roadside access points (APs). During a long-distance
trip in high speed, a vehicular user could roam across multi-
ple APs either belonging to their home wireless domain or to
domains owned by different authorities including various ser-
vice providers. This poses challenges on privacy and network
performance to the current public wireless networks access
protocols.

The privacy challenge comes from traffic logging at APs
and at home domain in current public wireless LAN roaming
protocols. As a result, both home and visited networks can
acquire many personal information, e.g, the home network
knows the current location of a mobile user, the visited net-
work knows the mobile user’s identity and its home domain.

Although a few countermeasures have been proposed for lo-
cation privacy [13] [27], a fast roaming user makes it diffi-
cult to fully benefit from the schemes and more data could be
logged to help correlation.

The performance challenge originates from the exchange
of authentication messages between a user and its home do-
main when roaming. The measurements [1] show that run-
ning security protocols used for various roaming scenarios
take 2-7 seconds in delay, with the longest time accounting for
the strongest security policy which ensures mutual authenti-
cation, confidentiality, integrity and non-repudiation. On the
other hand, [23] reports that a connection from a car to a
roadside access point takes 1/3 of total time period in high
loss when entering the coverage area and another 1/3 period
exiting the area. For a car driving at a speed of 100km/h
through an AP with 200m range, a total connection only lasts
for 15 seconds! Not much time leaves for a good quality of
network usage. Clearly, long delay in roaming handoff could
greatly impact the vehicular communication performance.

The handoff in roaming architecture deals with authenti-
cation, authorization and accounting (AAA). In current au-
thentication architecture, for intra-domain roaming, APs will
send authentication messages back to the RADIUS server
of the domain [26]. For inter-domain roaming, visited net-
works need to send authentication messages back to home
networks [2, 20]. These authentication procedures suffer
from overhead and delay in message transmissions and pri-
vacy problems.

In this paper we explore an idea that shifts the paradigm
of authentication that goes back to home networks to a par-
adigm of authentication that performs at the APs. This shift
is based on more security requirements at APs or local net-
work access control severs behind APs. In realizing the idea
we propose three authentication schemes. The three schemes
only incur message exchanges between a vehicle and an AP
through a three way handshake. Each of them uses differ-
ent security primitives, namely, digital certificate, pairing [9]
[6], and proxy re-encryption [3]. These security schemes are
designed for preserving user’s identity and location privacy.
And they greatly reduce the number of messages for authen-
tication, leading to quick response time when roaming, and
thus making them suitable for applications such as military



networks that require strong survivability and seamless hand-
off. In the paper, we further discuss the security properties of
these schemes. The potential threats to the system are the un-
trusted APs, untrusted users and external eavesdroppers. The
schemes proposed here, share the same security guarantees as
supposed to traditional AAA architecture with strengthened
privacy and reduced authentication time.

The paper is organized as follows. Section 2 briefly sur-
veys related work on authentication in roaming, location pri-
vacy and vehicular networks. Section 3 describes our proto-
cols in detail. Section 4 gives analysis on system security and
privacy properties. Section 5 concludes the paper. For easy
presentation, the paper is presented based on a vehicular user.
However, the schemes and their benefits apply to mobile users
using other wireless mobile networks.

2 Related Work
2.1 Authentication and Privacy in WLAN

Many research has addressed authentication in the inter-
domain roaming for WLANs. RADIUS based roaming and
AAA architecture has been widely used for inter-operation
between WLAN networks [29, 5] and also for inter-operation
between a cellular network and WLANSs [2, 20]. In general,
with either a web-based or a SIM-based AAA procedure, the
number of message exchanges will count to 14 to 17, which
involve AP point, RADIUS client and server at the visited
network and at the home networks. Further investigations
show that the procedure impacts performance by introducing
delays ranging from 2 to 7 seconds depending on roaming
scenarios and network security configuration [1, 21]. Efs-
tathiou et al [11] propose organizing WLAN domains to a
peer-to-peer wireless network for a ubiquitous Internet ac-
cess in wider area coverage. In the scheme, distributed and
self-organizing agents are exploited to eliminate administra-
tive overhead. They also use tunnel, pseudonyms, and mix-
network mechanism to protect identity and location privacy.

While all these work addresses issues relating to roaming
and security for multiple system domains, few has addressed
privacy in authentication and none has discussed how to re-
duce the latency during the authentication procedure. The
issues of privacy and latency are common for roaming within
a domain or cross a domain. Our work fits for both scenarios.

Mobile wireless communication has introduced new Loca-
tion Privacy issue. Location Privacy is defined as an identity
not being associated with a location, or a series of locations.
Approaches such as mix zones [7], disposable interface iden-
tifiers [14], blind signature [15, 16] and silent period [17]
are proposed to de-correlate identities to the locations. Our
study differs from these studies in that we address the loca-
tion privacy during the handoff procedure when roaming be-
tween two domains. These related work can be used to further
enhance privacy after the handoff finishes.

2.2 Security and Privacy in Vehicular Net-
works

In vehicular networks, sender authentication and message
integrity are critical security problems. To solve the prob-
lems, digital signatures on messages and timestamps are sug-
gested using Public Key Infrastructure (PKI) by Zarki [30],
Raya [25], Hubaux [18] and Parno [24]. An architecture for
authentication and authorization has also been proposed using
the Kerberos model by Moustafa [22].

Privacy in vehicular networks has to deal with threats that
try to correlate received identifiers, or to correlate them to
real-world identity, or to have position-identifier pairs. In the
aforementioned literature, Parno has demanded “anonymiza-
tion service” to be one primitive. Hubaux suggests vehicle’s
privacy be protected by frequently changing pseudonyms.
And Raya proposes to use a large pool of anonymous pub-
lic/private key pairs and associated certificates with the elec-
tronic license plate at each vehicle. In addition, Dotzer [10]
suggests geo-bounded pseudonyms. And Sampigethaya [28]
uses a combination of a few aforementioned techniques and
grouped transmission behaviors to thwart both temporal and
spatial correlation analysis.

In all, these schemes are proposed to address the security
and privacy issues within the vehicular networks. In the pa-
per, we study the security and privacy issues when the vehic-
ular networks roam across public wireless LANSs.

3 Privacy-Preserving Quick Authentication
3.1 Network Scenarios

The scenario for VANET communication we consider in
this paper includes communicating entities of the service
providers(SP), the cars, and the access points(AP) operated
on behalf of service providers. The SPs and the APs can
communicate with each other by some application-layer pro-
prietary protocols via Internet. The APs are deployed along
the roadside with reasonable wireless coverage to facilitate
communication. A car typically belongs to one wireless net-
work service provider, and communicates with the APs for
accessing the internet along the road it travels through. When
it travels, it also roams into wireless coverages that provide
by other authorities. Our scenario envisions that when a car
roams, it should be allowed for Internet access. This will need
service agreement among SPs, but that is beyond the scope of
this paper. The business model of a public wireless access
network does not charge in term of the service time, but in a
periodical subscription fashion. As long as a user is authen-
ticated and authorized, the use of Internet is for free. This
business model fits nicely into the authentication architecture
presented here, which excludes accounting functionality.

Generally, a car has an initial service subscription with the
SP. As for the security requirement needed for this work, we



assume that the SP will take extra steps in authenticating the
user at its sign-up. These steps are to establish initial secret
with the car. The details of the initial secret will be discussed
in the later subsections. In some of the proposed schemes, the
SP and its APs also share the credential materials. Since the
widely deployed APs are prone to attacks, the SP would mon-
itor the behaviors of the APs’ operation from time to time. In
addition, in order to avoid secret weakening over time, we
assume that these secret shares are periodically refreshed.

We consider two types of possible adversaries to the car.
The first type is external adversary. These attackers don’t
possess any cryptographic materials issued by the SP and
used by the car and the AP to conduct authentication. They
just passively listen to the communication on the air, trying to
get valuable information for malicious purposes. The second
type is called insider adversary: untrustworthy APs logging
and tracing the mobility pattern of a car, or untrustworthy
users that abuse the cryptographic materials and status infor-
mation stored in the car. Measures must be taken in order to
control the damage once it happens.

3.2 Design Goals

Apparently, authentication schemes for VANET must be
designed taking the characteristics of VANETSs(i.e. high mo-
bility and relatively short session time, etc.) into considera-
tion. The primary goals are to achieve security and privacy
and to reduce authentication overhead in terms of latency.

(i) Privacy: The privacy concerned in this paper includes
identity privacy and location privacy. To external adversaries,
identity leakage may allow tracing a mobile track. To insider
adversaries, untrustworthy APs can also use revealed iden-
tity to trace the car. Besides identity divulgence, location pri-
vacy can also be compromised through improper use of cryp-
tographic mechanisms. E.g., a same digital certificate used
for a long period of time leading to temporal correlation. In
terms of privacy protection, the SP is usually not a sponta-
neous cooperator. Depending on how authentication schemes
are implemented, the SP may or may not be capable of as-
sisting attacks on privacy. We will address the possibilities
regarding to this issue in the discussion of the schemes pro-
posed in later sections.

(ii) Reduced authentication overhead: To make the au-
thentication process time-efficient, traditional solutions us-
ing centralized authentication server(AS) is not preferable be-
cause of the large amount of messages exchanged among the
car, the APs and the ASes. If the overlay network intercon-
necting the APs and the ASes is based on Internet, the delay
for exchanging authentication messages could be prohibitive
given the shortness of communication duration between the
fast-moving car and an individual AP. Thus we manage to
design authentication protocols such that after the car initi-
ates communication requests until the communication session
is established, the protocol should involve as less parties as

possible besides the car and the AP, and as less on-demand
communication over Internet as possible besides the wireless
link between the communicating two parties. In addition, the
number of messages exchanged in order for authentication
should be controlled.

3.3 Overview

In RADIUS architecture, when a car enters into the cov-
erage of a new AP, the authentication will be conducted on a
RADIUS server, which belongs to either the same domain or
a different domain. In our design, the user authentication will
be performed at the APs, i.e., the user will prove to the AP
that it is a legitimate one. A more strict security will require
the AP to prove it is a legitimate one as well, so to have mu-
tual authentication. During the authentication, the two parties
will negotiate a secret session key for the communication af-
terwards. The session keys could be established in a way that
synchronizes the update at both the car and the AP so to allow
location privacy countermeasures as reviewed in the previous
section. The details are out of the scope of this paper.

We present three different yet related authentication
schemes. The first scheme utilizes certificates and general
public key operations. The second one uses a cryptographic
mechanism called proxy-reencryption, and the third one ex-
ploits the pairing theory. The schemes can be used to im-
plement mutual authentication through handshake protocols.
The architecture is shown in figure 1. We assume each AP
is coupled with a local processing unit as a server. The thin
lines indicate initial security establishment and possible pe-
riodical updates for mutual authentications. The thick line
is the authentication protocols introduced in this paper. In
our architecture, we depict the need for updating secret share
to reduce security risk. As reflected in the protocols, we
use time-stamps to indicate current updating time zone. This
time-stamp mechanism is not our major focus here, and can
be substituted using other methods.

Periodically 72 At Signup

Figure 1: General Authentication Process

The three schemes are described in detail in the following
subsections. To clearly characterize the schemes, we only de-



scribe one-way authentication(car to the AP) for each scheme
at first. We then discuss the authentication of the AP to the car
for all of the three schemes, consummating full specification
of mutual-authentication.

3.4 Authentication Using Digital Certifi-
cate(DCA)

We now use traditional digital certificate to conduct the
car-to-AP authentication. The SP partitions the service du-
ration into time slots. When the car signs up at the SP, SP
assigns a series of the car’s public keys PK ¢ ar(t;) and their
digital certificates Certcag(t;) to the car. Only one spe-
cific public key and digital certificate pair can be used in the
corresponding time slot during subscription. For each time
slot during the SP’s service, the SP has a corresponding pub-
lic key. The SP also sends its own time-related public keys
PKgp(t;) to the car.

The SP administrates a large number of distributed APs
and monitors the behavior of them. The SP distributes its
time-related public keys to the APs periodically for the up-
coming time slots.

<{(ti, PKsp(t), PKcar(ti), Certcar(ti) ) | ti € Tsubscription}™

(At Signup)
<t, PKss(t), Certap(t:)>
(Periodically)
<t1, PKear(t1), Certear(tr)>
®
<(Certap(t1), N1, PKiemp)pcar(t1)>
<(n1, Ny, SUCCESS)PKiemp™
®

Figure 2: Authentication Using Digital Certificate

As shown in figure 2, the authentication request is ini-
tiated by the car. According to its clock, it gets the
time t¢; and the corresponding public key PKcagr(t1)
and certificate Certcag(t1) issued by SP. The car
sends a message consisting of the three data fields <
t1,PKcar(t1),Certcar(t1) > to the AP. After the AP re-
ceives this messages, it checks t;. If it considers ¢; unaccept-
able with regard to a deviation threshold, it can either simply
disregard the request, or send a time-correction message to
the car in order for it to have it’s clock adjusted. After the
time adjusting, the car can initiate the authentication request
again. If the time is validated, the AP tries to verify the cer-
tificate of the car’s public key carried in the authentication
request message by the SP’s public key corresponding to ;.
If the verification is successful, it randomly chooses a nonce
n1 and generates a temporary public key P Kycmp. After en-
crypting them by the P K¢ 4r(t1) provided in the request, the
AP sends the message back to the car. The car can decrypt the

message and get n;. After generating another nonce no, it can
send a verification to the AP consisting nq, ns and a success
tag encrypted altogether using P K,,;,. The AP can decrypt
the message and get ne. Both parties can use some method
E to generate session secret key from n; and ny. The session
key F(n1,ns) is used for the data communication. The last
verification message can be also piggybacked to the first data
packet sent by the car.

3.5 Authentication Using Pairing(PA)

Pairing mechanism can also be used for authentica-
tion between the car and the AP. The basic idea of pair-
ing mechanism is that a security authority(SA) can issue
pseudonym/secret point pairs based on a master secret. With-
out the knowledge the master secret, any two parties who pos-
sesses a pseudonym/secret point pair can present pseudonyms
to each other and a common secret key can be established.

The major construct of pairing is based on bilinear map.
Consider two groups G'1, G2 with the same prime order g with
G viewed as an additive group and G2 as a multiplicative
group. A cryptographic bilinear map is a mapping e : Gy X
G1 — G which satisfies the following properties: (1) Bilin-
earity: VP,Q € G1,Vz,y € Z; e(zP,yQ) = e(P,Q)";
(2) Non-degeneracy: If P is a generator of G, then P # 0
and e(P, P) # 1; (3) Computability: VP, Q € G1,e(P, Q) is
efficiently computable.

Examples of cryptographic bilinear maps include Modi-
fied Weil Pairing [9] and Tate Pairing [6] [12]. The secu-
rity relies on the assumption that the BDHP(Bilinear Diffie-
Hellman Problem) is hard, i.e., given < P,wP,xP,yP >
for P € Gy and w,z,y € Z; which are the secrets of three
parties, it is hard to compute e( P, P)“*Y.

To initialize, the SA comes up with two groups G; and
Go, as well as a bilinear function e. The SA also deter-
mines a master secret key g € Z;. The communicating par-
ties are equipped with knowledge of G1, G2, e and a hash
function H, : {0,1}* — G;. The SA assigns random
pseudonyms PN for users. The corresponding secret point
is calculated as S = gH,(PN). Suppose we have two
parties Alice and Bob. After Alice sends its pseudonym
PN 4 to Bob, Bob computes a hash value of this pseudonym:
P4 = H,(PNjy). Then he can come up with a secret key
Kp = e(Pa,Sp), where Sp is a secret point possessed
by Bob. Bob replies to Alice the pseudonym PNp corre-
sponding to Sp. Now Alice can also compute a secret key
K4 = e(Pp,S4) where P = H,(PNpg) and Sy is the
secret point corresponding to PN 4. Since S4 = gPa, we
have K4 = e(Pp,gP4) = e(Pp, Pa)?. Similarly we can
also compute K = e(Ppg, P4)9. So K4 = Kp and the key
negotiation completes.

This key-negotiation process using pairing is external-
attack proof. Any third party who overhears both of the
pseudonyms can not learn what the negotiated secret key



is. Also, with the knowledge of any pseudonym/secret point
pairs, a node can not recover the master secret g, due to the
problem of discrete logarithm(DLP) being considered hard.
Thus the adversaries can not generate new pseudonym/secret
point pairs and the security is ensured.

During sign-up stage, when the car subscribes service from
the SP, a series of pseudonym/secret point pairs are assigned
to the car, with each pair being used in a time slot of subscrip-
tion. The number of pairs is determined by the subscription
length. The APs also get these pseudonym and secret point
pairs, but in a periodic way similar to that of DCA. The SP
stops assigning these pairs to an AP if the AP’s found misbe-
having.

AR 5]

<{(t PNear(t)) | 4€ Teupscrpion)>

(At Signup)
<t;, PNap(t)>

(Periodically)
<t1, PNcar(t1)>

<PNap(t1)>

<(success)x>

Figure 3: Authentication Using Pairing

The authentication message exchange still involves a
three-way handshake. As shown in figure 3, the car initiates
an authentication by sending a request message to the AP:
< t1,PNcagr(t1) >. The message contains a timestamp
t; and the car’s pseudonym PNgag(t1) bounded to that
timestamp. If the time provided by the car is within normal
deviation, the service provider picks one of its secret point
corresponding the time provided by the car and computes a
shared secret key K, otherwise it can initiate time synchro-
nization with the car as mentioned before. It then replies the
car with a message containing the pseudonym just used to
generate the secret key K: < PNap(t;) >. After the car
receives the message, it can calculate the same secret key K
based on the pseudonym provided by the AP. The car then
encrypts a tag indicating successful authentication with the
common secret key K and sends the message to the AP. After
the AP confirms the message, the trust relationship between
the car and the AP is established.

3.6 Authentication
encryption(PRA)

Using Proxy Re-

We can also utilize proxy re-encryption mechanism for au-
thentication. Proxy re-encryption was first proposed in [8].
The most recent study of proxy re-encryption can be found in
[4]. Distributed implementations of proxy re-encryption were

proposed in [19] and [31]. The basic concept of proxy re-
encryption says that, a cipher text for Alice that is encrypted
by Alice’s public key can be transformed by a proxy to a
cipher text for Bob that can be decrypted by Bob’s private
key. The proxy however cannot read the cipher text. In this
procedure, Alice delegates her decryption right to Bob. The
key that the proxy uses to do the transformation is called re-
encryption key rkq_p.

We briefly introduce an implementation of proxy re-
encryption here [8]. This scheme uses ElGamal encryption
with some modification. To encrypt a message m for Alice,
the sender computes and sends

1 = mgk' mod p

e = (¢ modp

where p is a prime of the form 2¢g + 1 for prime ¢, g is a
generator in Z7, a is Alice’s secret key, g® is her public key,
k is a random number. Alice, who knows a1, can recover m
by computing

(@™
c1((es” ') )modp

Let the re-encryption key be 7, _,;, = a~'b, where b is Bob’s
secret key. Then by computing ¢3°~?, proxy transforms the
cipher text for Alice to a cipher text for Bob. Notice that in
this procedure, proxy has no way to read m.

In the most recent implementation [4], the re-encryption
key is generated from Alice’s private key and Bob’s public
key; Bob’s private key is not needed.

A car first needs to subscribe from a service provider. The
car is assigned a pair of public and private keys at signup.
For each time slot the SP has a public key PKgp(t;). Ac-
cording to the subscription contract, the SP assigns a series of
re-encryption keys ReKeyc ar(t;) corresponding to the time
slots in subscription duration, by which the car can re-encrypt
a message originally encrypted by the SP’s public key to gen-
erate a ciphertext encrypted by its own public key.

The SP distributes its public keys PKgp(t;) for the cur-
rent time slots ¢; to the APs periodically. If the service
provider detects misbehavior of any APs, it simply stops up-
dating its public keys to them.

The authentication process is depicted as in figure 4. For
the first step, the car sends an authentication request to the AP
detected in its range. The request message just contains the
time of request # and a random number n;: < t1,n; >. After
the AP receives this message, it compares the time ¢; pro-
vided by the car to its own clock. If the time is considered to
be within normal deviation, the access point sends a message
back to the car. The message constitutes a new random num-
ber ng encrypted by the public key of the service provider of
the time slot corresponding to t1: < (n2) prgp(e,) >. After
the car receives the reply, it uses the re-encryption key cor-
responding to ¢; to re-encrypt the message. The outcome is
thus available for itself to decrypt using its own private key,
and the ns is revealed. It then takes n; and no, combines them



by some cryptographic algorithm E known to both parties to
generate F(n1,n2), and uses it as a symmetric key to en-
crypt a success tag as the authentication proof. The encrypted
message is sent back to the AP separately, or the car can also
choose to immediately start sending data packets, with the au-
thentication proof piggybacked to the first data packet. After
the AP verifies the message by decrypting it using E(n1,ns)
, a secure and trusted connection is established. The session
key E(n1,n2) is used to secure the following data transmis-
sion.

<{(ti, PKsp(t), ReKeycar(ti)) | t\‘ETsubscrlpuon}>

i (At Signup)
<t,PKsp(t).ReKeyap(t)>
(Periodically)

<t4, (N1)pKsp(t1)™>

<(success)n1, (N2)pkspitty™

<(success)e(n1n2)>

Figure 4:
encryption

Authentication Using Proxy Re-

3.7 Authentication of the APs

We just described procedures to authenticate the car to the
AP. As the three schemes we propose achieve mutual authen-
tication, now we present how the AP could be authenticated
to the car. Authentication of the AP does not incur much ad-
ditional overhead for the schemes we propose.

For DCA, The AP only needs to provide to the car with
certificates that are issued by the SP periodically along with
the public keys of the SP. These certificates are also time-
related, with each one used for a specific time slot. It can be
included in the AP’s reply message answering the car’s au-
thentication request. The certificate can be encrypted together
with the nonce n; and the temporary public key PKj;c,p, by
the public key PK ¢ 4g(t1) provided by the car.

For PA, the authentication of the AP to the car is already
implied without need for extra messages. If the AP is authen-
tic, it should be equipped with valid pseudonym/secret point
pairs. As long as the AP can provide a pseudonym, and it
can come up with a secret key according to the pseudonyms
including the car provided one, it should be capable of de-
crypting encrypted data packets coming from the car by the
negotiated secret key. If it fails to do such decryption, it’s not
an authentic AP and the data transmitted from the car to it is
always kept secret.

For PRA, for the AP to show itself as authorized, it needs
to answer a challenge just as it posts to the car. For this
purpose the AP needs to get time-related re-encryption keys

along with the SP’s public keys from the SP in a periodic fash-
ion. When the car initiates authentication request, besides the
timestamp, the nonce n; is encrypted by the current public
key of the SP as a challenge. After the AP receives the re-
quest, it can use re-encryption to resolve the challenge. In the
response message, besides the challenge message to the car,
it includes the proof of re-encryption capability by a success
tag encrypted using n as a symmetric key. The car can then
use n to reveal the success tag and validate the AP.

4 Scheme Analysis

The three schemes we propose all implement authentica-
tion between the car and the AP. We now analyze these three
schemes and discuss the impacts brought by their different
authentication approaches in terms of our design goals.

4.1 Minimum Communication Party In-
volvement at Realtime

Unlike traditional authentication schemes like RA-
DIUS [26] which is based on a client-server architecture,
the three schemes do not require interaction with any re-
mote backend authentication servers at the time of authen-
tication, i.e., no other communicating parties than the car and
the AP are involved. The initial phase has pre-prepared some
steps that otherwise will be needed in realtime authentication.
These initial steps include: the SP is responsible for issuing
credentials for the purpose of authentication. The car is pre-
loaded with a set of credentials at the signup stage, and the
AP is sent such credentials periodically. For DCA, the cre-
dentials are the time-related digital certificates. For PA, the
credentials are the time-related pseudonym/secret point pairs.
For PRA, the credentials are the time-related re-encryption
keys. Without real-time assistance from any third party, these
cryptographic materials distributed to the cars and the APs
already satisfy the authentication requirements.

4.2 Security in Authentication

All of the three authentication schemes achieve certain
level of security. In order to clearly demonstrate their strength
of security and privacy protection, we enumerate some attack
scenarios and discuss the impacts brought by them.

4.2.1 Eavesdropping

An external eavesdropper can not guess the final session key
based on the exchanged authentication messages. For DCA,
the nonces which later form session keys are randomly cho-
sen by the AP and the car, and encrypted by the car’s pub-
lic key and a temporary public key provided by the AP re-
spectively. Knowing the ciphertext and the public key does
not help to uncover the encrypted content which contains the



nonces. For PA the session key is calculated independently
at the AP and the car using the pseudonyms exchanged. An
external attacker can not compute the session key, since she
does not know any of the secret points associated with the
pseudonyms. For PRA, the session key is calculated based
on the nonces contributed by the car and the AP respectively.
Both of the car’s nonce and the AP’s nonce are encrypted
by the public key of the SP during transmission. Without
the knowledge of the SP’s private key, or an appropriate re-
encryption key/private key pair which is only assigned to a
valid customer, the attacker can not reveal the session key.

4.2.2 Masquerade attack

An unauthorized car which did not subscribe service from the
SP may overhear the authentication messages on the air and
try to have itself authenticated to the AP by replaying them.
DCA is immune to this attack. Although the attacker can get
the car’s public key and certificate and replay the car’s authen-
tication request, it can not decrypt the response message from
the AP which is encrypted by the car’s public key. Since the
nonce n is randomly chosen by the AP, the response mes-
sage differs every time whenever the same authentication re-
quest is received repeatedly. Thus the authentication can not
proceed. For PRA, the situation is similar. The AP uses ran-
dom nonce ny in the second authentication message, making
the attacker unable to respond with an appropriate confirma-
tion and effectively preventing the attacker from being autho-
rized. For PA, the attacker may reply with the authentica-
tion request comprising the car’s pseudonym. If the AP only
has one pseudonym for a particular time slot, it will always
respond with the same pseudonym. The attacker can then
use the previously overheard confirmation to complete the
authentication. However, even if the authentication process
successfully completes, since the attacker does not have the
secret point corresponding to the pseudonym it overhears, it
can not come up with a valid session key with the AP, thus
the subsequent data transmission can not proceed.

4.2.3 Denial of Service(DoS) attack

Attackers may seek to initiate excessive authentication re-
quests in order to exhaust the resources of the AP. A general
solution would be to limit the number of authentication re-
quests which can be processed in a unit of time period. This
method can guarantee that the server is not overwhelmed by
DoS. But this could also delay a request. The implementation
of the schemes must take such tradeoffs into consideration.

4.3 Privacy in Authentication

Privacy achieved by the three schemes is different. First of
all, none of the schemes use explicit identification informa-
tion for authentication. They all use a series of cryptographic
materials in the handshake procedure. Besides these, all of the

following communication messages exchanged are encrypted
using the session keys. Moreover, a distinguished feature of
PRA is the higher level of anonymity it achieves. In PRA, the
cryptographic material(re-encryption key) is not included in
any of the authentication messages exchanged. Instead, the
car only uses the re-encryption key to respond to the chal-
lenge from the AP. The authentication request message only
contains a timestamp and a randomly chosen nonce, which
could be different for each request initiated.

Attackers may independently or collaboratively collect
and analyze authentication messages sent along the road.
They typically try to find the motion pattern of a car through
traffic analysis. There could be external attackers, or in-
sider attackers such as the APs themselves. In the proxy-
reencryption based authentication scheme PRA, no crypto-
graphic material is presented repeatedly. The random nonce
leaves no trace of which user is authenticating. Thus it
achieves a high level of untraceability. Nevertheless, when
the traffic on the road is sparse enough, even if there are no
repeated messages on the air, the attackers can still link au-
thentication messages together based on estimated speed and
distance apart the APs. An intuitive countermeasure is to
maintain a silent period randomly during which the car stops
authenticating with APs [17]. This method can effectively
thwart traffic analysis in such scenario, but at the cost of re-
duced data communication efficiency. The tradeoffs between
anonymity and data transmission performance always exist.

4.4 Revocation for Misbehaving APs

In case the SP finds out that an AP is misbehaving, it can
always revoke the authentication privilege by suspending the
periodic credential update. For DCA, the suspended AP can
no longer provide valid time-related certificate to the car. For
PA, suspended AP can not use stale pseudonym/secret point
pairs to negotiate common session keys with the car. For
PRA, the suspended AP can no longer answer the challenge
without updated re-encryption keys. This passive revocation
approach fits our authentication scenario perfectly, for it never
requires interaction between the SP and the car in order to
transfer revocation information. Also, suspension of a partic-
ular AP does not involve interaction with any other APs.

4.5 Authentication Efficiency

When time bound is a concern, the authentication delay
can be further reduced by piggyback. For DCA, the third
authentication message can be piggybacked to the first data
packet from the car to the AP. While for PA and PRA, af-
ter the second authentication message, the two communicat-
ing parties already possess all materials in order to construct
the session secret key. Therefore the data communication can
start immediately after the first two authentication messages.
With these mechanisms all three schemes achieve better per-
formance in authentication efficiency.



5 Conclusion

We address the privacy and the long latency problems in
the authentication procedure incurred when a vehicular net-
work user roams across APs and different domains. We pro-
pose to shift the paradigm of authentication that goes back to
home networks to a paradigm of authentication that performs
at the APs. This shift is based on more security requirements
at APs or local network access control severs behind APs. We
propose three authentication schemes all realizing the idea.
The schemes use different security primitives, namely, digital
certificate, key paring, and proxy re-encryption. They are de-
signed for preserving user’s privacy and they greatly reduce
the number of messages for authentication so to improve per-
formance. We further discuss the security and privacy prop-
erties when there are untrusted APs, untrusted users, external
eavesdroppers and traffic analysis attack. The schemes pro-
posed here, share the same security guarantees as supposed to
traditional AAA architecture with strengthened privacy and
reduced authentication time.
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