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Abstract—Exploiting unique wireless channel characteristics
like signal strength for secret key generation has been recently
studied by researchers. These schemes are lightweight and suitable
for resource constrained wearable devices. However, a major
drawback of existing schemes is that the successive channel
samples with small sampling interval will have high correlation
in time. This reduces the entropy and bit rate of keys. In this
paper, we present dual-link based Radio Frequency fingerprinting
solution – DLINK, which dynamically identifies the suitable
multipath link to generate secret keys with improved entropy
and bit rate in fast as well as slow fading channel conditions. We
conduct an extensive set of experiments with real sensor devices
mounted on subjects in multiple indoor environments. Our results
show that, DLINK reduces the correlation of successive channel
samples by 67%, and has 5 times higher bit rate, and improved
entropy in all channel conditions compared to existing solutions.

Keywords—Wearable devices, Secret key generation, Body Area
Networks.

I. INTRODUCTION

In recent years, using tiny wearable devices for remote
health monitoring and fitness/sports applications is increasing
rapidly. A latest report based on market study has predicted that
the wearable technology will reach $ 1.6 trillion business in the
near future [2]. The devices like FitBit Flex, Nike+ Fuel band
measure the person’s physiological data, monitor activity and
sleep quality, and sync wirelessly to the personal devices/base
station (BS). The BS can then upload this data to a cloud
based database to facilitate access by the hospital authority
or caretakers for timely treatment. Securing the wireless link
between wearable device and the BS is very important as the
sensitive health related data transmitted is vulnerable to many
types of attacks like eavesdropping, tampering the data e.t.c..
The secret keys used by these devices to encrypt the data must
be generated dynamically and renewed periodically in order to
provide robust security [1]. Key generation mechanisms used
in high end systems e.g., Diffie-Hellman, are not feasible for
wearable devices which are miniature and severely resource
constrained. The security mechanisms for these types of de-
vices should be extremely lightweight.

Recent studies have shown that the fading characteristics
of wireless channel between two devices, e.g., received signal
strength indicator (RSSI), can be leveraged to extract shared
secret keys [10]. Wireless medium has a unique property that
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the channel characteristics/samples measured between two de-
vices by exchanging a pair of probe packets in quick succession
within a few milli seconds, will be nearly the same. The
channel variation observed by these two parties by exchanging
multiple such packets over a period of time will be highly
correlated, which can be used for extracting the secret bits. In
contrast, for an adversary located away from legitimate devices
at a distance more than half the wavelength of radio signal
being used, the channel measurements from overheard packets
will be entirely different. The multi-path fading and attenuation
factors alter the signal characteristics, and hence the adversary
cannot extract the same bits as the two legitimate parties [9].

The important evaluation metrics used for measuring the
performance of a key generation scheme are secret bit rate
(measured in bps), which explains the number of bits extracted
per second, and entropy (measured in bits), which is the mea-
sure of randomness of the secret bits. The existing secret key
generation mechanisms for wearable devices based on RSSI
are suitable only in case of fast fading channel caused during
high mobility scenarios, e.g., walking. However, when there
is a slow decaying channel, i.e., in the absence of sufficient
body movement, the successive channel samples collected by
the device cannot produce distinct and statistically independent
bits, and produce low bit rate and low entropy keys [16], which
poses a serious security threat.

In this work, we propose an RSSI based Radio Fre-
quency (RF) fingerprinting scheme, a.k.a., secret key gen-
eration scheme based on dual-antennas architecture which
dynamically identifies suitable multipath links with sufficient
fluctuation connecting the BS and body-worn device. This
improves entropy and bit rate in fast as well as slow fading
channel. More than one antenna is commonly used in high end
systems like WiFi with multiple input multiple output (MIMO)
for better performance. However, using multiple antennas for
security on resource constrained devices used in wearable
applications is challenging and is not studied in the literature.

Our contributions are:

• We present theoretical analysis of the correlation of (i)
channel samples captured by the BS and body-worn
device D, and (ii) the successive channel samples at
each party, in indoor mobile environments.

• We propose DLINK, dual-antennas based architecture,
and demonstrate experimentally that our solution re-
duces the correlation of successive channel samples
captured at the device by 67% compared to prior work.
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• We propose a novel dynamic link identification and
bit extraction technique to generate secret keys with
high entropy and improved bit rate in fast as well
as slow fading environments. Our results reveal that
DLINK’s secrecy capacity is increased by 5 times
when compared to existing schemes.

To the best of our knowledge, the work presented in this
paper is the first one to propose dual-antennas based RF
fingerprinting scheme (for session key generation in indoor
mobile environments) on tiny sensor platforms suitable for
Body Area Networks (BAN). The rest of the paper is organized
as follows: Section II gives brief overview of existing literature.
Section III describes our assumptions, adversary model and
channel model. The implementation details and experimental
set-up are presented in Section IV. We provide the details of
our experimental study on decorrelating channel samples in
Section V. The protocol design is explained in Section VI. The
evaluation of proposed scheme is presented in Section VII, and
Section VIII concludes the paper.

II. RELATED WORK

RSSI based secret key generation mechanisms for BAN
have been studied in prior work. Authors in [5] have used
filtering to reduce the discrepancy between the channel samples
at two ends and have proposed a scheme to extract approxi-
mately matching keys without using reconciliation methods.
However, efficiency of the scheme is platform specific and
bit rate is too low (0.14 bps). In ASK-BAN [14], static
channel conditions are used for authentication and dynamic
channel conditions during body motion are used for secret key
generation. ASK-BAN has a maximum bit rate of 8.03 bps
during body motion, and has a low bit rate and low entropy
in slow fading channel conditions. In [16], researchers have
studied the effect of channel hopping on key entropy in fast
and slow fading channels. However, the work does not suggest
a scheme suitable for practical applications. A limitation of
this approach is that, synchronizing the channel hopping at two
devices is difficult which leads to lots of packet losses. Since
over-the-air packet exchange consumes more power/battery, it
is an overhead for resource constrained devices of BAN. Also,
fixed channel hopping strategies are not suitable for security
in practical applications.

To the best of our knowledge, the most recent protocols
SeAK [7] and iARC [12, 13] are the only BAN protocols in
the literature which employ dual-antennas. In SeAK, authors
use distance bounding protocol to authenticate a new wearable
device with an existing BAN. It also generates a secret key
which can be used later during communication. Nevertheless,
the same mechanism cannot be used for session key renewal.
The scheme works only for specific distance, e.g., < 15 cm. In
iARC, authors have investigated the feasibility of generating
secret keys for body-worn devices in static channel cases,
and proposed a mechanism for inducing artificial channel
randomness.

RSSI based key generation mechanism for WiFi devices
with MIMO capability has been studied only in MAKE [18].
In this work, authors have used WiFi devices equipped with
3 antennas for channel sampling in mobile environments. A
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Fig. 1: DLINK dynamically identifies the suitable multipath
link with enough fluctuation for secret key generation.

static node sends probe packet using one of its antennas and
the mobile node receives the packet on all the 3 antennas si-
multaneously and records RSSI. Mobile node sends a response
packet using one of its antennas which is captured by all the 3
antennas of static node. Different transmit-receive antenna pairs
are used for each channel probing in a round robin fashion.

Our proposed solution is different than the existing ones
for the following reasons: Prior work [5, 14] in BAN have
been proposed for devices with single antenna. Our scheme
is the first BAN protocol which employs dual-antennas on
resource constrained devices to improve key rate and entropy
in indoor mobile environments. As compared to MAKE, in our
system, only one of the devices, i.e., the BS has the feature
of dual-antennas, whereas tiny body-worn device has single
antenna which is suitable for commercially available off-the-
shelf sensor devices. It is important to note that, in our design,
the BS is a non-MIMO sensor platform, i.e., only one of the
antennas is used for packet transmission and reception at any
time.

III. SYSTEM MODEL

A. Assumptions and adversary model

Our system model consists of one body-worn device (D)
and a BS as shown in Fig. 1. We assume the BS to be off-
body and placed at a fixed location in the room. The BS has the
feature of dual-antennas and alternately switches its antennas
during channel sampling (i.e., packet exchanges), whereas D
has a single antenna. The main focus of our protocol is renewal
of session keys, as authentication can be addressed by existing
schemes [7, 14].

Similar to prior work in physical layer security, we consider
multiple passive eavesdroppers which are equipped with either

330



single or dual-antennas 1. All the adversaries are off-body and
static. Adversaries can listen to all the communication between
the BS and D, and know the bit extraction algorithm. We
assume that the eavesdroppers are not located very close to
the BS and D, and are present at a distance of atleast a few
multiples of the wavelength (λ = 12.5 cm for 2.4 GHz) of
carrier signal being used.

B. Channel model

In this section, we present our channel model and theoreti-
cal analysis of the correlation of channel samples captured by
the BS and D when (i) one antenna is used on the BS, and (ii)
two spatially separated antennas are used on the BS.

Wireless signals propagating in multipath fading environ-
ment are attenuated by the following factors [15]:
(i) Path loss
(ii) Shadowing or large-scale propagation effects
(iii) Multipath fading or small-scale propagation effects.

In a typical indoor environment, for human activities in-
volving body movement, the path loss and shadowing com-
ponents cause slow changes in the wireless link signal over a
number of packet transmissions. However, the multipath fading
causes rapid signal variation whenever the device/node changes
its position.

We consider Rayleigh fading model for modeling the indoor
environment with multipath effects [6]. In Rayleigh fading, the
spatial correlation of channel characteristics with respect to
distance can be represented as

ρ = J0(2πd/λ) (1)

where J0 is the zeroth order Bessel function of first kind, d is
the spatial distance (from a reference point, e.g., a receiving
antenna), and λ is the wavelength [6, 17]. The fading process
associated with wireless channel decorrelates rapidly with
distance in a rich scattering environment [17]. In particular,
the correlation drops to nearly 0.5, i.e., 50% reduction in the
correlation can be observed at a distance d = 0.25λ, which
has been studied by other researchers also [9]. The correlation
decreases further by increasing the distance d. Thus, in an
indoor environment, the wireless signal characteristics will
be entirely different at various locations. Unlike the existing
schemes which rely on the channel samples observed at a
single location (on the BS), our proposed scheme employs
dual-antennas (separated by a distance > λ/2) at the BS, which
helps to sample the channel at two different locations, and thus
reduces the correlation of successive channel samples captured
on two antennas by atleast 50%. A more detailed experimental
study on this is presented in Section V.

Let us analyze the correlation between wireless channel
characteristics observed by two communicating parties using
same transmitter-receiver antenna pair. Let h denote the chan-
nel parameter of interest, i.e., the received signal strength
(RSS), and h(t) its value at t. In order to estimate h, both the BS
and D have to exchange known probe-response packets. Let h1

1In oder to protect from active attackers with directional antennas, collusion
attack, man-in-the-middle (MITM) attack, and jamming, the methods described
in [10, 14] can be employed along with DLINK.

and h2 be the channel parameters of interest between the BS
and D when the BS uses antenna 1 and antenna 2 respectively
for packet exchanges as shown in Fig. 1. The channel estimate
ĥ of h (i.e., RSSI in our case) can be computed by both the
parties by using received signal. Due to reciprocity property of
wireless channel [6], the channel state between the BS and D
will be same at a given instant of time. Because of the half-
duplex nature of practical radios, D must wait until the probe
packet from the BS is received before transmitting a response
packet, and vice-versa. The channel parameter h varies slightly
between probe-response packet exchanges and can be modeled
by a probability distribution. The received signals at D and
antenna 1 of the BS, i.e., rd(t) and rbs(t), for successive probe-
response packet exchange can be represented as:

rd(t1) = p(t1)h1(t1) + nd(t1) (2)
rbs(t2) = q(t2)h1(t2) + nbs(t2) (3)

where t1 is the time instant at which D receives probe packet
p(t), t2 is the time instant at which the BS receives response
packet q(t), and nd, nbs are the independent noise processes
at D and the BS respectively. After successful packet exchange
on antenna 1, the BS switches its antenna for the next pair of
packet exchange. Thus, the received signals at D and antenna
2 of the BS are given by:

rd(t3) = p(t3)h2(t3) + nd(t3) (4)
rbs(t4) = q(t4)h2(t4) + nbs(t4). (5)

Both the parties can then compute estimate of h, i.e., ĥ
from Eq. (2) and Eq. (3) as:

ĥ1d = h1(t1) + zd(t1) (6)
ĥ1bs = h1(t2) + zbs(t2) (7)

where zd and zbs are the noise terms added due to nd and nbs
after applying the function which computes ĥ. The estimates
ĥ1d and ĥ1bs may not be identical because of the time lag
and the independent noise added. However, the estimates can
be highly correlated if the BS and D exchange probe-response
packets at a faster rate within the channel Coherence time (τ )
(i.e., t2 − t1 < τ ), which is typically a few milliseconds de-
pending on the node mobility. Suppose the BS and D exchange
n probe-responses on antenna 1, then they can generate the
sequence of channel estimates given by:

ĥ1d = {ĥ1d[1], ĥ1d[2], ĥ1d[3] . . . ĥ1d[n]} (8)

ĥ1bs = {ĥ1bs[1], ĥ1bs[2], ĥ1bs[3] . . . ĥ1bs[n]}. (9)

Similarly, the channel estimates for packets exchanged
using antenna 2 of the BS are given by:

ĥ2d = h2(t3) + zd(t3) (10)
ĥ2bs = h2(t4) + zbs(t4) (11)

and the sequence of estimates for m probe-response exchanges
on antenna 2 of the BS can be represented as:

ĥ2d = {ĥ2d[1], ĥ2d[2], ĥ2d[3] . . . ĥ2d[m]} (12)

ĥ2bs = {ĥ2bs[1], ĥ2bs[2], ĥ2bs[3] . . . ĥ2bs[m]}. (13)
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(a) Base station

(b) Body-worn device

Fig. 2: Experimental set-up: The BS was placed at a fixed
location in indoor environment, whereas the body-worn device
D was placed on the subject’s right arm.

Due to reciprocity, the sequence of estimates ĥ1d will be
highly correlated to ĥ1bs. Similarly, ĥ2d and ĥ2bs will have
strong correlation as they are captured within channel coher-
ence time using the same transmitter-receiver antenna pair.
However, as per the model discussed above (i.e., the correlation
in Rayleigh fading), the sequence of channel estimates at the
BS and D which use antenna 1 of the BS will be decorrelated
with those collected at the two parties using antenna 2 of
the BS when the antennas of the BS are separated by > λ/2
distance, i.e., the estimates ĥ1d will be decorrelated to ĥ2d and
statistically independent of each other. Likewise, ĥ1bs and will
be decorrelated to ĥ2bs.

IV. IMPLEMENTATION AND EXPERIMENTAL SET-UP

We have used Opal sensor platform [8] with two external
identical omni-directional antennas for the BS. Iris mote with
single antenna, one of the commercially available off-the-shelf
sensor platform was used for the body-worn device (D). Fig. 2
shows both the platforms used for our prototype. We have used
TinyOS [4] environment to implement our system. Both the
BS and D were programmed to execute the protocol described
in Section V-A for channel sampling. In order to select a
particular antenna for packet exchanges on the BS, we have
incorporated the low-level device driver changes to TinyOS
stack as suggested in [7].

In all our experiments, nodes acting as eavesdroppers (E1,
E2 and E3) were placed at different locations. An Opal board
having dual-antennas was used as E1, whereas Iris motes
were used for programming E2 and E3. The receiver diversity
algorithm was enabled on E1 to enable best packet reception.
All the eavesdroppers were also programmed to perform bit
extraction similar to the BS and D. All the devices were
operating in 2.4 GHz frequency band. We have selected the
above sensor platforms for our prototype as they are compatible

Fig. 3: Indoor environment used for experiments.

with the actual wearable sensor devices operating in 2.4 GHz,
e.g., SensiumVitals patch (disposable wireless sensor) [3].

We have conducted an extensive set of experiments by
involving two subjects, one male and one female, in a large
room with multiple cubicles as shown in Fig. 3. There were
3-4 people other than the subjects sitting in different cubicles or
walking in the room, similar to the normal office environment.
Separate set of experiments were conducted for different user
activity scenarios. For high mobility scenario, the subject was
walking at a normal speed (≈ 1 m/s), and for the low mobility
scenario, the subject was sitting in a cubicle and working with a
PC/laptop without much body movement, occasionally getting
up and walking in the room. Additionally, the low mobility
case experiments were repeated for subject sitting at different
cubicle locations (P1 to P3) in the room (Fig. 3).

For each mobility case (i.e., high and low), experiments
were conducted by varying the distance between two antennas
of the BS, namely, for d = 1, 5, 10, 20 and 30 cm. The inter-
packet interval t was set as 100 ms. Each experiment was
conducted for about 10-15 minutes. All the experiments were
repeated for two subjects.

V. DECORRELATING THE CHANNEL SAMPLES

Before applying any processing technique to the RSSI
samples for key extraction, the first important step is to ensure
that the captured RSSI samples corresponding to two antennas
of the BS are highly distinct and decorrelated. This is required
to extract keys with high entropy and good bit rate. In this
section we study the correlation of channel samples with
respect to the spatial separation of antennas on the BS for
different user activity scenarios.

A. Channel sampling

This is the stage in which both D and the BS exchange
a number of packets and measure the channel characteristics.
Following is the sequence of operations followed by the BS
and D for channel sampling

1) The BS sends periodic probe packets to D at an
interval of t ms. The BS inserts ‘packet index’ and
‘antenna number’ in the payload of probe packet.
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Fig. 5: The correlation of channel characteristics corresponding
to two antennas of the BS for different user activity cases
decreases with increasing distance d between the antennas.

2) The BS selects one of its antennas for transmitting
a probe packet and receiving corresponding response
packet from D.

3) After receiving the probe packet, D measures the
RSSI and sends a response packet immediately by
appending the index and antenna number of the
received probe packet in the payload.

4) Upon receiving the probe response, the BS measures
RSSI and checks if the index of the probe response
matches with its own index. If the index matches,
then its value is incremented by one. The new index
is used for next probe transmission.

5) If the BS does not receive any probe response from
D within the timeout interval (e.g., 10 ms), it re-
transmits the probe packet with same index.

6) The BS switches its antenna for next probe packet
exchange.

7) The BS and D exchange a total of N probes (probe
and its response packets) where N is the configurable
parameter in the algorithm.

After channel sampling, the BS and D will have set of RSSI
values which can be processed further for bit extraction.

B. Understanding the correlation

In this section we study the correlation of channel samples
collected by the BS and D for different experimental scenarios
described in Section IV.

First, let us consider the channel samples at the BS. Fig. 4
shows the RSSI samples captured by antenna 1 and antenna 2
of the BS for d = 30 cm and t = 100 ms in one of the high
mobility scenarios. It can be observed that the channel samples

on antenna 1 and antenna 2 are distinct and independent of
each other. In other words, we can say that the samples on
two antennas do not have correlation. In order to quantify
the correlation of channel samples, we use Pearson correlation
coefficient (r), a well known statistical method to calculate
correlation of two variables, given by the following equation:

r =

∑n
i=1(Xi − X̄)(Yi − Ȳ )√∑n

i=1(Xi − X̄)2
√∑n

i=1(Yi − Ȳ )2
. (14)

The coefficient r returns a value in the range [-1, 1], i.e., 1
if the two sets X and Y are perfectly correlated, -1 if the sets
are anti-correlated, and 0 if there is no correlation. We consider
the sets X and Y to be the RSSI samples collected by the BS
on its antenna 1 and antenna 2 respectively.

Researchers in [16] have experimentally verified and re-
ported that the correlation of successive channel samples
collected by single antenna devices when operating in a single
channel (i.e, channel 26) on 2.4 GHz is≈0.78, and have studied
different channel hopping schemes to decorrelate successive
samples. The authors were able to minimize the correlation up
to 0.44 for a particular channel hopping order. However, they
mention that the correlation cannot be reduced further (to 0)
even by employing maximum channel spacing. We consider
these results as the benchmark to measure the performance of
our system.

Fig. 5 shows the correlation coefficient r calculated for the
data collected in our experiments. For high mobility cases, a
very high correlation (0.714 to 0.829) can be observed when
the distance between two antennas is 1 cm. As the distance
d is increased, the correlation drops dramatically by 43%
for d = 10 cm (0.282 to 0.406), after this distance, the value
decreases gradually. The lowest correlation observed is from
0.103 to 0.194 for d = 30 cm, which is a drastic reduction
by nearly 62.5%. Similar trend in the reduction of correlation
is observed for low mobility cases also. The correlation in low
mobility cases is more compared to that for high mobility cases
for all d. This is justifiable as the channel fading is dependent
on how fast the node is moving [6]. Rapid body movements
in high mobility cases result in quick channel fading, whereas
in low mobility scenarios, the channel fades slowly. We are the
first to investigate this effect practically in the unique context
of BANs.

Our observations show similar behavior as the channel
model we have discussed in Section III-B (recall that the
correlation of channel characteristics decreases by ≈50% at
a distance of 0.25λ from a reference point). Theoretically, the
rate at which the channel varies is represented by Doppler fre-
quency (fd), and the duration for which the channel condition
is stable is represented by Coherence time (τ ). The fd and τ
for typical indoor environments in 2.4 GHz with the velocity
(v) of mobile device = 1 m/s, (assuming the devices with single
antenna) is given by the following equations:

fd =
v

λ
∼ 2.4× 109

3× 108
= 8Hz; τ =

1

fd
= 125ms. (15)

From Eq. (15) it can be concluded that, in order to
get successive samples which are almost independent, the
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samples must be separated in time by atleast a coherence
time interval. This implies that as τ ∝ 1/fd, sampling the
channel at a rate significantly greater than fd cannot possibly
produce random/uncorrelated samples [10]. This justifies the
high correlation observed between channel samples of antenna
1 and antenna 2 for d = 1 cm in Fig. 5, where the channel
is sampled at two points very close to each other (< 0.5λ)
in quick succession. With increasing distance d, though the
sampling frequency is smaller than τ , as the channel is sampled
at two different points (at the BS) spatially separated by
> 0.5λ, the correlation observed is smaller. The above analysis
given for samples of the BS holds good for the channel samples
collected at D also.

Based on the above discussion, our proposed dual-link
based solution rapidly decreases the correlation of successive
samples by approximately 67% compared to the prior work
[16], even when operating in the same channel. Thus, DLINK
helps to extract secret keys with high entropy and good bit rate.
It should be noted that, we do not consider the static channel
case, i.e., stationary devices in this work, as our model is not
applicable for such scenarios. Investigating the static channel
conditions is a separate problem to be addressed.

VI. DLINK PROTOCOL

In this section, we present our protocol for RF fingerprint-
ing. Channel sampling is the first step in key establishment.
After channel sampling, the BS and D extract secret bits
from the RSSI samples collected by performing filtering and
quantization process as explained in following sub-sections.

A. Filtering

The small scale fading and noise components affect the
signal characteristics, especially in case of slow changing
channel, which may lead to a discrepancy in the channel
measurements at both the parties. In order to minimize this
error, we apply Savitzky-Golay filter to the RSSI samples
collected at the BS and D before quantization. The cut-off
frequency of the filter can be determined by the following
equation

fcut−off ≈
(K + 1)

1.6F − 3.6
. (16)

We select 5th order polynomial (K = 5) and window size
(F) as 11 for the filter parameters, similar to prior work. Fig. 6a
shows RSSI samples collected at the BS (antenna 1) and D
from one of our experimental traces. The filtered samples,
also called as low frequency component are shown in Fig. 6b.
Fig. 6c shows corresponding high frequency component of
the samples, which is obtained by subtracting low frequency
component from the unfiltered signal.

B. Identifying the activity region for bit extraction

Let us first consider low mobility scenario in order to
understand activity region selection and its significance. In
low mobility cases, the channel characteristics exhibit very
low fluctuation and noise components can cause bit mismatch
at both the ends. To overcome this, we dynamically identify
the activity region with sufficient energy, i.e., set of RSSI
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Fig. 6: Filtering technique is applied to RSSI samples to
decompose into low and high frequency components.

samples suitable for the generation of keys. We measure the
RMS energy (in dB) of high frequency component of the
samples (obtained by filtering) by considering non overlapping
successive blocks of 10 samples each. Fig. 7a and 7b show
the filtered RSSI samples (i.e., low frequency component)
and RMS values calculated for corresponding high frequency
component (with block size = 10 samples) respectively for one
of the low mobility scenarios. It can be observed that sufficient
variation in low frequency component (shaded part in Fig. 7a)
results in high energy in the high frequency component, which
in turn yields high RMS values (Fig. 7b). Thus, we can detect
the channel variation easily by observing the changes in RMS
values. In order to ensure that there is sufficient channel
variation, we set a particular threshold for the RMS values.
Only the regions of low frequency component corresponding
to RMS > threshold are selected. Fig. 7a shows dynamically
selected regions of filtered samples for RMS threshold of
1 dB. The RSSI samples of selected regions are processed by
quantizer for bit extraction.

In our protocol, RMS based region selection is applied to
both low and high mobility cases. However, in case of high
mobility, the channel variation shows sufficient randomness
and high amplitude as shown in Fig. 6a. As a result, higher
number of activity regions (or sometimes all the samples) will
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Fig. 8: Secret bit extraction mechanism: The RSSI samples selected based on the dynamic region selection are quantized to
extract secret bits.
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Fig. 7: An example of identifying the activity region based on
RMS threshold in a very low mobility case.

be selected for bit extraction compared to low mobility case.

C. Quantization and key generation

We have employed the quantization scheme used in [5, 10]
with moving window size W = 5 and scaling factor α = 0.5
for our analysis. In order to generate the bits, two thresholds
q+ and q− are calculated as follows:

q+ = µ+ α ∗ σ; q− = µ− α ∗ σ (17)

where µ and σ are the mean and standard deviation of RSSI
samples in a particular window selected respectively. The RSSI
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Fig. 9: Secret bit extraction in a window of W = 5 samples.

samples > q+ are encoded as bit 1, and samples < q− are
encoded as bit 0.

We perform filtering, identifying activity region, and bit
extraction for the samples captured on antenna 1 of the BS
and D. The same steps are repeated for samples collected on
antenna 2 of the BS and D. At the end of this process, two
separate bit streams K1 and K2 are extracted from the samples
corresponding to antenna 1 and antenna 2 of the BS. The final
key K is thus obtained by interleaving the two bit streams in
time domain as given below:

K = K1 ||| K2. (18)

Once the key K is extracted at both the ends, there may be
some bit mismatches due to noise or multipath effects. This is
because the samples discarded during quantization at one end
may be different than those at the other end. To increase bit
agreement, the BS and D exchange their sequence of packet
indexes. Only the bits corresponding to common packet indexes
are retained by both the parties to get final key.
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Fig. 11: Performance of key generation with d = 30 cm spacing between antennas of the BS. The bit agreement improves as the
RMS threshold is increased in both high and low mobility cases.

The bit extraction is explained clearly in Fig. 8, by consid-
ering the RSSI samples captured by the BS in one of the low
mobility cases. Fig. 8a and Fig. 8b show filtered RSSI samples
captured by antenna 1 and antenna 2 and dynamic regions
selected for key generation. Fig. 9 shows the bit generation
in a single window (W) with 5 RSSI samples captured on
antenna 1 of the BS (selected window W in Fig. 8a). From
Fig. 8a and Fig. 8b, it can be observed that, the two link
characteristics corresponding to antenna 1 and antenna 2 show
different behavior (due to multipath effects) and result in two
different bit strings K1 and K2. The final key K is then
obtained by interleaving the two strings in time domain.

In this section, we have shown the bit extraction in case of
low mobility only as it is clear to understand. It should be noted
that, the samples outside the shaded area in Fig. 8b and Fig. 8c
are discarded, which reduces the bit rate in low mobility case.
In case of high mobility, the channel samples corresponding to
two antennas of the BS will have sufficient random fluctuation
and yield more secret bits in K1 and K2, which improves the
total bit rate. Thus, the bit rate depends on user mobility which
produce quick changes in multipath components of the signal.

VII. EVALUATION AND RESULTS

In this section, we evaluate the performance of our proposed
protocol in different indoor environments and user activities.
We consider the RSSI traces captured during the experiments
described in Section IV for the analysis of key generation. Ad-
ditionally, we have repeated the high mobility case experiments

for d = 30 cm in another two indoor environments for two
subjects, namely, in a busy corridor surrounding two lifts, and a
long quiet corridor. In all the experiments, static eavesdroppers
E1, E2 and E3 were placed at different locations.

We provide the detailed analysis of the traces captured for
d = 30 cm, as this setting decorrelates the samples to yield
high quality keys. Let us consider Fig. 10 which shows the
RSSI samples captured by all the parties in one of the high
mobility case. It can be observed that, the eavesdropper E1
equipped with dual-antennas and placed close to the BS was
able to capture almost all the packets exchanged between the
BS and D, whereas E2 and E3 missed some of the packets
due to multipath effects as they had single antenna and were
placed at other locations away from legitimate devices. It can
be observed that the RSSI samples captured by eavesdroppers
have no correlation with those of the BS and D. Fig. 11
shows the performance of DLINK for d = 30 cm. For both
high and low mobility cases, setting the RMS threshold of 1
dB is sufficient to yield keys with 98.5-99.43% bit agreement
between the BS and D as shown in Fig. 11a and Fig. 11b. A
threshold of 2 dB results in 99.99-100% bit agreement. From
Fig. 12, it can be observed that, in any mobility case, the
bit rate decreases as the RMS threshold increases. From our
observations we conclude that, setting a 1dB threshold is suf-
ficient in many applications, whereas for achieving better key
match, higher values of threshold are recommended. Fig. 13
depicts the entropy or randomness of the key bits generated
for different distances d in various user activity conditions.
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We have verified the randomness of the keys generated by
our protocol using NIST [11] entropy test. Antenna spacing
of 10 cm is sufficient for normal applications which yields
entropy in the range of 0.94-0.97, whereas for more than 20
cm antenna spacing, the entropy achieved was 0.9 to 0.99. For
t = 20 ms and d = 30 cm, the maximum bit rate achieved
by DLINK in high mobility cases was about 44.32 bps, i.e.,
DLINK generates a 128 bit key in 2.88 s, which is nearly
5 times faster compared to the most recent scheme [14]. For
high mobility cases, the performance of DLINK in all three
different indoor environments was nearly the same. Though the
bit rate observed in low mobility cases is less than that in high
mobility cases, the rate achieved is comparatively more than
the prior work as it combines the bit strings generated from
independent samples captured corresponding to two antennas
of the BS. Though our protocol employs dual-antennas, the
power consumption of the BS is same as single antenna systems
since only one of the antennas is used at any time for packet
exchanges. Thus, DLINK is lightweight, efficient and suitable
for practical applications.

VIII. CONCLUSION

In this paper, we have presented the theoretical analysis
of correlation of channel characteristics in multipath fading
indoor environments and proposed our scheme DLINK based
on dual-antennas, which dynamically identifies the channel
links with sufficient fluctuation for secret key generation. We
have conducted an extensive set of experiments in various
indoor environments. Our results reveal that DLINK has overall
better performance, viz., as compared to existing work, DLINK
decorrelates successive channel samples by 67% and has high
bit rate (5 times more secrecy capacity) and entropy in slow as
well as fast fading channels. In our future work, we intend to

improve the performance and bit rate of DLINK by employing
more than 2 antennas on the BS. In addition, we would like
to investigate the key generation for WBAN devices having
dual/multi antennas by employing smart wearable antennas,
e.g., strip antennas, micro strip antennas, and patch antennas.
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