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Abstract—Reconfigurable intelligent surface (RIS) has been
shown as a promising technique to increase the channel ran-
domness for secret key generation (SKG) in low-entropy channels
(e.g., static or line-of-sight (LoS)), without small-scale fading. In
this letter, we show that even with the aid of RIS, collaborative
eavesdroppers (Eves) can still estimate the legitimate Alice-
Bob channel and erode their secret key rates (SKRs), since
the RIS induced randomness is also reflected in the Eves’
observations. Conditioned on Eves’ observations, if the entropy
of RIS-combined legitimate channel is zero, Eves are able to
estimate it and its secret key. Leveraging this, we design a multi-
Eve scheme against the RIS-secured LoS dominated scenarios,
by using the multiple Eves’ observations to reconstruct the RIS-
combined legitimate channel. We further deduce a closed-form
secret key leakage rate under our designed multi-Eve scheme,
and demonstrate the results via simulations.

Index Terms—Physical layer secret key, reconfigurable intel-
ligent surface, eavesdropping, static channel, wireless communi-
cations.

I. INTRODUCTION

Recent advances in reconfigurable intelligent surface (RIS)
have been proved to significantly improve the wireless com-
munication performances, and thereby motivated a plethora
of applications in civilian and commercial domains. The
introduction of RIS also provides an extra free-of-domain
to increase the physical layer security (PLS) for wireless
communication systems [1]. Related studies are categorized as
key-less PLS [2]-[6] and physical layer secret key generation
(PL-SKG) [7]-[11].

Key-less PLS leverages the superiority of the legitimate
channels over the wiretap ones, by optimizing the key vari-
ables (e.g., RIS phases, beamforming vector, and trajectory
of mobile legitimate nodes) to maximize the secrecy rate [3]-
[6]. One challenge is that there is no guarantee of an existence
of feasible solutions, if the eavesdroppers’ (Eves’) receiving
beamforming vectors span for the full space, or other complex
mission-layer constraints (e.g., avoiding obstacles) are added.

The second family is PL-SKG, which exploits random and
reciprocal channel properties to generate secret key between
legitimate nodes. In high entropy channel with rich small-
scale scattering induced randomness (as shown by Fig. 1),
robust PL-SKG can be guaranteed, and is able to prevent
eavesdropping if Eves are half-wavelength away from the
legitimate nodes [7]-[11].
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Fig. 1. Categories of current PL-SKG researches.

When it comes to the low-entropy scenarios where small-
scale fading of legitimate channels is lack, e.g., static or line-
of-sight (LoS) channels (as shown by Fig. 1), the physical
layer secret key is easily decoded due to the lack of random-
ness [12]. To address this challenge, RIS has been deployed
to generate channel randomness via reflective elements [13]-
[18]. To be specific, by randomly assigning an RIS phase for
each legitimate channel estimation round, the reciprocal ran-
domness of legitimate channels can be artificially generated,
enabling the shared key generation. However, most studies
of the RIS-secured PL-SKG overlook that the RIS random
phase is also contained in the Eves’ received signals, which if
properly utilized, will decrease the secret key rate (SKR). The
work in [19] provides a collaborative eavesdropping scheme
attacking RIS-secured static channel, but (i) [19] did not
analyze the information theory behind their design (e.g., the
secret key rate), and (ii) the required number of collaborative
Eves is larger than the RIS elements (e.g., 102 [20]), which
is infeasible in practice. A thorough comparison with [19] is
performed in Simulation section.

In this work, we show an eavesdropping threat for RIS-
secured PL-SKG from information theory aspect: Conditioned
on Eves’ received signals (observations) that contain the RIS
random phase, if the entropy of RIS-combined legitimate
channel is zero, Eves are able to estimate it and the secret
key. Leveraging this, we design a multi-Eve scheme against the
RIS-secured SKG in LoS-dominated scenarios, which exploits
the multi-Eve path diversity to reconstruct the RIS-combined
legitimate channel. We further deduce a closed-form secret key
leakage rate under our designed multi-Eve scheme. Finally, we
perform simulations to verify our design.

In this work, we use non-bold letters to represent scalars,
bold lower-case letters for vectors, and bold capital letters for
matrices. We use ||-||o and ||-||2 to denote lo-norm and /2-norm.
We use diag(-) to diagonalize a vector, and det(-) to compute
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the determinant. The matrix transpose, conjugate transpose,
and element-wise conjugate operators are (-)7, (-)¥, and (-)*.
I(-,-) is mutual information and H (-) is information entropy.

II. RIS-SECURED LOS CHANNEL MODEL

In this work, we consider an RIS-secured LoS-dominated
Alice-Bob model. The legitimate Alice and Bob (with single-
antenna) aim to generate secret key relying on the reciprocal
channel between them. Here, we assume that the direct chan-
nels between Alice and Bob are LoS-dominated, and hence
an RIS (an uniform planar array with M € N* elements) is
deployed to generate the randomness by randomly shifting its
reflecting phases [14]-[17].

The PL-SKG is realized by repeating the channel estimation
round throughout the whole coherent time [14]. In each chan-
nel estimation round, RIS generates a random phase vector,
ie., w=[exp(jb1),--- ,exp(j0rr)] with 0, ~ U0, 27), m €
{1,---, M}, which remains unchanged during this round, but
will change independently for next round [14]. Each channel
estimation round includes an odd and an even time-slot. In
the odd time-slot, Alice sends pilot uy € CL*1 and Bob
receives y 5. Then in even time-slot, Bob sends pilot sequence
up € CIX! and the received signal at Alice is y4. The
expressions of y4 and yp are:

va = (hpa+hgra-diag(w) -hpgr) -upg +€4.
yB = (hap +hpp - diag(w) -hag) - ua +€p

In Eq. (1), hag,hpa € C, hag,hpr € CM*! and
hra,hrp € C*M are the direct LoS-dominated channels
from Alice to Bob, Bob to Alice, Alice to RIS, Bob to RIS,
RIS to Alice and RIS to Bob, respectively. The expressions
of these direct channels are detailed in the Simulation section.
€4 and ep are the complex Gaussian noises, i.€., €4,€p ~
CN(0,20%1;) where Iy, is the identity matrix of size L x L.

The RIS-combined legitimate channel is estimated by Alice
and Bob as:
ha=ulya/|up|3=(hga +hga - diag(w)-hpg) +éa
hp =ulyp/|[ual = (hap + hgp - diag(w) - hag) + éé:)
where €4~  CN(0,20%/|ug||3) and ép  ~
CN(0,202%/|[ual|3) are the estimation errors. Then, the
shared secret key can be generated by the small-scale
scattering components in ha and hg.

It is seen from Egs. (1)-(2) that in the RIS-secured LoS-
dominated Alice and Bob scenarios, the randomness is only
from the RIS reflecting phase w, i.e.,

D

harp = hra - diag(w) -hpp. 3)

However, such an RIS induced randomness w is also contained
in the Eves’ received signals (observations). This thereby
enables the design of an eavesdropping scheme to reconstruct
the RIS-combined legitimate channel h 4, and its secret key.

III. MULTI-EAVESDROPPER SCHEME

In this section, we elaborate our design of an eavesdropping
scheme by S € NT single-antenna Eves (see Fig. 2). Before
we start, we list the assumptions as follows:

RIS with random phase w
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Fig. 2. Illustration of the RIS-secured LoS-dominated channel and our
designed multi-Eve scheme to estimate the RIS-combined legitimate channel.

o All the direct channels are LoS-dominated, and are esti-
mated by the LoS components, as one knows the positions
(with localization error).

o The positions of Alice, Bob and RIS are known to Eves.
These two assumptions are common in LoS-dominated scenar-
ios (e.g., open-area), where all the direct channels are LoS-
dominated, and the radar and camera techniques can be used to
locate the legitimate Alice and Bob. Then, the purpose of Eves
is to estimate the RIS-combined random legitimate channel
harp for secret key via their observations.

A. Theory of Eavesdropping Threat

For Eve s € {1,---,S}, the observations at odd and even
time-slot (sent by Alice and Bob respectively) are:

Zgodd) =(hag, + hgg, - diag(w) -hag) -us + Egodd)

2" = (hpp, + hpp, - diag(w) -hpg) -up + Egeven)4
4)
where hrp, € CYM  h,p hpp, € C are the LoS-
donimated direct channels from RIS to Eve s, Alice to
Eve s and Bob to Eve s, respectively. egOdd), (even)
CN(0,2021,) are the noise vectors at odd and even time slots.
In Eq. (4), we see that Eves’ observations contain the RIS
induced channel randomness w. This suggests that conditioned
on these observations, when the entropy of RIS-combined
legitimate channel is zero, then, Eves are able to reconstruct

it. We have following relations:

H (hBA + hARBlzgodd)’ deven)’ . ,Zg)dd)7 deven)>

(a) , | HrE - diag(har) ®
~H <hRAdwg(hBR) W |:HRE ~diag(hpr)| * )~ (05’)

where Hgp = [hil, ---hil; 7. In Eq. (5), (a) holds for (i)
high signal-to-noise ratio (SNR) of Eves’ observations, and
(ii) LoS and other static direct channels, i.e., H(hpa) = 0.
(b) holds if there exists a vector x € C'*2V satisfying:

Hpgpg - diag(hag)
Hrg - diag(hpr) |’

As such, Eqgs. (5)-(6) give a guideline to design eavesdrop-
ping scheme for RIS-secured LoS-dominated and other static
scenarios. The placement of S Eves should (i) ensure the
existence of x, and (ii) map the Eves’ observations to the
RIS-combined legitimate channel hpp.

hRAdiag(hBR) =X [ (6)



B. Design of Multi-Eve Scheme

Inspired by Eqgs. (5)-(6), we design the multi-Eve scheme.
Before the start, Eve data-centre virtually meshes the interested

area for S Eve deployment into a Ngig € N™ grid, and com-
(LoS)

putes the LoS channel from RIS to each nth gnd Le, hyp;’ €
C*M_ We denote Hyig = [(h%gsl)) , (h%gsli d)H}H.

Then, with the known of the Alice’s and Bob’s posmons,
Eve data-centre will select optimal .S grids as Eves’ positions,
which is implemented by the following three steps.

Step 1: Eve data-centre computes the LoS-dominated direct
channels h4r and hgp by their LoS components, i.e., h(LOS)
and h%;s), given the known of the positions of Alice, Bob
and RIS (see Eq. (19) in Simulation section).

Step 2: Eve data-centre selects a subset S C {1, - -, Nyria}
for the positions of S Eves. This is pursued by the compressed
sensing orthogonal matching pursuit (OMP) [21] of:

Hyiq - diag h( S)
Hgq - diag h(LOS)
t., [I%[lo =2S.

)

i (157)

From Eq. (7), S can be selected as:

S ={n|Z, #0,n < Nygia} | J{n — N|z, #0,n > Nyia},
(®)
where Z,, is the nth element of X. Then, Eve data-centre tells
S Eves to adjust their positions to S selected grids. By this
way, a small S (e.g., S < 10 in Fig. 4) is able to estimate the
RIS combined legitimate channel, which is feasible when the
number of RIS elements is large (e.g., M ~ 10% [20].)

Step 3: After gathered the observations
from S Eves, Eve data-centre stacks them as
T s RS L S
[( (eum)) o ( (eve")) ]H. Here, for each s € S, ¢

and ¢, (even)’ are:

C(odd) —-11A> ( (odd) _ hiigi),

ua) /a3

even even LoS
cerem = uff - (2l —nigpY - ug) [fus3.

where h' ;S) and h( OS) are computed by their LoS component.
Then, the RIS- combmed legitimate channel hsrp can be
estimated by the sub-vector of the non-zero elements in X,
denoted as x, and the stacked observations, i.e.,

. A C(Odd) ~
b =% | leveny | = harp +71W % e )

where n of size 1 x M is the deviation vector by taking x
into Eq 6). € VY [ (odd)’ . ’ggodd)7 geven)7 . ’Egven)]T’
with independent elements £** ~ CA(0,202/|lu4|2) and
glevem) CN(0,202/|lugl|3) is the stacked noise component.
As such, the designed multi-Eves can decode the secret key
via the reconstructed RIS-combined legitimate channel. The
computational complexity is measured via the number of mul-
tiplications, i.e., O(SM Ngig+LS), including (Ngiq+2)M for
step 1, 25 M Ngiq for the OMP in step 2, and 6L.5+2S for step
3. The designed multi-Eve scheme has a larger computational

complexity as opposed to the legitimate channel estimation at
Alice and Bob, i.e., O(SM Ngiq + LS) > O(L).

C. Secret Key Leakage Analysis

In this part, we analyze the secret key leakage rate of our
designed multi-Eve scheme, which is defined as I(hg;h4)
(or I(hg;hg)). We express I(hg;ha) via the information
entropy, i.e.,

I (ﬁE;BA) —H (hE) +H (EA) —H (iLE, BA) .
To compute Eq. (10), we need to derive the probability

distribution of hg and h 4, and also their correlation.
We firstly compute the distribution of legitimate channel:

harp ~ CN(0,2:%). (11)

where 12 2 ||hga - diag(hgr)||2/2. The reason of using a

complex Gaussian distribution is central limit theorem, given

the large number of RIS elements (e.g., M ~ 102). The mean

and variance are computed given the distribution of w.
Then, according to Eq. (2) and Eq. (9), we have:

(10)

2

[, o] ~CN ([thO] ) hE) (12)
2102 lupl 2+ w2
i ahs :[ 2wt )2 2 22| (13)

where 2}1,4 . is the co-variance matrix of h4 and hg, with

@ 2 hpadiag(hgr)n™. ¢% is the variance of estimation error
of the RIS-combined legitimate channel i 4rp from Eves:

? Elxusl3 - 02/uall3 + [Xs125]3 - 02/ usl3
+ Re[w] + [nll3/2.

where Re[w] is the real-part of w.

With the help of Egs. (12)-(13), we use the formula, i.e.,
H(X -+ ,Xp) = 1/2log,((2me)Pdet(X)) with ¥ the co-
variance matrix of random variables X1, -, Xp (D € NT),
to compute the information entropy in Eq. (10), i.e.,

(14)

A 1
H(hA) = 510g227re (L2+0€2/HuBH§) , (15)
H (ﬁE) = %bgz 2me (1* +¢?), (16)
H(hg, ha) = %logQ An?etdet (z,;AﬁE) .an

Finally, by taking Egs. (15)-(17) into Eq. (10), we derive
the secret key leakage rate, i.e.,

- 1 |2 + @ /2 )
I (hpiha) =—>log, (1- :
(hesfa) 2 ng( (2 +¢2)(* + 02/ [usl3) )

From Eq. (18), it is seen that the secret key leakage rate
I (}Al i h ) will increase with the decrease of the variance of
Eves’ channel estimation error, i.e., ¢2. Specially, when such
estimation error is less than that of Bob, i.e., ¢ < 02/|[ual|3,
the secret key leakage rate will exceed the mutual infor-
mation between Alice’s and Bob’s estimated channels, i.e.,
I(hg;ha) > I(ha; hg). This is further shown by simulations.
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Fig. 3. Secret key leakage rate of multi-Eve v.s. transmitted power.

IV. EXPERIMENTAL SIMULATIONS

In this section, we evaluate our designed multi-Eve scheme.
The RIS-secured LoS-dominated channel model is config-
ured in the following. In a 3D space, Alice, Bob and RIS
are located at (0,0,50), (0,80,40), and (10,50,20), with
unit m. The number of RIS elements is assigned as M =
M, x M, = 10 x 10 = 100. The area for Eve deployment
is {[0,50],[10,70],0} with unit m, which Eve data-centre
meshes by Ngiq = 30 x 30 grids. The length of pilot signals is
L = 50. The received signal noise for Alice, Bob and Eves are
set as 02 = 02 = —110dBm. All the LoS-dominated direct

€

channels are formulated according to [18], [22], i.e.,

(LoS)

hRa :hRa +¢Ra7

he®) =/ Codp2®e fexp(ju0), -+ , exp(ju(M, — 1))]
b2 [eXp(j’UO), e anP(jU(My - 1))]7
hab = thI;OS) + ’l/}ab;

hLoS) =\ JCod 2 a#be{A B,Ey,--,Ex}. (19)

In Eq. (19), ¥, and 1, are complex Gaussian random vari-
ables accounting for NLoS component and LoS channel esti-
mating error. u £ 7 cos(elp,) and v £ 7sin(elry) sin(azpra)
with elrq, azrq, and dp, the elevation angle, the azimuth
angle, and the distance. Cy = —30dBw is the path loss at the
reference distance (i.e., 1m), and ar, = a4, = 2.3 are the
path-loss exponents.

A. Secret Key Leakage Rate

We first evaluate the secret key leakage rate of our designed
multi-Eve scheme, i.e., I (ﬁ )78 h A), under perfect LoS link. In
Fig. 3, it is firstly seen that with the increase of the transmitted
power P, both the secret key and leakage rates increase, since
the rates rely on the accuracy of channel estimation, which
increases as the transmitted power grows. Then, we see that
the secret key leakage rate of our scheme, i.e., (iL E; h A) is
close to the mutual information of Alice’s and Bob’s estimated
channels, i.e., (fz A iLB). This can be further observed from
Fig. 4. As the number of Eves, i.e., S grows, I(ﬁE; izA)
increases and even exceeds I(ﬁA;ﬁB) (e.g., when S = 10
Eves are used). This is because a larger number of Eves’

Multi-Eve simulated
I(hp;ha)

Multi-Eve theoretical

= I(hgiha), Eq. (18)

—©—Eve in [19] simulated T(hz;ha)

4.5 H—g—

Mutual information (bits/sample)

0 10 20 30 40 50 60
Number of Eves, S

Fig. 4. Secret key leakage rate v.s. number of Eves.
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Fig. 5. Performance with LoS channel estimating error and NLoS component.

observations leads to a smaller estimation error of the RIS-
combined legitimate channel by Eves, which subsequently
gives rise to a larger (ﬁ E; h A). When such estimation error
is smaller than that of legitimate nodes, i.e., ¢2 < 02/|ual|3,
we have I(hg;ha) > I(ha; hp), as explained in Eq. (18).

In Fig. 4, we also compare our designed multi-Eve scheme
with the cooperative eavesdropping scheme in [19]. It is seen
that our multi-Eve scheme can use a smaller number of Eves
to achieve a comparable secret key leakage rate with [19], e.g.,
S =10 v.s. S = 60 Eves for a same I(hp;hs) = 5.62. We
explain this gap from the theoretical perspective we leveraged.
Our multi-Eve scheme maps the S Eves’ observations to the
low-dimensional space of RIS-combined legitimate channel,
i.e., harp € C. This thereby leads to a smaller number of
Eves, as opposed to the scheme in [19], which tries to find
an over-determined equation from Eves’ observations to the
high-dimensional RIS phase space CM.

B. With LoS Channel Estimation Error and NLoS Component

We then test our designed multi-Eve scheme with (i) the
direct LoS channel estimation error caused by c¢m, dm and
m levels of localization errors, and (ii) the small-scale NLoS
fading components. In Fig. 5, x-coordinate is the variance
ratio between the small-scale NLoS component and the RIS-
combined legitimate channel h4rp, while y-coordinate is the
secret key rate, i.e., max{I(ha;hp) — I(hg;ha),0}.

It is firstly seen that with the increase of the NLoS com-
ponent variance, the SKRs of all SKG scenarios (with and
without RIS and our designed multi-Eve) increase, since a



larger variance of NLoS component means more sufficient
small-scale randomness for key generation. When the variance
of NLoS component approaches to that of the RIS-combined
legitimate channel (red zone), there is no need to use RIS for
PL-SKG, since the NLoS small-scale scattering induced ran-
domness is enough for key generation, e.g., the gap between
SKGs with and without RIS (red and yellow curves) is close.

Then, it is seen that our proposed multi-Eve scheme can
neutralize the security gain induced by RIS. For example,
when the NLoS variance is low (e.g., NLoS variance / RIS-
combined channel variance is less than —30dB), the SKR is
improved from O (yellow curve) to 4 (red curve) by using
RIS to increase the phase randomness. However, under our
proposed multi-Eve scheme, such SKRs decrease back to 0,
with LoS channel estimation errors caused by dm (green
curve) and cm (blue curve) levels of localization errors. This
therefore suggests the eavesdropping ability of our proposed
multi-Eve scheme against the RIS-secured SKG.

V. CONCLUSION

PL-SKG leverages the reciprocal channel randomness, and
provides an additional layer of security for wireless com-
munications. In low-entropy channel with a lack of small-
scale fading and randomness (e.g., static or LoS scenarios),
RIS has been proved to be able to generate randomness for
sufficient key generation. However, current studies overlook
that the RIS-induced randomness is also contained in the Eves’
received signals, which thereby paves the way for a design
of sophisticated eavesdropping scheme to estimate the RIS-
combined legitimate random channel and further decode the
secret key relying on it.

In this letter, we designed the cooperative multi-Eve scheme
against the RIS-secured PL-SKG in LoS-dominated scenarios.
The scheme estimates the RIS-combined legitimate channel by
making the entropy of legitimate channel conditioned on Eves’
signals approaches to zero. The theoretical secret key leakage
rate of our designed scheme was deduced. Shown by the
numerical results, our multi-Eve scheme can use less than 10
collaborative Eves to estimate the legitimate channel secured
by 100 RIS elements. This therefore demonstrates the eaves-
dropping capacity of our designed multi-Eve scheme against
the RIS-secured PL-SKG. In future work, more researches
should be conducted on collaborative eavesdropper cases when
proposing appropriate RIS-secured PL-SKG schemes.
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