
IEEE EMBEDDED SYSTEMS LETTERS, VOL. 12, NO. 3, SEPTEMBER 2020 91
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Abstract—Virtualization technology can provide a transparent
and efficient software development environment at the develop-
ment phase of embedded systems. In addition, virtualization can
be exploited to provide strong resource isolation between real-
time applications. However, since virtualization incurs noticeable
overheads, we need to minimize these to utilize virtualization
technology for either a software development environment or a
runtime environment of real-time embedded systems. In this let-
ter, we particularly focus on virtualization overheads of network
I/O and present an implementation of standardized (i.e., vir-
tio) front-end network driver for a real-time operating system
(RTOS). Although there have been several studies for virtio on
general-purpose OS, our implementation is the first open-source
virtio for an RTOS. The measurement results show that our
implementation can improve the bandwidth and latency up to
168% and 52%, respectively. In addition, the memory usage can
be saved up to 36%.

Index Terms—Network, real-time operating systems (RTOSs),
virtio, virtualization.

I. INTRODUCTION

AS THE cost of implementing the hardware platforms for
mission-critical systems, such as satellites and aircraft,

is very expensive, it is difficult to provide enough hardware
platforms for software developers at the development phase.
Virtualization technology that provides virtual hardware plat-
forms can resolve these problems by efficiently building a
software development environment [1], [2]. Moreover, there
are active movements to utilize virtualization technology in
runtime software platforms of mission-critical systems. For
example, virtualization is considered an attractive approach
to implement temporal and spatial partitioning for avionics
systems [3]. However, virtualization increases the execution
time of applications and adds complexity to the analysis for
worst-case execution time (WCET) and end-to-end delay. It
is a well-known fact that virtualization increases particularly
the overheads to access I/O peripherals, such as network and
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storage devices [4], [5]. Therefore, it is important to reduce
virtualization overheads for both development and runtime
environments.

The para-virtualized I/O standard called virtio [6], [7]
can reduce the I/O overheads in virtualized environments,
but it has not been implemented yet for a real-time oper-
ating system (RTOS). In this letter, we implement a virtio
network driver for Real-Time Executive for Multiprocessor
Systems (RTEMS) [8] aiming at reducing virtualization over-
head of network I/O. RTEMS is a prevalent RTOS in
mission-critical systems, such as space flight and medical
devices; thus, providing a virtual platform with less over-
head is especially important for RTEMS and its applications.
To make use of virtio in an RTOS, we must provide a
virtio driver that observes the device driver model of the
RTOS. In addition, the driver should be designed in con-
sideration of resource constraint of embedded systems. Our
implementation is the first open-source implementation of
the virtio network driver for an RTOS. Our virtio can sup-
port different CPU architectures and multiple hypervisors,
such as Quick EMUlator (QEMU) [9], Kernel-based Virtual
Machine (KVM) [10], and VirtualBox [11], and provide the
dynamic buffer allocation for less memory requirements.

II. BACKGROUND

A. Related Work

Virtualization technologies enable a single physical machine
to run multiple virtual machines (VMs), each of which can
run own OS. However, virtualization increases the runtime
overheads especially for I/O operations due to additional soft-
ware layer [4], [5]. In para-virtualization hypervisors, such
as Xen [12], researchers tried to optimize the data path [13],
buffer management [14], and scheduling of VMs [15] in terms
of networking. In full-virtualization hypervisors, researchers
suggested para-virtualized network devices to overcome inher-
ent limitations of full-virtualization [6], [7]. Contemporary
high-end network interfaces also provide the self-virtualization
feature [16]. In this letter, we target the para-virtualized
network device for full-virtualization hypervisors. We particu-
larly aim to implement the front-end driver for an RTOS. The
front-end driver is the device driver installed in the guest OS;
the back-end driver resides in the hypervisor and is responsible
for accessing the physical device. This letter is differentiated
from our precursory work [17] in that we support multiple
hypervisors and CPU architectures, provide dynamic network
buffer allocation, and open the source codes publicly.
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Fig. 1. Overall design of virtio network driver for RTEMS.

B. Virtio

The hypervisors that provide full-virtualization, such as
QEMU, KVM, and VirtualBox, do not require modifications
to the software running on VMs including OS kernels. Full-
virtualization can provide the transparency for existing soft-
ware, but incurs high runtime overheads to emulate every
detail of physical hardware. The virtio is the standardized
para-virtualized interfaces between front-end drivers and back-
end drivers [6], [7]. Since these para-virtualized interfaces
of virtio remove the emulation overheads in the I/O path,
we can achieve a significant performance improvement. The
para-virtualized interfaces include the virtual PCI configu-
ration space and two I/O queues called TX Virtqueue and
RX Virtqueue that store send and receive descriptors, respec-
tively. The I/O queues are in a shared memory area between
the front-end and back-end drivers; thus, the guest OS and
the hypervisor can directly communicate with each other
without hardware emulation. Most general-purpose OS and
full-virtualization hypervisors provide the virtio front-end and
back-end drivers, respectively. However, contemporary RTOS
do not implement yet the virtio front-end driver; thus, they
cannot benefit from the para-virtualized I/O interfaces.

III. VIRTIO FOR RTEMS

In this section, we describe the design of the virtio front-end
network driver for RTEMS. Our implementation is compatible
with QEMU, KVM, and VirtualBox and operates on differ-
ent CPU architectures, such as i386 and PowerPC (PPC).
This is the first open-source implementation of virtio for
an RTOS. The source code and instructions are available
at https://github.com/sslab-konkuk/RTEMS-virtio/. The patch
information also has been posted to the RTEMS mailing list.

A. Overview

Fig. 1 depicts the overall design of the virtio front-end
driver for RTEMS, which comprises driver interfaces, device
initialization routines, and event handler as follows.

Driver Interfaces: Provide interface functions to upper lay-
ers (i.e., TCP/IP suite), so that the networking applications and
TCP/IP suite can utilize transparently the virtio. The internal
implementation of the interfaces conforms to the network
device driver model of RTEMS.

Device Initialization Routines: Read the virtual PCI con-
figuration space to identify the virtio device provided by the

Fig. 2. Management of RX virtqueue.

back-end driver, perform initialization of the virtual device
by allocating TX and RX Virtqueues, and register the event
handler to the RTEMS kernel.

Event Handler: Consists of the interrupt service routine
(ISR) and the driver daemon, which take care of top-half
and bottom-half interrupt handling, respectively. In particular,
the driver daemon is responsible for dynamic network buffer
allocation described in Section III-B.

We implemented the virtio front-end driver based on that in
FreeBSD, because RTEMS also borrowed the basic framework
of TCP/IPv4 stacks from legacy FreeBSD. We newly added
about 1000 lines of code and touched about 3000 lines of code,
which is a significant implementation work at the OS level.
Our implementation also follows the coding rules defined by
the RTEMS community.

B. Dynamic Buffer Allocation

The contemporary device drivers generally allocate several
network buffers and preregister these buffers to the RX queue
when the network device is initialized. This is to immediately
move the received messages from the network device to the
host memory. If the preallocated network buffers are not pro-
vided, the network device must generate an additional interrupt
per message to request the memory area to place the received
message.

Existing virtio front-end drivers for general-purpose OS also
register the preallocated network buffers during initialization.
For instance, the RX Virtqueue in FreeBSD is managed by
three indices and is divided into three areas named available
ring, used ring, and empty ring as shown in Fig. 2. The avail-
able ring area has the descriptors for preallocated buffers. The
virtio front-end driver in FreeBSD initializes the whole RX
Virtqueue into available ring area (i.e., full of preallocated
buffers). The used ring includes the pending buffers where
received messages are placed but are not processed yet by the
front-end driver. When a receive completion interrupt occurs,
the event handler of the front-end driver dequeues the descrip-
tors in the used ring. The queue slots, the descriptors of which
were dequeued, belongs to the empty ring area. Thus, the event
handler should reregister other preallocated network buffers to
the empty ring for later use.

As the number of preallocated network buffer increases, the
number of messages that can be moved in a batched man-
ner without handshaking with the front-end driver increases,
thereby achieving a higher network bandwidth. However, these
preallocated network buffers consume significant memory
resources. For instance, when the bandwidth required by an
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Algorithm 1 Dynamic Buffer Allocation
1: nmsg← 0
2: while used_ring �= EMPTY and nmsg ≤ MAX_BAND do
3: desc← RxVq_Dequeue()
4: RxIf_Enqueue(desc)
5: new_desc← Alloc_Net_Buf()
6: RxVq_Enqueue(new_desc)
7: nmsq← nmsg+ 1
8: end while
9: if nmsg > available_limit then

10: for nmsg− available_ring do
11: new_desc← Alloc_Net_Buf()
12: RxVq_Enqueue(new_desc)
13: end for
14: available_limit← nmsg
15: end if

application is low, the preallocated buffers waste the memory
resources without any benefit. In embedded systems where
hardware resources are limited, memory resources should be
efficiently used. To save memory resources without sacrific-
ing network bandwidth, our virtio front-end driver adjusts the
number of preallocated buffers to the application workload.
The main idea is to preallocate only few network buffers at
the initialization phase and gradually increase the number of
preallocated buffers as in Algorithm 1.

The above algorithm depicts the dynamic memory allocation
performed by the driver daemon. In this algorithm, the while
loop gets messages from the used ring (line 3), dispatches
these messages to the upper layer (line 4), and register new
preallocated buffers to the empty ring (lines 5 and 6). nmsg in
line 7 represents the number of network messages processed
within the while loop, and MAX_BAND is the maximum num-
ber of messages allowed to be processed by the driver daemon
per interrupt. Lines 9–15 perform the dynamic network buffer
allocation. The available_limit variable is initialized with a
small value to limit the maximum number of preallocated
network buffers (i.e., the size of the available ring) and grad-
ually adjusted as the workload changes. The nmsg variable is
considered the bandwidth required. The nmsg can be larger
than available_limit (line 9), because a new network buffer is
preallocated by lines 5 and 6 whenever a message is processed,
while the back-end driver also keeps inserting the arrived
messages to the RX Virtqueue. Thus, if nmsg is larger than
available_limit, the algorithm increases the maximum number
of preallocated buffers. Therefore, MAX_BAND and avail-
able_limit can control the maximum bandwidth available and
the maximum memory usage. In the current implementation,
we increase available_limit whenever the driver experiences a
buffer shortage as shown in line 14. Thus, once available_limit
converges with an enough runtime, there is no performance
penalty due to dynamic buffer allocation.

C. Architectural Independence

In the board support package (BSP) of the virtio driver,
we try to use architecture-independent functions as much as

possible, so that our front-end driver can support multiple
hypervisors and different CPU architectures. For example, we
use the pci_read_config() function to access the virtual
PCI configuration space provided by hypervisors. We also use
inport_byte() and outport_byte() to read and write
data from/to the virtual I/O space shared between the guest
domain and the hypervisor. In addition, we avoid the architec-
tural dependency in memory barrier by using the built-in func-
tion of the gcc compiler [i.e., __sync_synchronize()],
instead of assembly instructions.

IV. PERFORMANCE EVALUATION

In this section, we measure the networking performance and
memory usage of our virtio. The performance evaluation was
conducted on two PCs equipped with an Intel Core i5 proces-
sor and an Intel Core i3 processor, respectively. Two nodes
were directly connected through Gigabit Ethernet without a
switch. We applied virtualization only to the i5-based node,
while reporting performance numbers on the other node that
was not virtualized, because the hypervisors do not provide an
accurate timer to guest domains.

A. Comparisons With Full-Virtualized Drivers

We compared the performance of our virtio driver with that
of legacy full-virtualized drivers on different hypervisors. For
legacy drivers, we used the n2k driver for the ne2000 network
controller virtualized by QEMU and the fxp driver for the
i82559er network controller virtualized by KVM. Since we
could not find an RTEMS network driver that successfully
operated on VirtualBox, only the performance of our virtio was
reported in the VirtualBox case. We ran RTEMS (version 4.11)
as the guest OS on the PPC and i386-based VMs provided by
QEMU, KVM, and VirtualBox hypervisors. The hypervisors
ran on Ubuntu 14.04. We measured the round-trip latency and
the bidirectional bandwidth by using ping-pong communica-
tion and burst transmission microbenchmarks, respectively. In
our measurements, we used a relatively large message size
of 1 KB to obtain the peak bandwidth achievable and to
analyze the latency affected by the extra message copy of
hypervisors. Regarding the parameters of socket buffers, we
set mbuf_bytecount and mbuf_cluster_bytecount
to 128 KB and 512 KB, respectively.

As we can see in Table I, the virtio driver could improve the
latency and the bandwidth up to 52% and 168%, respectively.
Moreover, it could save the memory consumed by the network
buffers up to 36%. The less memory usage of virtio is owing to
the dynamic buffer allocation described in Section III-B. These
experiment results also show that our virtio front-end driver is
compatible with different hypervisors and CPU architectures.

B. Comparisons With Existing Virtio Implementations

We also compared the performance of different virtio imple-
mentations. We used KVM in these experiments. As shown in
Table II, our implementation reported comparable round-trip
latency and bidirectional bandwidth to virtio drivers of Linux
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TABLE I
COMPARISONS WITH LEGACY FULL-VIRTUALIZED DRIVERS

TABLE II
COMPARISONS WITH EXISTING VIRTIO IMPLEMENTATIONS

and FreeBSD. The virtio implementations of these general-
purpose OS are very mature; thus, these experiment results
confirm that our virtio provides quite reasonable performance.

V. CONCLUSION

In this letter, we presented an implementation of virtio front-
end driver for RTEMS. Our implementation is compatible with
several hypervisors and support different CPU architectures.
The performance measurement results showed that, compared
with legacy full-virtualized drivers, our virtio could improve
the latency and the bandwidth up to 52% and 168%, respec-
tively. Moreover, it could save the memory consumed by the
network buffers up to 36%. We also showed that our virtio had
comparable performance to virtio drivers of general-purpose

OS. As future work, we plan to extend our virtio implementa-
tion to support advanced features, such as TCP segmentation
offload (TSO) and generic segmentation offload (GSO).
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