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Abstract A canonical example of run-time type analysis is the
generic structural equality function.

Run-time type analysis allows programmers to eas-fyn eq['a] = typecase 'a of

ily and concisely define operations based upon type bool => fn (x:bool, y:bool) =>
structure, such as serialization, iterators, and structural if x then y else false
equality. However, when types can be inspected atrun | 'b * 'c => fn (x’b*c, y:’'b*c) =>

time, nothing is secret. A module writer cannot use eq [b] (fst x, fst y) &&
type abstraction to hide implementation details from eq [c] (snd x, snd y)

clients: clients can determine the structure of these sup- |-

posedly “abstract” data types. Furthermore, access con- The eq function analyzes its type argumeat and re-

trol mechanisms do not help isolate the implementation turns an equality function for that type.

O.f abstract d_atatypes from their clients. B_uggy or_mali- Authors of abstract datatypes can use such generic
cious authorized modules may leak type information 1o gnerations to quickly build implementations. For exam-
unauthorized clients, so module implementors cannot repje, because equality for the followirgmployee.t

liably tell which parts of a program rely on their type datatype is structural, one may implement it via generic
definitions. equality.

Currently, module implementors rely on parametric
polymorphism to provide integrity and confidentiality
guarantees about their abstract datatypes. However, type t = string * int * string * int
standard parametricity does not hold for languages with  (+* An equality for this type. *)
run-time type analysis; this paper shows how to general-  fun empEq (x : t) (y : t) =
ize parametricity so that it does. The key is to augment Generic.eq [t] (x,y)
the type system with annotations about information-flow.end :> sig
Implementors can then easily see which parts of a pro- type t
gram depend on the chosen implementation by tracking val empEq : t -> t -> bool
the flow of dynamic type information. end

module Employee = struct
(* name, SSN, address and salary *)

Although type analysis is very useful, it can also be
dangerous. When types are analyzable, software devel-
1 Introduction opers cannot be sure that abstraction boundaries will
be respected and that code will operate in a composi-
Type analysis is an important programming idiom. tional fashion. Consequently, type analysis may destroy
Traditional applications for type analysis include serial- properties ofntegrity andconfidentialitythat the author
ization, structural equality, cloning and iteration. Many of the Employee module expects. Using type analy-
systems use type analysis for more sophisticated pursis, anyone may create a value of typmployee.t
poses such as generating user interfaces, testing codélthough the type will be correct, other invariants not
implementing debuggers and XML support. For this rea- captured in the type system may be broken. For exam-
son, it is important to support type analysis in modern ple, malicious code can create employees with negative
programming languages. salaries.

YF]',F.

Proceedings of the 20" Annual Symposium on Logic in Computer Science (LICS’05) COMPUTER
0-7695-2266-1/05 $ 20.00 IEEE SOCIETY



Furthermore, even if the author of titEmployee ModuleCis not parametric with respect fat , even
module tries to keep aspects of the employee representahough moduleC is not allowed to analyzA.t : If the
tion hidden, another module can simply use generic operimplementation ofA.t changes, so does the value of
ations to discover them. For example, if no accessor wasC.z . Despite restricting analysis #ft to AandB, the
provided to the salary component of Employee.t implementation of the type has been leaked to a third-
malicious code could still extract it. party. Furthermore, because the tya is abstract, the

One answer to these problems is to simply prohibit author ofA cannot know of the dependency. Access con-
run-time type analysis. However, we believe the bene-trol places undue trust in a client not to provide others
fits of type analysis are too compelling to abandon al-with the capabilities and information it has been granted.
together. Therefore, we propose a basis for a languageConsequently, we must look beyond access-control for
that permits type analysis, yet allows module writers to @ method of answering the desired questions.
define integrity and confidentiality policies for abstract ~ We propose that tracking the flow of type information
datatypes. In particular, we want authors to know: How through a program witinformation-flow labelsallows
does changing the implementation of datatype affect thea programmer to easily determine how their type defini-
rest of a program? How does code she writes depend ortions influence the rest of the program. Information-flow
the other abstract types they use? extends a standard type system with elements of a lattice

In languages without type analysis, these questionsthat describes the information content for each computa-

are easy to answer. Authors rely parametric polymor-  tion. For example, we could use a simple lattice contain-
phismto provide guarantees. The author knows the resting two pointsL (low-security) andH (high-security).

of the program must treat her abstract datatypes as blaci® type bool ™ then means the expression it describes
boxes that may only be “pushed around”, not inspected,COU|d use “high-security” information to produce the re-
modified or created. Dually, authors are restricted in the Sulting boolean, while an expression of typeol " re-
same fashion when using other abstract datatypes. In theluires only “low-security” information to produce its re-
presence of type analysis, the programmer cannot knowsult. The novelty of our approach compared to previous
what code may depend on the definition of an abstractinformation-flow type systems is that we also label kinds
datatype. Any part of the program can dynamically dis- to track the information content of types.

cover the underlying type and introduce dependencies 10 reason about abstract types in the presence of type
on its definition. analysis, we label types with an information content that

In the past it has been suggested that type analysiscan be tracked. Computations depending on those types

could be tamed by distinguishing between analyz—mUSt also have that label.

able and unanalyzable types [6]. Unfortunately, just module A = struct module B = struct
controlling which parts of the program may analyze type t = int type u = At
a type does not allow programmers to answer our val x = 3 val y = AX

questions. Imagine an extension, not unlike “friends” in end :> sig end :> sig
C++, where an author can specify which modules may type t ' type u
analyze a type. In the following code, modusandB val x :t © valy tu *
may analyze the typé.t , and moduled and C may end end

analyze the typ8.u . module C = struct

val z = case (Generic.cast [B.u] [int])

module A = struct module B = struct B )
type t = int type u = At of SOME f => "It is an int .
val x = 3 val y = AX _ | NONE => "It is not an int"
end :> sig end :> sig end :> sig _ L

type t permit A, B type u permit B, C val z : string

val x @t valy :u end

end end

In the revised example, sealing modAlwith the sig-
naturesig type t ™ val x : t © end indicates
that the type definitiom depends upon high-security in-
formation and the valug on only low-security infor-
mation. The typeB.u and valueC.z must both be

module C = struct
val z = case (Generic.cast [B.u] [int])
of SOME f => "It is an int"

| NONE => "It is not an int" - )
end > sig labeled as high security because they depend upon the
val z : string high-security information irA.t . The presence of a la-
end bel H alerts the author oA to a dependency.
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Furthermore, only modul& can create values of type kinds
A.t that are labeled witfi.. Using type analysis to cre-
ate values of typeA.t would taint the result withH.
Therefore, if moduleA requires its inputs be of type
At T, then it is impossible to use its functions with

¢
K=t K1 = K2 types & operators

type constructors

forged values. The author now has a guarantee that mod-T = & | Ad:K.T[ T1T2 Q'C‘TCUIUS functi
ule invariants will be maintained and the integrity of her | bool |71 — oolegns & functions
abstraction will not be violated. | TYPerec T Thool T analysis

Information flow avoids the problems of access con-
trol because information must be propagated even when types

—__ [/ tAi :
no access occurs. For example, the identity function can @ *= (T) . '”JeCt_'O”
be assigned both the typet © —L At L and the | 01— 02 functions
typeAt " L At " witnessing that it propagates | VOt polymorphism

the information content of the argument unchanged.
Here the function type- is itself labeled to indicate the ~ terms

information content of creating the function—creating e == true | false booleans
the identity function does not require any information. | x| Axio.e|erez A-calculus
In the next section, we describe a core calculus for | Aaxixt.e| e[t] polymorphism
combining information-flow and run-time type analysis. | fixxio.e fix-point
We then follow with our key contribution: By tracking | if e; thene; elsees conditional
\

the flow of type information, it is possible to generalize typecaséy.o] T epool €, analysis
the standard parametricity theorem for languages with

run-time type analysis. This generalized theorem can be values

used in the same manner as parametricity to establish v :=true | false| Ax:o.e | Aax:x‘.e

integrity and confidentiality properties.

term substitutions Y = |y, le/x]
type substitutions o == 14,1/l
2 TheA language : '
SECG guag term variable contexts I’ == .|l xio
Aseq is a core calculus combining information flow ~ type variable contexts A == | A, aix

and type analysis. We designkékq to be as simple as
possible while still retaining the flavor of the problem. It
is derived from the type-analyzing languakfg" devel-
oped by Harper and Morrisett [6] and the information-
flow security languag@sgc of Zdancewic [21].

Figure 1. The Asgq language

The term formtypecasecan be used to define oper-
ations that depend on run-time type information. This
term takes a constructor to scrutinize,as well as two
brancheseyoo ande_, ). During evaluation the construc-
tor argument is reduced to its head form so that the ap-

The grammar foseg appears in Figure 1. The Propriate branch can be chosen.
complete semantics fokxsgeg can be found in the ex-
tended version of this paper [19]. Itis a predicative, call-
by-value polymorphich-calculus with booleans, func-
tions and recursion. Fix-points are separate from func-
tions to make nontermination aspects of proofs modular.

As in AME| type constructorsy, which can be ana-
lyzed at run-time, are separated from types,which We writee ~» e’ to mean that terma reduces in a single
describe terms. We conjecture our results extend tostep toe’ andt ~» 1’ to mean that constructarmakes
languages with impredicative and higher-order polymor- a weak-head reduction stepta
phism, but for simplicity, we do not examine the prob-  Asgg also includes a constructdlyperec, allowing
lem in this paper. types to depend upon type information. Withdupe-

The language of type constructors consists of the rec, itis impossible to assign a type to some useful terms
simply-typedA-calculus and two primitive constructors that perform type analysis [6]Typerec implements a
that correspond to typebool andt; — T». paramorphism(a type of fold) over the structure of the

2.1 Run-time type analysis

T~ bool

typecasely.o] T epool €~ €int

T~ T =12
typecasely.ol T epool €= ~> e [T1][T2]
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A kind x% is a sub-kind of‘2 if ¢; C €,. Sub-kinding

¢
L) 2 Ll = ka) 20 for function kinds is standard. The relation is reflexive
and transitive by definition.
LMY 2¢ Llor S aoa) 2t The label of a constructarof kind ¢, also describes
Loy xto) 2l L(Vhaxt20) 20 the information gained when the constructor is analyzed.

Type variables (such asmployee.t ) may be given

a high security level so that their information content
argument constructor. As in the following reduction May be traced throughout the program. For example, the
rules, when the head of the argument is one of the two Kind of aTyperec constructor must be labeled at least as
primitive constructorsTyperec will apply the appropri-  high as the analyzed constructor This requirement
ate branch to the constituent types and the recursive in&ccounts for information gained by inspecting

vocation ofTyperec on the constituents. Al oC e

Figure 2. Kind and type label operators

Al_TbooI LK

o IZ Y I I ,
Typerec (b00|) Thool T— ~* Thool AFT, % 9% KKK wherel ZL(K]

A Typerec T Tpool T— : K

Typerec (T1 — T2) Thool T ~
T 11 T2 (Typerec T1 Thool T— )
(Typerec T2 Thool T— )

By default the label on thbool constructor is set td..

The label of the kind for function constructors must be
at least as high as the join of its two constituent construc-
tors. This is because the label must reflect the informa-
tion content of the entire constructor.

Information-flow type systems track the flow of infor- 1N kinds of type functionsy; = k2, have a label
mation by annotating types with labels that specify the ¢ that represents the information propagated by invok-
information content of the terms they describe. Because!"d the function. As shown below, the informatidhjs
our type constructors influence the evaluation of terms Propagated into the result of applicationiasL {. This
in Aszq, We also label kinds. is shorthand for relabeling, with L(k;) LI £.

Labels, £, are drawn from an unspecified join semi-
lattice, with a least elementL(), joins () for finite sub-
sets of elements in the lattice, and a partial ordey. (
The actual lattice used by the type system is determined
by the desired confidentiality and integrity policies of
the program. Intuitively, the higher a label is in the lat-  The labels on types describe the information content
tice, the more restricted the information content of a con-of terms. We use the judgment | T - e : o to mean
structor or term should be. For most examples in this pa-that “terme is well-formed with typec with respect to
per, we use a simple two point latticé or low security,  the term contexE and the type context*.” We useA*

T for high security) that tracks the dynamic discovery of to denote type variable contexts restricted to variables of
a single type definition. In practice, any lattice with the kind «¢ for any label(. As we did for kinds, we define
specified structure could be used. An example of a prac{in Figure 2) the operatof (o) to extract the label of
tical lattice with richer internal structure is the Decentral- a type. Like constructors, the information content speci-
ized Label Model (DLM) of Myers and Liskov [10]. fied by labels for terms is conservative. The lattice order-

The labels on kinds describe the information content ing induces a subtyping judgment - o7 < o, and
of type constructors. The kind of a constructor (and subsumption can raise the information level of a term.
therefore its information content) is described using the  The types ofseq include the standard ones for func-
judgmentA T : k, read as “constructor is well-  ions g, 4 o, and quantified types® a:x'2.0, plus
formed having kindk with respect to the type variable  those that are computed by type constructadé. Note
contextA.” The operatorC (k), defined in Figure 2, €x-  that in the well-formedness rule for types formed from

2.2 The information content of constructors

A}—’T]:K]i)Kz Al‘Tz:K]
AFTiT2 ik UL

2.3 Tracking information flow in terms

tracts the label of a kind. type constructors, shown below, there is no need for a
Our calculus is conservative: If the label efis {,  connection between the lakiedn the kind and the label
then the information content of a constructor of kinis on the type.
at mostl. The information level of a constructor can be
raised via subsumption. As kinds are labeled, the order- A"
ing C on labels induces a sub-kinding relatien, < k5. A" (T)*
4
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That is becausé describes the information content of as ReEN V1RV,

7, while the label’ on (1)¢" describes the information : Ir:var
. Y . . nkvi~va:a
content of a term with typér)* . Itis sound to discard
because once a constructor has been coerced to a type it —————— Ir:bool
- . nkv~v:bool
may only be used statically to describe terms and cannot
be analyzed.

. . Vinker mey:o1)nkvies =®viey: 02
Information flow is tracked at the term level analo- n JnFwv Ir:arr

gously to the type level. Term abstractions, = o3, nkEvi~vz:ior = 02
like type functions propagate some informatibwhen
the are applied. Similarly, type abstractiou$, o:x'2 .,

V11 ,Tz.VR €T & T2.

| _ : N, a—= REvi[t] =v2lt]:o
propagate some informatidlh when they are applied. o e Ve Ir-all
The labelt, is part of the kind ofx. nEvE =V vexo
Like Typerec, typecaseexamines the structure of the e ~" v er ~" vy nFvi~vio
scrutinee and learns the information it carries, so the la- Ir:term
bel ¢’ on the type of the term must be at least as high in nhexe:o
the lattice as the labélon the scrutinee.
erT e .
N 0 ——— Ir:divr
A F 1% nker~ez:o
A yxito LT AY|TF epo : a[bool/y]
AT E el VY k' W Bixl.ola — B/yl Figure 3. Logically related terms
wheret’ = L(o[t/vy]) —
A™| T F typecasely.ol T esool €+ : 0[T/Y] 3.1 Parametricity
Because the type of gpecaseterm can depend upon For pedagogical purposes, this section and and the fol-
the scrutinized constructar, an annotationfy.o], is re- lowing section considers only the coreXdeq without
quired for type checking. type constructors, security labels, or type analysis. That
is, a simple predicative polymorphiccalculus. None
2.4 Soundness of the results presented in these sections are new. Infor-

mally, the parametricity theorem states that well-typed
expressions, after applying related substitutions for their
free type and term variables, are related to themselves.
Theorem 2.1 (Type Safety).If - e : o thene either The power of the theorem comes from the fact that terms
evaluates to a value or diverges. typed by universally quantified type variables can be re-
lated by any relation. Section 3.2 considers some impor-

The theorem is proven syntactically using the stan-ant corollaries of this theorem for reasoning about data
dard progress and preservation lemmas [20].  Details gjystraction in programs.

can be found in the extended version of this paper [19].

Aseq has the basic property expected from a typed
language, that well-typed programs will not go wrong.

The logical relation used by the parametricity theo-
rem is defined in Figure 3. Terms are related with the
3 Generalizing parametricity judgmentn F e; ~ e, : o, read as “terms:; and

e, are related at type with respect to the relations in

Reynold’s parametricity theorem has long been usedn.” The relation between values is similarly defined as
to reason about programs in languages with parametricn - vi ~ v, : 0. Because these relations are defined in-
polymorphism [13]. For example, the theorem can be ductively over types which potentially contain free type
used to show that different implementations of an ab-variables, the relations are parameterized by a map,
stract datatype do not influence the behavior of the pro-between type variables and binary relations on values.
gram or to show that external modules cannot forge val-This map is used when is a type variable (see rule
ues of abstract types. These are only a few of the corolr:var).
laries of the parametricity theorem. This sections starts  If o is bool, the relation is identity. Typical for logi-
with an overview of the standard parametricity theorem, cal relations, values of function type are related only if
and then examine how it can be generalizedXexg; . when applied to related arguments, they produce related
Proofs for the lemmas and theorems that follow be canresults. Terms are related if they evaluate to related val-
found in the extended version of this paper [19]. ues or both diverge. We write T to denote divergence.
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Yook € A.(n() € 81 (o) © 82(«)) 3.2 Applications of the parametricity theorem

— tslr:base
n [ 51 =~ 52 A

The parametricity theorem has been used for many

purposes, most famously for derivifgee theorems

slr:base about functions in the polymorphiz-calculus, just by
looking at their types [18]. Our purpose is more simi-
lar to that of Reynolds: reasoning about the properties
of programs in the presence of type abstraction. While

The most important rule defines the relationship be-Réynolds separated parametric polymorphism from ad-
tween values of typ&a:x.0. Polymorphic values are ~N0C polymorphism, we show how to generalize his work
related if their instantiations witany pair of types are {0 Poth sorts of polymorphism.
related. Furthermore, we can wsgyrelationR between Corollaries of Theorem 3.1 provide important results
values of those types as the relationcariVe use the no-  fOr reasoning about abstract types in programs. Many
tationR € 1; ¢ T, to mean thak is a binary relationon ~ SPecific properties can be proven as a consequence of
values of typer; and of typer,. If quantification over parametncny, but we believe the foIIov_vmg two are rep-
types of higher kind were allowe® must be a function ~ resentative of what a programmer desires.
on relations. This extension is orthogonal to our result, coyoliary 3.3 (Confidentiality). If ccx | x:oc - e : bool
SO we restrict ourselves to polymorphism over kind andr v; : 1) andF v; : T, thenelt; /od[vi /x] ~* v

To state the parametricity theorem, we must define js e[
the notion of related substitutions for types and related
terms. In Figure 4, the rulsir:base states that a relation This first corollary says that a programmer is free to
mappingn is well-formed with respect to two type sub- change the implementation of an abstract type without
stitutions&; ands, for the variables in the type context affecting the behavior of a program. It is the essence
A*. There are no restrictions on the range of the type behind parametric polymorphism—type information is
substitutions. On the other harr;base requires thata  Nnot allowed to influence program execution and values
pair of term substitutions for the variableslimustmap  Of abstract type must be treated parametrically.

o related terms. Even thougtseq, has call-by-value Corollary 3.4 (Integrity). If a:x | - e : « thene must

semantics, term substitutions must map to terms, not Val'div er
T X . ' ge.

ues. Otherwise, it would it be impossible to prove the

case for fix-points which requires a term substitution. This second corollary states that there is no way for

With these definitions it is possible to state the para-a program to invent values of an abstract type, violating
metricity theorem for our restricted language: the integrity of the abstraction.

Vxioelmkvyi(x) = v2(x):0)
nkEvyi~vy2:T

Figure 4. Substitutions for parametricity

T2/ova/x] ~* v

Theorem 3.1 (Parametricity). If A* | T+ e : o and
nkEod ~ & :A*andn + vy = vy, : I'thenn +
d1(vi(e)) = d2(vz2(e)) : o.

The proof is by induction on the typing judgment.

One significant complication in the proof is circular- typecasefy.bool] « true (Aocx.AP:x.false)
ity in relating fix-points. To escape this problem we ap-
ply a syntactic technique from Pitts [11]. We define a re-
stricted fix-point that can only be unfolded a finite num-
ber of times before diverging. The terfix,,, 1 x:o.e
unwinds toe[(fix,, x:0.e)/x]. By definitionfix, x:c.e al-
ways diverges. Itis then straightforward to show that for
anyn, fix,, x:c.e is related to itself. Then the following
continuity lemma can be used to prove that unbounded
fix-points are related to themselves.

3.3 Parametricity and type analysis

Consider the followind\seq term (eliding labels):

This term violates Corollary 3.3, because we can sub-
stitute bool andbool — bool for « and it will produce
different valuestrue versusfalse

Still, we would like to state properties similar to
Corollaries 3.3 and 3.4 foksgg. It is not possible to
directly extend the inductive proof fdypecase The
proof would require that the two terms would produce re-
lated results, even when they may analyze different con-
structors. Furthermordgsegg presents another complica-
Lemma 3.2 (Continuity). If n = 81 ~ &, : A*and  tion: The weak-head normal forms of types include (for
for all n, n = fix, x:07.e; ~ fix, xi02.e2 : o where  example)Typerec with its scrutinee a variable. There-
d1(0) = 01,02(0) = o thenn F fixxioy.er ~ fore, the logical relation must be extended to include
fix x:02.€2 : 0. these sorts of types.
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{4 Z Lo tsir-t constructor contexts
vy ey vg At o YPETORA] p = e | TYpPerec p Thool T | PT
V2

¢ C € ) weak-head normal-form constructors
7y tsir:type-bool v z=bool | T1 — T2 | Aik.T

bool ~¢, bool : %

€ U C e 03 C 0 weak-head normal-form types

~ b ~ L, b ¢ ¢ ¢ 01 ey b
T1 ~Rog, T3 @ % Ty Reg, Ta & % == (bool 0] >0 Tk 2.0
1R, T3 2 P T tslr-type-arr ¢ == (bool)™ | (p{ed})” | o4 2 |V

T1 —)TzNzo T3—)T4Z*3

Figure 6. Additional syntactic forms

V(T SN T2 1 K1) V1T g, V2T2 1 K2 L€y ,
tslr:arr Trs T

3
V1 ~ia V2 D K] — K I
1~ V2 iK] 2 (T)“ ~r (T/)z (t1 — Tz)e ~ (T )‘Z 4 (’fz)/Z

* * . ) )
T v e V2 VIR V2K ebase Figure 7. Type reduction

T %eo T2 ¢ K
lated bytsclr:base if and only if their weak-head normal
Figure 5. Logically related constructors forms are related.
] ] As suggested bysir:type-opag, if two constructors
To solve the problem withypecase we require that  carry information more restrictive than the level of the
the constructors used to instantiate polymorphic types gpserver, the observer shouldn't be able to tell them
be related to each other, as defined in the next subsectionypart. For examplehool : « T andbool — bool : + T,
Labeling kinds is the key to making this change practical, \yhich carry “high-security” informatiofT, will be indis-
because it means the relation need not be the identity rétinguishable to an observer at a “low-security” level
lation when types are used parametrically. The need forrnis is formalized in the following lemma.
extra rules to handle additional weak-head normal form
types is solved by generalizing the trick of quantifying Lemma 3.5 (Obliviousness for constructors). If -
over all relations between values of given types, to quan-T1, T2 : k andL (k) & £o thenty &, T2 : k.

tifying over families of relations on values of the correct Finally, we can state a substitution theorem for con-
types. structors that is a simpler version of parametricity:

Lemma 3.6 (Substitution for constructors). If A+ 1
3.4 Related constructors kandd; ~y, 5, : Athend; (1) ~, 52(T) : k.

The first step towards a generalized parametricity the- I'n this lemma, related type SUbSt'tu“QnS map type
i . . variables to related constructors, as defined in the fol-
orem is formalizing what it means for type constructors

to be related. We writa; ~; T2 : k to mean closed lowing rule

constructora; andt; are related at king with respect Yok € A.(81(a) A2, 82(ex) : k)
to an observer at levélin the label lattice. Similarly, the o1~ 020 A
judgmentv; ~¢ v, : k indicates that closed weak-head

normal constructors; andv; are related at king with 3.5 Related terms

respect to an observer at le¥elThe grammar of weak-
head normal constructors and relations on constructors  As with constructors, we parameterize the logical re-
is defined in Figures 6 and 5, respectively. lation on terms by an observér We writen  e; ~

The rule for type functionstsir:arr, is standard for e, : o to indicate that termg; ande, are related to
logical relations. There are three rules for kindThe an observer at levd] at type o, with the relation map-
first rule, tsir:type-opag, codifies that if the label of the pingn. As with constructors we distinguish between
constructors is higher than the observer, then the conrelated terms and related normal forms, writing the judg-
structors are indistinguishable. The remaining two rules mentn + v; ~; v, : ( to indicate that values; and
state that if the label of a primitive constructor is less v, are related to an observer at le¥elt the weak-head
than the observer, their components must appear relatechormal typec, with the relation mapping. These rela-
to the observer. Constructors not in normal form are re-tions, as defined in Figure 8, are similar to the ones in
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p{t} for filling a context’s hole withr.

slr:var Previously, values were related at a type variable
only if they were in the relation mapped to that vari-
able byn. Heren maps to families of relations. We

— slr:bool write Rf, for the application oR to a labell and a con-

N E Vi~ v2 2 (bool)™ text p, yielding a relation. Therefore, when we write

RE € 81((p{mi DY) & d2((p{r2))") we mean thaR is

a dependent function df and p yielding a relation on

a+— ReEN 4 C Lo :>V1Rf,]\/2

Nk vi ~¢ v2 : (plad)

HEl = vi=w

V(nk el =y, e2:01).

nEvien S vaea iUl values of types: ((p{t1})*) andd, ((p{t2})").
kv~ v2:01 = 02 Quantification oveR is required to be consistent. In
this context, that means if; R“p1 v, and{; C ¢, then
V(T e, T2k 2). viREv,. This is adequate for call-by-value because
V(R € 81((plt1))2) & 82((p{r2))"2)). quantification is over families of value relations. There-
m o= REvifn] e valltout fore requiring thaR yield relations that are strict or pre-
R consistent sir-all serve least-upper bounds is unnecessary, as values are al-
NV~ v2 Va2 o ways terminating. Itis important that the logical relation
§ itself is consistent, that is, closed under subsumption.
e ~" vy 03*? v‘n F v~y V21 Lemma 3.8 (Term relation consistent). If 67 ~, 5, :
sclr:term A*andn F A* andA* oy < oz andn k- eq &y, ez :

nkei ~¢,e2:0
° o7 thenm ey ~, e : 0.

(er T)V(e2T) . We writen - A* to mean that the mappingis well-
———— sclr:divr . . s
Nke "y, e2:0 formed with respect to a pair of type substitutions,

andd,, as defined in the rule:

Figure 8. Logically related terms n(a) consistent

Voer'! € AM.(n(a)y € 81((pla)!) & S2((p{a))' 1))
nkEA*

Figure 3. One difference is that we relate only values at
weak-head normal types defined in Figure 6. Restrict-
ing the value relation to weak-head normal types makes  The last significant difference in Figure 3 issindivr.
the logical relation much easier to state and understand.Terms are related if either diverges, as opposed to our ear-
Like constructors, the relation over terms is defined lier definition where divergent terms were related only
so that terms typed at a level greater than the observero other divergent terms. This is a significant theoreti-
will be indistinguishable. This is enforced by the pre- cal weakening. In particular, the logical relation is no
condition{; T {, found insir:var andsir:bool. The an-  |onger transitive. However, this definition is standard
tecedent relations islr:arr andslr:all have their types  for information-flow logical relations proofs with recur-
joined with £;; this accounts for information gained by sion [1, 21]. Furthermore, we believe that this weaken-
destructing the value. The following lemma verifies our ing is acceptable in practice. We discuss in more detail
intuition about indistinguishability: in Section 3.6 how this requirement is merely an artifact

Lemma 3.7 (Obliviousness for terms).If A* | - of call-by-value information-flow.

ej, ez : oganddy =g, 62 : A* andL(o) Z (o then

nF 81 (e1) ~p. da(es) : 0 3.6 Generalized parametricity

There are two other significant differences between  Before stating the generalized parametricity theorem,
Figures 3 and 8: additional preconditionssirall and we must define a notation of related term substitutions.
generalizingr:var to sir:var. The rulesir:var solves the  Given related type substitutions; ~,, 6, : A*, and
problem with Typerec appearing in the weak-head nor- a well-formed mappingy = A*, term substitutions are
mal form of types. It generalizeéssvar to terms related at  related if they map variables to related terms.

a constructor that cannot be normalized further because
of an undetermined type variable. We characterize these
constructors with constructor contexgs defined in Fig-

ure 6. Contexts are holes Typerecs of a context, or  The only change frorair:base is the additional of a label
a context applied to an arbitrary constructor. We write {, for the observer.

Vx:o € I.(n F yi(x) =, v2(x) 1 0)
n FY] Qﬁgo Y2 I
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Theorem 3.9 (Generalized parametricity). If A* | T - Corollary 3.11 (Noninterference). If -, x:07 F e : 03
e:oandd; ~¢, 02 : A*andn F A* andn v =, whereL(o7) Z L(o3) then for anyt+ v; : 07 and+
v2 :T'thenn 81 (v1(e)) ~¢, 62(v2(e)) : o. v, : o7 it is the case that if botle[v; /x] and e[v, /x]

] o ) ) terminate, they will both produce the same value
As with standard parametricity, the proof is by induc-

tion overA* | T e : 0. In addition to the lemmas More importantly, it is also possible to restate the
mentioned in Sections 3.4 and 3.5, Lemma 3.2 must becorollaries of standard parametricity. The previous sub-
extended in the straightforward manner. section stated the revised corollary for confidentiality.

We call Theorem 3.9 generalized parametricity be- The same can be done for integrity:

cause Theorem 3.1 can be (almost) recovered by a series .
of restrictions: Corollary 3.12 (Integrity). If o |-+ e: () then

e must diverge.

e Use atwo element lattice, and T, wherel T T. o ] )
Furthermore, it is also possible to make much richer

e Foreverykin A*, T, e, ando requireL (k) = T. and refined claims because the label lattice expands

. . upon the implicit two level lattice used by parametricity.
e Foreveryo’inT, e, ando requirel(o’) = L.

¢ Require that the observer be 4 Related work

Even with these restrictions, because of the difference A q h i . Kont |
in scir:divr, Theorem 3.9 makes a weaker claim about the sec draws heavily upon previous work on type anal-

termination behavior of related terms than Theorem 3.1.Y5'S: pargmetrluty , and information flow. .
Consider the generalized version of Corollary 3.3. Most information flow systems use a lattice model
originating from work by Bell and LaPadula [3] and

Corollary 3.10 (Confidentiality). If cix' | xix - e : Denning [4]. Volpano et al. [16] showed that Denning’s
(bool)* then for any- v; : Ty andF v, : T, if work could be formulated as type system and proved its
elti/ad[v2/x] and e[t,/a[v2/x] both terminate, they — soundness with respect to noninterference. Heintze and
will produce the same value. Riecke’s formalized information-flow and integrity in a
typedA-calculus with references, the SLam calculus [7],
This corollary states that what we substitutedand ~ and proved a number of soundness and noninterference
x will not affect the value computed by, However, it results. Pottier and Simonet have developed an exten-
is possible that our choice of andx could causeeto  sjon to ML, called FlowCaml, and have shown noninter-
diverge. ference using an alternative syntactic technique [12].
Unlike standard parametriCity, Theorem 3.9 has an Prior to our research, FlowCaml was the On|y lan-
explicit observer. Standard parametricity has an implicit guage with polymorphism and a noninterference proof.
observer that can observe all computation. What makesgjowCaml does not consider run-time type analysis and
information-flow techniques work is that some compu- can rely on standard parametricity for types. The nonin-
tations are opaque to the observer. Furthermore, the reterference result fokseg directly builds upon the meth-
sults of these computations are also inaccessible to thegds of Zdancewic [21] and Pitts [11].
observer, making them effectively dead code. However, Other researchers have noticed the connection be-

because the operational semantics is call-by-value, deadween parametricity and noninterference. The work of

code must be executed even though the result is nevefrse and zdancewic [15] compliments our research by
used. Therefore, we Conjecture that Using a Ca”'by'needshowing how parametricity can be used to prove nonin-
operational semantics an exact correspondence could bgerference. Tse and Zdancewic do so by encoding Abadi,
recovered; the only part of the proof that would need to et a1 s [1] dependency core calculus into System

change is obliviousness for terms, Lemma 3.7. The fact that run-time type analysis (and other forms
o ) - of ad-hoc polymorphism) breaks parametricity has been
3.7 Applications of generalized parametricity long understood, but little has been done to reconcile the

two. Leifer et al. [8] design a system that preserves type

Atypical corollary of Theorem 3.9 is normally called abstraction in the presence of (un)marshalling. This is

noninterference; that it is possible to substitute values in-a weaker result because marshalling is merely a single
distinguishable to the observer and get indistinguishableinstance of an operation using run-time type analysis.
results. Rossberg [14] and Vytiniotis et al. [17] use generative

YF]',F.

Proceedings of the 20" Annual Symposium on Logic in Computer Science (LICS’05) COMPUTER
0-7695-2266-1/05 $ 20.00 IEEE SOCIETY



types to hide type information in the presence of run- [5] D. Grossman, G. Morrisett, and S. Zdancewic. Syntac-

time analysis, relying on colored-brackets [5] to provide tic type abstractionTransactions on Programming Lan-
easy access. However, none of this work has formalized 5 %U?_ﬁ')es and descgeﬂl\%z(ﬁ)11037c—108§|)_, Nov. |2000- .
the abstraction properties that their systems provide. ] R. Harper and G. Morrisett. Compiling polymorphism

using intensional type analysis. #2nd ACM Symp. on
Principles of Programming Languagegsages 130-141,
5 Conclusion San Francisco, Jan. 1995.
[7] N. Heintze and J. G. Riecke. The SLam calculus: Pro-
gramming with secrecy and integrity. Rroc. 25th ACM
With Asgq, we address the conflict between run-time Symp. on Principles of Programming Languag&an
type analysis and enforceable data abstractions. By la-  Diego, CA, 1998.
beling their type abstractions, software developers can [8] J. J. Leifer, G. Peskine, P. Sewell, and K. Wansbrough.
easily observe dependencies. Global abstraction-safe marshalling with hash types. In

Proc. 8th ICFPR, pages 87-98, Uppsala, Sweden, 2003.

However, this refinement comes at with the penalty [9] A. C. Myers, S. Chong, N. Nystrom, L. Zheng, and

of having to write many annotations for a program to S. Zdancewic. Jif: Java information flow. Software re-
type check. We have not investigated how pervasive the lease. Located at http://www.cs.cornell.eduljif.
necessary annotations will prove in practice. Existing [10] A. C. Myers and B. Liskov. Protecting privacy using the
large scale languages, such as Jif [9] and FlowCaml [12], decentralized label modeTransactions on Software En-
implement some form of information-flow inference, but gineering and Methodolog{(4):410-442, 2000.

-~ [11] A. M. Pitts. Parametric polymorphism and operational
they can be difficult to use. Languages based\gft: equivalence . Mathematical Structures in Computer Sci-

have thg advantage that if the on_ly _goal is to secure type ence 10:1-39, 2000.

abstractions and no type analysis is performed, then no[12] F. Pottier and V. Simonet. Information flow inference for
information-flow annotations are necessary. Regardless,  ML. In Proc. 29th ACM Symp. on Principles of Program-
it will be imperative to study the cost of maintaining the ming LanguagesPortland, OR, Jan. 2002.

: : : 3] J. C. Reynolds. Types, abstraction, and parametric poly-
necessary annotations in practical languages based u oH‘ . : .
A y P guag P morphism. In R. E. A. Mason, editoinformation Pro-
SEGi-

cessing 83pages 513-523, Amsterdam, 1983. Elsevier
Science Publishers B. V. ) _
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