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Transceiver Design to Maximize Sum Secrecy
Rate in Full Duplex SWIPT Systems
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Abstract

This letter considers secrecy simultaneous wireless nmdtion and power transfer (SWIPT) in full
duplex systems. In such a system, full duplex capable basierst{(FD-BS) is designed to transmit data
to one downlink user and concurrently receive data from goliekiuser, while one idle user harvests the
radio-frequency (RF) signals energy to extend its lifetiereover, to prevent eavesdropping, artificial
noise (AN) is exploited by FD-BS to degrade the channel ofidte user, as well as to provide energy
supply to the idle user. To maximize the sum of downlink segreate and uplink secrecy rate, we
jointly optimize the information covariance matrix, AN @nance matrix and receiver vector, under the
constraints of the sum transmission power of FD-BS and themim harvested energy of the idle user.
Since the problem is non-convex, the log-exponential refdation and sequential parametric convex
approximation (SPCA) method are used. Extensive simulatsults are provided and demonstrate that

our proposed full duplex scheme extremely outperforms #i€duplex scheme.

Index Terms

Wireless information and power transfer, physical layeausigy, full duplex, convex optimization.

I. INTRODUCTION

Full-duplex (FD), potentially doubling the spectral effinocy, has gained considerable atten-

tion. Nonetheless, simultaneous information transmissiod reception make FD transceivers
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suffer from the self-interference (SI) from transmit amtas to receive antennas. Fortunately,
in recent years, many breakthroughs in hardware design Ifmascellation (SIC) techniques
have effectively suppressed the Sl to the backgroundentgvel and thus made FD com-
munications more practicable. Since then, several stuéigarding FD technology have been
conducted, including the SIC schemEgs [2], new designed aamuation protocols[3],[[4] and
system performance optimizatidn [S]*-[7].

On the other hand, simultaneous wireless information améeptransfer (SWIPT) has emerged
as an effective solution for saving the energy. A majorityedearches considered the downlink
broadcast SWIPT system consisting of a base station (BShtbadcasts signals to a set of users,
which are either scheduled as information decoding receffBs) or energy harvesting receivers
(ERs). To prevent eavesdropping, artificial noise (AN) wagl@ted at the BS to degrade the
channel of ERs, as well as to provide energy supply to ER41I8]-However, the works above
focused on half-duplex (HD) systems which would give riseatgignificant loss in spectral
efficiency. Moreover, the uplink security cannot be guagadtwhen single antenna uplink users
lack the required spatial degrees of freedom to ensure s@mmmunication. Multiple-antenna
full duplex capable base station (FD-BS) is a promising tsmhu With simultaneous transmission
and reception, not only the downlink but also the uplink wdapechannel can be concurrently
degraded by the AN transmitted by FD-BS. Another advantageat ERs in FD systems can
harvest the energy from both the downlink and uplink sigmalsach time slot.

Motivated by the discussion above, in this letter, we stindystecure transmission in full duplex
SWIPT systems. Different from the downlink secrecy rate im@zation subject to the uplink
secrecy rate constraint in full duplex systems [7], we mazénthe sum of downlink secrecy rate
and uplink secrecy rate by jointly optimizing the infornmaticovariance matrix, AN covariance
matrix and receiver vector. Moreover, the impact of Sl anecleannel interference (CCI) is
considered. Since the problem is non-convex, the log-expited reformulation and sequential

parametric convex approximation (SPCA) method are used.

1. SYSTEM MODEL AND PROBLEM FORMULATION

We consider a full duplex wireless communications systemSMV/IPT as illustrated in Fig.
1. It is assumed that there is one FD-BS, one uplink usgj,(one downlink userl(p) and one

idle user (/;) with the capability of RF energy harvesting. The FD-BS caminates withU;;

August 16, 2018 DRAFT



—> Information &
U, Idle user

—> Interference

> Artificial noise hl
(Energy beam)
HSI

&

0
U, U,
Downlink user Uplink user

Fig. 1. Secrecy SWIPT in full duplex system with SI.

in the uplink channel an@, in the downlink channel at the same time over the same frexyuen
band. Meanwhile, the idle user harvests the RF energy bastelt through the communication
process, including the energy emitted by the FD-BS and thmkupser. Suppose that uplink
user, downlink user and idle user are all equipped with alsiagtenna, while the FD-BS
employs N = Np + Ny antennas, of whichV; transmit antennas are used for transmitting
signal in the downlink channel anli; receive antennas are designed for receiving signal in the
uplink channel. We assume that all channels are frequencgléa fading and the channel state
information (CSI) is known at the FD-BS. It is worth notingathfor the purpose of harvesting
more energy, the idle user would like to feedback its CSI ®RED-BS, which also contributes
to fight against the eavesdropping.

To avoid the information leakage, artificial noise is uglizat FD-BS to improve the security

from physical layer. Denote the transmit signal sent by F#
Xp =Sp + V, 1)

wheres, € CN7!1 is the transmitted data vector intended &5 which is a complex Gaussian
random vector with zero mean and covariance marix 0, i.e.,sp ~ CA(0,S). v € CN7*! s

the artificial noise vector generated by the FD-BS to comiratcurious or even adversarial idle
user. Similarly,v ~ CN(0,V), V = 0 . Since the idle user harvests energy from the FD-BS,

the artificial noise vector also plays the role of energy eect
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Supposesy ~ CN(0,1) is the data symbol transmitted by uplink user and derigteas its
corresponding transmission power. Then, the informatiangmitted by uplink user is given as
Ty = PUSU-

The signal received by downlink uséi, and idle usetU; are respectively given by
yp = hpsp +hpv + gpry + 2p (2)
and y; = hi'sp + hj'v + gjzp + 21, (3)

wherehp, € CM*! and h; € CV7*! denote the channel vector from FD-BS to ugés
and Uy, respectivelyg; and gp represent the complex channel coefficient fréip to U; and
Up, respectively.zp, z; ~ CN(0,0%) are the corresponding background noisé’/at and Uy,
respectively.

After the receiver vectowy, the received signal at FD-BS is given as

yu = whguy Prsy +whHgr(sp + V) + Whazp, (4)

where g;; € CV»*! is the complex channel vector from the FD-BS to uplink ugr and
zy ~ CN(0,0%1y,) is the noise vector received at the FD-B$s; € CV=*N7 is the residual
S| channel from transmit antennas to the receive antennBB-&S.
From (2) and (4), the received signal to interference plusenmtio (SINR) at downlink user
Up and FD-BS can be respectively expressed as
hZSh,
" hEVhp + Polgn + 02

YD %)

2
Py|wigy|
wiHg (S + V>HgIWR + 0?2 ||WR||§

The idle user is assumed to process the downlink and uplighats independently [7].

and vy =

(6)

Thereby, from (3), the corresponding SINR of the downlinid arplink signals at idle user

are respectively given as

WP = by Shy (7)
h?Vh[ + PU|gI|2 + 0'%
P 2
and 7}]: U|gl| (8)

h?Vh[ + h?Sh[ -+ 0’%‘
Different from the HD-BS, both downlink and uplink securitgn be concurrently guaranteed
by the AN sent by FD-BS.
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The achievable secrecy rates of downlink and uplink chanagel be respectively expressed

as
sec D *
R(S, V) = [logQ(l +p) — logy(1 + ! )] and 9)

sec U *
R(S, V,wg) = [log2 (1+~vy) — log, (1 + 1 )] , (20)

where[z]" £ max{0, r}.

On the other hand, the harvested energy/ats given by
E = ( (hf'Shy +hi'Vh; + Pylg[*) , (11)

where( < ¢ < 1 is a constant, denoting the RF energy conversion efficiefichienidle user.

In this letter, we focus on the joint design of transceivefioimation covariance matrix,
AN covariance matrix and receiver vector to maximize thaltsecure downlink and uplink
transmission rate under the sum transmission power camsi@a FD-BS and the harvested

energy constraint at idle user. Specifically, the problerfoimulated as

P1: max RE(S, V) + R7“(S,V,wg) (12a)
vavaRHSZI

s. t. Tr(S) 4+ Tr(V) < Pgs, (12b)

¢ (hf'Sh; +hj'Vh; + Pylgi*) > Epin. (12c)

where Pgg is the maximum power at the FD-BS aifd},;,, is the minimum requirement of the
harvested energy f;.

Notice that the feasible condition of problefdl is that E,,;, < ¢ (Pgs by + PU|gI|2)
[11]. Throughout this letter, we consider the non-trivialse where the optimization problem
is feasible. Obviously, probler®1 is a non-convex problem. Therefore, the key idea to solve

problem”P1 is the reformulation of the objective function.

[1l. OPTIMIZATION FOR THE SUM OF DOWNLINK AND UPLINK SECRECY RATE

Observe that constraints (12b) and (12c) depend on vasigbland V, while constraint
||WR||§ = 1 depends on variablers. That is, constraints (12b) and (12c) are independent with
|wrl2 = 1. So we can solve probler®1 by first maximizing ovewp, and then maximizing
overS andV [12].
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Given the fixedS andV, the optimization of problerP1 is equivalent to maximize the uplink
rate by finding the optimal receiver vectery. Considering that the uplink channel is a SIMO

channel, the optimal unit receiver vector to maximize thHFRSh;; is expressed as [13]

(02In, + Hg (S + V)HE) "'y

Wpr = 1 . (13)
| (731, + Hsi(S + V)HE) ey |
Then, the uplink SINR at FD-BS is rewritten as
-1
Y = Prgll (c3In, + Hs(S+ V)HY,) g (14)

Substituting (14) into (10)R“(S, V,wg) is consequently changed &&°(S, V). Then, the

problemP1 can be further formulated as follows.

P2:  max RES(S, V) 4+ Ri4(S, V) (15a)
S. L. TI‘(S) + TI"(V) < Pgs, (15b)
¢ (h¥Sh; +h¥Vh; + Pylg[*) = Emin- (15¢)

Although we have fixed the receiver vector, the objectivectiam of problemP2 is still
complicated and non-convex. It is of importance to tramsfdhis problem into a tractable

form. Motivated by the log-exponential reformulation ided14], we introduce slack variables
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{zp,yp,x1,yr,tv,yu} to rewrite the problen2 as the followingP2.1:

s,vr,'lg,)y(D, (xp —yp — 1 +yr + tv — x1r + yu)log,e (16a)
TrYtysyU

s. t. hZShp +hVhp + Pylgp|* + 0% > "2, (16b)

hZVhp + Pylgp|” + 0% < e¥?, (16c)

h#Sh; +hiVh; + Pylgi|* + 0% < e, (16d)

h?VhI+PU|gI|2+U% > el (16e)

(xp —yp — o1 + yr)logye = 0, (16f)

Pyg (03In, +Hgr(S + V)Hgl)_lgU > eV —1, (169)

h¥Sh; + W Vh; + o2 > v, (16h)

(ty — z1 + yu)logee = 0, (a6i)

Tr(S) + Tr(V) < Pgg, (16j)

¢ (h¥Shy +hi'Vh; + Py|g;[*) = Ein- (16k)

The objective function (15a) is equivalently decomposed the objective function (16a) and
the eight constraints of (16b)-(16i). In particular, excép (16f) and (16i), the remaining six
constraints will hold with equality at the optimum. If (16is) not active at the optimality point,
one can increasep with a very small value, which improves the objective valugleskeeping
other constraints unchanged. This contradicts the optynabint assumption. Other constraints
can be proved in the same way. In addition, the constrair@f) @nd (16i) are to guarantee
the non-negative secrecy rates of downlink and uplink, eetyely. Hence, problenP2.1 is
equivalent toP2.

However, the problemP2.1 is still non-convex due to (16c), (16d) and (16g). In orte
solve it efficiently, we resort to an iterative algorithm bdson sequential parametric convex
approximation (SPCA) method [115] to find an approximate sofu The non-convex parts of
these constraints are iteratively linearized to its firsteo Tayor expansion.

To show this, let us first tackle the non-convex constraifhic) and (16d). Suppose that, at
iterationn, S*[n — 1], V*[n — 1], y;,[n — 1] and z}[n — 1] are given. A concave lower bound

of ¢¥» in (16¢) can be found as its first order approximation at a m@ghood ofy;,[n — 1]
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because of the convexity @f>. That is to say,

e U(yy —yfn — 1]+ 1) < ¥ (17)
holds, implying that the approximation is conservative fb8c). Similarly, we can replace'’
by its conservative first order approximatietr "~ (x; — 2%[n — 1] + 1) in (16d).

Then, we turn our attention to (16g). From [5], we know tRag/ (071, + Hg;(S + V)H?,)_lgU
is also joint convex with respect t8 and V, which is proved by epigraph and Schur com-
plement. For ease of description, &, = o%Iy, + Hsr(S + V)HE, and Xj[n — 1] =
021n, +Hsr(S*[n — 1] + V*[n — 1])HE,. Further defineZ(Xy, X§;[n — 1]) as the first order
approximation ofP;g/! X, 'gy. In the same spirit as before, we have

G(Xy, Xyln —1]) = PugiXyln — 1] 'gy
—Tr [ (PuXyn — 1 'gueliXin — 1]_1)
(Xo = Xl — 1) | < Pgfi X g0 (18)

To derive (18), we have used the fact thaga”? A—'b = —A-'ab” A~! for A = 0 [16].

Consequently, the convex approximate problem at iteratiethe following problenP2.2 :

SNT?ZED’ (xp —yp — o1 +yr +tv — xr + yu)logye (19a)
Tyt

s.t. hpVhp + Pylgpl* + o5 < e (yp — ypln — 1] + 1), (19b)

h#Sh; + h#Vh; + Pylg;|* + 02 < 1 (z; — a%[n — 1] + 1), (19c)

G( Xy, Xpn—1]) > e — 1, (19d)

(16b), (16e), (16f), (16h)-(16k) (19e)

This is a convex SDP which can be solved efficiently by offshelf solvers, e.g., CVX [17].
By solving this problem, we can obtat[n], V*[n], y},[n], xj[n] as well as the achieved sum
secrecy rate:[n|. Detailed steps to solve proble®2 are stated in Algorithm 1. According to
[15], Algorithm 1 converges to a KKT point of problerR2. Detailed proof is presented in
Appendix A. It is worth noting that the iterative procedureAlgorithm 1 may return a locally

optimal solution to problenP2.
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Algorithm 1 SPCA method for probler®2

1: Initialize feasible points fo8*[0] andV*[0] by solving the feasibility problem dP2 (replace
(15a) with 0);

2: Calculatey;[0] = In(hZV*[0]hp + Pylgp|*+0%) andz;[0] = In(h¥S*[0Jh; +hi V*[0h; +
Pyloil® + o%);

3 Setn :=0;

a: while =t > 1075 do

5. Solve problemP2.2 by CVX to obtainS*[n], V*[n|, y},[n] andzj[n];

6: Setn:=n-+1;

7. end while

8: return S*[n] and V*[n] as an approximate solution.

[V. SIMULATION RESULTS

In this section, simulation results are presented to etaltiee performance of our proposed
schemes. We assume that FD-BS is equipped with= 4 and Ny = 4 antennas and its
transmission power i¥zs = 1 W. The uplink user transmission power is 0.1 W. For simplicit
we set the energy harvesting efficiency asi5Q\ll the receiver noise power equals tes0
dB. Assume that the signal attenuation from FD-BS to idler uise80 dB and the remaining
channel attenuations are 70 dB excluding the residual Shreda These channel entries are
independently generated from i.i.d Rayleigh fading witle tiespective average power values.
Besides, we generate the elementdhf; asCN (0, 0%;), wheres?; depends on the capability
of the SIC techniques. For comparison, we also introducesmtemes, i.e., perfect full duplex
and two-phase half duplex. In the half duplex scheme\ali= 8 antennas are used for data
transmission/reception in 1/2 time slot.

In Fig. 2, the impact of self-interference variance on théi@@ble sum secrecy rate is
presented with%,,;, = 1 mW. As expected, we can see that the performance of our pedpos
full duplex scheme degrades a$; increases, while that of other schemes remain the same.

Fig. 3 compares the sum secrecy rate of different schemeawarinimum energy requirement
with 0%, = —60 dB. According to Fig. 3, it is straightforward that the seyreum rate decreases

as the minimum energy requirement increases. Besides,dtiermance of our proposed full
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duplex scheme extremely outperforms that of half duplexesehby 65%, which greatly verifies

the superiority of our proposed system.
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V. CONCLUSION

This letter has designed a transceiver scheme for securd®B\Wil a full duplex wireless
system with one downlink user, one uplink user and one id&r.0&e have jointly optimized
the transmitter covariance matrix and receiver vector tximae the sum of downlink and
uplink secrecy rate subject to the sum transmission powastcaint at FD-BS and the harvested
energy requirement at the idle user. It has been demordstthtd the proposed full duplex

scheme yields a large gain than half duplex scheme in terniseofum secrecy rate.

APPENDIX A

PROOF OF THE CONVERGENCE FORALGORITHM 1

In this appendix, we first prove the convergence of Algorithnby adopting the technique
from [15]. Let S™ be the convex set of problef@2.2 at iterationn. For ease of presentation,
we define

¢(yp, V) = hjiVhp + Pylgp|* + 0% — e*» and (20)

d(yp, ypln — 1), V) = hfVhp + Pylgp|* + 0%
— eyE["_l}(yD —ypln—1]+1). (21)
Due to (17) and (19b), we have
©(yp, V) < é(yp,ypln — 1], V) <0. (22)

Since the affine approximation in (17), the following two pecties are satisfied.

d(yp, yp[n —1], V)

yp=yp5n—1],V=V*[n—1]

<0, (23)

yp=yp[n—1,V=V*[n—1]

= ¢(yp, V)

Vo(yp, Yp [n - 1]7 V)

yp=yp[n—1],V=V*[n—1]

= Veo(yp, V) (24)

yp=yp[n—1],V=V*[n—1]
From (23), we know that the optimal variablgs[n—1] andV*[n—1] obtained at iteration—1 is
a feasible solution to the proble2.2 at iteratiom. Similarly, the constraints in (19¢) and (19d)

also have the same properties. In other wofgs[n — 1], z%[n — 1],S*[n — 1], V*[n — 1]) € S™
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and thusu[n] > u[n — 1]. In fact, we have shown that the sequenge| in nondecreasing.
Besides, the value af[n] is bounded above due to the limited transmission power, hosl it
is guaranteed to convergence.

Then, similar with that (19b) has two properties, i.e., (283 (24), (19¢c) and (19d) also have
their corresponding properties, respectively. Accordmfl5, Proposition 3.2], all accumulation
points of (y},[n], x5[n], S*[n], V*[n]) are KKT points of the original probler®2.1 orP2. Thus,

our proposed algorithm 1 converges to a KKT point of probiegh
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