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Abstract—We propose a novel, Gaussian signaling mechanism
for low probability of detection (LPD) communication systems
with either single or multiple antennas. The new scheme is de-
signed to allow the noncoherent detection of Gaussian-distributed
signals, enabling LPD communications using signals that follow
the complex Gaussian distribution in the time and frequency
domains. It is demonstrated via simulations that the proposed
scheme achieves better performance than a comparable conven-
tional scheme over the entire SNR region, with the advantage
becoming more significant in scenarios with lower overhead.

Index Terms—Multiple-input multiple-output (MIMO), low
probability of detection (LPD), Gaussian signaling.

I. INTRODUCTION

OW probability of detection (LPD) systems are a new

type of covert wireless communication technology [1]]
that is expected to play a key role in applications such as
stealth IoT and military networks [2], which require high levels
of security. In the LPD communication systems, a legitimate
transmitter attempts to communicate with a legitimate receiver
without being detected by an illegitimate adversary.

Low-power zero-mean complex-valued Gaussian signals are
ideal for LPD, as it has been recently shown [3] that such
signals minimize the probability of detection by illegitimate
adversaries. This is unlike most current wireless systems, many
of which rely on orthogonal frequency division multiplexing
(OFDM) waveforms. This is because although time-domain
OFDM signals also follow Gaussian distributions, the discrete
nature of the digital constellations utilized in such systems is
visible in the frequency domain, a feature which can therefore
be exploited to detect the presence of communications. In
contrast, in LPD systems, signals must be Gaussian in both
the time and the frequency domains.

The security of LPD communication has been analyzed
from an information-theoretic perspective [4) 15)], but under
the assumption that perfect channel state information (CSI) is
available at both transmitter and receiver [4, [5)], which in turn
implies the exchange of reference signals, thus increasing the
risk of detection by an adversary. This fundamental weakness
of existing LDP methods calls for the design of noncoherent
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LPD schemes, which on the other hand is challenging under
the optimal LDP Gaussian signaling, and therefore remains an
open issue hindering the practicality of the technology [2].

Against this background, a noncoherent detection scheme

for LDP systems employing Gaussian signals is proposed in
this letter, as an enabling technology for LPD communications.
The proposed scheme builds on principles of differential
encoding [6] to construct complex Gaussian reference and
data signals, such that thanks to the differential structure, no
periodic reference signals are required to track CSI. The pro-
posed scheme has advantages over the representative Gaussian
signaling scheme of [7, 8] decoded via the semi-blind detector
[9], which can be considered the state-of-the-art in the area.
The contributions of the article can be summarized as follows.

o« We design a new noncoherent detection scheme for
LPD communications. The proposed scheme inserts a
reference matrix at the beginning of the transmission
frame and generates differentially-encoded symbols, all
of which follow the ideal Gaussian distribution in the
frequency domain, resulting in Gaussian-distributed time-
domain signals. Since Gaussian-distributed signals make
CSI estimation difficult due to their maximally-entropic
feature, the issue is circumvented by the design of a
robust noncoherent detector.

« We demonstrate that the proposed scheme achieves
better BER performance than state-of-the-art of LPD
methods employing Gaussian signaling [7, 8] with
semi-blind detector [9]. In addition, our analysis indicates
that the detection complexity is reduced by a linear factor
while maintaining the same security level as the ideal
Gaussian signaling.

II. SYSTEM MODEL

Consider a multiple-input multiple-output (MIMO) system
in which a legitimate transmitter, Alice, equipped with M
transmit antennas, communicates with a legitimate receiver,
Bob, equipped with NN receive antennas, in the presence of
an illegitimate adversary, Willie, which tries to detect Alice’s
communications. The narrow-band received signals at Bob is
modeled adl]

Y (i) = H(i)S(i) + V(i) € CN*T] (1)

for 0 < ¢ < W, where ¢ is the transmission index, W is the
frame length, 7T is the number of time slots, S(7) € CM*T is a

'We remark that this system model is readily applicable to MIMO-OFDM
scenarios [0]].
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space-time codeword, and the elements of H(i) € CV*M and
V(i) € CN*T follow CN(0,1) and CN(0,02), respectively,
with the signal-to-noise ratio (SNR) is defined as 1/02.

Let B be the number of information bits conveyed by
the codeword S(i) € S, where S = {Sy,---,Sy5} is the
codebook. The bit error rate (BER) associated with signals as
in (T) depends on the so-called coding gain [10]

((Sp - Sq)H(Sp - Sq)) ) 2

2|

G2

min
p#q€{l,- 2P}
which represents the minimum Euclidean distance between
different space-time codewords in the codebook.

We emphasize that the main interest of LPD communication
with M < N is in uplink scenario, since for massive MIMO
systems, downlink physical layer security schemes such as
the one proposed in [11] can generate Gaussian signals. As
a consequence, LPD communications in downlink will be
considered out of the scope of this letter.

III. REFERENCE STATE-OF-THE-ART SCHEMES

Before we introduce our proposed method, let us briefly
revise relevant state-of-the-art techniques, in particular the
conventional Gaussian signaling scheme of [7, 8] and the con-
ventional semi-blind detector of [9]. Combining both schemes
is a straightforward task, and results in an exclusive Gaussian
signaling scheme that can work for MIMO-OFDM scenarios.
Hence, we regard the combination as a performance baseline
reference to our contribution.

A. Conventional Gaussian Signaling Scheme of [I7, |8|]

Chaos MIMO (C-MIMO) [7] is a MIMO modulation
scheme designed with basis on chaos theory] in which
B = MT information bits b = [b; by --- bp] € BE are
mapped onto complex-valued Gaussian symbols, such that the
associated the M x T space-time codeword is in a form (8]

S1 SM+1 SMT—M+1
S S S —
S(z)é 1 2 M+42 MT—M+2 E(CMXT
VM : ’
SM SoM SMT
3)

where each symbol s; is generated by the Box-Muller’s
transform [8§]]

s, =/ —log (c,@) (cos (271'(:,(5’)) + jsin (QWCEcy))) @)

and j denotes the imaginary number.
Here, c,(f) and c,gy) are uniform pseudo-random numbers
generated by a shared key, the input bit sequence, and the

Bernoulli shift map transition, which are given by [8]

c](:') = arccos (cos (377 (Re[ck] + Im[ci]))) /7,  (5a)
Cl(cy) = arcsin (sin (437 (Re[cx] —Im[cx]))) /7+1/2, (5b)
2In our simulations, C-MIMO achieved the best coding gain among physical

layer encryption schemes. Thus, we consider it to be a representative Gaussian
signaling scheme.

where we have

Ck = Re[ZNs+b(k+B/2) mod B] + Im[ZNs+b(k+B/2+1) mod B]'

(6)

In (6)), the chaos sequences are defined by [8]]
Re[z] = 2 Re[z_1] mod (1 —10716), (7a)
Im[z] = 2 - Im[z_1] mod (1 — 10716). (7b)

for ] = 1,2,---,Ns, Ny + 1, where the transition factor is
typically set to a large number such as N; = 100 [8], and
both sequences are initialized by Re[zo] = T'(Re[ek—1], br—1),
Im[zo] = F(Im[ck_l], bk mod B), where [8]

a if (b= 0),
1—a if(b=1and a > 1/2), (8)
a+1/2 if(b=1and a <1/2),

where ¢y € C is a pre-shared key that satisfies 0 < Re[cp] < 1
and 0 < Im[eg] < 1.

We remark that due to the Box-Muller transform described
by @), the resultant symbol s, follows CA/(0,1)F]

I'(a,b) £

B. Conventional Coherent and Semi-Blind Detection of [9]

Algorithm 1 Conventional Semi-blind Detection [9].
Input: ¥ = [ Y(1) [ Y(2) i | Y(W) | e CWT, 7O
Output: SO
1: Set the iteration index [ = 0.
2: repeat
3 Given H®, perform ML detection for each sub-matrix
of Y and obtain a set of estimates

S(W)} c CMXWT
J’_

S(1)iS(2) -

4:  Update the channel matrix by HD =y [g(l)}
Setl=1+1.
6: until [ < I a.

g0 —

W

Under the assumption that a perfect estimate of H is
available at the receiver, maximum likelihood (ML) detection
can be carried out via

$(i) = arg min|[Y (i) - HS|Z, ©)
S

where an optimal S is searched over the set of C-MIMO
codewords.

In practice, however, frequent transmission of reference
signals is required to improve the accuracy of CSI estimation
by Bob, which in turn also increases the probability that
transmissions are detected by Willie. To alleviate this problem,
the semi-blind detection scheme of [9] may be exploited.
In such a scheme, a reference signal I, is transmited at
the first instance (i.e., when ¢ = (), which is used to
obtain a rough initial channel estimate HO, Then, over the
subsequent transmission of W blocks, the received signals are
concatenated and more accurate CSI is obtained iteratively, as
summarized in Algorithm [I} where we use the pseudo-inverse
matrix A+ = AH (AAH) ™",

3The open-source implementation of C-MIMO is available at https://github.
com/ishikawalab/wiphy/blob/master/wiphy/examples/okamoto2012chaos.py.


https://github.com/ishikawalab/wiphy/blob/master/wiphy/examples/okamoto2012chaos.py
https://github.com/ishikawalab/wiphy/blob/master/wiphy/examples/okamoto2012chaos.py

AUTHOR’S FINAL VERSION ACCEPTED FOR PUBLICATION IN IEEE WIRELESS COMMUNICATIONS LETTERS 3

IV. PROPOSED NONCOHERENT GAUSSIAN SIGNALING
(NGS) FOR LPD COMMUNICATIONS

In this section, we introduce the proposed NGS scheme
satisfying the requirements of LPD communications.

A. Gaussian Signal Transmission

Based on a shared secret seed, Alice and Bob generate a
Gaussian reference matrix G € CM*KM where K is a rep-
etition number, and each element of G follows CN(0,1/M),
i.e., E[||G||2] = KM. Similarly, Alice and Bob generate
a Gaussian projection matrix E(i) € CM*T | where each
element of E(i) follows CN(0,1/M), i.e., E[||[E(3)||Z] = T,
where the index ¢ indicates that the projection matrix varies
over time.

After the above Gaussian matrices are prepared, at the index
i = 0, the Gaussian reference matrix is transmitted. Then,
for 0 < ¢+ < W, B bits of information are mapped onto
a unitary matrix X(i) € CM>*M which is selected from a
codebook of 28 matrices {X,---,Xy5}. Here, we use the
classic differential encoding in the form

aon | Im if i =0,o0r
S(i) _{ S(i — 1)X(i) ifi> 0. (10)
Finally, the space-time codeword at i is generated by
. G if ¢ =0,or
S(0) _{ SGH)E() ifi> 0. an

The important question here is what type of unitary matrix
X () would lead each element of to follow an independent
complex Gaussian distribution. Since any point on the unit cir-
cle does not change the statistical property, one can expect that
any unitary matrix that has one unit-norm nonzero element in
each column results in the Gaussian distribution. Differential
schemes that satisfy such property include the diagonal unitary
coding (DUC) [12]] and differential spatial modulation [13]]
methods, but since the DUC approach maximizes the coding
gain due to its optimized structure, it will be adopted here in
our NGS scheme.

In the DUC scheme [12], the B input bits are mapped
onto the integers b =0, 1,--- ,25 — 1, and the corresponding
unitary matrix is generated as

. 27h 27b
)(bchag[eXP <J;ﬂ3u1>,~'~,eXp (];ﬂgﬂﬂi)], (12)

where the factors 0 < uy < ---uy < 23/2 € Z are designed
so as to maximize the diversity product given byE]

M . [ mhu,,
I] sin ( e )
m=1
Notice that the encoding scheme described by becomes
identical to the classic differential phase-shift keying modu-
lation if M = 1 and u; = 1. In addition, although the ideal

transmission rate is R = B/T, since the Gaussian reference
matrix GM*EM i inserted, the effective transmission rate is

1
M

13)

min
be{l,--- ,2B-1}

4The optimized factors are available online at |https:/github.com/
ishikawalab/wiphy/blob/master/wiphy/code/duc.py.

BW

MK +WT
where we have implicitly defined the transmission efficiency
ns(1+MK/(WT))~ L

As given, the efficiency decreases as K increases. The ref-
erence insertion ratio is calculated as 1 —7. In the performance
comparisons, we will set the ratio to 5%, but we remark that
the performance of the proposed scheme remains constant
in high-speed mobile scenarios even with lower reference
insertion ratios such as 1% and 0.1%.

Reg = Nk, (14)

B. Noncoherent Detection of Gaussian Signaling

The noncoherent detection of the Gaussian signaling scheme
proposed in Subsection is not a straightforward task.
We extend the noncoherent detection scheme proposed in [6]
to support time-varying Gaussian reference and projection
matrices. Specifically, for the data blocks 0 < ¢ < W, the
proposed noncoherent ML detector is described by

X (i) = arg min | Y (i) — Y(i — )XE®)||3, (15)
X
where the matrices Y (i) are given by
Y (0) 2 Y(0)GT =H(0)S(0) + V(0)G*,  (16)

at i = 0, where each element of V(0) € CN*XEM follows
CN(0,02), and

Y (i) £ BY () ER ()Y (i —1)X(0) (I —BEGER (1), (17)

for i > 0, respectively, with the parameter 3 = 1 — «

containing a forgetting factor 0 < @ < 1 that determines the
inter-dependence between Y (i) and Y (i — 1).

Notice that due to , even if Willie successfully detects
the LPD communications, he cannot decrypt data symbols
because the projection of E(4) induces phase ambiguity, which
implies that the proposed NGS also works as a physical layer
encryption scheme.

V. THEORETICAL ANALYSIS

In this section, we compare the proposed NGS LPD com-
munication scheme against the conventional C-MIMO in terms
of security and complexity. System configurations of the
conventional C-MIMO and the proposed NGS schemes are
summarized in Table [

A. Security Analysis

In LPD communications, the achievable security level has
been evaluated by the Willie’s minimum detection error prob-
ability [3H5]. Let the case when Alice does not transmit
symbols to Bob be referred to as the null-hypothesis H,,
with likelihood function po(y), and the alternative case when
Alice does transmit to Bob be referred to as the alternative
hypothesis 71, with likelihood function p;(y). The received
signal at Willie under both hypotheses can be expressed as [3]]

{Hozy:v, or

Hi:y=s+wv, (18)
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TABLE I
SYSTEM CONFIGURATIONS OF THE CONVENTIONAL C-MIMO AND THE PROPOSED NGS SCHEMES.

Reference Signal (¢ = 0)

Data Symbols (0 < 7 < W) ML Detector

Gaussian reference matrix G € CM*XKM

(see Section [IV-A)

Conventional C-MIMO

Okamoto’s C-MIMO encoding method [8]
(see Section |[II-A

Semi-blind detector [9]]
(see Algorithm

CMXKM

Proposed NGS Gaussian reference matrix G €

(see Section [IV-A)

Noncoherent detector

DUC & Gaussian projection matrix E(¢)
(see Section [IV-B)

(see Section [IV-A)

Fig. 1. Lower bounds of Willie’s minimum detection error probability £*.

where s and v denote the transmit signal and additive white
Gaussian noise, respectively.

Assuming that all transmit signals are Gaussian, Willie’s
detection error probability can be expressed as [3]]

£ > &hin £ 1—VD(p1llpo) /2,

*

where the lower-bounding quantity £, was derived in [3 4]
and D(p1||po) denotes the Kullback-Leiber (KL) divergence
between the likelihoods of observing y under the null and the
alternative hypotheses, respectively.

In Fig.[I] we evaluate the lower bounds of Willie’s minimum
detection error probability &7, , where the conventional C-
MIMO and the proposed NGS were considered. As expected,
both schemes exhibit the same lower bound since the resulting
constellation in both successfully follow the ideal Gaussian
distribution. Additionally, it is observed that as M increases,
& i, becomes larger because less power is allocated to each
antenna, which is preferable in LPD communications. In short,
it can be said that the proposed scheme has the same security
level of conventional C-MIMO.

We remark that the repetition number K has no effect on

~in since it does not influence the statistical property of
transmit signals, which can be inferred from [3H5]].

19)

B. Complexity Analysis

Next, the conventional C-MIMO and the proposed NGS are
evaluated in terms of encoding and decoding complexities.

Encoding complexity: In both the C-MIMO and NGS
schemes a total of BW [bits] are transmitted within the frame
length W. However, in order to generate a codebook, C-
MIMO requires 22 W complex-valued random variables, since
C-MIMO directly maps information bits onto complex-valued
Gaussian symbols.

In contrast, NGS requires only BW complex-valued ran-
dom variables since the codebook is constructed as in (12),
before being transformed by the Gaussian projection matrix.
Thus, the number of Gaussian variables to be generated can
be significantly reduced in the proposed NGS LPD scheme as
the number of bits B increases.

Decoding complexity: The complexity orders of the con-
ventional semi-blind detector C, (see Algorithm [I) and of the
proposed detector C}, (see Subsection are, respectively

Co =2BWIyaxAMNT +4NT)
—— =~
aSs Il-11%
AN M?

MW (Ipaxe — 1) ( 8MT + —= +
+ MW ( )< +W+W>

Y[sO]*
=0(2°W ILyax(4MNT + 4ANT)),
Cp, =2PW(AMNT +4NT +4MT)
N—_—— = =
Y(i-nx  E XE@)
+  MW(SMN +4NT + 4MT)

(20)

BY () EH (i)Y (i—1)X (i) Ty—BE (i) EH (4))

=0(2°W(AMNT +4NT + 4MT)), 1)

where only the significant numbers of real-valued floating-
point multiplication operations are counted.
It follows that the ratio between both is given by

Ch 1 (1+4+% 1
— =0 ~ 0O 22
Cc (Imax ( 1"‘% Irnax ’ ( )

which means that the complexity order of the conventional
semi-blind detector is approximately I, higher than that of
the proposed detector.

VI. NUMERICAL PERFORMANCE COMPARISONS

In this section, the conventional C-MIMO decoded via the
semi-blind detector and the proposed NGS LPD scheme are
empirically evaluated in terms of their bit error rates (BERs)
and coding gains. Again, the system configurations of both
schemes are summarized in Table [Il In our simulations, we
set the minimum SNR to —20 dB since transmission power in
LPD communications systems is typically small, and adopt
the forgetting factor @ = 0.8. In addition, although the
proposed NGS supports time-varying channels, we limit the
comparisons to quasi-static Rayleigh fading channels because
the conventional C-MIMO with the semi-blind detector only
supports such channel condition.

Note that also in the conventional C-MIMO scheme, a
Gaussian reference matrix G € CM*KM g transmitted first
for the purpose of channel estimation, since all signals in LPD
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systems must be complex Gaussian. The semi-blind detection
algorithm is subsequently performed using the rough initial
channel estimate H(®) = Y (0) given by (T6).

First, a comparison between the BERs of the conventional
C-MIMO [7]] scheme with semi-blind detection [9] and the
proposed NGS LPD method is offered in Fig. [2] for the case
where M =2, N =64, T = 1, B = 2, and overhead factor
K =1 or K = 3. As a lower bound, the BER of the NGS
scheme with perfect CSI is also included. The results show
that the proposed NGS LPD system achieves the best BER in
all cases, with a gain of 16 dB over conventional C-MIMO
observed for K = 1, and a performance rapidly approaching
the lower bound for larger K.

In order to better investigate the reason behind the large
BER advantage of NGS LPD seen in Fig. 2] we compare in
Fig. 3| the coding gains of NGS LPD and alternative schemeﬂ
with N =1and T'=1, and M varying from 1 to 8.

The results of Fig. 3] show that thanks to the optimized
DUC constellation, the proposed NGS LPD scheme achieves
coding gains equal or close to those of conventional spatial
multiplexing, while generating Gaussian signals. In compari-
son, the coding gains of conventional C-MIMO was found to
be close or equal to these of random Gaussian constellations.

VII. CONCLUSION

We proposed a solution to an open issue regarding the
noncoherent detection of Gaussian-distributed signals, which
is especially important for LPD communications. To solve
the issue, we relied on newly proposed Gaussian projection
scheme, applied over optimized DUC constellations. Refer-
ence signals were also designed so as to follow the Gaussian
distribution. Thus, the proposed scheme communicates only
using Gaussian signals, which satisfies the common require-
ment of LPD communication. With the use of OFDM, the
Gaussian signals in the frequency domain result in Gaussian-
distributed time-domain signals. An analysis was provided,
which clarified that the proposed NGS generates perfectly
Gaussian symbols at a fraction of the complexity of C-MIMO
schemes. Simulation results also revealed large BER gains
over the latter alternative, due to the higher coding gains
afforded by the new method. Since the proposed NGS requires
shorter reference signals, it is expected to be suitable for low-
overhead LPD communications in high-mobility scenarios.
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