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Cryptocurrencies can have significant privacy
costs. A motivated adversary has available

a range of actions to identify the actual user

associated with a cryptocurrency account. By
taking appropriate measures, cryptocurrency

users can minimize privacy violations and
reduce the risk of privacy breaches.

ransparency is a major factor that is driving

the use of blockchain-based applications such

as cryptocurrencies. A major question becomes

whether transparency provides reasonable pri-

vacy protection. For instance, many firms in the financial

sector do not like the fact that blockchain's transparent

nature gives other users access to the details of conducted
transactions.

Let’s begin with cryptocurrencies. It is important to

note that cryptocurrencies possess built-in mechanisms
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that provide reasonable levels of
privacytousers. To make the costs of
transparency less severe to privacy,
Bitcoin and other cryptocurrencies
employ pseudonymity. Users can
conduct transactions with one an-
other without disclosing any infor-
mation related to their identity.

Concealing the Internet Protocol (IP)
addresses of users is another mech-
anism that provides protection to
cryptocurrency user privacy. For ex-
ample, in the Bitcoin network, cor-
respondence cannot be established
between transactions and IP addresses.
Bitcoin users are connected to a peer-to-peer (P2P) network.
Data continue to flow among the devices connected to the
P2P network until everyone has the information related to
atransaction. No one, except for the originator, knows who
initiated the transaction.!

CONSEQUENCES OF PRIVACY VIOLATIONS
IN THE CRYPTO-WORLD

Individuals and organizations are likely to suffer more se-
vere consequences from cases of privacy violation if they en-
gage in illegal behaviors using cryptocurrencies (compared
with other transaction models). For example, if someone is
caughtina crime, the cryptocurrency account canbelinked
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to any crime committed by that person
in the past. Privacy breaches are likely
to lead to more severe criminal conse-
quences, referred as an amplified techni-
calimpact.2

Blockchain ledgers are searchable
and, hence, can be used to track transac-
tions.5 Ifaleak involves the amount and
time of the purchase, a motivated adver-
sary can convert the purchase amount

Zcash transactions have two types of addresses:
transparent and shielded.

Privacyisimportant for citizensand
businesses. If an individual uses Bitcoin
to pay for certain goods or services, the
party with whom the transaction is be-
ing made can know exactly how much
money the individual has. This may
increase the threat to personal safety.
A supplier that has received a payment
from abusiness would know how much
money the business has. Knowing fund
availability and customer price sensi-
tivity could affect future negotiations.
Finally, if online businesses have infor-
mation about a consumer’s spending
patterns, they could predict the high-
est price that the consumer could pay.
The business could then use price tam-
pering to increase profits.3

UNWANTED PERSONAL
INFORMATION LEAKS

There are various sources of unwanted
personal information leaks in transac-
tions involving cryptocurrencies. For
instance, while Bitcoin transactions
are difficult to track, they are not com-
pletely anonymous. All transactions are
recorded in a permanent public ledger.
After the Bitcoins are moved from that
address, financial movements can be
traced. Users can be traced through IP
addresses and money flows. A team of
researchers studied 130 major merchants
that allow Bitcoin transactions. They
found that at least 53 of the merchants
leaked payment information to atleast 40
third parties. While most of the informa-
tion leaked was intentional and used for
advertising and analytics, some merchant
websites also leaked precise blockchain
transaction information to trackers.*
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into Bitcoins using the exchange rate
at that time. Then, a blockchain can
be searched for a transaction of that
amount and at that time. This gives away
the user’s Bitcoin address. Any other
purchases made using that address are
now easier to trace.

Sometimes, an act of carelessness
on the part of the user may decrease
privacy. This happened to Ross Ul-
bricht, who created the online black
market Silk Road, best known as a plat-
form for selling illegal drugs. When
Ulbricht looked for help to expand the
Silk Road business, he used the same
pseudonym that he had adopted pre-
viously to post announcements on ille-
galdrugdiscussion forums. This made
him an FBI suspect. The FBI tracked
his IP address to an Internet café in
San Francisco and caught Ulbricht as
he was logging in to Silk Road as an
administrator.l

Another privacy problem oc-
curs when users of cryptocurrencies
such as Bitcoin reuse addresses. By
doing so, they publicly disclose infor-
mation about past financial transac-
tions, and this can compromise their
privacy. The transparency and im-
mutability features of cryptocur-
rencies like Bitcoin make it possible
to track every transaction involving
a given address. Even if a person has
engaged in careful processes to hide
his or her identity, once a link has
been established between a person’s
identity and a Bitcoin address, all past
transactions made by the owner of the
Bitcoin address will be associated to
the owner’s identity.

CRYPTOCURRENCIES

HAVE DIFFERENT

LEVELS OF PRIVACY
Well-known cryptocurrencies such as
Bitcoin have not been able to meet all
privacy needs of users. As mentioned,
financial firms are concerned that
blockchain’s ledger allows other users
to access the details of transactions al-
ready conducted. In response to these
demands, some cryptocurrencies pro-
vide users with higher levels of pri-
vacy protection.

Blockchain is still in early-stage
development, and various alternative
models and forms of cryptocurren-
cies are evolving along with it. For
instance, to make blockchain more ap-
pealing to financial institutions, the cryp-
tocurrency Zcash, which waslaunched
in October 2016, has promised transac-
tional privacy.b It employs cryptogra-
phy to enhance user privacy.

Zcash transactions can be made
transparent, like those of Bitcoin, or
shielded through a zero-knowledge
proof. Zcash transactions have two
types of addresses: transparent and
shielded. In transparent addresses, as
is the case for Bitcoin, the monetary
amount of the transaction as well as
information about the receiver and the
sender appears in the blockchain. On
the other hand, if a shielded address is
used, the address is “obscured” on the
public ledger. Also, if both the sender
andthereceiveruse shielded addresses,
the transaction amount is encrypted.

Users of shielded addresses con-
stitute a small proportion of Zcash
adopters. In early 2017, shielded ad-
dresses accounted for about 0.8% of
Zcash transactions.” That propor-
tion is predicted to increase to 4% by
mid-2018.8

A relatively low adoption rate of
shielded addresses might be due to the
additional time and computational re-
sources required. Shielded addresses
require a more computationally in-
tensive process. To use Zcash's pri-
vacy features, users may need 4 GB or
more of RAM (tinyurl.com/y9dtj3dh).
With 4 GB of RAM, operations were
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reported to take as long as 2 min to
complete.? Therefore, most exchanges
and wallets support only transparent
Zcash transactions.®

Likewise, Monero focuses on privacy
and untraceability by hiding the transac-
tion's sender, receiver, and monetary
amount. To achieve this, Monero mixes
Monero “coins” with other forms of pay-
ments. This makes it nearly impossible
to link a transaction to any particular
identity or previous transaction from the
same source if only Monero's blockchain
issearched.10

Despite higherlevels ofuser privacy
from Monero and Zcash, these cryp-
tocurrencies have not yet achieved
higher popularity. For instance, as of
mid-July 2018, market capitalization
of Monero and Zcash was about $2 bil-
lion and $816 million, respectively,
compared with Bitcoin’s $115 billion and
Ethereum’s $48 billion (coinmarket
cap.com/).

REGULATORY AND LAW
ENFORCEMENT RESPONSES
Regulatory and law enforcement agen-
cies are now focusing on illegal activi-
ties associated with cryptocurrencies.
Law enforcement agencies are con-
cerned with the anonymity features of
cryptocurrencies. Ata congressional
hearing, former assistant US attorney
Kathryn Haun noted that, when regu-
lators issue subpoenas requesting doc-
uments relating individual identities
to illicit activities at cryptocurrency
exchanges, subpoenas may return in-
formation such as “Mickey Mouse” liv-
ing at “123 Main Street” (tinyurl.com/
y8g2x23c).

Academic researchers and block-
chain intelligence companies are us-
ing advances in computer science,
economics, and forensics to help law
enforcement. Law enforcement agen-
cies now have access to advanced tech-
niques to track illegal activities that
employ cryptocurrencies. Elliptic,
a blockchain intelligence company,
uses artificial intelligence to scan
and analyze the Bitcoin network to
identify suspicious transactions. It

can trace transactions to individuals
and groups. Elliptic’s services are used
by online exchanges and law enforce-
ment to detect money laundering (bit
ly/1T3SBwc).

The higher levels of privacy offered
by cryptocurrencies such as Monero
and Zcash concern regulators who
are focused on money laundering. A
cybercrime expert at the European
Union’s law enforcement agency, Eu-
ropol, noted that criminals have be-
gun shifting away from Bitcoin to
cryptocurrencies with higher levels of
privacy (tinyurl.com/yat9hucw). In re-
cent years, regulators have increased
their focus on cryptocurrencies with
higher degrees of nontraceability. In
June 2018, in testimony before the
House of Representatives Committee
on Financial Services Subcommittee
on Terrorism and Illicit Finance, an
official of the US Secret Service rec-
ommended better regulation of less
traceable cryptocurrencies to pre-
vent illegal activities from benefiting
from nontraceable coins (tinyurl.com/
ycot283t).

ryptocurrencies’ transparency

and immutability features

come with a privacy cost. Ad-
versaries can use a range of actions to
identify the actual user associated with
a specific cryptocurrency account.

It is important for cryptocurrency
users to be aware that their privacy can
be compromised. Users need to take
precautions to minimize privacy vio-
lations and mitigate the risk of privacy
breaches. Users should refrain from re-
using identities in both their noncryp-
tocurrency and cryptocurrency worlds.
Likewise, by reusing cryptocurrency
addresses, users are more likely to pub-
licly disclose personal information.
Higherlevels of privacy require generat-
ing a new address for each transaction.
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MAIN GLOBAL DLT
STANDARDS DEVELOPMENT
Currently, there are several standards-
development initiatives going on world-
wide. These processes are carried out by
global SDOs and industry associations
and alliances, with the latter involving
great support from the development
community and the end users of these
platform-specific standards. Most of
these standards are currently under
way, with just a few first drafts having
been released for review; the great ma-
jority are still in the preliminary draft
stage. More work and preliminary doc-
umentation of these DLT/blockchain
standards are expected to be released
around 2019.

here are several global and
country-specific DLT standards
and technical specifications
being developed worldwide, but the
most relevant currently under consid-
eration are described in the following.
IEEE DLT/blockchain standards: The
IEEE is developing the IEEE P2418 se-
ries, which is focused on the creation
of generic frameworks and architec-
tures, interoperability, enabling-tech-
nology building blocks, and verti-
cal-industry standards.5
ISO/TC 307 blockchain and DLT: TC
307 is one of the most active global
standards efforts, driven by the Aus-
tralian standards body and the ISO. TC
307 is in the early stages for ISO 307.
There are several focus areas here, in-
cluding architecture and taxonomy,

use cases, security and privacy, iden-
tity, smart contracts, governance, and
interoperability between blockchain
applications.®

EEA: The EEA is one of the most ac-
tiveindustry alliances, with more than
500 members working on open, stan-
dards-based architectures and speci-
fications to accelerate the adoption of
Enterprise Ethereum and focusing on
the development of technical specifi-
cations and certification of Ethereum
for enterprise.”

ITU-T: The ITU has created an open-
participation ITU-T FG DLT to analyze
the standardization demands of appli-
cations and services built on DLT.8

W3C: The W3C has a Blockchain
Community Group working on a Web
Ledger Protocol to generate message
format standards for blockchain based
on ISO 20022 and produce guidelines
for the use of storage, including torrent,
public blockchain, private blockchain,
and sidechain. This group will study
and evaluate new technologies related
to blockchain and such use cases as in-
terbank communications.?
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