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Learning to Live
an Insecure Wor

David Alan Grier, Djaghe, LLC

Just as we teach our children about how to
protect themselves from the dangers in the
world, we need to educate ourselves about
cybersecurity, to protect ourselves from

the threats of the cyber world. This issue
on cybersecurity education is one step in
that direction.

ong ago, we learned how to educate our children to

live in complex, urban societies. As a city dweller,

you need to protect yourself. Lock your doors. Be

careful with strangers. Don't sign your name to a
paper you don't understand.
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The lessons of protecting oneself
in cyberspace are similar, although
they involve a much more complex
set of technologies. Choose strong
passwords. Don't give sensitive in-
formation to strangers. Don't com-
mit yourself to something you don't
understand. It will probably take a
full generation for us to teach these
skills, just as it generally takes a full
generation for a rural family to feel
comfortable with city life.

Wearesstilllearning how to instill

the discipline of cybersecurity, and we are finding that
there are many obstacles to applying the broad principles
of the field to concrete problems. Our chief information of-
ficer tripped on one of these hurdles at the start of the year
when he sent us an email warning us of phishing attacks
that contain nonstandard URLSs, ones that superficially re-
semble links to organizational resources but actually con-
nect to something outside the organization. Of course, his
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email contained a nonstandard URL
that connected to a security consul-
tant’s site. When he was notified of it,
he did the opposite of what he should
have done. He defended the inclusion
of the URL rather than searching for a
way to help my colleagues make better
judgments.

Our issue today helps us under-
stand how far we have come in devel-
oping the foundational material for
cybersecurity education. Our sibling
periodical, IEEE Security & Privacy, has
been actively developing the ideas be-
hind this kind of education. Just last
year, it covered the progress we have
made on building a body of knowledge
for cybersecurity (“Scoping the Cyber
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Security Body of Knowledge”).! Our is-
sue today advances that discussion. It
is the result of dedicated work by our
Guest Editors Ann Sobel, Allen Parrish,
and Rajendra K. Raj. Their work re-
minds us that we will need to do more
than choose strong passwords and be
careful with strangers. That quicklittle
text that seems to come from a friendly
colleague may actually be a message
from a malicious bot that is attempting
to test how much you know about the
foundations of cybersecurity and how
much you practice those ideas.
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IEEE Security & Privacy magazine provides articles
with both a practical and research bent by the top
thinkers in the field.

e stay current on the latest security tools and theories and gain invaluable practical and
research knowledge,
¢ learn more about the latest techniques and cutting-edge technology, and

¢ discover case studies, tutorials, columns, and in-depth interviews and podcasts for the
information security industry.

computer.org/security

Digital Object Identifier 10.1109/MC.2019.2903663

MARCH 2019 13



