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DIFFERENCES BETWEEN

Compliance with open source software (OSS) COMMERCIAL LICENSES

license requirements is necessary but often
overlooked. This article explains how OSS
license compliance differs from compliance

with commercial software licenses, why it is
necessary even though OSS is generally free, and

AND OSS LICENSES

Why is OSS license compliance so
complex? The difficulties become
evident when comparing OSS li-
censes with commercial ones. With
most commercial licenses, the main
obligation of the licensee consists
of only a payment for the right to
use or distribute the software. Com-

what requirements have to be met with OSS. mercial licenses may come with

hen distributing open source software
(OSS) components as standalone software
oras partof one’'s own software projects, an
essential step to ensure compliance with
the respective license requirements is often neglected, and
its complexity is often underestimated.

Digital Object Identifier 10.1109/MC.2019.2915690
Date of publication: 30 July 2019

COMPUTER 0018-9162/19020I9IEEE

specific restrictions concerning the

license metrics in the form of con-

current-user licenses or special re-

quirements for the indirect use of
software or its distribution; however, the main obligation
(also in these just-mentioned cases) is the payment of re-
muneration for the use of the software.

Most OSS licenses work differently than commercial
licenses. They do not involve payments. However, many
require the provision of license texts or other informa-
tion along with provision of the software. Some licenses
require the provision or offer of the OSS component's
source code in cases when the software is provided in
binary form only.
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FROM THE EDITOR

Welcome back to this column on open source software and how it is chang-
ing the world! The previous column introduced and explained open source
licenses: the rights they give you, the obligations you have to fulfill, and the
prohibitions you have to respect. To users of open source software, the ob-
ligations can be particularly tricky. You need to observe these obligations for
the rights granted to you to be effective. If you ignore the obligations, you can

be sued by the rights holder.

In this article, Hendrik Schottle of Osborne Clarke explains the most com-
mon obligations and how to fulfill them. The focus is on the most common
use case as well, which is selling a product that includes open source code.
The details can get tricky quickly, which is why, in most open source efforts,
expert lawyers such as Miriam Ballhausen (from the June issue of Computer)
and Hendrik Schottle can provide important advice. If you have comments
or suggestions for future themes and articles, email me at dirk@riehle.org.

Happy hacking! — Dirk Riehle

Besides purely commercial and
purely open source-licensed projects,
many intermediate forms exist. Al-
most every larger piece of software
these days contains OSS components.
Some commercial software is also
licensed in a dual licensing model,
where the same componentisavailable
under an OSS license and under a com-
mercial license that exempts the re-
cipient from the OSS license’s require-
ments. Another common licensing
model is the open core model, which
offers the basic technology under an
0SS license and additional functional-
ity or add-ons as proprietary software
under a commercial license.

WHY COMPLIANCE?

Why is open source compliance so
essential? Isn't it all about free soft-
ware? If there are no companies be-
hind such licenses, do you really have
to fear any enforcement in case of
noncompliance?

First, as already mentioned, OSS-li-
censed software may be part of a dual
licensing strategy, with a company,
and thus commercial aims, behind it.
Second, some efforts are being made
within the community to enforce
OSS licenses so as to raise awareness
about compliance, resulting in court
claims! Third, some software develop-
ers have established a business model

64 COMPUTER

by attacking companies in cases of
noncompliance with OSS licenses.
It is said that one of them has earned
millions of euros as a result.? In the
case of some OSS licenses, such as the
GNU General Public License v2.0 (GPL-
2.0), the usage and distribution rights
terminate upon breach of the license
obligations. As a consequence, a licen-
sor may request a software producer
to refrain from future distribution of
his or her components. Especially un-
der German law, it is rather easy to get
a cease and desist order from a com-
petent court in such cases, which has
led in the recent past to what has been
called open source trolling.3

MAIN OBLIGATIONS OF

OSS LICENSES

The main obligations that come with
0SS licenses can be separated into two
categories: organizational require-
ments concerning the handling of the
OSS and obligations concerning infor-
mation and documentation.

Organizational requirements

Copyleft effect. Regarding the han-
dling of OSS components, some OSS
licenses, such as the GPL, the GNU
Lesser GPL (LGPL), and the GNU Affero
GPL (AGPL) contain a so-called copyl-
eft effect: derivative works of such

OSS components have to be licensed
under the same OSS license (see, e.g.,
section 2b of GPL-2.0).% This effect can
be triggered by, for example, statically
linking an LGPL-licensed library to
proprietary code. To avoid the copyleft
effect, one has to either link dynami-
cally, in the case of the LGPL, or, if this
is not sufficient (as with GPL-licensed
software, under which any linking
triggers the effect), refrain from using
the respective OSS component. Ensur-
ing the avoidance of such copyleft ef-
fect can become an essential element
of an open source compliance process.
Assessing whether the copyleft effect
appliesisnot easyin practice, asitdoes
not depend only on technical require-
ments that can be evaluated automati-
cally. It gets further complicated when
third-party components come into
play that have not been assembled by
the distributor of the final software.
In this case, the necessary knowledge
required to answer the copyleft ques-
tion is not available to the distributor,
which makes it practically impossible
to answer this question.

Modification of OSS. Other organi-
zational requirements cover the modifi-
cation of OSS. In distributions of mod-
ified versions, some licenses require
that such changes be formally high-
lighted together with accompanying
information on the date and scope of
changes made, or they require that
modified components be renamed to
avoid confusion with the original ver-
sion (see, e.g., section 2a of GPL-2.0).4

Digital rights management-protected
environment. Some licenses require
that the user be able to install modi-
fied versions of the OSS components
on a device (see, e.g., section 6, para-
graph 5 of GPL-3.0).% In practice, this
prohibits the use of such software
in a digital-rights-management-pro-
tected environment. As a consequence,
software distributed under such li-
censes cannot be used on any device
that uses cryptographic protection
and executes only respectively signed
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binary files. (This prohibits, e.g., the
use of GPL-3.0-licensed software on
an iPhone.)

Information and documentation
requirements

License text. Besides the organiza-
tional requirements, most open source
licenses contain specific obligations
concerning information and docu-
mentation. In many cases, licenses
require that the respective license text
be delivered together with the soft-
ware when it is distributed.

Let’s take a look at the obligations
of the GPL-2.0, one of the most com-
mon open source licenses found in the
field. According to section 1 of GPL-2.0,
a copy of the license conditions must
be delivered together with each pro-
gram copy. This can be done in physi-
cal form as a printout or nonphysically
by adding a corresponding text file.
According to German case law, the
mere provision of a link to the license
text is not sufficient.®

In practice, the applicable licenses
for OSS components contained in pro-
prietary software are often simply
copied together as one large text file
without specifying which component
the respective licenses are applicable
to. This likely does not meet the re-
quirements of the licenses. Rather, the
respective texts have to be assigned
with the corresponding licensed soft-
ware packages so that the correct li-
cense texts are assigned to each indi-
vidual component.

Missing license texts are a classic
case of license infringement, which
can lead to the loss of all usage rights
in the case of some licenses (see sec-
tion 4 of GPL-2.0)4, and that, in prac-
tice, sometimes entails enforcement
actions such as an interim injunction.

Copyright notices. Besides thelicense
text, in many cases the provision of a
copyright notice mentioning the name
of the author is also required. Section
1 of GPL-2.0 requires the distributor
to “conspicuously and appropriately

publish on each copy an appropriate
copyright notice.”

The copyright notices can usually
be found in several locations within
software. Some of them are contained
in the file with the license texts. Fur-
thermore, the source files can also
contain copyright notices, often dis-
tributed over hundreds or thousands
of files. The notices will not be found
in the binary code of the software,
however, as a compiler regards them
only as comments that are removed
when compiling the source files.

In case of GPL-2.0, there is contro-
versy over whether it is sufficient to
simply provide the copyright notices
from the license texts or necessary
to additionally extract the copyright
notices from the individual source
files for the distribution of the binary
files, which involves considerable ef-
fort for larger components. The word-
ing of section 1 of GPL-2.0 permits an
interpretation in such a way that an
extraction of the copyright notices
is required.”8

Special notices. Some licenses require
special notices or notices in a special
form, such as the Berkeley Source Distri-
bution (BSD)-4 Clause, which requires
that an acknowledgment be displayed
in advertisements mentioning fea-
tures or use of the licensed software.
In this case, the OSS licenses can affect
marketing materials or other elements
that are not usually taken into consid-
eration when dealing with OSS.

Bill of materials. Probably the best
way to fulfill the foregoing informa-
tion and documentation requirements
isto create and maintain a bill of mate-
rials as one central document in which
all necessary texts, notes, and infor-
mation are contained in a struc-
tured manner.

This bill of materials should be de-
livered together with the software and
additionally be made part of the con-
tract concluded with the recipient of
the software (who generally requires
information prior to conclusion of such

a contract). The latter can be achieved
by making the bill of materials avail-
able on the Internet and referring in
the terms and conditions to the use of
third-party components and to a land-
ing page via which the user can access
the applicable documents for the com-
ponents. However, one should keep in
mind that this is not sufficient with
regard to many licenses’ obligations.

Provision of the source code

Some OSS licenses require the pro-
vision of the source code in cases in
which the software package is pro-
vided in binary form only. In some
cases, a written offer to provide the
source code upon request is sufficient
(see section 3b of GPL-2.0).4 In other
cases, such an offer is not sufficient,
and the source code has to be made
available in a certain form, e.g., as a
download from a server when the bi-
nary file is made available in the same
way (see section 6d of GPL-3.0).°

In the previous examples, the
source code provided has to be exactly
the same source code that is the basis
of the respective binaries. It is not suf-
ficient to refer to the official project’s
website or to an online repository for
the unmodified source files of the of-
ficial branch. This would be sufficient
only in cases in which the OSS is used
without any modification; even in
such cases, the distributor remains
responsible for the availability of the
website or repository.

In case of updates to the software,
that source code also has to be made
available. As a consequence, the user
of an embedded system or a desktop
software package has to be able to de-
termine which version of the software
is being used. Additionally, the manu-
facturer has to maintain a repository
that archives all older versions of the
software that have been distributed.

When a written offer is sufficient,
it is recommended to ensure that it
legally complies with the license re-
quirements. The author of this article
has supported companies that were
attacked in several cases where such
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a written offer was missing or consid-
ered to be insufficient.

When do the license obligations apply?
Unlike many commercial software pro-
ducts, most OSS licenses do not restrict
the internal handling of the software,
e.g., by limiting the number of concur-
rent users or cores or by comparable li-
cense metrics. They do require distribu-
tion of the software to trigger the license
obligations. Most licenses’ obligations
are also not triggered when access is
provided to the software as a service.
However, a handful of OSS licenses also
do impose specific obligations in this
case, such as the AGPL or the Server Side
Public License.

In practice, it is recommended to
comply with OSS license requirements
anyway. Even when only software as
a service is provided, a customer may
require an on-premise
solution. In that case, a
distribution of software
would be issued, and
the respective obliga-
tions of the OSS license
would be triggered.

It is often forgot-
ten that the provision
of unmodified software as part of a
bundle of software components also
triggers the obligations of the underly-
ing OSS licenses, for example, in case
of provision of a Linux distribution
as the basis for an embedded system.
However, many OSS components still
lack the information that has to be
provided when they are distributed.

MISTAKES COMMONLY MADE
Even though many companies strive to
achieve compliance when dealing with
third-party software components, some
of them fail in practice. It may help to
take a closer look at mistakes that are
commonly made.

Negligence of formal requirements
Many companies concentrate their
efforts on the questions of whether
and to what extent the copyleft ef-
fect applies. In practice, however, the
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licensing obligations enforced most
often are formal noncompliance issues
such as missing license texts or a miss-
ing written offer of the source code.
Avoiding the copyleft effect may
be essential. However, it is just as im-
portant to ensure compliance with
the formal requirements. These may
seem less critical at first sight, but as
enforcement is focused on these for-
mal requirements, they should be an
essential part of a compliance process.

No recursive scanning

Another mistake is to focus only on
the main components of third-party
software and ignore the subcompo-
nents within. A developer is generally
interested in the main component
only and does not care about possible
subcomponents. From a compliance
point of view, however, it is irrelevant

In practice, however, the licensing obligations
enforced most often are formal noncompliance
issues such as missing license texts or a missing

written offer of the source code.

whether the distributor has included
a third-party component directly or
whether the third-party component
has snuckinto the software package as
a subcomponent. Every piece of soft-
ware must be distributed properly.

A good example is the Linux ker-
nel. It is common understanding that
the Linux kernel is licensed under
the GPL-2.0. However, in practice, the
kernel consists of hundreds of sub-
components. A source code scan re-
veals about 90 different licenses. Even
though there may be duplicates among
them, this shows that the Linux kernel
is far from being one coherent piece of
software licensed under one license
only. Although it increases the efforts
involved in OSS compliance dramati-
cally, it is strongly recommended to re-
cursively scan through all third-party
components to ensure no subcompo-
nent is missed.

OSS licenses are templates

only, not laws

Finally, it is another common under-
standing that licenses are interpreted
by their creators in case of doubt, for
example, by the Free Software Founda-
tion in the case of the GPL. While this
is surely the best approach when no
other interpretation is available, this
may not be the correct way when copy-
right holders and licensors of software
components have expressed their own
understanding of such licenses.

OSS licenses are generally based on
template documents. However, the ba-
sisis a template document only and not
a law. Whenever such licenses are sub-
ject to interpretation, one has to take a
look at the respective will and under-
standing of the parties involved. And if
such parties express their understand-
ing in a way that has to be considered
by the other party, there
arevery good arguments
that this understand-
ing becomes part of
the license agreement,
evenifit contradicts the
official understanding
of the creators of such
licenses.

In practice, this may lead to dif-
ferent results. For instance, take the
copyleft effect. In the case of identical
handling of two software components,
both licensed under GPL-2.0, the co-
pyleft may be triggered in one case,
whereas it is not triggered in the other
case only because one licensor has
expressed an understanding that the
copyleft effect is given, whereas the
other licensor interprets the same li-
cense differently. As a consequence, it
is strongly recommended, if in doubt,
to consider a project’s website, fre-
quently asked questionslist, and other
available documentation together with
the software.

SS compliance may be diffi-
cult. In particular, the infor-
mation and documentation
requirements are harder to fulfill than
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they seem. However, as cases of OSS
license enforcement have increased in
the recent past, OSS license require-
ments can no longer be neglected. It is
essential to set up the necessary pro-
cesses to ensure license compliance
when dealing with OSS. One essential
element of such compliance is setting
up a tailor-made OSS policy. Once it is
drafted, compliance with it has to be
ensured. Unless the number of OSS
components and software updates is
limited, tools for scanning and admin-
istering the necessary information are
unavoidable. However, as the task of
OSS compliance cannot be fully auto-
mated, an open source board staffed
with representatives with sufficient
technical and legal skills will need to
review and assess the tools’ results.
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