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This theme issue provides a glimpse of the diverse 

research challenges in adopting blockchain technology 

into mainstream applications. The four articles focus on 

the following core issues: scalability, transparency versus 

privacy, standardization, ecosystem, and integration. 

Trust and trust management 
l ie at t he hea r t of tod ay ’s 
increasingly decentralized 
economy. In the past, trust 

has been enabled through a central 
authority. Blockchain, in all its vari
ations, is emerging as a foundational 
tech nolog y t hat a l lows mut ua l ly 
untrusting parties to reach consensus 
on a shared digital history without a 
(central) trusted party. At the core of 
a blockchain application is a distrib
uted immutable data store, and that 
is managed through smart contracts.  
Although blockchain is best known as 
the underlying core infrastructure of 
cryptocurrencies, it has many prom
ising applications in other application 
domains, such as identity manage
ment, discovering critical obstacles in a 
complex supply chain, detecting money 
laundering and other financial crimes, 
identifying fake content, and better 
diagnoses of diseases (see Figure 1). 

Several early adopters of blockchain 
are already reaping business bene
fits1 by building solutions centered on 
trust, openness, and privacy. However, 
realizing the full potential of block
chain will require a significant level  
of fundamental advances in science 
and technology, major changes in 
business processes to create the right 
enabling environment, as well as in 
novative ideas to facilitate the inte
gration of blockchain into realworld 
applications. This theme issue pro
vides a glimpse of the diverse research 
challenges in adopting the technology 
into mainstream applications. Spe
cifically, the four articles in this issue 
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FIGURE 1. Sample applications of blockchain. A wide variety of applications could 
significantly benefit from leveraging blockchain infrastructure,3 which can address issues 
related to trust, governance, privacy, auditability, and provenance. Blockchain typically acts 
as a seamless distributed infrastructure that manages how (human or automated) agents 
as well as organizations interact with data sources/digital assets and physical assets 
under their control. Four broad classes of blockchain applications are illustrated.  
1) Decentralized identity management could alleviate identity theft incidents4 by pru-
dently using various identifiers including biometrics. 2) Blockchain-based integrity and 
provenance can alleviate problems related to fake news5 and other forms of disinfor-
mation. 3) Immutable audit trails made possible by blockchain could potentially enable 
a trusted marketplace for assets and insights.6  4) Increasingly adversarial cybersecurity 
incidents7 could be addressed by auditable distributed ledgers.
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focus on a mix of the following five 
core issues:

1. Scalability: One of the limita
tions of existing blockchain 
technologies is their inabil
ity to scale up to realworld, 
highthroughput applications 
without compromising  
on decentralization.

2. Transparency versus privacy: 
Another seemingly insur
mountable issue is the tradeoff 
between transparency and pri
vacy that is often encountered 
in blockchain applications.

3. Standardization: In a large fam
ily of applications, replacing a 
conventional centralized infra
structure with a blockchain 
infrastructure is not possible 
without standardizing the 
underlying data formats  
and interfaces.

4. Ecosystem: The efficacy of block
chain is maximized when the 
entire ecosystem of interre
lated different applications 
could provide significantly 
better service by overhauling 
its consistent blockchaincom
pliant interfaces. Practitioners 
are recognizing that build
ing an ecosystem is the most 
critical (and complex) effort 
for sustaining the benefits of 
blockchain infrastructure, and 
we increasingly are hearing the 
term minimal viable ecosystem 
in the context of blockchain 
infrastructures.2

5. Integration: Two distinct 
threads of evolution are emerg
ing in the context of integrat
ing blockchain into applica
tions. The first approach can 
be referred to as transitioning, 

which involves improving 
an application by gracefully 
transitioning from a conven
tional method with blockchain 
innovation so both can coexist 
in the transitional period. The 
second method is disruptive, 
which starts with recognizing a 
gap in a conventional applica
tion and bridging the limitation 
by replacing the conventional 
method with blockchain.

IN THIS ISSUE
In “Blockchain Architecture for Audit
ing Automation and Trust Building 
in Public Markets,” Cao et al. show
ca se how blockcha i n ca n enable 
the automated auditing of transac
tions as they occur by leveraging the 
strengths offered by the technology, 
such as immutability, load balancing, 
and differential access. This article 
also proposes a mechanism for priva
cypreserving information exchange 
and highlights some of the scalabil
ity issues with existing blockchain 
protocols. Although their research 
exclusively focuses on auditing appli
cations, the authors correctly note that 
similar advantages can be reaped by 
other applications by appropriately 
replacing their centralized infrastruc
tures with blockchain.

“PharmaCrypt: Blockchain for Crit
ical Pharmaceutical Industry to Coun
terfeit Drugs,” by Saxena et al., focuses 
on the problem of counterfeit drugs by 
first reviewing its widespread existence 
and the lack of solutions that can effec
tively ensure that both patients and dis
pensaries are made aware of the prov
enance of the drug. Their proposed 
solution describes a means of overhaul
ing one of the most effective conven
tional centralized solutions based on 

radiofrequency identification (RFID) 
technology and thus enabling a smooth 
transition to blockchain. They real
istically conclude that their proto
type is merely a new beginning toward 
an eventual solution, which requires 
building a viable ecosystem.

The article “Blockchain for Video 
Streaming: Opportunities, Challenges, 
and Open Issues,” by Barman et al., 
presents the role of blockchain tech
nology in video streaming applica
tions. The key message of this arti
cle is that a lack of standardization is 
critically debilitating the adoption of 
blockchain for media streaming. The 
authors propose a conceptual, unify
ing framework and interface for video 
streaming applications and observe 
the need for researchers to address 
several key technical challenges, such 
as scalability and privacy. They also 
stress the importance of appropriate 
business models to bring the technol
ogy to the marketplace successfully.

In the last feature article, “Block
chain for EHealthCare Systems: Easier 
Said Than Done,” Biswas et al. give 
the readers a glimpse of the complex
ity of implementing a blockchain solu
tion in the real world. The authors 
observe that health care is delivered 
through an ecosystem of closely con
nected networks of related interoper
able services. Hence, the blockchain 
solutions implemented by individual 
health service providers must also be 
interoperable, which requires stan
dards and new protocols for trade 
and consensus management. Another 
critical requirement in ehealthcare 
systems is the privacy of patient data. 
The authors conclude that to make a 
blockchainbased healthcare solution 
a longterm success, it is critical to pre
cisely capture and address its plethora 
of requirements. 
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These four ar ticles show that 
overcoming challenges such as 
scalability and privacy require 

core scientific and technological ad 
vancements in areas like distributed  

computing and cryptography. For chal
lenges such as standardization and eco
system building, a herculean effort at 
consensus building among a diverse 
set of stakeholders is required. These 
advances will enable the transformation 
of blockchain from a niche technology 
for cryptocurrencies into a generalpur
pose technology capable of achieving 
unprecedented levels of transparency, 
accountability, and intelligence in the 
way we do business. We hope that this 
issue of Computer will serve as a valu
able resource for the research commu
nity. Finally, we enjoyed guest editing 
this issue and would like to thank the 
reviewers for their time in shepherding 
these articles through the review pro
cess. Please feel free to contact us if you 
have any questions. 
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