
Awise man once said to set 
your password to “incor-
rect,” so if you forget it, the 
system will tell you “your 

password is incorrect.” OK, maybe not 
such a wise man, but many of today’s 
users are not much more sophisticated. 
Passwords have some very attractive 
features. They are easy to implement, 
do not require any special hardware, 
are compatible across all devices and 
applications, and are very easy to use. 
Passwords provide such a frictionless 
customer experience that more than 
300 billion of them are in active use to-
day. However, more than 8 million are 
also stolen daily.1

There are monumental problems 
with passwords.

› Passwords are hard to manage: Good 
security dictates passwords be 
long, hard to guess, unique across 
applications, and changed fre-
quently. However, managing an 

ever-changing array of cumbersome passwords for 
an average of 90 accounts1 can tempt even the most 
diligent user to take shortcuts. The U.K.’s National 
Cyber Security Center found “123456” was used over 
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23 million times in a database of 
breached passwords.2

›› Passwords can be stolen: Tech-
niques to capture a user’s pass-
word can range from trivially 
simple to very complex. Shoul-
der surfing or even reading from 
a note stuck to a monitor can dis-
cover passwords with little ef-
fort. A touch more involvement 
allows keyloggers to intercept 

and send key clicks to a bad 
actor, while network sniffers can 
capture unencrypted passwords 
sent over the wire. Phishing 
attacks all too often trick un-
wary users into providing their 
username and password to fake 
web sites. Credited studies show 
29% of breaches in 2019 involved 
stolen credentials.3

›› Passwords can be guessed: Simple 
dictionary attacks can reveal 
common words, phrases, and 
numbers used as passwords. 
However, rules-based heuris-
tic and Markov model-based 
password guessers like HashCat 
and John the Ripper can find 
passwords containing combina-
tions of words, numbers, upper 
and lowercase, and see through 
obfuscation techniques like “leet 
speak” (for example, l33t 5p3ak). 
Artificial intelligence (AI)-based 
PassGAN, when combined with a 
heuristic guesser, can guess over 
a third of the passwords in the 
RockYou and LinkedIn leaked 
data sets.4

›› Passwords can be bypassed com-
pletely: Various attacks directly 
target the underlying password 
management systems. One 
notable technique, known as 
pass the ticket, uses open source 

tools like Mimikatz and Rubeus 
to obtain what they call a golden 
ticket to generate credentials for 
any account in a targeted Active 
Directory repository.5

PASSWORD WRANGLING
To plug a finger in the leaky password 
dyke, many systems augment pass-
words with an additional security pic-
ture, phrase, or question, such as the 

obligatory mother’s maiden name. How-
ever, security questions must be easy 
for the user to remember and thus are 
generally linked to memorable life 
events or people, which, in the age of 
deep social media, are increasingly easy 
for attackers to guess.

Password managers and single 
sign-on solutions have become ubiq-
uitous. Products like Dashlane and 
LogMeIn’s LastPass enable frictionless 
password use in a “one ring to rule them 
all” scheme, which uses an authenti-
cated identity from one system as an 
identity proxy for other systems. This 
so-called federated identity allows the 
user to sign on once and transfer this 
identity to other systems behind the 
scenes through protocols like SAML 
2.0, OAuth, and Open ID Connect. How-
ever, these underlying protocols have 
a growing list of vulnerabilities6 and, 
worst of all, should the master pass-
word be guessed or stolen, an attacker 
gains full access to all accounts. The 
one ring now rests on an evil finger.

MULTIFACTOR 
AUTHENTICATION: THE FACE 
THAT LAUNCHED 1,000 APPS
Passwords are based on something 
we know. Since others can learn what 
we know, multifactor authentication 
(MFA) verifies identity based on some-
thing we are or have.

Biometric solutions measure a 
unique feature of who we are to verify 
our identity.

›› With an accuracy of over 99%,6 
cheap fingerprint scanners can 
be built into any device and are 
now one of the most common 
MFA techniques in use.

›› An iris scan is generally 
accepted as the most reliable 
biometric, only misclassifying 
about one scan in 100,000.7

›› Facial scans are a common 
method to gain access into 
handheld devices, laptops,  
and vehicles.

›› Voice recognition, although easy 
to deepfake with AI,8 is increas-
ingly used to authenticate call-in 
services and digital assistants 
like Amazon’s Alexa.

›› Behavioral biometrics dynam-
ically measure patterns in 
human activities, such as how 
you walk, type, hold a phone, or 
drive to provide authentication. 
Today’s mobile devices can track 
more than 2,000 behavioral 
patterns to continuously verify a 
user’s identity.9

Several biometric methods, like 
iris, face, voice, and behavioral bio-
metrics, do not require physical touch, 
making them ideal for use in clean 
rooms and hospitals or by operators in 
protective gear. It is easy to foresee an 
explosion of touchless authentication 
in a postpandemic world.

Several misconceptions have sprung 
up around biometrics, however. In 
the movies, super spies can make wax 
fingerprints, rubber faces, recorded 
voices, or contact lenses to trick the 
scanners. In real life, though, authen-
tication devices also use temperature, 
infrared, motion, and sophisticated 
“liveness” detection to prevent spoofs. 
Another erroneous belief is that bio-
metric scans are stored in a repository 
somewhere, and if the bad guys break 
in, they can hijack your scans to get at 
your goodies. In reality, biometric scans 

Passwords provide such a frictionless 
customer experience that more than 300 

billion of them are in active use today.



	 A U G U S T  2 0 2 0 � 91

are converted to mathematical or sta-
tistical files called biometric templates 
stored on the device itself and are used 
as a digital reference against which fu-
ture scans can be compared. Should a 
biometric template fall into the wrong 
hands, it would provide no access ad-
vantage, since the attacker would need 
to generate a biometric scan to compare 
to the template.

MFA can also authenticate our 
identity by way of something we phys-
ically possess, such as a key, card, or 
phone. When fingerprints are coupled 
with a physical security device, like Yubi-
co’s YubiKey, they provide a very secure 
and easy-to-use authentication with no 
passwords. With the rise of the smart-
phone, “phone-as-a-token” techniques 
are developing as another authentication 
factor.10 This is Alice’s phone, touched by 
Alice’s finger, so it must be Alice.

Despite their many advantages over 
passwords, biometrics and other MFA 
techniques have a few drawbacks. Un-
like passwords, biometric patterns are 
generally impossible to replace. It is 
very tough to replace your voice, face, or 
gait with a new version should you dis-
cover your identity has been compro-
mised. Like passwords, biometrics such 
as fingerprint, iris, or face scans can be 
physically extracted by force or inca-
pacitation. There is also an alarming 
rise in cyberattack tools, like Murean 
and NecroBrowser, designed to target 
MFA.11 Because of these and other con-
cerns, many government regulations, 
including the National Institute of 
Standards and Technology Electronic 
Authentication Guideline, only allow 
biometrics as a secondary authentica-
tion factor in an MFA structure.12

FORGING ALLIANCES
Over past decades, several standards 
and protocols, such as OAuth, Ker-
beros, OpenID, TLS, JSON Web To-
kens, SAML, and WS-Federation, have 
emerged to standardize, manage, and 
harden identity authentication. How-
ever, several newer standards, regu-
lations, and alliances are expanding 
passwordless infrastructure.

The Fast Identity Online (FIDO) 
Alliance is a consortium of hundreds 
of companies, such as Amazon, Face-
book, Google, and Microsoft, that have 
the express aim to reduce the reliance 
on passwords to authenticate users. 
All FIDO specifications are available 
free online, including

›› WebAuthn: One of the fastest 
growing authentication proto-
cols uses platform authentica-
tors (such as phones and laptops) 
and public key cryptography 
enabling secure web transac-
tions while protecting the user 
from advanced phishing attacks, 

session hacking, man-in-the-
middle, and malware attacks—
all without the use of passwords. 
WebAuthn is now built into 
most leading browsers and used 
by more than 600 certified appli-
cations and devices.13

›› Universal second factor (U2F): This 
is an open authentication stan-
dard requiring no client-side 
drivers or plug-ins that gives us-
ers access to web services using 
only one security key. U2F can 
bind a user’s U2F security key 
to his or her government issued 
electronic ID as seen in the U.K.’s 
GOV.UK Verify program.14

›› Client to authenticator protocol: 
This protocol allows a roaming 
device, like a smartphone or 
a security key, to interoperate 
securely with client platforms 
such as a laptop.15

Governments are working closely 
with alliances and standards bodies 

like FIDO to implement national iden-
tity programs to secure consumer and 
citizen services. The European Union’s 
Electronic Identification, Authentica-
tion and Trust Service framework was 
implemented by Germany, Italy, Esto-
nia, Spain, Croatia, and Luxembourg 
to create their secure electronic iden-
tification programs.16

THE USER
The end goal of passwordless security 
solutions is to provide the user with an 
easy-to-use, yet secure, method to ver-
ify their identity. While this is a sim-
ple concept, it is exceedingly tricky to 
balance the tradeoffs between protection 

and user experience. Security is a greater 
concern over convenience for 86% of on-
line consumers,17 and this preference is 
so strong that many service providers 
introduce small “positive friction” de-
lays into their authentication process 
so the user feels the system is “working 
hard” to verify their identity.

Beyond a frictionless (but not too 
frictionless) customer experience, pass-
wordless authentication must protect 
the privacy of the user’s digital infor-
mation from the trusted agent on the 
other end of the transaction. Six in 
seven employees have reservations 
about sharing their biometric data 
with their employer.13 While many 
consumers have embraced consumer 
protection regulations like Europe’s 
General Data Protection Regulation 
and the California Consumer Privacy 
Act, there are gray areas between pro-
tection of a user’s security and surrepti-
tiously figuring out his or her identity. 
Online service providers, like retail-
ers and banks, use software to track 

Security questions must be easy for the 
user to remember and thus are generally 

linked to memorable life events or people, 
which, in the age of deep social media, are 

increasingly easy for attackers to guess.
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thousands of biometrics data points to 
determine if the user is an automated 
attacker, a human impostor, or the ac-
tual real person. In a recent example, 
the Royal Bank of Scotland spotted an 
online user interacting by means of a 
mouse scroll wheel and numeric key-

pad, behaviors never exhibited by that 
particular user. The system alerted 
the antifraud department and pre-
vented a serious theft.18 In situations 
like this, biometric capture appears to 
be an overwhelmingly positive con-
sumer protection method. However, it 
can also be used to reverse-engineer a 
user’s identity—as soon as you scroll 
your mouse across a website or type in 
a query, you could be inadvertently re-
vealing clues as to who you are.

WHERE TO FROM HERE?
An army of startups, like Nok Labs, 
Hypr, Yubico, and Secret Double Oc-
topus (my personal nominee for Best 
Startup Name of the Decade), are de-
veloping more advanced features to 
make passwordless technologies more 
secure, easier to use, increasingly ac-
curate, and more private. They join 
standard-bearers like Okta, Ping, and 
Auth0 on the quest to eradicate pass-
words altogether. For example,

›› Trusona’s Driver License Data 
Verification can securely derive 
your identity from a picture of 
your driver’s license.

›› Pixies extends facial recognition 
techniques to any object users 
choose, such as their wristwatch 
or a vase on their desk.19

›› IBM and the Sovrin Founda-
tion explore passwordless 
technologies to build a distrib-
uted self-sovereign identity 

ecosystem in which individuals 
have sole ownership over their 
digital identity.20

›› EOSIO applies blockchain tech-
nology to create “passes” that 
obviate not only passwords but 
also security keys.21

›› The zero-trust security move-
ment transforms user access 
from a one-and-done event into a 
scenario where identity is re-ver-
ified for every service, system, 
and data source accessed.22

›› Quantum computers, should 
they become viable, threaten 
to unravel asymmetric encryp-
tion techniques like those built 
into public key infrastructure. 
Passwordless visionaries look 
to decentralized methods and 
post-quantum encryption 
techniques to avoid a poten-
tial security meltdown in  
the future.23

›› Adaptive authentication uses 
spatial and temporal tech-
niques to corroborate identity 
using geolocation and time. By 
restricting or learning a user’s 
location, time of day usage, 
or Internet Protocol address, 
a security system can alert on 
anomalies that may indicate 
a compromised identity. One 
example is Microsoft’s Cloud 
App Security which, among 30 
other risk indicators, will alert 
on what are known as impossible 
traveler scenarios, where two 
activities are originating from 
physical locations within a pe-
riod shorter than it would take 
to travel between them.24

›› Techniques like adaptive and 
risk-based authentication, 

just-in-time provisioning, 
best-fit access, and automatic 
deprovisioning continue to 
mature and reshape how access 
is granted and revoked.

W hile no one debates that pass-
words are the bane of digital 
security, developing the per-

fect passwordless solution has proven 
elusive. However, recent advancements 
are turning a passwordless future into a 
reality. The universal adoption of pass-
wordless solutions and the deletion of 
the world’s last password may still be a 
way off … but it is coming. 
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