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EIC’S MESSAGE

Everyone loses things. Whether truly lost or tem-
porarily misplaced, the aggravation is real.

To help, you can buy products to attach to key 
chains, purses, wallets, and so on to locate them. 

That’s useful for physical items, but what about things 
that are less tangible? In this short message, we’ll focus on 
passwords—something that, when lost, can drive a person 
to near madness.

People have, on average, 70–80 passwords.1 When re-
quired to remember so many, they may opt to use weaker 
passwords or reuse them. This practice can lead to data 
breaches; according to the 2019 Data Breach Investigations 
Report, 80% of hacking-related breaches involved compro-
mised and weak credentials.2

It’s safe to assume that most of us 
have lost passwords. However, Bit-
coin offers a unique perspective—
the situation of being locked out 
from your money permanently.

Private keys are the passwords 
needed to unlock bitcoin wallets. If 
a wallet’s private key is lost, the wal-

let’s owner is locked out. Private key loss is not uncommon. 
According to the U.S. blockchain research firm Chainaly-
sis, about 20% of the existing 18.5 million bitcoins, which 
were worth around US$140 billion then, were lost or stuck 
in accounts that could not be moved.3

Bitcoin owners provide interesting headlines when 
locked out. As reported in The New York Times, a program-
mer had a digital wallet holding 7,002 bitcoins, which was 
reported to be worth about US$220 million in January 
2021. The programmer has made eight failed attempts to 
access the cryptocurrency—only 10 consecutive attempts 
are allowed. If all attempts fail, there are no more.4

In 2013, a person in Wales discarded a hard drive that con-
tained his digital wallet’s private key, mistakenly believing 
that he had backed up all important files.5 The wallet con-
tained 7,500 bitcoins, equivalent to approximately US$304 
million. He had disassembled the laptop into parts in 2010 
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 Most of us have experienced the frustration of 

losing a password, but misplacing the private 

key to a bitcoin wallet can be disastrous. 
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and discarded the part with the keys.6

Since 2014, he has tried to get permission 
from his city to search for the drive in the 
city landfill. He has offered a donation 
of 25% to the city if successful; however, 
the city has not granted permission.7

W hat’s the point? Keep your 
friends close, your enemies 
closer, and your passwords 

and private keys closest of all. 
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