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The last year has been a turning point for data 
privacy and security. While there were releases 
of new data privacy laws such as the California 
Consumer Privacy Act (CCPA) and New York 

data privacy bill, the COVID-19 pandemic has altered the 
premise of data privacy in ways one would not have pre-
viously imagined. The increased reliance on social media 
and video communication platforms to stay connected, 
almost complete work-from-home transition across all 

global organizations over the last 
year, and massive adoption of online 
commerce and home-delivery ser-
vices exposed major vulnerabilities 
across the board that increased the 
risk of data security breaches. 

Not only that, the monumental 
data collection efforts by govern-
ments, health agencies, and organi-
zations to support contact tracing, 
health screening, and vaccination 
record tracking for public health 
purposes has, in fact, made people 
more vulnerable to theft and/or 
leakage of their private information. 

The need for public and private institutions as well as in-
dividuals at large to employ strong data security measures 
has never been more critical. This article goes over the 
state of data privacy and security in 2021, including the 
latest trends, best practices, and threats.

DATA PRIVACY AND SECURITY 
DEFINITIONS AND SCOPE
The terms data privacy and security are often used in-
terchangeably, but they actually mean vastly different 
things. One’s private data may or may not remain secure 
or unknown to unintended users. An example would be 
when we inadvertently leak our private information due 
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FIGURE 1. The average total cost of a data breach by security automation deploy-
ment level.5

to a lack of appropriate data security 
measures, such as a weak password. 
In general, a more convenient method 
to store private data also makes the 
user more vulnerable to data secu-
rity breaches.1

While data privacy and security 
can apply to any type of data, person-
ally identifiable information (PII) is 
the most often discussed. PII includes 
information that can help trace the 
identity of a person by itself or in 
combination with other information 
directly or indirectly related to the 
individual. The scope of PII has been 
evolving and expanding, from driv-
er’s licenses, Social Security num-
bers, addresses, and so on to online 
personal data, social media posts, and 
IP addresses, among others. 

Data privacy governs how data are 
collected, used, archived, shared, and 
deleted in accordance with the law. 
Recently, data privacy laws have con-
tinued to be developed and imple-
mented all around the world. For ex-
ample, t he European Union (EU) 
enacted the General Data Protection 
Regulation (GDPR) in 2018 to govern 
the collection of personal information, 
including phone numbers, biometric 
data, IP addresses, and so on. Ireland, 
Australia, Denmark, Norway, Canada, 
Portugal, France, Brazil, Switzerland, 
and Iceland, among other countries, 
have strong privacy laws with a simple 

focus—the right of an individual to be 
left alone. 

Security, on the other hand, is re-
lated to how information is protected.2 
It includes technical safeguards used 
to ensure the confidentiality, integ-
rity, and availability of data.3 Let’s 
take an example of patient data man-
agement at hospitals to understand 
the difference between data privacy 
and security. It is common for patients 
to share their personal information 
with health-care providers. If the hos-
pital protects the data against leaks 
and thefts, it is maintaining both data 
privacy and security. 

However, if the hospital sells a pa-
tient’s private information to a third 
party without the individual’s consent, 
that is a breach of data privacy. In such 
cases, security measures are not of much 
use since the authorities with data ac-
cess are allowing the privacy invasion.4

DATA PRIVACY CONTROLS 
VERSUS DATA SECURITY
Data privacy controls limit the shar-
ing of nonessential information and 
ensure data governance systems are 
in place. The first step of data gover-
nance is the identification of business 
initiatives, mapping of the personal 
data assets and data flow, stakeholder 
identification for the data governance 
teams, and assessment of the security 
and privacy readiness. 

The data governance team identi-
fies risk tolerance, drives alignment 
on privacy policies, and develops plans 
for closing security gaps and data 
breach governance. The team also 
identifies any third-party vendors and 
associated data-sharing agreements. 

In the execution phase, data assets 
are cataloged, and privacy policies 
and controls are implemented. This 
is also when the data subject access 
requests, integration of third-par t y 
vendors, and staff training on new 
processes takes place. The last and 
most important step is to measure 
and monitor the data governance pro-
cess, course-correct as needed, and 
periodically test the data breach re-
sponse processes.5

Data security tools and measures 
are utilized to prevent leaks and hacks 
of private user data. Organizations 
need to start by identifying the sen-
sitive data and classifying them ac-
cording to the data category and level 
of sensitivity. The usage policy for 
data needs to be set up to identify who 
has access to data according to data 
classification; the access time frame; 
and rules around the data usage, which 
should be allowed based on an individ-
ual’s need to know—be it read-only or 
full access.  

Data should be protected both phys-
ically and with endpoint security systems 
such as antivirus software, antispyware, 
pop-up blockers, and firewalls. Mul-
tifactor authentication is a very use-
ful and powerful tool to prevent data 
hacks by providing a second layer of 
authentication for data access.6

An IBM study on security automa-
tion states that businesses without 
security automation experience an 
average cost of US$6.03 million in data 
breaches, which is more than double 
the average cost of US$2.45 million for 
companies with fully deployed secu-
rity automation (Figure 1). Given the 
increased data security risks with re-
mote and hybrid work environments, 
it is expected that the security adop-
tion will continue to grow in 2021 
and beyond.5
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2021 STATE OF DATA 
PRIVACY AND SECURITY
Data privacy and security continues to 
evolve and has changed tremendous-
 ly as a result of COVID-19 situation 
around the world. New macro trends of 
working from home, increased reliance 
on social media to stay connected due 
to lockdowns and sheltering in place, 
cryptocurrency growth and the result-
ing ransomware attacks, and so on have 
contributed to the emerging trends in 
data privacy and security risks.

Contact tracing
Contact tracing as a means to iden-
tify COVID-19 exposure risks for the 
community was a major initiative 
from governments and health agen-
cies throughout the world. However, 
privacy concerns have resulted in 
lower adoption rates of these cen-
tralized contact-tracing tools. The 
applications upload the anonymized 
user data to a remote server, which 
matches the data with the user con-
tacts, should a person start to develop 
COVID-19 symptoms. Besides privacy, 
a couple of other reasons—low GPS 
location precision and the discontin-
uation of the tracing efforts among 
states—severely limited the effec-
tiveness of these tools. 

The alternative technology—de-
centralized applications that broad-
cast rotating, randomized Bluetooth 
identifiers—has gained more traction 
and is also better at preserving the 
user’s privacy. The contact-tracing 
collaboration by Apple and Google 
based on such Bluetooth identifiers has 
demonstrated that the data-sharing 
efforts can be implemented without 
tracking user locations or collecting 
PII data. 

This emerging model might achieve 
wider adoption by other companies 
for non-COVID-related applications as 
well as to understand user preferences 
and activities to support their busi-
nesses. However, this will come with 
new privacy and data security con-
cerns, which will need to be thought 
through ahead of time.

Remote/hybrid work
Remote/hybrid work has emerged as a 
major change owing to COVID-19 pan-
demic social distancing requirements. 
Major organizations have driven people, 
processes, and culture to adapt to the 
new reality. Some of the challenges 
have been to determine secured tech-
nologies to conduct confidential meet-
ings in a remote workspace and man-
age confidential data outside of remote 
places. There are increased vulnera-
bilities in the form of phishing email 
attacks, unauthorized access through 
unsecured remote-access tools, hack-
ing of video conference tools, and so 
on. There is a need to do periodic risk 
assessments, perform routine moni-
toring, and secure the tools enabling 
the remote work. 

COVID-19-related medicalt 
and personal information
To keep the on-site business running, 
companies have developed new pro-
cesses for COVID-19 testing as well 
as employee data collection to en-
able contact tracing. These measures 
enable the timely release of warnings 
for people who might have come in 
contact with a COVID-19-affected in-
dividual at the workplace. The user 
data collection is expected to continue 
throughout 2021 with the addition of 
the COVID-19 vaccination program. It 
will require organizations and compa-
nies to have systems in place to enable 
secure data collection, storage, and 
release of individuals’ medical and 
COVID-19-related data.

Biometrics
Biometrics are physical or human 
characteristics that can be used to 
digitally identify a person, typically 
to give access to devices, data or sys-
tems, and so on. Examples include fin-
gerprints, facial patterns, and voice, 
among others.

In 2019, the Illinois Supreme Court 
released Illinois’s Biometric Informa-
tion Privacy Act (BIPA), which states 
that collecting biometric informa-
tion without a release or sharing the 

biometric information with a third 
party without consent would be a vio-
lation. Individuals can allege a viola-
tion of their rights to qualify as an ag-
grieved person and, in turn, be entitled 
to seek monetary compensation and 
injunctive relief under the act. 

BIPA litigations related to biometric 
timekeeping-/access-related gaps have 
been impacted by COVID-19. Biometric 
data in the form of thermal scanners, 
facial recognition tools, and so on 
are being collected to have COVID-19 
screening programs in place. In late 
2020, there was a lawsuit filed on behalf 
of a company's employees, alleging that 
their consent was not obtained for the 
employer’s COVID-19 screening pro-
gram, which required the workers to 
undergo facial geometry and tempera-
ture scans to enter the company ware-
houses. It was alleged that the company 
violated BIPA  by making its employees 
go through the above screening pro-
gram, without their consent. The states 
of Washington, Texas, and California 
have similar privacy laws like BIPA, 
while Arizona, Idaho, Massachusetts, 
and New York are in the process of pro-
posing similar legislation.7 

Ransomware
Ransomware is a malware attack that 
uses asymmetric encryption to hold a 
user’s or organization’s critical data for 
ransom using a pair of keys to encrypt 
and decrypt a file. The attackers make 
the decryption key available to the vic-
tim upon payment, failing which the 
data are lost forever. While ransom-
ware attacks used to be different from 
hacking, wherein the user data gets sto-
len, nowadays, nearly half of ransom-
ware attacks do steal data before en-
crypting systems, which makes them a 
full cybersecurity incident.  

R a n s om w a r e s h a v e i n c r e a s e d 
62% globally and by a 158% spike in 
North America since 2019.8 A large 
part of the dramatic rise in 2020 
has been due to the work-from-home 
policies implemented by organiza-
tions worldwide when COVID be-
gan, which have opened up a lot of 
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security vulnerabilities for many 
organizations. In May 2021, Colonial 
Pipeline was held for a ransom of 
US$5 million by the DarkSide hack-
ing group.9 The company ended up 
paying the ransom in cryptocur-
rency, which has become a preferred 
means of ransom payment. Crypto-
currency is a virtual currency that is 
secured by cryptography, decentral-
ized, and based on blockchain-dis-
tributed ledger technology, all of 
which allows hackers to hide their 
identities through the use of mixes 
and tumbler services.

DATA SECURITY TECHNOLOGY, 
TOOLS, AND TRENDS
Many organizations and individuals are 
devoting more resources to improving 
their defenses against cyberthreats. Ac-
cording to Juniper Research’s report The 
Future of Cybercrime & Security: Enterprise 
Threats & Mitigation 2017–2022, global cy-
bersecurity spending will reach US$135 
billion in 2022.10 Cybersecurity Ventures 
estimates even higher global cybersecu-
rity spending: US$1 trillion for the five-
year period from 2017 to 2021, or an aver-
age of US$200 billion annually.11

Organizations’ awareness of emerg-
ing threats and several other factors 
have led to increased cybersecurity 
spending. First, major countries have 
issued new regulations that emphasize 
strong cybersecurity measures. For 
instance, China’s Cybersecurity Law, 
enacted in 2017, requires financial ser-
vices firms to have IT infrastructures 
that meet various specifications. They 
also need to pass standard cybersecu-
rity tests and have certifications. Fail-
ure to comply can result in heavy fines 
and even criminal charges.12

A second factor is the shifting cus-
tomer mindset. Customers expect com-
panies to give a high priority to cyberse-
curity. According to “RSA Data Privacy 
& Security Report,” based on a survey in 
Europe and the United States, 62% of the 
respondents said that they would blame 
the company, instead of cybercriminals, 
if their data were breached.13 Finally, the 
evolution to a digital business strategy 

has stimulated cybersecurity spend-
ing.14 Companies are gathering more 
data on consumers. Effective measures 
to secure sensitive information and 
maintain privacy are important to build 
and retain trust in brands.

Firms are deploying advanced and so-
phisticated tools, such as artificial intel-
ligence (AI), machine learning (ML), and 
blockchain to fight cyberattacks. AI’s use 
in cybersecurity has gained prominence 
in recent years. For instance, AI can 
analyze large numbers of documents, 
server logs, and other information to 
identify, classify, and present possible 
cyberthreats. Doing so is difficult and 
time consuming for human cybersecu-
rity analysts. AI programs can generate 
real-time reports of cyberthreats, which 
can help the cybersecurity team to iden-
tify and resolve them quickly.15 

However, due to challenges, such as 
too many false positives of AI systems, 
some analysts have recommended using 
multiple AI algorithms to fight cyber-
crimes. Resistant AI, a cybersecurity com-
pany in Czech Republic, uses up to five dif-
ferent ML modules to make a decision.15

Likewise, blockchain has the po-
tential to significantly strengthen or-
ganizations’ cybersecurity practices. 
For instance, a party can cryptograph-
ically sign transactions, and, by verify-
ing the cryptographic signatures, the 
recipient can ensure that the transac-
tion originated from a trusted source. 
There is no need to store sensitive in-
formation with third parties. Many 
interlocked computers hold identical 
information, and, if one computer’s 
blockchain updates are breached, the 
discrepancy is noticed by all comput-
ers, and the system rejects it.

THREATS
Organizations and individuals face 
multiple and diverse cyberthreats. Ac-
cording to “The Economic Value of Pre-
vention,” a report from the Ponemon 
Institute, phishing, Domain Name Sys-
tem-based attacks, viruses, bots, distrib-
uted denial-of-service, and ransomware 
are among the most common types of 
cyberattacks facing organizations. 

T hese at t ack s a re g row i ng at 
alarming rates. For instance, by 2019, 
there were about 980 million malware 
programs, and 350,000 new malware 
types were detected every day.16 In 
2019, SonicWall recorded 9.9 billion 
malware attacks.17 Kaspersky Lab de-
tected more than 482 million phishing 
attempts in 2018, compared to 236 mil-
lion such attempts in 2017.18

According to the 2020 Internet Crime Re-
port released by the U.S. Federal Bureau of 
Investigation’s Internet Crime Complaint 
Center, the agency received 791,790 cy-
bercrime complaints in 2020 compared to 
about 300,000 in 2019. The reported losses 
from cybercrime in 2020 were US$4.2 bil-
lion. The top three categories of crimes 
in 2020 were phishing, nonpayment/
nondelivery, and cyberextortion.19

Increased Digitization 
and Social Media Use
More than 60% of the world’s popula-
tion is online, and 2020 marked the 
year in which more than half of the 
world’s population had used social 
media. As of April 2021, the biggest so-
cial media company, Facebook, had 2.8 
billion monthly active users.20 Due to 
the huge size and high-quality infor-
mation, social media is an attractive 
target for cybercriminals. 

Social media users have been victims 
of high-profile privacy violations and 
security breaches. A study of the cloud-
based email security vendor Vade Secure 
found that Facebook was the second-most 
impersonated brand in phishing attacks. 
Among the 25 most impersonated brands 
in the fourth quarter of 2019, three were 
social media websites.21

As a recent example, the media 
widely reported in April 2021 that a user 
in a hacking forum published the per-
sonal information of more than 533 mil-
lion Facebook users from 106 countries. 
The exposed data included the phone 
numbers, Facebook IDs, full names, lo-
cations, birthdates, biographies, and, in 
some cases, email addresses of the vic-
timized social media users.21 

Social media companies have also 
been found to engage in illegal sharing 
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of personal information. In 2020, South 
Korea’s information protection regu-
lator, the Personal Information Pro-
tection Commission, fined Facebook 
US$6.1 million. From mid-2012 to mid-
2018, Facebook allegedly shared 3.3 
million South Korean users’ personal 
information with as many as 10,000 
companies without users’ consent.22

COVID-19-Led Increase in Data 
Privacy and Security Risks
While broad public support existed for 
protective measures against COVID-19, 
concerns have been raised about the in-
trusiveness of such measures on data 
privacy.23 Many COVID-19 tracking apps 
perform poorly in privacy and security. A 
study published in Nature Medicine in May 
2020 analyzed 50 such apps, including 20 
issued by government agencies in devel-
oping and developed countries. The anal-
ysis found that only 16 had indicated that 
they would make users’ data anonymous, 
encrypt and secure them, and report only 
in an aggregated format.24

Likewise, an analysis by the indepen-
dent watchdog agency International 
Digital Accountability Council (IDAC) 
of 108 COVID-19 apps across 41 coun-
tries found that many of the apps failed 
to follow best privacy and security prac-
tices.25 IDAC’s report, published in June 
2020, found that many apps were using 
third-party software development kits, 
which raised the possibility that data 
could have been shared with outside 
organizations without users’ consent. 
The apps lacked transparency about the 
information collected, and some failed 
to encrypt transmitted information.26

Moreover, systemic cyberrisks are  
posed due to remote working in the 
COVID-19 environment.23 Lower safe-
guard standards are likely when people 
work from home.12 For instance, em-
ployees working remotely may use their 
own devices, such as phones, laptops, 
and tablets. Unlike devices issued by 
organizations, personal devices are less 
likely to be patched for the latest vulner-
abilities. Consumer-level systems focus 
more on ease of use and often lack op-
tions for customization. Enterprise-level 

systems, on the other hand, are designed 
to protect larger organizations and come 
with additional resources and features to 
strengthen security.28

Social control mechanisms that pro-
tect workers from dangerous cyberat-
tacks do not operate in remote working. 
For instance, employees’ in-person inter-
actions with coworkers and supervisors 
may shield them from unsafe cyberprac-
tices at work, which are not available in a 
remote working environment.29

DATA PRIVACY REGULATIONS
To improve the legal clarity and certainty 
around data privacy and strengthen cy-
bersecurity, many jurisdictions are re-
vamping their regulatory systems. In 
this section, we provide a brief over-
view of data privacy and security regu-
lations worldwide.

The EU
The EU’s GDPR, which is viewed as the 
world’s most comprehensive data pri-
vacy legislation, went into effect on 25 
May 2018. GDPR has made it manda-
tory to notify the relevant supervisory 
authority of any data breach within  
72 h of becoming aware of the event. 
The number of such notifications as 
well as the fines imposed for privacy 
violations and data breaches have in-
creased dramatically (Figure 2).

Many new privacy laws have been in-
spired, at least in part, by GDPR, which 

has dramatically changed the processes 
that organizations need to follow to track 
consumers’ online behaviors and process 
that data. Under GDPR, companies are re-
quired to obtain specific legal bases to use 
customers’ data or track their behaviors. 
Many companies choose consent as the 
legal basis.31 GDPR requires companies to 
have an explicit opt-in consent from cus-
tomers to keep personal data. 

In a context of international compar-
ison, GDPR’s Article 45 is of special inter-
est; it gives the European Commission 
(EC) the power to determine whether 
a country outside the EU provides an 
adequate level of data protection. If a 
non-EU country meets the adequacy 
standard, data flow from the EU to that 
country is treated in the same manner as 
intra-EU transmissions of data.32

The United States
Compared to the EU, the United States 
provides more autonomy to businesses 
regarding the way they disclose and 
store personal information. Organiza-
tions’ data privacy and security frame-
works are subject to a number of fed-
eral laws and regulations enacted to 
protect the privacy, security, and confi-
dentiality of specific categories of data 
and information. In addition to federal 
laws, there are about 47 different state 
laws regarding how people should be 
notified in the case of a data breach in-
volving personal information.33
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Among most notable state-level leg-
islation in the United States, the CCPA 
became effective on 1 January 2020. 
It is largely modeled after GDPR but is 
less stringent. Both GDPR and the CCPA 
strongly emphasize transparency. For 
example, to comply with the CCPA, a 
business is required to include a section 
in its privacy policy that describes the 
rights of consumers. It must provide 
clear instructions regarding how con-
sumers can opt out of the sale of their 
personal information.

In November 2020, the California 
Privacy Rights Act (CPRA) was passed, 
which will replace and build on the 
CCPA. The CPRA will take full effect 
in 2023 and will give users new rights, 
such as the right to correct inaccurate 
information, right to have personal in-
formation collected subject to data min-
imization and purpose limitations, and 
right to receive notice from businesses 
planning on using sensitive personal in-
formation and ask them to stop.34

Among other U.S. states, Virginia’s 
governor signed the Consumer Data 
Protection Act (CDPA) into law in March 
2021, which will take effect January 2023. 
Like the CPRA, the CDPA requires compa-
nies to publish privacy policy notices that 
explain the ways they use, collect, and 
share personal data. Without consumers’ 
affirmative consent, companies cannot 
collect and process their personal data. 
The CDPA also gives individuals the right 
to ask whether a company is storing and 
processing their personal information. 
In addition, they can request the deletion 
and correction of their personal data. Vir-
ginia consumers also have the right to 
opt out of the sale of their personal data 
as well as the use of such data to create 
target  ed advertising.35

Asia
As of May 2021, Japan was the only 
Asian country that was granted an Ad-
equacy Decision by the EC. South Ko-
rea enacted the Personal Information 
Protection Act (PIPA) in 2011. In addi-
tion, the country has sector-specific 
data privacy legislation.36 The PIPA 
requires private- and public-sector 

entities collecting information that iden-
tifies a specific person to meet strict 
compliance requirements.37 

In China, the 2012 Online Data Pro-
tection Regulation bans the sale and 
distribution of personal information 
without the owner’s consent. It requires 
Internet service providers to ensure the 
security of personal data and prevent 
misuse as well as provides consumers 
the right to seek the deletion of per-
sonal data posted without consent and 
sue for violations. However, the Chi-
nese government’s state power allows it 
to get unlimited access to citizens’ per-
sonal information for surveillance.38

As of April 2021, India lacked a 
comprehensive data privacy law to pro-
tect personal data. In December 2019, 
India’s lower house of the bicameral 
parliament, Lok Sabha, introduced the 
Personal Data Protection Bill, 2019. It 
specifies how the data of Internet users 
are stored, processed, and transferred. 
The bill was tabled as of April 2021.39

Latin America
After GDPR’s implementation, signifi-
cant amendments and improvements in 
privacy laws were made by major Latin 
American countries. As of May 2021, 
the EC had recognized Argentina and 
Uruguay as jurisdictions that provide 
adequate protection. Argentina changed 
its data protection laws enacted to align 
with GDPR. In 2018, a bill was proposed 
that contains key provisions of GDPR, 
such as a requirement for governmen-
tal agencies processing sensitive and big 
data to appoint a data protection officer 
and standards for the lawfulness of data 
processing.40 Likewise, the Brazilian 
General Data Protection Law (Lei Geral 
de Proteção de Dados) was ratified in the 
Congress in mid-2018 and became effec-
tive on 18 September 2020.

Africa
In most countries in Africa, underde-
veloped regulatory regimes fail to pro-
vide adequate data privacy protection. 
As of early 2021, about half of Africa’s 
53 countries had adopted some form of 
data privacy regulations.41 Likewise, in 

2014, the African Union’s convention 
on cybersecurity and personal data was 
adopted. As of May 2021, 14 nations had 
signed it, and eight had ratified and/or 
accessed the conventions.27

D ata privacy and security are 
and will continue to cause an 
evolving conversation around 

the world. The increased threats of data 
leakages and thefts from high digitiza-
tion and social media usages as well as 
new vulnerabilities resulting from the 
hybrid work culture need to be continu-
ously monitored and addressed. 

The complexities around privacy re -
quire action and active participation from 
individuals, businesses, and government 
agencies. It is important to improve legal 
clarity and certainty around data pri-
vacy and security through regulations at 
the state and federal levels in the United 
States as well as around the world. 

At the individual and business levels, it 
is necessary to remain cognizant of cy-
bersecurity threats and vulnerabilities 
and actively work to address these with 
advanced and sophisticated tools, such 
as AI, ML, and blockchain, to improve 
privacy controls and ward off cyberat-
tacks. In these unprecedented times, 
the definition, scope, and impact of data 
privacy and security have gone through 
tremendous changes, and it will require 
individual, corporate, and government 
actions to ensure that the user data are 
handled in a manner that does not com-
promise privacy and security. 
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