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This column surveys the technologies and
technigues that both sides—students and

instructors—use in the arms race. We discuss

the risks, the false positives, and threats
to privacy.

he pandemic elevated academic integrity issues
(also known as. cheating) related to the author-
ship of digitally submitted assignments. In this
context, authorship answers the question did
the student actually complete any of the assignment/
exam? There is now a large gray market out there in
cheating services: companies offering options thatrange
from databases of papers, to completing custom assign-
ments, and up to and including attending online classes
for students (with a guarantee of an A or B). To ensure
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Can We Prevent a
Technological Arms
Race in University
Student Cheating?

academic integrity in an online ed-
ucational world, what's needed are
innovative ways of ensuring au-
thorship of digital work. Clearly, a
technological arms race is bad for
students and faculty—and for soci-
ety at large. This column will sur-
vey the technologies that both sides
use. We then touch on governance ap-
proaches, false positives, and threats
to privacy.

THE PROBLEM OF AUTHORSHIP

IDENTITY IN EDUCATION

The authorship of digital academic assignments, whether
exams, papers, or computer code, cannot be necessarily
assured. While this was true before the pandemic, the
issue was exacerbated with large-scale migration to the
relative anonymity of online classes. The challenge is can
we be vigilant in a new, online world while maintaining
students’ best interests at heart?

Prepandemic studies in the United States showed as
much as 50% of college students cheated at some point.2!
While large-scale studies are not yet available, there is
strong evidence from multiple universities in the United
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States and the United Kingdom that
saw increases in both exam content
being available online (for example,
on chegg.com) and/or prosecutions for
academic integrity.?

A BATTLE OF
TECHNOLOGIES

What technologies do students have?
We begin with a low-end clever trick.
The student uploads an assignment
through a third-party website that de-
liberately corrupts the document, pre-
venting it from opening.® The instruc-
tor then politely notifies the student to
resubmit the file. This could be days or
weeks depending on instructor grad-
ingload, which gives the student more
time to complete the assignment.

Pandemic-induced online exams
were often made available over a pe-
riod of several days. While this pro-
vided flexibility for students, it al-
lowed some of them to share exam data
on multiple digital channels. Websites
like Chegg and CourseHero (www
.coursehero.com) allow students to up-
load the exam and its answers.

A particularly pernicious weapon
is known as contract cheating: hiring
someone to complete an assignment
for you,” euphemistically known as the
“academic writing business.” This is
done through electronic marketplaces
where freelancers offer work for hire.
Contract cheating expands dishon-
esty beyond doing simple look up the
answers for you by completing high-
er-level thinking assignments and also
creative writing endeavors. A study in
the United Kingdom showed that, be-
tween 2014 and 2018, 15.7% of students
self-reported some form of contract
cheating.l®> Such cheating can even
include taking an online course for
the student with a guaranteed grade
outcome. As Chronicle of Higher Educa-
tion put it in the October 2020 article
“Students Cheat. How Much Does It
Matter?,” paying a third party to do a

student’s work is “not cutting corners,
it's paying someone else to run the
race.”20 Unfortunately, it is both the
most effective form of cheating and the
most difficult to detect.

WHAT TECHNOLOGIES DO
INSTRUCTORS HAVE?

First, multiple technologies are needed
for exams. Lockdown browsers (for

browser: bandwidth limits, the need
for a webcam, privacy concerns, and
repressive governments blocking ac-
cess to educational websites.

One avenue to check on suspicious
activities is tracking a student’s In-
ternet Protocol (IP) address location,
though students can trick this with vir-
tual private networks (VPNs) and other
resources. Universities can use IP range

The challenge is can we be vigilant in a new,
online world while maintaining students’ best
interests at heart?

example, Respondus) prevent the
student from accessing any other
webpages or applications on that de-
vice during an exam. However, the
student who is intent on cheating
can easily rely on other devices or
close-by humans. An escalated tech-
nology is called proctored testing (for
example, Proctorio’s Online Proctor-
ing), which uses identification veri-
fication and automated monitoring
(with or without live monitoring via
webcam).2> Many instructors used ca-
sual video monitoring during the pan-
demic by requiring students to have
Zoom video on during the exam. Thus,
the findings from a study by Alessio
et al. are enlightening. This 2017 U.S.-
based study showed that digital exam
proctoring lowered student scores
significantly. Specifically, tests with
live video monitoring (that is, humans
who reviewed the recordings after the
exams, which were closed-book/notes,
and notified instructors of possible
violations) resulted in scores 17 points
lower than students enrolled in the
same courses without test proctoring.
This suggests that unproctored tests
may lead to more cheating.1 However,
there are limitations to video moni-
toring—with or without a lockdown

blocking to force students to either be
on campus or use a particular VPN, but
this may prevent a user from accessing
a learning management system (LMS).
However, given that postpandemic stu-
dents are literally scattered globally,
what can the IP address really assure us
about a student’s integrity?

Antiplagiarism software (for ex-
ample, TurnltIn and SafeAssign) is a
more-nuanced technology. However,
such applications can only detect the
level of originality as an indicator of
plagiarism. This means they are not
“plagiarism detectors” but tools to
guide faculty in assessing the student's
work. While they can be a deterrent to
improper copy and paste or failure to
cite sources, they cannot determine
who authored the file. Nevertheless,
there is some positive news. A 2020
study from 12 semesters of academic
misconduct data (n = 12,937) at a Viet-
namese university showed a 37% re-
duction in instances of suspected pla-
giarism using Turnitin.1®

NEW TOOLS TO DETER
OR DETECT CHEATING
Distance introduces a challenge that
was once rather unusual: ascertaining
strong identity binding. In the United
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States, the Higher Education Opportu-
nity Act of 2008 requires institutions,
at their option, to “verify identities
of remote students by using a secure
login and pass code, proctored exam-
inations, or new or other technologies
and practices that are effective verify-
ing student identification.”?4 The Viet-
namese study mentioned earlier could
not rule out contract cheating.

Identity verification can use mul-
tifactor authentication, which is what
banks usually use for remote access.
A step up is biometrics. Primary bio-
metric authentication verifies iden-
tity based on physical things like
fingerprints or facial patterns. This
is better suited to verifying students
attending a synchronous class (to de-
ter someone else taking the class for
them) or a video-proctored exam (to
ensure the test-taker is who they say
they are).

Secondary biometric authentication
verifies identity based on behavioral
patterns—and may be a future tool
in the cheating arms race. One form

network, decision tree, and support
vector machines) showed an accuracy
rate using a two-sentence sample of
53-99%. While keystroke dynamics
are intended to supplant or augment
usernames and passwords, they could
be adapted to an academic setting and
extended to help identify a test-taker.

In 2019, TurnltIn launched a new
application called “Authorship Inves-
tigate.” It uses an algorithmic combi-
nation of a readability scale (to judge
the complexity of the text), metadata
analysis, punctuation use, and a vo-
cabulary check to compare differences
in written work.23 While this is a po-
tentially important step forward, it is
not yet clear what the accuracy rate is
or at least what percentage are false
positives. Likewise, this software uses
an algorithm that analyzes a student's
writing over time and compares it to
the “norm”. But what if the starting
point norm is not the student’s own
work? What if the student uses the
same third-party “supplier” for all
their coursework?

Such cheating can even include taking an
online course for the student with a guaranteed
grade outcome.

of this captures keystroke dynamics
by monitoring a user’s typing style
looking for patterns. That is, “[It's] not
what you type, but how you type.”1¢
This is similar to clickstream analyt-
ics, commonly used in e-commerce, to
identify user “signature” patterns of
navigating within a website.? A newer
approach to this, tested in 2019,3 used
a combination of three time-related
variables (measured in microseconds):
held time (the time between when a
key is pressed and released), up-down
time (the time between the first key
being released and the second being
pressed) and down-down time (the
sum of these two times). Preliminary
results, using four machine learning
algorithms (random forest, neural
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RISKS WITH TECHNOLOGY

One of the risks with any software-based
approach is false positives. Here are two
recent examples. In October 2020, the
California (law school) bar exam was ad-
ministered using ExamSoft, which pre-
vents users from having other applica-
tionsopen, alongwith video monitoring.
Approximately 3,200 test-takers were
flagged for cheating (nearly one-third
of the total), including some who took
the test at major law firms where human
proctors were also present.l! Technical
anomalies flagged some test-takers as
suspicious (for example, some people
using Lenovo laptops, which prevented
ExamSoft access to the internal micro-
phone).!2 A follow-up investigation by
the California State Bar Association

could only affirm 47 cases (about 1.5%)
were “indisputable” offenses.10

Another example of misused sur-
veillance technology, reported by The
New York Times,!8 took place at Dart-
mouth Medical School, which charged
17 students with cheating by using
technology as evidence. The students
took an online exam using ExamSoft
without video monitoring, but the sep-
arate Canvas LMS showed the students
were logged into other resources at
the same time. At issue was whether
such accesses were intentional or due
to Canvas automatically generating
activity data (for example, the student
could have remained logged into Can-
vasonamobile device while taking the
exam). After much backlash, all honor
code charges against these students
were dropped.l?

PRIVACY CONCERNS

Not only do the tools have false pos-
itives, but also all of these anticheating
technologies harbor within them incur-
sions into student privacy. Should an LMS
be used as a surveillance tool? For years,
instructors had the ability to peek into
students’ lives to see when Johnny
logged on (was it at 3 a.m.?). Any kind
of monitoring and tracking is a privacy
threat. Boundaries are often arbitrary,
in the eye of the beholder. One person
may see remote exam monitoring as
“invasive” or “Orwellian” but view the
same human and electronic surveil-
lance inside a traditional classroom as
acceptable. Academia has a difficult
tradeoff to navigate: the arms race has
changed the game by providing stu-
dents with a new cheating arsenal (and
more customers for contract cheating
entities). This means that academic
integrity technologies will have to be
able to appropriately monitor student
activities without violations of privacy
and ensuring due process is provided.

ACADEMIC INTEGRITY

AS AN INFORMATION
SECURITY ISSUE

While all universities have academic
integrity policies, current norms
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require that faculty, with limited sup-
port and guidance from administra-
tion, be the focal point for deterring
and detecting academic dishonesty.
We argue the issue of authorship iden-
tity—astoassessing gradesand award-
ing academic credit—is so important
that it should be elevated to a higher
level of scrutiny as an information se-
curity issue. By U.S. law, universities
are required to secure student infor-
mation under the Family Educational
Rights and Privacy Act and the Health
Insurance Portability and Account-
ability Act. Why, then, is something
as important as conferring degrees
not a matter of information security as
well? For example, in 2020, Los Ange-
les Times reported that a very wealthy
University of Southern California stu-

people involved in carrying out or
monitoring assignments—students,
faculty, teaching assistants, and staff—
need education in ethical academic
conduct. For starters, as a way of reduc-
ing cheating, create an environment
that values competence and mastery
over grades. That is, help students
understand the benefits of “why” this
assignment is important to them and
the consequences of cheating.

Processes

Courses can be better designed to be
more engaging, include clearer and more
helpful policies. In addition, courses
should use strategies to mitigate cheat-
ing (for example, more open-ended
questions and assignments that change
regularly). Likewise, make learning less

Primary biometric authentication verifies identity
based on physical things like fingerprints or
facial patterns.

dent, who rarely attended class and
had others do his schoolwork, earned
both a bachelor’'s and a master’s de-
gree.l” While this case is extreme, the
identity and authorship implications
for online classes are staggering. How
can accredited schools claim the va-
lidity of conferred degrees in the new
environment?

A WAY FORWARD

The pandemic has exposed univer-
sities as ill-prepared to deal with the
mass adoption of online classes and
a new generation of cheating. It's
not a popular topic for provosts and
deans to spend time on because it's
so difficult. However, taking a peo-
ple-processes-technology approach
identifies the important and comple-
mentary factors that can be used go-
ing forward.

People
The people involved need to un-
derstand the issues. This means all

about rote recall, have some assignments
that are personalized, be more engaged
with your students, and have multiple
and varied assessments versus just a few
large exams or papers. This will reduce
the incentive to cheat.

Technology

In this fast-changing landscape, forc-
ingachoice among myriad technology
solutions should not be left to individ-
ual instructors to figure out because
their primary responsibility is student
learning and well-being. Likewise, the
cat-and-mouse game is moving more
quickly than many instructors can
keep up with. Instead, consider mak-
ing academic integrity a part of in-
formation security policies, as is done
with other student records.

n conclusion, as with most difficult
problems, there is no silver bullet.
But if there was one, it would be an
accurate, reliable, noninvasive way

of ensuring authorship of a given
file. Absent this, a range of strategies
from reducing cheating attempts be-
fore they start (the best method) to a
defense-in-depth approach is the best
way forward to reduce the effects ofan
educational arms race.
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