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Abstract—COVID-19 is a major global public health challenge and difficult to control in a

short time completely. To prevent the COVID-19 epidemic from continuing to worsen,

global scientific research institutions have actively carried out studies on COVID-19,

thereby effectively improving the prevention, monitoring, tracking, control, and treatment

of the epidemic. However, the COVID-19 electronic medical records (CEMRs) among
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hospitals worldwide are managed independently. With privacy consideration, CEMRs

cannot be made public or shared, which is not conducive to in-depth and extensive
research on COVID-19 by medical research institutions. In addition, even if new

research results are developed, the disclosure and sharing process is slow. To
address this issue, we propose a blockchain-based medical research support platform,
which can provide efficient and privacy-preserving data sharing against COVID-19.
First, hospitals and medical research institutions are treated as nodes on the alliance

chain, so consensus and data sharing among the nodes is achieved. Then, COVID-19
patients, doctors, and researchers need to be authenticated in various institutes.
Moreover, doctors and researchers need to be registered with the Fabric certificate
authority. The CEMRs for COVID-19 patients uses the blockchain’s pseudonym
mechanism to protect privacy. After that, doctors upload CEMRs on the alliance chain,
and researchers can obtain CEMRs from the alliance chain for research. Finally, the
research results will be published on the blockchain for doctors to use. The
experimental results show that the read and write performance and security

performance on the alliance chain meet the requirements, which can promote the
wide application of scientific research results against COVID-19.

M In DecemBer 2019, people were strongly
attacked by a new type of coronavirus pneumo-
nia, COVID-19.! This virus causes a high rate of
acute respiratory infections that are difficult to
control.? According to data released by the World
Health Organization, as of July 20, 2020, the cumu-
lative number of confirmed cases worldwide has
reached 14 million, and the deaths have exceeded
650 000. In order to control the spread of the
virus, most countries have adopted measures
such as quarantines and border closures, which
have effectively contained the spread of the epi-
demic to a large extent. However, the epidemic
has stalled the economies of many countries and
disrupted global supply chains, which has also
had a significant impact on world economic
development.>*

The most basic way to face this epidemic is to
strengthen medical research cooperation and
develop new coronavirus vaccines.’ The develop-
ment of the vaccine requires a large number of
new cases of COVID-19 as a reference. Moreover,
if data from researchers’ experiments are not
shared and recorded in a timely manner, it will
not only lead to a large number of duplicate
experiments around the world, but it will also not
guarantee the accuracy of the results from medi-
cal research institutions.®? However, in order to
protect patient privacy, case data from each hos-
pital are currently independent of each other and

CEMRs cannot be made public and shared,
which is not conducive to the in-depth study
of COVID-19 at each research institution, nor
is it conducive to the safe sharing of research
results. To facilitate research on COVID-19, it
is urgent for the current society to design a
plan for sharing CEMRs. However, some press-
ing issues need to be addressed. For example,
patient privacy must not be disclosed.® When
sharing research results, it is important to pro-
tect the intellectual property rights of the
researchers. Furthermore, the data shared must
be authentic and cannot be tampered with the
work of Yu et al.? and Guo et al.'°

Currently, clouds or databases maintained by
administrators are often used to manage data,
which can lead to the destruction and manipula-
tion of private data. Blockchain is a distributed
database ledger that is decentralized, traceable,
and nontamperable.!''? Blockchain nodes are
able to share data and maintain the ledger collec-
tively, using consensus mechanisms to ensure
data consistency.'®!* In addition, blockchain has
a time sequence, which can solve the problem of
copyright of scientific research results. When
research results are successfully uploaded to the
chain, ownership can be determined based on a
timestamp'®>. Thus, blockchain is superior to
cloud and database in terms of tamper-proofing,
privacy protection, and temporal sequencing. To
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this end, this article proposes a blockchain-based
COVID-19 medical research platform for CEMRs.
This platform uses the characteristics of the alli-
ance chain to be safe, trustworthy, and nontam-
perable so that data can be shared in a timely and
safe manner. Hospitals and medical research insti-
tutions are respectively used as nodes in the alli-
ance chain. Among them, node users such as
patients, doctors, and researchers need to regis-
ter and authenticate on the blockchain before
data transmission and query. In order to protect
the privacy of patients, this platform uses a pseu-
donym mechanism to share CEMRs. The CEMRs
of patients are stored on the platform, and
researchers can obtain the patients’ CEMRs and
upload relevant research results from the plat-
form. The application platform based on the alli-
ance chain in this article can not only quickly
share data, but also ensure the copyright issues of
research results. To jointly overcome the COVID-
19 hurdle and facilitate research progress, a
shared medical research support platform is the
optimal choice.

The rest of this article is organized as follows.
The “Problem Statement” section describes the
problems faced. The structure and functions of
the platform are illustrated in the “Blockchain-
Based Medical Research Support Platform” sec-
tion, and the “Security Analysis” section mainly
shows the performance analysis of the experi-
ment. Finally, “Experiment Analysis” section
summarizes the full text.

PROBLEM STATEMENT

AT PRESENT, researchers and medical
experts are actively combating COVID-19. With
the joint efforts of countries around the world,
measures to prevent and control COVID-19 con-
tinue to be improved. However, there are still
many problems need to be solved in the current
medical environment.

Problem I: Although vaccines are being devel-
oped globally based on patient conditions, vac-
cine research is also in a closed state. Medical
research institutions are unable to share vaccine
research data in a timely manner, which results
in a relative lag in vaccine research.

Problem 2. Doctors in each hospital only
study cases based on patients in their own
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hospitals. Although hospitals around the world
have accumulated enough medical information,
the medical information held by each hospital is
usually not comprehensive. Therefore, real
research on COVID-19 cases has the characteris-
tics of small research samples, high repetition
rate, and small amount of effective data, result-
ing in insufficient research on COVID-19, which
is not conducive to the prevention and treat-
ment of COVID-19 patients.

Problem 3. The sharing of COVID-19
research results across hospitals is not well
developed, this may result in the most
advanced research results and treatment
options not being disseminated to every hos-
pital at the first opportunity. It will cause
patients to miss the best treatment period.
Therefore, the slow disclosure and sharing of
research results is also an urgent issue in the
current healthcare environment.

Question 4. Although traditional sharing
schemes such as databases and cloud storage can
provide sufficient capability to share sample data
in a timely manner, they cannot guarantee the
immutability of data and the intellectual property
rights of research results.

BLOCKCHAIN-BASED MEDICAL
RESEARCH SUPPORT PLATFORM

In order to solve the above problems in the
“Problem Statement” section, a blockchain-
based medical research support platform is pro-
posed to promote the sharing of CEMRs and
COVID-19 research results. The platform can pro-
tect the privacy of patients and the research
results and intellectual property rights of doc-
tors, as well as hospitals and medical research
institutions.

The platform is based on the alliance chain
and integrates node access control mechanisms.
Figure 1 describes the architecture of block-
chain-based medical research support platform,
which includes four entities as follow.

1) Fabric Alliance Chain. Fabric alliance chain
is used to store the CEMRs of COVID-19
patients and the COVID-19 research
results of medical researchers. The nodes
of the alliance chain are composed of
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Figure 1. Architecture of blockchain-based medical research support platform.

information systems. The
personnel includes managers
and scientific researchers,
and the information system
includes access control serv-
ers for medical institutions
and medical results servers.

Registration

The registration of this plat-
form includes two parts. One is
that users of hospitals or medi-
cal institutions register in the
access server. The other is that
users of hospitals or medical
institutions register in the alli-
ance chain Fabric CA.

2)  Fabric CA Server. Fabric CA provides PKI- 1) User Registration in Access Server. COVID-19
based identity authentication management doctor and patient need to register in the hos-
service for Fabric. Fabric CA provides, pital access server, while the COVID-19
based on FEcert and Tcert, can achieve researcher should register in the medical insti-
very flexible permission control and audit tution access server. As shown in Figure 2, the
according to business requirements, and doctor and the patient send their identity
provides Fabric with the foundation of information to the hospital access server, and
trust for the alliance chain. after verifying the identity information, the

3)  Hospital. Hospital is a medical organization hospital access server returns the legal ID to
that treats COVID-19, including personnel the doctor and the patient. The same applies
and basic information systems. Personnel to the researchers in the medical institution.
includes managers, doctors, and patients.  2) Users Register in Fabric CA. COVID-19 doctors
The basic information system includes an in the hospital and COVID-19 researchers in
access control server and CEMRs informa- the medical institutions register with the Fab-
tion server. ric CA, as shown in Figure 2. The doctor sends

4)  Medical Institution. Medical institutions are the public key to the Fabric CA through the
specialized in COVID-19 research institu- hospital access server and the Fabric CA
tions. It also includes personnel and issues Ecert to corresponding doctors through

the hospital access server. The
COVID-19 COVID-19 Hospital COVID-19 Medical Institution Fabric same applies to the researchers
Doctor Patient Access Serve Researcher Access Server CA Server in the medical institutions.
Identi
Information
ID i Authorization
The alliance chain is created and
iormatien managed by multiple business-
2 Public Key ] related organizations, and can share
CEMRs and COVID-19 research
mgert results among multiple hospitals or
_ Publickey medical institutions. However, to

Figure 2. User registration in hospital, medical institution, and Fabric CA.
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uploading CEMRs. If patients agree
to share CEMRs, doctors can share
the patient’'s CEMRs with other
hospitals or medical institutions
under a pseudonym through the
alliance chain. At the same time, to
ensure that CEMRs and research
results are only shared within the
alliance chain, only users autho-
rized by the nodes of the alliance
chain can perform operations such
as query and upload. The specific
authorization process is shown in
Figure 3.

CEMRs Sharing Authorization To
protect the privacy of the COVID-
19 patient, doctors uploading

Blockchain Node Blockchain Node
= 'E‘ ==
— = {7

Blockchain

i Médical Results
Blockchain Node Blockchain Node S

CEMRs
Information

Hospitaﬁt&cess Server

5

CA Server

Hospital Medical Institution
——p CEMRSs/Research results upload
~_~" Patients authorization

——p CEMRSs/Research results query

Figure 3. CEMRs sharing and user operation authorization.

", COVID-19

8; 8 Researcher

CEMRs must request authorization

from patients, as shown in Figure 3.

However, during the authorization

process, a large number of patients may refuse
authorization for fear of exposing their privacy.
Therefore, the hospital will take steps to allay the
patient’s concerns. (a) Use a pseudonym mecha-
nism to handle patient privacy information. When
a doctor requests authorization from a patient, the
patient can use his or her private key to generate
pseudorandom numbers to replace the real name
on the CEMRs. (b) Encourage patients to actively
authorize with their doctors, and hospitals offer a
partial medical fee waiver benefit to encourage
patients to share CEMRs for COVID-19 research.
The following is the process for doctors to request
CEMRs authorization from patients.

Step I: Doctor sends authorization request
for use of CEMRs to hospital via ID distributed
by hospital access server.

Step 2: After receiving the request, the hospi-
tal verifies whether the doctor’s ID is legal. If the
ID is illegal, the hospital will directly return the
doctor’s request as “reject the request.” If the
doctor’s ID is legal, the hospital will check
whether there is an authorized CEMR in the local
database. If there is no authorized CEMR, it will
proceed to Step 3. If there is an authorized CEMR,
proceed directly to Step 6.

Step 3: The hospital sends a request to the
COVID-19 patient, requesting to share the CEMRs
of patient.
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Step 4: Patients can choose whether or not to
share their CEMRs. If COVID-19 patients agree to
share CEMRs, the CEMR will be anonymized.
First, the patient hashes his private key to gener-
ate a pseudo-random string, and then replaces
the user name of CEMRs with the pseudo-ran-
dom string as a pseudonym, and uses random
data to replace private information such as con-
tact information and address. Finally, send
“Agree to authorize CEMRs” to the hospital. If
patients do not agree to share CEMR, return
“Refused to share CEMRs.”

Step 5: If the hospital receives “Agree to
authorize CEMRs,” it will mark the CEMRs as
authorized in the database, and then proceed to
Step 6. If the hospital receives “Refused to share
CEMRs,” it will return to the doctor “Refused to
authorize.”

Step 6: The hospital will return to the doctor
“arequest for consent to use CEMR.”

User Operation Authorization To protect the
sharing of CEMRs and research results in the
alliance chain, users on the chain need the
authorization of organization to perform opera-
tions such as querying and uploading data.
When a user is registered, each institution
assigns an ID to facilitate identification of
the user. When a doctor is registered, the
“doctorID” is returned. Similarly, when patients
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and researchers are registered, “patientID” and
“researcherID” will be returned. Then when the
user sends an operation request, the organiza-
tion verifies whether the identity is legal
according to the user ID and then processes
the request. Here, we take the example of a
researcher, as follows.

Step 1. Researcher sends an “operation
request” to medical institutions. This “operation
request” is divided into two types: query CEMRs
/research results and upload research results.

Step 2: The medical institution checks whether
the identity of the researcher is legal according to
the researcher ID. If the researcher ID is legal, the
medical institution will agree to the request and
execute the request. Otherwise, the medical insti-
tution will reject the request.

CEMRs and Research Results Upload and
Query

All CEMRs and research results on the alliance
chain are shared with the node organizations on
the chain, and legally authorized users in each
organization can query data through the access
server. In order to ensure the validity and credibil-
ity of uploading CEMRs and research results, dif-
ferent institutions have different permissions.
Currently, most hospitals use real-name registra-
tion methods to assign IDs to COVID-19 patients.
Patients are assigned IDs and CEMRs addresses
when registering. Among them, CEMRs include
treatment data and user names, contact informa-
tion, and patients’ other private information.
Therefore, when COVID-19 doctors request CEMRs
for authorization, patients will use a pseudonym
mechanism to anonymously process CEMRs and
authorize them in order to avoid privacy leakage.

CEMRs or Research Results Upload Doctors and
researchers who have obtained user operation
authorization upload CEMRs/research results to
the alliance chain through access server, and the
uploaded CEMRs/research results can be viewed
by doctors and researchers together. The upload
operation process of CEMRs is as follows.

Step 1. The doctor sends ID, Ecert, and
upload request for authorized CEMRs to the hos-
pital access server.

Step 2: The hospital access server determines
whether the doctor belongs to the hospital

Consumer Technology-Based Solutions for COVID-19

based on the ID. If it is not a doctor in this hospi-
tal, the request will be directly rejected. Other-
wise, the hospital access server will check the
doctor’s request and perform Step 3.

Step 3: If the request is to upload CEMRs, the
hospital access server will send the pseudony-
mous addresses of Ecert and CEMRs to the hospi-
tal blockchain node. The hospital blockchain node
will verify whether the Ecert is valid. If the Ecert
verification is valid, the smart contract is used to
upload the pseudonymous addresses of CEMRs to
the alliance chain. Otherwise, the upload fails.

In addition, the process of uploading research
results to the medical institution’s blockchain
node is similar to the process described
above. The only difference is that it does not
require anonymization for research results in
the Step 3.

CEMRSs or Research Results Query Doctors and
researchers can query CEMRs/research results
to the alliance chain through access server. The
process for a doctor to query CEMRs/research
results from a hospital is as follows.

Step 1. The doctor sends the ID, Ecert, and
query request to the hospital access server.

Step 2: The hospital access server judges
whether the doctor is legal according to the ID. If
not, the request will be rejected. Otherwise, the
hospital access server will check the doctor’s
request and perform Step 3.

Step 3: 1f the request type is to query
CEMRs/research results, the hospital access
server will send Ecert to the hospital block-
chain node, and the hospital blockchain node
will verify whether the Ecert is valid. If the
Ecert verification is valid, the hospital block-
chain node returns CEMRs/research results to
doctors through the hospital access server.
Otherwise, the query fails.

Moreover, the process by which researchers
request medical institutions to inquire about
CEMRs/research results is similar to the process
described above.

SECURITY ANALYSIS

1) Privacy Protection. This solution uses a
pseudonym mechanism to deal with the
patient’s private information. When a
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doctor sends an authorization request to a
patient, the patient will use his or her pri-
vate key to generate hashed pseudorandom
strings to replace the real name on the
CEMR for privacy protection.

2) Anti-Tampering. The composition of the
block contains Merkel root, and accord-
ing to the characteristics of the hash
function, once a transaction is tampered
with, it will result in a change in the hash
of the entire block. Therefore, the block-
chain is the best means to prevent
tampering.

3) Copyright Protection of Scientific Research
Results. Blockchain has a temporal sequence,
and the ownership of scientific research
results can be guaranteed by time stamps,
which can avoid the legal problems due to
copyright.

EXPERIMENT ANALYSIS

Experimental Environment

The consortium chain used by the medical
platform in this article is implemented by Fabric
v1.4.0. The operating environment is Ubuntu
Linux 20.04LTS, Intel core i7-5500u CPUx4
2.40 GHz, and the memory is 8 GB. In order to
verify whether the blockchain-based medical
platform meets the performance requirements
of reading and writing and whether it is superior
to traditional databases, we use Hyperledger cal-
iper to evaluate the framework and give the fol-
lowing three metrics.

1) Throughput. Throughput is an important indi-
cator for evaluating the performance of a
blockchain network. It represents the num-
ber of transactions that the network can pro-
cess per second. In the medical support
platform, if the number of CEMRs or research
results that can be processed per second is
greater, it proves that the platform can provide
doctors or researchers with more CEMRs and
research results per unit time.

2) Resource Consumption: Caliper supports the
evaluation of memory, CPU and other
resource consumption when fabric is work-
ing. When doctors or researchers query and
upload CEMRs or research results through
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the client, the ability to consume resources
reflects the availability of the medical plat-
form. Therefore, resource consumption is
also an indicator that needs our attention.

3) Latency: Latency is also a performance indi-
cator that the blockchain network focuses
on. It refers to the time delay from initiating
an upload to a successful upload. In caliper,
the average delay, maximum delay and mini-
mum delay can be measured. Combined with
the above indicators, it can be evaluated
whether the blockchain-based medical sup-
port platform is better than the traditional
database.

Experimental Process

This experiment uses a multimachine multi-
node organization method to construct a fabric
network, and mainly builds and installs related
dependencies on the Fabric network environment
to ensure that the final network can operate nor-
mally. To verify the feasibility of the blockchain-
based medical platform solution, the fabric net-
work topology we designed includes two hospital
organizations, a research organization, and a sort-
ing service. The consensus method of the sorting
service is based on kafka. In addition, in order to
enable the medical platform to operate, the fabric
network needs to be built. The overall building
process is as follows. (1) Generate public and pri-
vate keys and certificates, creation blocks, and
channels. (2) Configure the hospital organization,
research institution organization, sorting service,
and client. (3) Use docker to start the fabric con-
tainer. (4) Create a channel. (5) Add hospital
organizations and research institutions to the
channel. (6) Install the chain code on the peer
node of the hospital organization or the research
institution organization and instantiate it.

When the network is successfully built, it
enters the FABRIC container and can query or
upload CEMRs and research results using the
command call chain code. In this experiment,
the databases of both hospital and research
institution nodes use leveldb to store CEMRs or
research results, and we choose Hyperledger
caliper, a general framework for blockchain per-
formance testing, to test the performance of fab-
ric networks, such as CPU occupancy and other
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Figure 4. (a) Latency comparison between Fabric and traditional database for
uploading CEMRs. (b) Throughput comparison between Fabric and traditional
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Figure 5. (a) Latency comparison between Fabric and traditional database for
querying CEMRs. (b) Throughput comparison between Fabric and traditional

performance indicators. The complete testing
process is as follows.

(1) Install Hyperledger caliper v0.2.0 by using
local npm install.

(2) Bind the fabric version number through
caliper.

(3) Specify the caliper’s baseline configura-
tion file and the fabric’s configuration file behind
the npx caliper launch master to generate a per-
formance report in html format. Based on this
performance report, it is confirmed that the
blockchain-based medical support platform out-
performs the traditional database.

Performance Analysis

CEMRs storage Different organizations are
deployed throughout the network, and the
deployed organizations can implement CEMRs
upload operations in the container. According to
the performance analysis report of caliper, a
comparison chart of the delay in uploading
CEMRs between traditional databases and block-
chain-based medical platforms is obtained, as
shown in Figure 4(a). Figure 4(a) points out that

0 - PR 0
0 100 200 300 400 500 600 700 800 900 1000 1100

based medical platforms when
uploading CEMRs. From the compar-
ison of throughput, it can be seen
that although the throughput of
uploading CEMRs in traditional data-
bases is slightly higher than that of
medical platforms, from the perspec-
tive of overall read and write, medical platforms
based on blockchain have more advantages than
traditional databases.

CEMRs acquisition When CEMRs are
uploaded to the Blockchain Node, either doctors
or researchers can read the CEMRs through the
client. Caliper’s test report concluded that the
medical platform not only meets the needs of
doctors or researchers for querying CEMRs, but
also shows that the medical platform outper-
forms the traditional database in terms of
latency and throughput. As shown in Figure 5(a),
for querying CEMRs in the range of [0-1000], the
latency of this medical platform always fluctu-
ates in the range of 0-0.45 s, while the traditional
database is within 0-7.5 s. Figure 5(b) gives the
throughput comparison for querying CEMRs. As
shown, when the number of query CEMRs is 600,
the throughput of the traditional database is
slightly higher than Fabric and the rest are
lower than Fabric, which proves that the
designed blockchain-based healthcare platform

is superior to the traditional data-

base in terms of throughput.

CONCLUSION
1 To cope with COVID-19, hospitals
I and medical research institutions

should make full use of existing net-

N . . . " N
200 100 600 800 1000 0 200 400 600 800
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database for querying CEMRs.
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works and blockchain technology to
share CEMRs of COVID-19, thereby
effectively improving the treatment,
prevention, and vaccine development
of COVID-19. In this article, we
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propose a blockchain-based medical research sup-
port platform against COVID-19. This platform
employs the characteristics of the alliance chain to
be safe, trustworthy, and nontamperable so that
CEMRs and research results can be shared in a
timely and safe manner. Hospitals and medical
research institutions are respectively used as nodes
in the alliance chain. Among them, users such as
patients, doctors, and researchers need to register
and authenticate on the blockchain before CEMRs
and research results transmission and query. In
order to protect the privacy of patients, this plat-
form uses a pseudonym mechanism to share
CEMRs. The medical research support platform
based on the alliance chain can not only quickly
share CEMRs and research results, but also ensure
the copyright issues of research results. In order to
jointly overcome the COVID-19 difficulties and pro-
mote the progress of research, this proposal is effi-
cient and effective.
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