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Abstract—The opportunity to foresee how a physical system might work in advance, resorting to its
digital model, explains the general attractiveness of digital twins. The use of digital twins, especially in
the manufacturing context, encourages the investigation of the benefits they may bring in many
circumstances, ranging from medical to commercial applications. In this work, however, we do not
introduce yet another field where digital twins may be applied but, instead, propose digital twins as
part of a convergence of technologies that may be put to good use to foster advanced distributed
collaboration platforms to support humans in the loop. To clarify our proposal, we contextualize the
proposed methodology by providing a conceptual framework related to a Virtual Hackable City, where
we explain the advantages of such an approach.

INTRODUCTION The over thirty months elapsed
since the beginning of the pandemic have emphasized
the role of digital technologies, as lifelines capable of
supporting and governing global logistic and commu-
nication networks when social distancing is needed.
Whether the new paradigms based on the use of
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digital media will linger or not beyond the end of
the emergency depends on the services that these
will offer. Regardless, the carbon footprint concerns
posed by Vardi in [1] remain uncomfortably valid and
may sustain the continuation of given practices online
rather than in person. Among such practices, many
have benefited from vertical collaboration software
platforms, which have become essential to carrying
on social and economic activities. However, despite
the current popularity and economic value of such
systems (e.g., Slack has recently bought by Salesforce
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for 24B$), and the interest devoted by academia to
the implementation of hybrid workplace models in a
number of different settings (manufacturing, education,
etc.) [2], [3], [4], [5], they still present technical barri-
ers which hinder their full potential. Most implement
basic communication paradigms such as video calls,
screen-sharing, and instant messaging but lack inter-
operability and integration with professional platforms
which exceed the classic office ones (e.g., spread-
sheets, word processors, etc.). None, to the best of our
knowledge, have so far defined a standard method to
incorporate and manipulate complex graphical content.
No widespread solution, in addition, can present and
support collaborative manipulations of models and
data within Extended Reality (XR) environments. In
essence, the full potential in terms of collaboration
and productivity obtainable through the integration of
multiple technologies is still far beyond the horizon.
This contribution aims to provide a holistic approach
to designing collaboration platforms that may at once
foster multiple communication patterns and workplace
productivity. To this aim, we present a scheme for
a collaborative open design platform, describing how
this may apply to the context of the design and
management of urban spaces.

The rest of this paper is organized as follows. We
first introduce the problem of interest in the section
that follows, while we then introduce the component
that may serve as a pillar of the proposed solution
in section Digital Twins. A review of works that fall
close to the proposed vision is described in section
Human-Cyber-Physical Systems. Our proposal, the
key ingredients necessary for its implementation and
an application of such a conceptual framework are
provided in sections DT-Empowered Collaboration,
Implementation Strategy and Applying the Concep-
tual Framework, respectively. This paper ends with
the Conclusion section.

Product Driven Collaboration
As highlighted in a recent article by Paul Marks,

Videoconferencing apps took off during the COVID-
19 lockdowns, but more efficient ways to collaborate
virtually are waiting in the wings [6]. In particular, in
his contribution, Marks states that technologies such
as drones, robots, and virtual reality may be the next
game-changers in online collaboration. It is interesting
to observe, though, that such a vision puts the location
where collaboration occurs at the center of the stage

[7].
This contribution approaches the problem from

a different perspective, putting content and scope at
the center of a collaboration platform. Following such
a vision, collaboration platforms should amount to
ecosystems that do not only foster human-to-human
communications but also seamlessly exchange tech-
nical information and data, are interoperable, offer
complex visualizations, and use what-if analyses. In
essence, collaboration platforms should become an
integral part of those processes which lead to the
design, implementation, and deployment of a product:
they may bring into such workflows the feedback of
the stakeholders, enriching them with all the possible
dimensions of information of the final collaboration
goal.

The present amounts, therefore, to a unique op-
portunity to rethink the dynamics involved in digital
collaborations and the digital workplace in general.
To this date, digital collaboration has mainly meant
communication. The question is whether digital collab-
oration may go beyond such a pattern, also including,
for example, design, prognostics, maintenance, verifi-
cation, prediction, and awareness.

Computing models that are increasingly employed
to represent a physical product and to perform all of
such tasks are Digital Twins (DTs). DTs offer a digital
representation of a system and are meant to mimic the
behavior of their original counterparts for specific sets
of physical inputs. DTs represent a pillar technology of
Industry 4.0 as they realize the convergence between
simulation techniques and Internet of Things (IoT)
solutions [8]. In brief, they extend computer simulation
practices and emerge following the falling costs of net-
working resources and the advances in computing and
technological innovations and tools. In the following,
we present a few of their main characteristics before
moving on to how a DT may become a driver for
collaboration by providing a practical proposal related
to urban spaces.

Digital Twins
DTs have been seriously researched in the past

decade, in the context of industrial processes and
beyond. In [9] Kshetri cites different examples, ranging
from company assets protection (the DT deployed
by Shell for the Bonga oilfield’s floating production,
storage, and offloading facility) to medical applications
(the Living Heart Project, which employs Dassault
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Systems’ 3DExperience platform). From a method-
ological point of view, Qinglin et al. [10] critically
compared Big Data and DTs in industry, concluding
that their convergence could speed product develop-
ment and verification. This convergence also appears
in Cantamessa et al. [11] where the authors analyze
the specific case of Tesla, which monitors and verifies
the real-time use of its products through DT instances
(each car constantly communicates with its DT in-
stance running on a Tesla server, for timely prognostics
and maintenance).

The benefit of involving the use of DTs in all of
the steps composing the life-cycle of a product has
been recognized in Tao et al. [12], where the authors
exhibited the advantages of adding the design (starting
from the conceptual design to the detailed design and
virtual verification) and the manufacturing phases to
the service one. Along the same path, Barricelli et
al. [13] presented DT applications to optimize several
design processes, including manufacturing to health-
care. In essence, we can expect a growing demand for
large-scale simulations through the recombination and
interaction of many and varied DTs beyond those con-
ventionally used in industry. As stated in [14], digital
twins may be created for all types of things in the real
world, so they could reproduce an entire city by recom-
bining buildings, roads, automobiles, residents, etc.
As a thought-provoking example, consider the recent
proposal of human Digital Twins Computing (DTC),
whose contribution would be to expand the range of
human activities from the real world to cyberspace.
To this aim, Thosima et al. [15] proposed DTC to
digitally represent a person’s outer self in terms of
physical and physiological characteristics, as well as
the person’s inner self, as personality and thoughts. A
human DTC model reproducing the individuality and
characteristics of humans defines the behavior of a DT.
By reacting to other people’s actions in cyberspace as
if they were our real-world selves and by making them
behave autonomously in a virtual society, human DTs
could engage with others as our real-life selves [16],
[17].

DTs could be key in the design stages of many
types of projects, foreseeing any future outcomes re-
sulting from their design choices, with no expenditures
caused by unexpected disruptions. This flexibility of
DTs is the main reason they may become game-
changers for design: a DT platform may show how
specific design choices would work in specific contexts
of use. This flexibility also motivates why DTs may

perfectly fit within collaborative design platforms (e.g.,
digital playgrounds created, modified, or even dis-
rupted by multiple users as their constituent elements
can be more simply installed, stretched, or broken, than
their physical equivalent).

It is now interesting to observe that although the
state-of-the-art DT research in the domain of comput-
ing is mainly focused on the production, management,
and processing of data (i.e., Internet of Things, Cloud
Computing, and Artificial Intelligence), also other di-
rections are being sought [18]. In addition to the need
for automation, also a need for human collaborations
and direct interventions is emerging, as witnessed by
the novel Human Cyber-Physical Systems paradigms
at the base of future Industry 5.0 and Society 5.0.

Human-Cyber-Physical Systems
An interesting conceptual framework that aims

at integrating human interventions with cyber and
physical systems has been emerging in the manufac-
turing sector and amounts to the Industry 5.0 one,
with the development of Human-Cyber-Physical Sys-
tems (HCPSs) [19]. According to [20], a HCPS is
a composite intelligent system comprising humans,
cyber systems, and physical systems to achieve specific
manufacturing goals at an optimized level. At the peak
of their development, HCPSs could learn from past
experiences and implement analytical thinking using
Artificial Intelligence, thus being able to augment the
information available in the ecosystem and let humans
focus on non-standard aspects of work. HCPSs may
also play a role in future Society 5.0, i.e., a society
that through the high degree of merging between cyber-
space and physical space, will be able to balance
economic advancement with the resolution of social
problems by providing goods and services that address
manifold latent needs regardless of locale, age, sex, or
language [21], [22]. While our proposal fits within the
field of view of such visionary paradigms, it concen-
trates on one specific aspect: the fostering of online
and distributed collaborative environments through the
integration of DT and immersive technologies. [23],
[24], [25]. To this aim, in the following we introduce
our vision regarding the setting-up of DT-empowered
collaboration platforms.

DT-Empowered Collaboration
The challenge, concerning the state of the art, is

to surpass the existing distances between mainstream
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collaboration platforms (e.g., forums, chats, instant
messaging, shared screens, etc.) and DTs. To explain
how we deem such a challenge may be approached, we
resort to Figure 2, which reports the main constituent
elements of what we here define as a DT-Empowered
Collaboration Platform. In essence, a DT-Empowered
Collaboration Platform may be seen as composed of a
core simulation engine, integrated with software, data,
and IoT components that support an active exchange
of information in the two directions in addition to
interoperability, both at a syntactic and semantic level.
IoT components, in fact, feed in a bottom up fashion
the simulation engines with their data (straight arrow
in Figure 2), but may also benefit from and utilize the
forecasting information and what if analyses returned
by such engines (U arrow in Figure 2). Interoperability
(represented with a two ended arrow in Figure 2),
across tools and applications, as discussed in [26], is
key to creating an ecosystem of models of real-world
objects which may consistently and seamlessly work
together, thus favoring the creation of collaborative en-
vironments. Artificial intelligence-powered interfaces,
instead, are the components necessary to translate any
natural means of communication of human beings in
DT settings and vice versa (two ended arrow in Figure
2). Finally, extended reality visualizations may support
an active exchange of information in the two directions
with a given DT, to comprehend its behavior beyond
the representations that may be provided by numbers
and charts (straight arrow in Figure 2), including the
responses to specific stimuli and manipulations of its
state (U arrow in Figure 2). We aim at fostering
an ecosystem supporting the exchange and enact-
ment of the ideas originating from multiple players,
participating through legacy open-source collabora-
tive paradigms. Immersive visualizations, augmented
interactions, and collaborations, along with artificial
intelligence paradigms, are all ingredients that may
promote a human-in-the-loop approach and empower
the predictions of the proposed platform, to boost the
design process convergence for human designers. Note
that, what may appear as a pile-up of technologies,
instead aims at putting human beings at the center of
the design space, as with a collaborative immersive
approach any innovations driven by DTs will be more
strongly controlled and human-centric.

Implementation Strategy
Expanding and including additional detail con-

cerning the main constituent elements listed in the
previous Section, it is now possible to provide a
list of technologies, along with their characteristics,
which may benefit from an exemplar DT-Empowered
Collaboration platform:

• As anticipated, simulation platforms amount to the
computational core, in charge of mirror physical
assets acting as a single source of truth, as they
may answer what-if questions originating from the
modeling effort. Different approaches (e.g., discrete
event, agent-based, cellular automata, etc.) and plat-
forms (e.g., NetLogo, UrbanSim, Transims, etc.)
may be exploited to such aim;

• IoT platforms act as generators of real-time data
and actuators of real-world transformation. Some
examples could include AWS IoT, Microsoft Azure
IoT, Google Cloud IoT, IBM Watson IoT, Oracle
IoT Cloud, etc. Some of the standard functions are
connectivity (orchestration, management, services),
device management (deployment and configuration,
monitoring, command and control, update, edge
application), IoT communications protocols and in-
frastructure (local hubs up to cloud backend and
multiple protocols), IoT applications (from DT to
rules and event management, app development);

• Big Data is the historical data related to an
ecosystem of interest. It may be structured, semi-
structured, or unstructured data and characterized
in terms of Volume, Variety, Velocity, Variability,
and Value (the Big Data 5Vs). Such data may help
predict future behaviors of the system of interest.
Different platforms are available, relevant examples
are Microsoft Azure, and Amazon Web Services,
which provide scalable, secure, and durable reposi-
tories for the storage and processing of big amounts
of data.

• Artificial Intelligence (AI) paradigms amount to
the keys required to interpret the inputs originating
from collaborative platforms, as well as the infor-
mation conserved within any available Big Data.
To interpret the former, AI may be employed to
interpret natural forms of human interactions (e.g.,
natural language processing and speech recogni-
tion). For what concerns the latter, regression and
classification approaches based on deep learning,
for example, will be used to leverage any available
Big Data for the benefit of prediction tasks. In
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Figure 1. Open Collaborative Immersive Empowered Digital Twin-based Design platform.

Figure 2. DT-Empowered Collaboration Platform.

addition, AI paradigms can analyze the outputs and
behaviors of the DT, in a synergistic collaboration
with simulation platforms. An excess of AI plat-
forms are today available, Amazon Redshift and
Microsoft AI are two relevant examples;

• Data Analytics platforms may return real-time in-
sights regarding the execution of a DT. Normally
employed for business intelligence purposes, several
different platforms (e.g., Apache Spark, Microsoft
Power BI, etc.) are available to implement such
component category and may be easily integrated
into the present proposal;

• Virtual and Augmented Reality (VR/AR) are en-

abling technologies supporting the human-centric
aspect of the proposal. Immersive environments
may be used to see, verify and interact with a DT.
Many different platforms are available to create,
build, publish and collaborate: Amazon Sumerian,
Facebook Horizon, and Mozilla Hubs, to name a
few. Of particular interest for the present proposal
would also be the integration of the WebXR device
API, a group of standards defined by W3C to
support the rendering of 3D scenes to hardware de-
signed for presenting virtual worlds (virtual reality,
or VR), or for adding graphical imagery to the real
world, (augmented reality, or AR);

In the next Section we discuss how such an ap-
proach may be put to good use to support a specific
conceptual framework: a virtual hackable city.

Applying the Conceptual Framework
To assess the goodness of the proposed approach,

we here consider a complex setting posed by city
design maintenance and management (check Figure
1). A DT-Empowered Collaboration Platform of urban
space may help to move along a path that aims at
creating new participatory ways of governance and
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accountability in such shared environments.
The incoming flows of new cultural groups on

one hand, and the changes affecting also conventional
professions and enterprises on the other, emphasize the
need for new practices and regulations, overcoming
the rigid and functional rhythm of urban life designed
upon a manufacturing paradigm. These issues generate
frictions and conflicts, widening the inequalities and –
from the public economic perspective – growing citi-
zens’, voters’, and taxpayers’ disaffection, with visible
implications for public expenditure and the even diffu-
sion and accessibility of urban services. Such tensions
have exacerbated in the aftermath of the COVID-19
outbreak, calling for city preparedness and risk as a
piece of overall city design and planning, incorporating
the concept of widespread resilience. Preparedness,
broadly including the treatment of uncertainty, re-
quires rethinking not only operational aspects but also
ways of producing knowledge to be prepared in the
long term [27]. This objective needs a comprehensive
method to intervene with out-of-the-box solutions in
the short-term operative design and planning of urban
public space, but at the same time propose scenarios
for the longer-term future development. To this aim,
digital human-in-the-loop and collaboration platforms
have been used to exchange experiences and collabora-
tively seek solutions. The adoption of participative and
collaborative approaches has produced methodological
studies on common languages for the representation
and accessibility of urban public space, by developing
ontologies providing specialized and non-specialized
information and visualization of local data. Vertical
applications have been realized producing high value
in separate sectors, but lacking the opportunity to syn-
ergistically adapt the digital model to urban complex
systems [28], [29].

Leveraging on instances of the DT-Empowered
Collaboration platform, effective and comprehensive
solutions to such problems may be sought as the
proposed platform may integrate:

1) Novel metrics apt to quantify urban gaps (identi-
fication and evaluation of the differences among
different areas and between the city as the in-
frastructure on the one hand, and the citizen
community on the other);

2) New means of participation of the community
of stakeholders, fostering an easy and rapid
collection of ideas and suggestions;

3) Methodologies suitable to translate community

inputs into their most relevant implications and
figures of merit;

4) Effective ways of visualizing and supporting the
understanding of the implications and results, as
well as of amending and adapting the contribu-
tions provided through the participatory step.

A Virtual Hackable City (VHC) hence amounts
to a DT-Empowered Collaboration instance, enabling
anyone to experiment with hacks in the urban space
and eventually create value for the city, society, envi-
ronment, and market (check Figure 1). Interestingly,
the proposed paradigms appear suitable to implement
the vision of De Waal et al [30]: create new participa-
tory ways of governance which include advanced hack-
ing, making, and prototyping skills, such as envision-
ing, translating, or orchestrating, and enable emerging,
heterogeneous city-makers to participate actively in ex-
ploring the collaborative envisioned potential and con-
structive dialogue aiming for transformational change
for the common good. Figure 3 reports the general
VHC schema.

According to this vision, a VHC may be imple-
mented to support co-design activities on the hybrid
(physical/digital) model. The objective would be to
verify, monitor, and anticipate the effects of the disrup-
tive re-design of portions of public spaces of a given
city (in a digital environment) while at the same time
enlarging the participation to collaborate in co-design
on a physical 3D model. The VHC would implement
simulations of transformations of public spaces, al-
lowing to overcome the barriers set by the physical
environment, showing possible future arrangements in
the light of alterations of some variable. Furthermore,
the VHC would grant the space for experimentation
both to policymakers and planners but also to citizens
and less expert users. This provides the freedom to test
and fail on a small controlled scale, before proceeding
further with longer-term planning for a larger urban
scale.

Conclusion and Future Works
This contribution is concerned with the design

and development of a DT-Empowered Collaboration
paradigm, applied to the context of a Virtual Hackable
City (VHC), exploiting the most advanced technolo-
gies from Artificial Intelligence, Internet Of Things,
Simulation, and Virtual and Augmented Reality fields.
The proposed DT-Empowered Collaboration paradigm
may be employed to manage and counter impor-
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Figure 3. General Project Architecture.

tant issues of modern and crowded but also small
and quiet cities, such as the flows of new cultural
groups, changes in professions and enterprises, and
the rigid rhythm of urban life. In essence, the pro-
posed paradigm may be put to good use to assess the
preparedness of a city to manage any kind of event.
We idealize a digital world in which you can see the
effects of changes in cities: what if we build a Mexican
restaurant in a historic neighborhood? What happens
to the traffic flows if we open a new road? Exploiting
DT-Empowered Collaboration platforms, we advocate
that we could quickly find convincing answers to
all of these questions. Much work has to performed
though. Data inconsistencies and shortcomings could
jeopardize the final outcome of such initiatives. For
this reason, a future direction of work will consider
the issue of data availability to evaluate, under the cur-
rent conditions, the real applicability of the proposed
framework.
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