
Abstract
Progress in bioengineering and nanotechnolo-

gy has led to advances in implantable nanoscale 
devices. Providing synthetic molecular commu-
nication among these devices is an ongoing 
unsolved challenge. Biological systems inspire 
promising approaches for engineering data com-
munication in molecular communication, but 
noises from dynamic tissue signaling result in low 
data rate and high latency. Thus, error control 
techniques become critical for reliable communi-
cation. This article contributes to a detailed and 
precise view of existing methods for error control 
in in-body molecular communication. It classifies 
the free-diffusion and cell signaling sources of 
noises. The article presents an error prevention 
technique, encoding multiple molecular infor-
mation carriers for cell-signaling-based molecu-
lar communication systems. It highlights open 
research opportunities.

Introduction
Molecular communication (MC) has extraordi-
nary potential to transform medical technology. 
Leveraging on advances in nanotechnology, MC 
allows implantable nanomachines to communi-
cate by biological principles for data transmis-
sion. Nanomachines are devices less than 100 
mm in size with primitive sensing, actuating, and 
computing capabilities. A nanonetwork arises 
from the communication among these devices 
and operates inside the human body assisting on 
different fronts, such as intelligent drug delivery, 
infectious agent detection, and cancer cell iden-
tification [1]. MC has various healthcare applica-
tions once it allows the controlled actuation of 
nanomachines inside bodies and living tissues, 
and the integration between a nanonetwork and 
the Internet.

Reliable MC is essential in healthcare applica-
tions. It depends on multiple building blocks to 
achieve a complete communication system, such 
as efficient information coding and error control. 
The MC research community has investigated a 
range of biologically inspired methods and the 
use of molecules to engineer in-body data com-
munication. The preference for MC rather than 
the traditional electromagnetic waves occurs due 
to MC’s increased biocompatibility and higher 
energy efficiency [2]. Researchers adopt distinct 
elements of biochemical communication process-
es and abstract them into models for assembling 

and characterizing systems for encoding informa-
tion and controlling errors in data transmission.

Small particles act as chemical signals con-
veying the information. A synthetic transmitter 
nanomachine releases these particles into a fluidic 
medium, where the particles propagate until they 
arrive at a receiver nanomachine, which detects 
and decodes the information encoded in the 
particles. This process is prone to different errors 
introduced by the network entities and channel 
properties in which noises are inevitable, hinder-
ing the development of reliable MC. Reliable and 
error-tolerant MC techniques are vital for nano-
medicine applications. Communication errors 
may lead to the erroneous delivery of particles 
to incorrect body parts, which can cause unprec-
edented and harmful effects to the human body.

Based on a deep search of the MC litera-
ture, we observe only initial discussions about 
error control and specific noises in different dif-
fusion-based MC systems and variants thereof. 
Even though some studies point to interesting 
and tractable solutions, they are specific to some 
cases and do not necessarily translate to various 
MC systems. For example, some studies focus on 
bionano machine architectures, and modulation 
and coding techniques [3], while other studies are 
specific solutions, such as congestion control [4], 
as well as inter-symbol interference (ISI) reduction 
channel codes [5].

Given the importance of error control for 
designing reliable MC, this article promotes a 
structured and focused discussion on this topic, 
aiming to lead research on error control for MC. 
Besides providing a discussion on how the com-
munity addresses the error control issue for intra-
body MC systems, it presents a new multi-carrier 
solution based on the abundantly available mol-
ecules in tissues and organs. Molecules, such as 
Ca2+, IP3, and K+, and their nonlinear relationships 
are explored to control error with a multi-mol-
ecule encoding mechanism and parity checks. 
Simulation results show improvements in capacity 
and reduction in path loss.

This article proceeds as follows. The follow-
ing section provides a brief background on MC 
and the impact of noise within it. We then pres-
ent an overview of the sources of errors in MC. 
Following that, we classify existing error control 
techniques in the literature. We then present the 
proposed encoding technique for error preven-
tion in cell-signaling-based MC. Finally, we high-
light open issues and then conclude the article.
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Molecular Communications and  
the Impact of Noises

Molecular communication noise must be handled 
based on the characterization of environmental 
dynamics, as stochastic chemical reactions gov-
ern it. The effects caused by the stochastic behav-
ior inherent in chemical reactions are the main 
source of error [6]. There are a variety of mole-
cules, proteins, amino acids, and other elements 
that react with each other. The dynamic behavior 
increases with the number of active cells in tiny 
tissue volumes. This results in different signaling 
known to biology and biochemistry as intracrine, 
autocrine, juxtacrine, paracrine, and endocrine 
signals.

Intracrine signals produced by the receiver cell 
stay within it. Autocrine signals are produced by 
receiver cells and affect the receiver cell itself. 
Juxtacrine signals are from adjacent (touching) 
cells. These signals are transmitted along cell 
membranes via protein or lipid components inte-
gral to the membrane and affect either the emit-
ting cell or cells immediately adjacent. Paracrine 
signals receive information in the vicinity of the 
transmitter cell (e.g., neurotransmitters); signaling 
cells secrete signal molecules into the extracel-
lular fluid. Endocrine signals receive information 
from distant transmitting cells. Endocrine cells pro-
duce hormones that travel through the blood to 
reach all parts of the body. Table 1 presents met-
rics associating all these types of cellular signaling 
for communications, including cells, propagation 
type, channel, signaling wave speed, and commu-
nication range.

Nanomachines cannot implement complex 
coding schemes due to computing limitations, 
the lack of control at that scale, and their depen-
dence on signaling mechanisms and molecule 
type. There are two main classes of information 
coding schemes. One depends on the type of the 
employed particle (e.g., neurotransmitters, intra-

cellular messengers, DNA molecules), and the 
other relies on the way they employ the particles 
as means of propagation (e.g., free diffusion and 
cell–cell signaling). The above-mentioned encod-
ing mechanisms do not tackle the tissue signaling 
environment. Existing techniques include error 
prevention, interference mitigation, error detec-
tion, and error control codes. Each technique 
relies on the propagation and the use of particles 
to encode information.

MC presents challenges, such as the expected 
computational constraints. The high rate of path 
loss and noisy transmissions increase the likeli-
hood of communication error. Hence, the design 
of reliable MC is challenging. Diffusion-based MC 
enfolds distinct techniques and cellular signaling 
types, such as free diffusion communication and 
Ca2+ signaling. Free diffusion follows the behavior 
of molecules suspended in a fluid that moves in 
the absence of chemical reactions. Ca2+ signaling 
lies in a cell-to-cell communication usually mediat-
ed by gap junctions after a chemical reaction (i.e., 
reaction-diffusion). Different types of signaling 
might have a different number of chemical reac-
tions due to more or fewer information carriers, 
which makes each signaling scheme have its own 
propagation characteristics (Table 1).

A Classification of Noises and their Sources
Figure 1 presents a classification of the most 
prominent noises in MC (detailed in this section) 
and the main techniques to handle these noises 
and errors resulting from them (detailed later). 
Noises in MC follow two different perspectives: 
diffusion-related and signaling-related noises.

Free-Diffusion-Related Noises
The randomness from the movement of the 
information particles is one of the main sources 
of noise in free-diffusion-based MC (Fig. 2). ISI 
emerges from these noises, dramatically affect-
ing communication reliability. ISI results from the 

TABLE 1. Compilation of characteristics of different cellular signaling types [3, 7, 8].

Type Propagation Example Channel Speed Range

Intracrine Free diffusion Stem cells, Prokaryote, 
Eukaryote cells Intracellular space 18–60,000 nm/s 0.5 m–20 m

Autocrine Reaction-diffusion Stem cells, Prokaryote, 
Eukaryote cells Tissue 18–60,000 nm/s 0.5 m–60 m

Juxtacrine Reaction-diffusion Stem cells, Prokaryote, 
Eukaryote cells Gap junction 18–60,000 nm/s 0.5 m–400 m

Paracrine Advection-diffusion Stem cells, Prokaryote, 
Eukaryote cells

Extracellular, vlood, various 
fluids, free space 18 nm/s–120 cm/s 0.5 m–2 m

Endocrine Advection-diffusion Eukaryote cells Circulatory system 120 cm/s 0.5 m–2 m

FIGURE 1. Classification of error control: types of noises and techniques.
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delayed arrivals of information particles or arrivals 
out of order, which generate transposition among 
symbols (i.e., transposition noise, where instead of 
being distorted, symbols exchange their positions) 
compromising the detection and decoding of the 
received signals [8].

Another feature lies in the transmitter-receiver 
distance as a parameter influencing communica-
tion. Depending on the environment (e.g., blood-
stream), the nanomachine position may constantly 
change [9]. When the distance is known, one 
can identify the probability of erasing noises and 
optimizing data transmission (e.g., frequency and 
concentration). An erasure noise consists of parti-
cles sent and lost in the diffusion process before 
reaching the destination. Molecules may be 
erased by several mechanisms, such as absorption 
by another receiver or being trapped in biological 
structures [10].

Noises occur as well with undesired reactions 
between information molecules and other mole-
cules present in the environment (e.g., collisions 
breaking particles or generating new molecules). 
These reactions change the structure of the infor-
mation molecules, and therefore the receiver 
cannot detect the transmitted message (decom-
position noise). The background noise or biolog-
ical interference is generated by molecules other 
than those employed for communication, which 
shows a similar affinity for the receptors [11].

Cellular Signaling-Related Noises
Molecular emission for cellular communication 
(e.g., Ca2+ signaling) promotes noisy conditions 
that produce an error in data transmission. In cel-
lular signaling systems, the transmitting and receiv-
ing nanomachines are cells (synthetic, hybrid, 
or natural). Synthetic biology provides tools to 
control, modify, and reengineer the cells’ genet-
ic code to change their structure and functions 
[1]. As propagation happens through molecular 
transportation from one cell to another, depend-
ing on the type of cell, it may be controlled by 
communication gates. Thus, noise is concentrat-
ed on these gates and the characteristics of the 
cells. Gap junctions are gates opening and clos-
ing between the cytoplasm of two neighbor cells. 
Each cell connects to several other cells through 
these gates, and as they have stochastic behavior, 
diffusion turns to cells that are not the destina-
tion cells, generating losses (erasure noise). In this 
communication, ISI occurs by delayed molecules 
in the event of an unexpected gate close during 
transmission, or in large cells that affect the veloci-

ty of the molecule propagation due to the amount 
of space or also with symbol transposition.

Molecular signaling might result in excessive 
noise due to variations in molecular concentra-
tions during intercellular (i.e., between-cell) signal-
ing (Fig. 3). In cell–cell signaling, both internal and 
external noise may occur. Internal noise happens 
due to the constant fluctuations in molecular con-
centrations within cells, given the stochastic events 
of chemical reactions. External noise results from 
the permeability of intercellular channels, and it is 
generated by fluctuations in molecular concentra-
tion coming from neighboring cells [12].

Error Control Techniques
Conventional systems apply complex error con-
trol techniques to ensure reliable communica-
tion. Because of the particular constraints to MC, 
these techniques cannot be directly adapted to 
nanonetworks. This section presents different 
techniques in MC to detect, mitigate, and correct 
errors in communication channels. It follows a 
four-like classification for these techniques (Fig. 
1), including:
•	 ISI mitigation
•	 Error prevention techniques
•	 Error detection codes
•	 Error control codes

Inter-Symbol Interference Mitigation
ISI mitigation aims to increase channel reliability 
by reducing the effects of the stochastic nature 
of diffusion. Solutions follow longer symbol dura-
tion or reduced molecular concentration by 
lower energy symbols. Modulation and encoding 
schemes for ISI mitigation keep low complexity. 
An example is to use modulation schemes based 
on particle release. The reduction of the transpo-
sition error information results from three main 
approaches:
•	 Counting the number of released particles 

or alternating two different particles in two 
subsequent time slots [8]

•	 Sending the information in two types of mol-
ecule, one for symbol-1 and another for sym-
bol-0

•	 Sending two different molecules at the same 
time, subtracting their concentration and 
identifying the equalized signal [8]

These techniques require precise discrimination 
among different symbols by the receiver.

There are also ISI-resistant coding schemes for 
free diffusion systems. This approach mitigates 
delay in the arrival of particles based on the num-
ber of received molecules. However, there is a 
time-gap among consecutive symbols [5]. These 
mitigation schemes require either devices able 
to perform simple tasks, such as molecule stor-
age or production, sensing, and accounting, or 
additional resources to control the release. These 
nanomachines can be generated by artificial cells 
that combine biological and synthetic structural 
elements, or genetically modified cells through 
synthetic biology, where specific functionalities 
can be integrated into the cells [2].

Error Prevention Techniques
Error prevention needs to be tailored to the dif-
ferent MC channels. Channel impulse response 
(CIR) is an expressive characteristic for the chan-

FIGURE 2. Representation of a free-diffusion-based MC system and noises.
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nel estimates. MC systems analyze CIR through 
the expected number of molecules in the receiv-
er. The receiver estimates the transmitter distance 
through path loss of CIR. Knowing this distance 
is paramount to reduce the channel error prob-
ability, because the transmitter optimizes trans-
mission properties, for example, longer pulses or 
increased signal amplitude for longer distances 
to minimize erasure noise effects [3]. CIR in MC 
changes over time because nanomachines are 
not fixed in their position [8], rendering precise 
CIR estimation difficult and useless [3]. Also, this 
technique might require multiple transmissions, 
and it greatly occupies the channel. Another 
approach to estimating the distance lies in mea-
suring molecule propagation time based on the 
propagation delay metric. The receiver requests a 
feedback signal, and after receiving the response, 
it estimates the distance based on the propaga-
tion delay. This technique requires increased com-
putational power from the transmitter.

Error Detection Codes
Proposals for free-diffusion-based systems have 
employed the parity check method for error 
detection. One approach lies in sending concen-
trations of two distinguishable molecule types 
using a modulated parity check encoder. In [10], 
the information is encoded into a binary code 
(i.e., representing the two states of the cell) char-
acterized by the codeword of three symbols. Its 
decoder computes the a posteriori log-likelihood 
ratio of the information, symbols to identify pos-
sible errors. This proposal uses concepts from 
synthetic biology to design a cell with branching 
genetic circuits (i.e., a network of chemical reac-
tions involving genes and molecular species work-
ing together) to encode and modulate codeword 
symbols.

Similarly, the Hamming code shows low com-
plexity, which is an advantage for MC. Howev-
er, there is an energy cost when applied with 
numerous random number generators and for  
encoding and decoding processes. Some deriva-
tions of the Hamming code have been consid-
ered for MC. For example, the Hamming distance 
designs channel codes based on the number of 
different symbols between two binary sequences. 
Hamming distance combined with channel tim-
ing-based decoding is effective to combat additive 
noise sources in non-concentration-encoded MC 
channels [10]. However, it is not well suited to 
combat erasure errors.

The Hamming-weight codes determine path 
lengths between nodes and use the weight 
of a string to detect and reduce transposition 
errors. LT erasure codes and the Hamming code 
(LT-Hamming) combat the information loss in 
molecular-scarce (e.g., diffusive channels with 
erasure noises) communication scenarios. These 
techniques rely on a random number of genera-
tors that consumes computational resource and 
energy [10]. They allow error detection, but not 
error correction.

Error Correction Codes
Error correction codes aim at reducing bit error 
rate. There are two different techniques: forward 
error correction (FEC) and backward error cor-
rection (BEC). FEC often employs an error con-

trol coding (e.g., Hamming codes and Reed 
Solomon). Due to the expected limitations of 
nanoscale devices, considering computational 
complexity and energy-efficient communication is 
paramount. Minimum energy codes (MECs) with 
Hamming distance constraints are an option to 
reduce energy consumption by lowering the aver-
age weight of codewords in diffusion-based MC. 
Reducing the average code weight decreases the 
average codeword weight energy. Thus, apply-
ing MECs combined with on-off keying (OOK) 
modulation (transmitting molecules in symbol-1 
periods and not transmitting molecules in sym-
bol-0 periods) is suitable for diffusive systems, 
because transmitting the symbol-0 requires no 
energy. MECs, as channel code, improve perfor-
mance but require large codeword lengths. They 
outperform the Hamming codes in bit error rate 
generated by ISI [13]. However, the complexi-
ty of coding systems must remain low to allow 
applications. Among the most potent techniques 
concerning error correction are codes based on 
linear factors, such as Reed Solomon code, but 
they require high energy consumption.

BEC techniques exist for MC, such as stop-
and-wait automatic repeat request (SW-ARQ). 
Some proposals apply the SW-ARQ method in 
free diffusion systems considering the restrictions 
of computation and memory in nanomachines. 
Variations of this technique send duplicated mes-
sages and acknowledgment (ACK) to improve 
reliability. According to the technique, the ACK 
control message performs multiple tasks, such as 
triggering the next information in the transmitter, 
stopping and releasing information molecules, 
and changing the type of molecule [4]. Feed-
back-based schemes such as SW-ARQ control 
the flow and ensure delivering a given number 
of information particles to the receiver while pre-
venting the transmitter from releasing molecules 
faster than the receiver can react. This avoids mol-
ecules remaining in the channel, colliding with 
each other, or diffusing away, causing loss or ISI, 
but it yields additional time cost and energy con-
sumption. Each technique has its limitations and 
advantages, and the choice must consider the 
application.

Error Prevention Technique for a  
Cell-Signaling-Based MC System

The natural signaling process of the human body 
cells has inspired promising approaches for engi-
neering data communication in MC. An example 

FIGURE 3. Representation of a cellular signaling-based MC system and noises.
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is calcium-signaling-based MC. However, there 
are many challenges in providing reliable com-
munication among nanomachines in a noisy sto-
chastic channel. Given nanomachine constraints, 
low-complexity error control schemes are suitable 
for cell-signaling-based channels.

This section presents a proposal for employing 
distinct molecules types as information carriers to 
encode data considering cell signaling systems 
(i.e., juxtacrine signaling). Since natural cells exhib-
it a variety of molecules and their corresponding 
pathways, it capitalizes on the diversity of mole-
cules and their relationships to improve reliability 
in MC. The proposal lies in encoding information 
using multiple information carriers, such as Inosi-
tol Triphosphate (IP3), calcium (Ca2+), and potas-
sium (K+) molecules (i.e., molecules commonly 
found in natural cells, e.g., astrocytes, epithelial, 
and smooth muscle, among others). The research 
hypothesis lies in natural molecular diversity and 
their nonlinear relationships as a leading alter-
native to reduce error probability and achieve 
low-complexity signaling MC. The choice of mol-
ecules is bio-inspired and follows deep studies 
of MC with respect to the underlying biological 
processes that may be affected. These specific 
molecules have not been exploited for error con-
trol before, and are biocompatible and feasible 
for intra-body artificial MC since they are already 
in the human body.

The binary modulation technique uses concen-
trations of two types of information molecules, 
that is, IP3 to represent symbol 0 and Ca2+ to rep-
resent symbol 1, to reduce ISI effects and errors 
in communication. Positive values for each mol-
ecule depend on a concentration threshold, and 
any value above it is considered being symbol 1 
(Ca2+) or symbol 0 (IP3), according to the mole-
cule whose concentration was measured. Using 
different molecules to represent symbols 1 and 0 
reduces the probability of error caused by noise 
in the channel.

The receiver performance in discriminating 
between two different symbols improves as a 
consequence of multi-carrier transmissions. 
When modulation uses only one molecule type 
and represents symbol 0 by silence (i.e., not 
transmitting molecules), errors can occur more 
easily because the noise interferes with the 
identification of the symbols 0 and interferes in 

decoding the received signals. Tx decides which 
molecule to send depending on the previously 
sent transmission symbol and current symbol. 
However, it must satisfy the size of the codeword 
length l ≤ 7 symbols (i.e., l = 3 message symbols, 
l ≤ 3 parity check symbols, and l = 1 symbol for 
a start signal). A time slot (t) is reserved for the 
release of each symbol (i.e., symbol time inter-
val) based on the propagation time. The natural 
mechanism of the cells causes the molecules to 
arrive through the intercellular channels to be 
quickly expelled from the cells; then, even if the 
time for release is added, communication tends 
to be fast.

Given the asynchronous communication and 
the difficulty of feedback signals, the proposed 
scheme considers a single symbol of K+ at the 
beginning of the codeword to indicate a new 
transmission. Error detection is performed using 
a parity check scheme. The parity symbols are 
added in the last positions of a string of the binary 
code and comprise a concentration of K+. The 
parity symbol ensures that the total number of 
symbols-1 in the string is even if three consecutive 
K+ symbols are included at the end of the code-
word or odd if only one symbol is added (Fig. 4). 
For example, to transmit a 3-symbol message 101, 
the transmitter sends the Ca2+ molecules to sym-
bol-1 and then releases IP3 to the symbol-0 and 
Ca2+ for the next symbol. Here, parity adds three 
K+ symbols at the end of the codeword to indi-
cate that the total number of ones (i.e., Ca2+) in 
the string is even. The receiver nanomachine rec-
ognizes that when IP3 or Ca2+ are followed by K+, 
it indicates the parity symbol. Once all messages 
begin with K+ and there are no other cases where 
IP3 or Ca2+ are followed by K+, the parity symbol 
also indicates the end of the message. The same 
message is repeated at least three times with a 
long period of the interval Tb between each rep-
etition. Thus, the receiver checks parity and dis-
cards error messages.

Based on [12], the proposed error prevention 
technique has been studied through mathemati-
cal simulations for a cellular-signaling-based MC 
system. We assume an asynchronous single-hop 
MC system composed of a hybrid transmitter 
and receiver nanomachine (i.e., a biological nan-
odevice with electronic parts) and channel. Rx 
measures the concentration of molecules upon 
contact and checks the parity symbol. Cell-to-
cell communication occurs when the gap junc-
tion in the cells opens, and IP3, Ca2+, and K+ 
molecules propagate through the cytosol. In 
this investigation, intracellular noises have been 
modeled for IP3 and Ca2+ based on [14]. Figure 
5 compares the proposed technique with OOK 
modulation to transmitting both molecules in 
symbol-1 periods and not transmitting molecules 
in symbol-0 [12].

The comparison follows a perspective of infor-
mation theory. In MC, molecules may not arrive 
at the receiver due to their diffusion direction 
probability in intercellular channels. Thus, path 
loss was applied to analyze this behavior using 
different molecules as information carriers, con-
sidering the intra/intercellular channel noises. 
Shannon’s entropy quantifies the communication 
capacity in terms of symbols considering a dis-
crete memoryless channel, as proposed in [15]. 

FIGURE 4. Error prevention technique.
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We define the state transition probabilities for the 
Rx and Tx. For Tx, we consider the release of Ca2+ 
or IP3 molecules. For the receiver, we consider 
another two states to represent when the amount 
of received molecules (i.e., Ca2+/IP3) changes cell 
state, transitioning from symbol-1 and symbol-0. 
The mutual information measures the quantity of 
transferred information.

Results demonstrate that end-to-end capaci-
ty improves up to 10 percent when information 
encoding uses multiple information carriers in 
combination with the proposed error prevention 
(EP) technique. The intracellular noise causes 
communication degradation, and the error pre-
vention technique reduces path loss, only by cre-
ating a dual signaling mechanism using different 
carrier molecules, which has not been greatly 
utilized before. Results pave the way for more 
in-depth studies into how many molecules can be 
used in an interwoven manner to maximize com-
munication performance in MC.

Open Issues and Opportunities
Despite advances in MC, many challenges exist 
for the design of reliable communication. In reac-
tion-diffusion channels, such as biological tissues, 
there are different sources of noise and errors 
(Fig. 1). Thus, it is unclear whether conventional 
techniques comply with MC requirements. This 
section presents the main open issues and oppor-
tunities for research on error control in MC in bio-
logical tissues.

Although the literature explores nano commu-
nication models, there are few proposals to deal 
with noises and errors. In cellular signaling, one 
of the main areas for future contribution lies in 
developing tailored error prevention techniques 
considering the signaling factors that affect coding 
such as concentration amplitude and transmission 
time. Nanomachines have limited computational 
capacities, so techniques concerning error cor-
rection (e.g., Reed-Muller and feedback-based 
techniques) are not suitable. Thus, coding com-
plexity has to be extremely low, and must possibly 
be implemented through spatial-temporal-based 
protocols. This is because different tissues present 
different signaling frequencies as well as spatial 
dimensions [12].

Another open issue consists of the design of 
coding schemes that use multiple types of mole-
cules. There are opportunities for characterizing 
noises caused by different transmitters and receiv-
ers. Some studies measure the required energy 
to achieve the coding technique by metrics such 
as energy per bit, energy cost to calcium release, 
bit-meters, and critical distance [13], particularly, 
for the juxtacrine signaling, or even specific to 
other types of signaling. Also, the identification 
of orthogonal waves in signaling molecules (e.g., 
Ca2+/IP3) is still open.

Natural MC systems have schemes for error 
control that can inspire the design of new ones. 
The use of enzymes was proposed to degrade 
molecules of the channel and reduce ISI effects 
in free-diffusion-based systems [9]. Similarly, the 
control of gap junction behavior and organelles, 
which clean up the cellular environment, can 
reduce cellular-signaling-related noises and miti-
gate ISI. Further studies to characterize noise in 
natural MC are required to design error control 

inspired by natural physiological predictive mod-
els. Because biological tissues are so complex, 
more knowledge about these noise sources will 
elicit novel error control techniques.

Exploiting synthetic biology techniques has 
value in the design of signaling processing cir-
cuits, as suggested by [1], but now focusing on 
error control (e.g., design synthetic biology com-
ponents, including encoders, noise filters, and 
molecule sensing devices). Artificial manipulation 
has enabled cells to produce engineered mole-
cules, which can serve several approaches, such 
as developing artificial cell signaling. Although 
genetic circuit-based and nanomaterials-based 
error control techniques exist, the implementa-
tion of those artificial MC systems should validate 
their error control capabilities. Similarly, imple-
menting coding schemes that consider the lim-
itations of biological nanomachines remains an 
open issue, and should take into account exper-
imental data.

Conclusion
Handling noises is critical to advance communica-
tion systems once noises significantly compromise 
communication reliability. The main contributions 
of this article are fourfold:
•	 A reinforcement of the importance of 

addressing noises as primary sources of 
errors in molecular communication

•	 A classification of the main types of noises 
and existing error detection, mitigation, and 
correction techniques

•	 The proposal of a new error prevention tech-
nique for a cell-signaling-based molecular 
communication system that has overall supe-
rior performance and improves data propa-
gation

•	 Open issues and opportunities to advance 
the design of reliable molecular communica-
tion.
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FIGURE 5. Capacity and path loss. 
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